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December 18, 2003

The Honorable Charles Schumer

313 Hart Senate Office Building

Washington, D.C. 20510

Dear Senator Schumer,

Thank you very much for your continued dedication to privacy issues.  In particular, we applaud your leadership in the 106th Congress in introducing the Notice of Electronic Monitoring Act which represented a major step forward in the fight for workplace privacy.  By requiring employers to give their employees substantive notice of electronic monitoring practices (a practice that is not currently required) while not actually restricting monitoring, it recognized the balance between the needs of employers and employee privacy concerns. Currently over 80% of employers continue to conduct some form of electronic monitoring in the workplace with little to no legal recognition of employee privacy.  

As members of the privacy community, we are writing today to urge you to reintroduce the Notice of Electronic Monitoring Act. 

The need for this legislation has become even more acute in the intervening years since its original introduction.  According to employer’s own statistics (American Management Association 2003 survey), in the three years since the Notice of Electronic Monitoring Act was introduced, e-mail monitoring alone has risen to such a level that now more than 50% of employers monitor e-mail.  Indeed the number could be even higher as 13% of employers responded that they didn’t even know if monitoring was occurring in their workplaces.  Since 2001, there has been a statistical decline in the use of written monitoring policies as monitoring has become more prevalent and less than half of the companies with policies train their employees on them.  As you know, most written policies on monitoring are more likely to be a reservation of rights than true notice of monitoring practices.

While employers generally initiate electronic monitoring in response to legitimate business concerns, the results have been devastating to employee privacy.  Virtually everything an employee says and does at work can be, and often is, monitored by his or her employer.  Many employers listen to employees’ telephone calls, read their e-mails, listen to their voice mail, review documents on their employees’ hard drives, and check every web site visited.  It is as if many employees have  a mobile video camera following them every minute of the day, recording their every act and word.  This means that employer monitoring systems frequently record  personal information and communications.  Employees are often unaware of the type and frequency of monitoring that is occurring.

As members of the privacy community, we ask that you revisit this issue.  Reintroduction of the Notice of Electronic Monitoring Act would be an essential step in beginning to address these concerns.   

Sincerely yours,

Laura W. Murphy

Director

ACLU Washington National Office

James X. Dempsey

Executive Director

Center for Democracy and Technology

DEIRDRE K. Mulligan

Director

Samuelson Law, Technology, and Public

Policy Clinic

Boalt Hall

University of California Berkeley*

     *for affiliation purposes only

Lewis L. Maltby

President

Jeremy E. Gruber

Legal Director

National Workrights Institute

Robert Ellis Smith

Publisher

Privacy Journal

Attorney at Law

Beth Givens

Director

Privacy Rights Clearinghouse 

