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STATEMENT OF AMICI CURIAE

Amici are non-profit public interest organizations seeking to ensure
the preservation of Fourth Amendment and statutory privacy protections in
the face of advancing technology. This amicus brief is submitted at the
request and by the order of this Court, under its Briefing Order dated
January 26, 2009.

The Electronic Frontier Foundation (“EFF”) is a non-profit, member-
supported civil liberties organization working to protect free speech and
privacy rights in the online world. As part of that mission, EFF has served
as counsel or amicus in key cases addressing electronic privacy statutes and
the Fourth Amendment as applied to the Internet and other new
technologies. With more than 10,000 dues-paying members, EFF represents
the interests of technology users in both court cases and in broader policy
debates surrounding the application of law in the digital age, and publishes a
comprehensive archive of digital civil liberties information at one of the
most linked-to web sites in the world, www.eff.org.

The American Civil Liberties Union (“ACLU”) is a nationwide,
nonprofit, nonpartisan organization with over 500,000 members dedicated to
the principles of liberty and equality embodied in the U.S. Constitution. The
protection of privacy as guaranteed by the Fourth Amendment is an area of
special concern to the ACLU. In this connection, the ACLU has been at the
forefront of numerous state and federal cases addressing the right of privacy
in Internet communications.

The ACLU-Foundation of Pennsylvania, Inc. (*ACLU of
Pennsylvania™) is a non-profit organization with about 19,000 members in

Pennsylvania. The organization is devoted to the preservation and
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advancement of civil liberties for all Pennsylvanians through public
education, legislative advocacy and litigation. The ACLU of Pennsylvania
regularly appears in this Court and the Third Circuit as either direct counsel
or amicus to serve those ends. Because of its particular commitment to rights
of privacy and due process, the ACLU of Pennsylvania has a special interest
in, and expertise to address, the application of the law in this case.

The Center for Democracy and Technology (“CDT”) is a non-profit
public interest organization focused on privacy and other civil liberties
issues affecting the Internet and other communications networks. CDT
represents the public’s interest in an open, decentralized Internet and
promotes the constitutional and democratic values of free expression,

privacy, and individual liberty.
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INTRODUCTION AND SUMMARY OF ARGUMENT

Amici urge this court to affirm the District Court’s decision upholding

the Magistrate Judge’s denial of the Government’s application under 18
U.S.C. § 2703(d) to obtain cell site location information (“CSLI”). See
McVerry Order of September 10, 2008 (Government Appendix (“Gov.
App.”) 2, Docket No. 31), aff’g In re Application of the United States for an
Order Directing a Provider of Electronic Communication Service to
Disclose Records to the Government, 534 F. Supp. 2d 585 (W.D. Pa. 2008)
(Gov. App. 5, Docket No. 3) (“M.J. Order”).

Amici agree with the Government that the Stored Communications
Act (“SCA”) protects CSLI, establishing a statutory floor of privacy
protection by requiring the Government to obtain at least an order under 18
U.S.C. § 2703(d) (a “D Order”) before compelling its disclosure from a cell
phone provider. However, the Magistrate Judge was correct that the SCA
permits but does not require her to issue an order under that section, a
holding required by the statute’s plain language and the canons of
construction. By giving judges the discretion to deny an application for a D
Order and instead require the Government to obtain a search warrant under
the Federal Rules of Criminal Procedure pursuant to 18 U.S.C. §
2703(c)(1)(a), Congress set a sliding scale for access to information covered
by the SCA and thus provided a statutory “safety-valve” to judges faced
with requests for information that is or may be protected by the Fourth
Amendment, allowing them to avoid issuing an order that may violate the
Fourth Amendment or call the statute’s constitutionality into question.

Even assuming that the statutory language in question is ambiguous

and subject to more than one fair reading, Amici need only show that the



Government’s “mandatory” reading of 18 U.S.C. § 2703(d) raises serious
constitutional questions in order for the doctrine of constitutional avoidance
to require the Magistrate Judge’s “permissive” reading. However, Amici
also demonstrate that CSLI, which reveals information about the interior of
protected spaces such as the home, is in fact protected by the Fourth
Amendment. Amici further demonstrate how the accuracy of CSLI is
irrelevant to this analysis and urges the Court to remand for an evidentiary

hearing if it determines otherwise.

ARGUMENT

I. The Stored Communications Act Requires the Government to
gls)ialin at Least an Order Under 18 U.S.C. § 2703(d) Before Obtaining

“[E]very exercise of statutory interpretation begins with an
examination of the plain language of the statute,” and where statutory
language is “plain and unambiguous,” no further inquiry is necessary.
Rosenberg v. XM Ventures, 274 F.3d 137, 141 (3rd Cir. 2001). Amici agree
with the Government that the Stored Communications Act portion of the
Electronic = Communications Privacy Act (“ECPA”) plainly and
unambiguously protects stored CSLI as “a record or other information
pertaining to a subscriber to or customer of [an electronic communication]
service.” 18 U.S.C. § 2703(c)(1); see also Government’s Appellate Brief of
February 13, 2009 (“Gov. Br.”), at 9-13.

. Magistrate Judge Lenihan was correct to find that Congress,

' Amici further agree with the Government that CSLI constitutes such “a
record or other information” regardless of whether a cell phone is a
“tracking device.” See Gov. Br. at 16-18. Because the question of whether
a cell phone may be a “tracking device” is irrelevant, Amici do not take a
position on it, and do not adopt the Government’s additional argument that a
cell phone can never be a “tracking device.” Gov. Br. 18-23.
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“recogniz[ing] the importance of an individual’s expectation of privécy in
her physical location,” intended to protect the privacy of CSLI against
governmental intrusion. M.J. Order, 534 F. Supp. 2d at 610. However, it is
through the SCA that Congress provided such protection. The SCA provides
a clear statutory floor of protection for such information, requiring that the
government obtain at least a court order issued under 18 U.S.C. § 2703(d)
before obtaining such information. See 18 U.S.C. § 2703(c)(1)(B).

II. The SCA Gives the Court the Discretion to Deny an Application
for an Order Under 18 U.S.C. § 2703(d) and Instead Require the
Government to Seek a Probable Cause Warrant.

While the SCA recognizes that some information pertaining to a
subscriber should be available with a mere subpoena, and while it provided
at least the protection of a D Order for other non-content, the statute also
expressly recognizes that some of this information may require a warrant.
See 18 U.S.C. § 2703(c)(1)(A). Accordingly, as Magistrate Judge Lenihan
correctly held that 18 U.S.C. § 2703(d) gives courts the discretion to deny an
application for a D Order even when the specific and articulable facts
standard has been met and thereby require the government to instead seek a
warrant under Rule 41 of the Federal Rules of Criminal Procedure pursuant
to 18 U.S.C. § 2703(c)(1)(a). M.J. Order, 534 F. Supp. 2d at 607-09. This
“permissive” reading of § 2703(d) is required by the statute’s plain
language, the rule against superfluities, and Congress’ intent to provide
courts with a statutory “safety-valve” to avoid issuing orders that may
violate the Fourth Amendment. Indeed, this reading is required by the
doctrine of constitutional avoidance that instructs magistrate judges — and

this Court — to avoid difficult Fourth Amendment questions.



A.  The Plain Lanﬁuage of 18 U.S.C. § 2703(d) is Permissive
and Does Not Require Issuance of an Order Upon a
Showing of Specific and Articulable Facts.

The plain language of the Stored Communications Act supports
Magistrate Judge Lenihan’s conclusion that 18 U.S.C. § 2703(d) permits but
does not require the Court to issue a D Order whenever the Government
makes a showing of specific and articulable facts. Section 2703(d) reads:

A court order for disclosure under subsection (b) or (gg) may be
issued by any court that is a court of competent jurisdiction and
shall issue only if the governmental entity offers specific and
articulable facts showing that there are reasonable grounds to
believe that the contents of a wire or electronic communication,
or the records or other information sought, are relevant and
material to an ongoing criminal investigation.

18 U.S.C. § 2703(d) (emphasis added). As the Magistrate Judge correctly

held below:

[Section 2703(d)] does not provide that such an Order shall
1ssue ‘if” or ‘whenever’ such a showing is made. Thus, under
the plain language of the SCA, a showing of reasonable
relevance is a necessary, but not necessarily sufficient,
condition for issuance of an Order.

M.J. Order, 534 F. Supp. 2d at 608 (emphasis in original). See also, e.g.,
California v. Hodari D., 499 U.S. 621, 628 (1991) (“‘only if” . . . states a
necessary, but not a sufficient, condition . . . .”) (emphasis in original);
accord Miller-El v. Cockrell, 537 U.S. 322, 349 (2003). By choosing the
phrase “only if” rather than simply “if” in section 2703(d), Congress made
clear that a court may issue but is not required to issue a D Order when the

Government has made its specific and articulable facts showing.

B. The Permissive Reading of 18 U.S.C. § 2703(d) is Required
By Rather Than Foreclosed By the Rule Against
Superfluities.

The Government’s proposed “mandatory” reading of 18 U.S.C. §

2703(d) — that a specific and articulable facts showing is always sufficient

4
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to require the issuance of a D Order — would render Congress’ use of the
word “only” in that provision superfluous, as compared to Congress’
language elsewhere in ECPA where it has provided for mandatory issuance
of court orders based on a particular showing. See Tavarez v. Klingensmith,
372 F.3d 188, 190 (3rd Cir. 2004) (courts “must look to the surrounding
words and provisions and their context,” and give effect to every provision
of a statute whenever possible).

In particular, Title II of ECPA, the Pen Register Statute (“PRS”)
governing the installation of “pen register” and “trap and trace devices” that
capture non-content communications routing information, sets forth a
mandatory standard under which courts must grant government applications
for orders authorizing such surveillance:

Upon an applicatior} maFle }Jnder gec.tion 31_22(2?(1), the court

shall enter an ex parte order authorizing the installation and use

of a pen register or trap and trace device anywhere within the

United States, if the court finds that the attorney for the

Government has certified to the court that the information likely

to be obtained by such installation and use is relevant to an

ongoing criminal investigation.

18 U.S.C. § 3123(a)(1) (emphasis added). Multiple courts have read the
PRS’ “shall...if” language to require issuance of a court order authorizing
pen register or trap and trace surveillance where the government has made
the appropriate certification, allowing the court little or no discretion. See,
e.g., United States v. Fregoso, 60 F.3d 1314, 1320 (8th Cir. 1995); In re
Application of the United States for an Order Authorizing the Installation
and Use of a Pen Register and Trap and Trace Device, 846 F. Supp. 1555,

1559 (M.D. Fla. 1994)). In other words, courts have construed the PRS’































































































































































