U.'.*«JTfED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

' mm ind

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION;

Plaintiffs,
04 Civ, 2614 (VM)

Ve

JOHN ASHCROFT, in his official capacity as |
Attorney Gensral of the United States; SEALED
ROBERT MUELLER, in his official capacity as |
Director of the Federal Bursau of Investigation;
and MARION E. BOWMAN, in his official
capacity ag Senior Counsel to the Federal
Burseu of Investigation,

Defendants,
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1D o SR - -
L. Lam the President sad sole employee of (NN -

_ an [ntemet access and consulting business incorporated and located l.\'m

2. -prnvides a varlety of Internet-related services for its clients. For example, we

provide space on the Web where people can post their own sites and store electronic files, -

S V- ::o orovide some clients with e-mail accounts and the ability to access the

Eut:ml.':t,






AS I had never heard of a Natonal Secunty Letter and had never before been contacted by

the FBI, T was extremely disconcerted by the phone call,

In an attempt to find out more

information about NSLs, I searched the Internet by using Google and other Internet search

engines. [ also visited various povernment websitas, RIS IERR T anything dascn hi.lj-__’.

the nghts and obhgations of a person served with an NSL.

I alzo asked some of my

acquaintances with whom I communicate over the Internet whether they knew anything about an
NEL. None of them did,

9. Agent delivered the NSL to me on or about The letter, which

. 15 on FBT letterhead and signed by Manon E, Bowman, Sentor

Counsel, Natonal Security Affarrs, Office of the General Counsel. A copy of the letter 15

attached to this declaration as Exbabat 1,

10.

After recerang the letter, | immedhately scanned 1t and learned that the FBI was searching

for information about one of my chents,

b The letter also stated that T was not allowed to tell anmyone, including my chent, that the

FBI was secking information through an NSL.

13, The letter also stated that T was required to provade the FBIT wath a range of information

about my chent, including  name and other identifying informaton,




As there was no indicaton that a judge had reviewed or approved the NSL, 1 did not

want to hand over any of the information sought by the povernment.

15. Although T read the NSL carefully, T could not find any information stating that T could

 hallengo the NSL.

16. Furthermore, nothing in the letter sad anything about the nght to talk wath a lawyer. It

dhdn’t seem nght that the govemment could fortnd me from talking to a lawyer. Tn hight 6f the
gag provision, however, 1 wasn't sure what T was allowed to do. T asked Agent whether

I could consult a lawyer and my business pantners aboot the NSL, Apent

could do so

17.

The NSL states that T am obligated to comply wath the govemmeént’s demand. T am
opposed to dong so, however, because T think that the government”

and because protecting the confidentiality of my chents” information 15 important to

— ~profesmonal level, Rather than immediately provide the requested

information, [ contacted attomeys with the ACLU o determine what f dny, optons were

avalable to me

3.9 On or ahout , Agent left me a voicemail to find out when I

would provide the govemment with the information sought by the

18. On or about [ left a vorcemal for Agent asking him to direct any

guastions about the NSL to my attorneys,

20.  To this day, I am still not certain exactly what the gag pmvuimwsémm

2709(c) covers. [ am not sure whether [ can even tzll people that [ am involved in a lawsuit

without providing any further information.



2. UntilI filed this lawsuit, I was unsure whether I could dix!usw

sought access to my chient's rocords without mentioning either the FBI or

al gdvcmmont has

Wﬂm government has now prohibited the disclosure of my name and my
company’s name in connection with this case. They have provided no further clarification as to

the gar provision

what ] can and cannot say SgiLBIERURIETT
22 Becauss of the gag provision in Section 2709(c), I have not disclosed informatiorfifSiLIal

Ma‘mu’[ UNCREEERGY i my client, who is the subject of the NSLYELIEREREEE]
= ———

—nn a varisty of issues. I did not want to cut off all communications and I also
thonght that doing sa could raise suspicicns and possibly lead the govemment to believe that [

had violated the gag provision. Because of the gag provision, however, [ have found it very

diffzult to have any kind of normal mnv:rsaﬁnn“ued 1o discuss topics

related 1o politics and current events, but now T feel wary whea I communicate | !

MSL

have steered clear of numerous topics of coavérsation, as [ am afraid [TETRUEER TR TS
The gag has put me in 2 very

l:nigl:t COIme which | assume would violate the gag provision

compromising situation, as [ do not want to be dishonest in my :nmmuniuﬂum—

But also do not want to violate the gap.
23 Because of the gag pm'-'isimm.?md Section 2709(c), [ have not disclosed
information :huntm‘this lawsuit to anmy ut'- clisnts. Were it not for the gag, I

would dl.‘:.ﬁnit:]}" have informed my clients that SUREFST TS EL TS BT A BT R T
LT 1 2 challenging the constitusionality of the NSL provision in an effert to protect all of

ray clients’ intarests. [ want them to know that I take my commitment to security and




confidentiality very seriously.

24, Some of my clients have specifically asked me whzih:.‘s the Iutem';.-t Sarvics
Provider (ISP) challenging the constitutionality of this provision of ths Patriot Act. Becauss of
the gag and the government's insistenca that my identity remain a secret, T have been uncertain
whether I must lie to them or whether a non-committal answer will suffice. The fact that [ cannot
speak candidly with my elients about this important issue, which is facing the entire Internet
community, undermines the business relationships that I have worked so hard to develop with my
clients.

25, -:redj'hility with ifs customers is directly linked 1o {ts commitment to the security
and confidentiality of client information. It has now become standard practice for all ISPs to
have some kind of privacy policy, and I believe that customers evaluats a company’s

commitment to security when deciding what [SP to use.

26  Becausc of the gag pmvisiunm and Section 2709(c), I have not disclosed
information ﬂbnutmmis lawsuit to other electronic communications secvies providers
(EC3Ps). Were it not for the gag, I would have contacted other ECSPs to solicit their advice £}

e nERUER IR T have no doubt than@iey I1SPs, such as America

toy b

) Omnlme, must have received at l=ast one of these NSLs, Becauss of the gag, however, I am not

R ETENTLE  Furthermors,

able 10 contact thern AR EE AL they did when they were
because of the gag [l recipients of NSLs couldn’t even admit that they had in fact received

NS5Ls, maling any attempt at discussion about the subject futile,

27.  Because of the gag provision, I cannot tell other ISPs that I am trying to challenge I}

ws power. As a result, [ cannot work with other ISPs to develop any kind of joint



strategy to chalienge NSLs through litigation. |
28, The gag provision has also made it difficalt to maintain normal communications with

businsss colleagues, friends and family members. [have to make up excuses about whers [ am

going when I need to meet with noy lawyers shout this case. T have besn on edge FEECETTETITE
w Because of the gag provision, however, [ cannot to talk to friends and family

2= since recemving the NSL.

about the stress that [ have expen
20, Bmanfm:pgpmvisiunﬂhmnntimlmmﬁxmﬁmlhmw

lavrsuit to the press and the public. I believe that the government may be sbusing its power by
tacgeting people with politically unpopular views, 1 also think that I should have the right to

IR the government’s d But I am affreid to talk about the
NSL power infiljgeneric terms out of feer that the government could acouse me of violating
the gag provision. Furthermore, even though [ heve taken every precaution to comply with the

emand for busmesses” records

gag, I am afraid that [ may be prosecuted and even jailed if [ inadvertently violate the gag

provisio n
30. I Gnd it jﬁnl-: 0l hefore T received the NSL B =S VRS g Puﬁﬁ.l:ll debate on the

gmmmu::.‘: R R Ny e 7= Dul now that T have recerved one of these letters and I know

, I am prevented from talking My expenence as

much more about the way the Patriot Act work:

a recipient of an NSL has made me feel even more strongly that §lg=iieils should be able to

monitor how the government is using these new powers so that it can police against possible
abusss.

JUH-89-2884 @9: 34PM Io:ACLL POGE:B1E R=188%



1 declare ynder penalty of perjury that the foregoing is true and correct to the best of my

knowledge and belief. Executed on this day, May 15, 2004,




