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MEMORANDUM FOR: DIRECTORS, FIELD OPERATIONS
OFFICE OF FIELD OPERATIONS

FROM: Assistant Commissioner
Office of Field Operations

SUBJECT: BorderSearch/Examination of Documents, Papers, and
Electronic Information

For permanent guidance, theOffice of Field Operations is engaged with the
Officeof Anti-Terrorism and the Office of ChiefCounsel in authoring a
comprehensive update to CBP Directive 3340·006A.

2.

The purpose of this memorandum is to provide advance notice of a comprehensive
strategyfor examining, copying, anddisseminating documents and information in
electronicdevices acquired from passengers as CBP performs its law enforcement
functions. The strategy includes threephases:

1. Provide interim operational guidance with respect to the review and retention of
paper documents as well as information in electronic devices. The attached
gUidance wasauthored b the CBPOfficeof ChiefCounsel and the DHSOffice
of General Counsel.

3.

This strategywill be implemented in coordination with Immigration and Customs
Enforcement (ICE), bothat a Headquarters and Field Office level. As phase two is



implemented, shall coordinate with ICEand otherappropriate
agencies to establish local mechanisms to ensure thorou h case develo ment results
from use of the ICE has
_, therefore you should consider thisfactorwhen developing local procedures. All
FieldOffices shouldalso be aware that ICE has issued its own interim guidance
regarding authorities for examining, copying, and disseminating documents and
information from electronic devices. As partof the investigative process, ICEor other
agencies mayexercise independent authorities afterCBP properly receipts
evidence/property to them.

OFO, Tactical Operations Division willwork closely with the Aeld Offices receiving the
equipment to coordinate training. It is expected thata group of select CBPOfficers be
identified from existing" teams to operate theequipment andworkwith responding
agencies.

For additional information, please contact the Executive Director, National Targeting
and Security at (202) 344-1850.
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Interim Procedures for Border Search/Examination of Documents, Pa ers,
and Electronic Information

The purpose of this document is to clarify operational guidance with respect to
the review and retention of paperdocuments as wellas information in electronic
devices (e.g., laptop computers, cell phones, MP3 players) and electronic
storage media (e.g., DVDs, CDs, diskettes, memo cards/sticks, thumbnail
drives collectivel, "electronic devices" 1

CSP's information handling authority under the customs lawsis currently
reflected In CD 3340-006A, Procedures for Examining Documents and Papers.
CBPalso has broadauthority respecting documents underthe immigration laws,
which has not beentully integrated into CSP policy.

hese interim provisions incorporate CBP
authority undercustoms, immigration, and otherlaws.

1. Initial Review.

Absent individualized suspicion, paper documents andelectronic devices may
be reviewed in the course of administering customs, immigration, or other
laws enforced or administered by CBP.3

2. Copying and Transmitting

a. Consistent with existing policy, where technical assistance is necessary to
determine the existence of a violation of customs, immigration, or otherlaw
enforced or administered by CSP, officers maycopyand transmit documents

1 The guidance in this memorandum doesnotpertain tonotes, reports, or other impressions
recorded by CBP officers in the courseor as theproduct of a borderencounter.
2

3 Notethat existingprovisions fromCD 334o-006A, andthe International Mail Operations and
Enforcement Handbook, CIS HB 3200-o06A, remain in placeregarding the opening of sealed
letter classmail, Including the prohibition against reading correspondence therein. Withrespect
to Information other thanletter classmail, officers mayreadcorrespondence thatappears to bear
upona determination underthe lawsenforcedo~jtion, existing
gUidance from CD 3340-o06A remains in place, regarding
attomey-cllent privileged information; anydaim of attorney-elient or attorneywork product
privilegewith respectto information encountered in thebordercontextshould becoordinated with
theappropriate Associate/Assistant ChiefCounsel.
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and information in electronic devices to an appropriate agency or entity
without individualized suspicion. This may be thecase where translation is
required to decipher the contents of a document.

b. Except as provided in the preceding subsection, officers maycopy and
transmit documents and Infonnation from electronic devices onlywhere there
is reasonable suspicion that the
Information may relate to, terrorist activities or otheruna u con uc.
Reasonable suspicion is not required if consents to copying
and transmission.

3. Retention, Seizure. and Destruction.

a. CBPmay retain relevant information InDHS and CBPrecord systems
such as TECS. the Immigration A-file system, or related systems, to the
extentauthorized by law. Nothing in this policy guidance alters existing
policies and procedures for retaining documents and infonnation in the
immigration A-filesystem or related systems.

b. Copies of documents or information from electronic devices provided to
another agency or entityfor thepurpose of rendering technical assistance
shall be returned to CBPas expeditiously as possible." Where information is
returned to CSPand determined to beof no relevance to customs,
immigration, or anyother laws enforced or administered by CSP, that
information will be destroyed.

c. There maybe situations where an agency or entity, in furtherance of its
respective mission, wishes to retain or disseminate copies of the information
provided to it by CBPfor technical assistance. Anysuchretention and/or
dissemination will be governed by that agency or entity's existing legal
authorities and policies, including conceming periodic reviews of retained
materials to evaluate and ensure continued relevancy.
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The above guidance doesnot altertheauthority or abilityof officers to seize
disseminate, or retain documents and information in electronic devices.

wherethere Is probable cause to believe that such

<4 This periodof time, unlessotherwise approved by the DFOInconsultation withthe appropriate
Associate/Assistant ChiefCounsel, shallbe not longerthan 15 daysfromtransmittal to the
assistingagency, with that time period subject to extensions, In increments not longerthan 7 days
that are requested and justifiedby the assisting agency.



documents or information constitute evidence of a crime or are otherwise subject
to seizureand forfeiture.

This guidance is intended to augment and clarify paragraphs 6.5.2, 6.5.3, and
6.9.11 of CBPDirective 3340-021B, Responding to Potential Terrorists Seeking
Ent Into the United States Se tember 7,2006). CBP officers and agents, in

andotherwise, mustgive particular
consideration to this guidance indetermining howto implement_
_ from otheragencies regarding the collection of Information froma given
traveler. Field officesare responsible for the development of an appropriate
mechanism to ensure the proper tracking of information processed pursuant to
this memorandum. No traveler information maybe reviewed or retained In
contravention of the aboveprovisions, unless approved in advance by the
Director, FieldOperations in consultation with the appropriate
Associate/Assistant ChiefCounsel.
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