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DECLARATION OF JAMEEL JAFFER

I, Jameel Jaffer, declare:

1. I am a resident of Brooklyn, New York over the age of 18. I have
personal knowledge of the facts stated in this declaration.

2. I am an attorney for the American Civil Liberties Union and counsel to
plaintiffs in this action. I submit this declaration in support of Plaintiffs’ Motion for

Summary Judgment.



3. Attached hereto as Exhibit A is Bush Lets U.S. Spy on Callers Without
Courts, New York Times, December 16, 2005. The article reports that, in 2002,
President George W. Bush secretly authorized the National Security Agency to
inaugurate a program of warrantless surveillance inside the United States.

4. Attached hereto as Exhibit B is a transcript of a radio address delivered by
President George W. Bush on December 17, 2005, in which the President stated: “In the
weeks following the terrorist attacks on our Nation, I authorized the National Security
Agency, consistent with U.S, la§v and the Constitution, to intercept the international
communications of people with known links to Al Qaida and related terrorist
organizations.”

5. Attached hereto as Exhibit C is a transcript of a news conference held by
President Bush on December 19, 20035, during which President Bush stated: “I've
reauthorized this program more than 30 times since the September the 11" attacks . . . .”

6. Attached hereto as Exhibit D is a transcript of a press briefing held by
then-Attorney General Alberto Gonzales and then-Deputy Director of National
Intelligence Michael Hayden on December 19, 2005, during which Attorney General
Gonzales stated: “The President has authorized a program to engage in electronic
surveillance of a particular kind, and this would be the intercepts of contents of
communications where one of the — one party to the communication is outside the United
States.” During the same press briefing, General Hayden stated that targeting
determinationé under the Program were “made by the operational work force at the
National Security Agency using the information available to them at the time, and the

standard that they apply — and it’s a two-person standard that must be signed off by a




shift supervisor, and carefully recorded as to what created the operational imperative to
cover any target, but particularly with regard to those inside the United States.”

7. Attached hereto as Exhibit E is a transcript of an address to the National
Press Club delivered by General Hayden on Januvary 23, 2006 in which General Hayden
stated that, under the program authorized by the President, the NSA intercepted “calls . . .
[the government has] a reasonable basis to believe involve al Qaeda or one of its
affiliates.”

8. Attéched hereto as Exhibit F is a letter sent from Attorney General
Gonzales to Senators Patrick Leahy and Arlen Specter on Janudry 17,2007, in which
Attorney General Gonzales wrote that the FISC had issued orders in January 2007 that
authorized the Government to “target for collection international communications into or
out of the United States where there is probable cause o believe that one of the
communicants is a member or agent of al Qaeda or an associated terrorist organization.”

9. Attached hereto as Exhibit G is a transcript of a an interview conducted
by the El Paso Times with DNI Michael McConnell on August 22, 2007, in which DNI
McConnell indicated that the January 2007 FISC orders subjected any electronic
surveillance that Was occurring as part of the Program to the approval of the Foreign
Intelligence Surveillance Court. In the same interview, DNI McConnell indicated that
the FISC modified the January 2007 orders in the spring of 2007, reportedly narrowing
the authority that the FISC had extended to the executive branch in January.

10.  Attached hereto as Exhibit H is 4 Law Terrorism Outran: We Need a
FISA for the 21st Century, a Washington Post op-ed piece written by DNI McConnell

and published on May 21, 2007, in which DNI McConnell states that, following the




FISC’s modification bf its January 2007 orders, he had appealed to Congress to amend

FISA.

I declare under penalty of perjury under the laws of the United States and of the

State of New York that the foregoing is true and correc,

N~
EINAFFER

Executed at New York, New York, on September L, 2008.
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Bush Lets U.S. Spy on Callers Without Courts

By JAMES RISEN and ERIC LICHTBLAU

Correction Appended

WASHINGTON, Dec. 15 - Months after the Sept. 11 attacks, President Bush secretly authorized the
National Security Agency to eavesdrop on Americans and others inside the United States to search for
evidence of terrorist activity without the court-approved warrants ordinarily required for domestic
spying, according to government officials.

Under a presidential order signed in 2002, the intelligence agency has monitored the international
telephone calls and international e-mail messages of hundreds, perhaps thousands, of people inside the
United States without warrants over the past three years in an effort to track possible "dirty numbers"
linked to Al Qaeda, the officials said. The agency, they said, still seeks warrants to monitor entirely
domestic communications.

The previously undisclosed decision to permit some eavesdropping inside the country without court
approval was a major shift in American intelligence-gathering practices, particularly for the National
Security Agency, whose mission is to spy on communications abroad. As a result, some officials familiar
with the continuing operation have questioned whether the surveillance has stretched, if not crossed,
constitutional limits on legal searches.

"This is really a sea change," said a former senior official who specializes in national security law. "It's
almost a mainstay of this country that the N.S.A. only does foreign searches."

Nearly a dozen current and former officials, who were granted anonymity because of the classified
nature of the program, discussed it with reporters for The New York Times because of their concerns
about the operation's legality and oversight.

According to those officials and others, reservations about aspects of the program have also been
expressed by Senator John D. Rockefeller 1V, the West Virginia Democrat who is the vice chairman of
the Senate Intelligence Committee, and a judge presiding over a secret court that oversees intelligence
matters. Some of the questions about the agency's new powers led the administration to temporarily
suspend the operation last year and impose more restrictions, the officials said.

The Bush administration views the operation as necessary so that the agency can move quickly to
monitor communications that may disclose threats to the United States, the officials said. Defenders of
the program say it has been a critical tool in helping disrupt terrorist plots and prevent attacks inside the
United States.
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Administration officials are confident that existing safeguards are sufficient to protect the privacy and
civil liberties of Americans, the officials say. In some cases, they said, the Justice Department eventually
seeks warrants if it wants to expand the eavesdropping to include communications confined within the
United States. The officials said the administration had briefed Congressional leaders about the program
and notified the judge in charge of the Foreign Intelligence Surveillance Court, the secret Washington
court that deals with national security issues.

The White House asked The New York Times not to publish this article, arguing that it could jeopardize
continuing investigations and alert would-be terrorists that they might be under scrutiny. After meeting
with senior administration officials to hear their concerns, the newspaper delayed publication for a year
to conduct additional reporting. Some information that administration officials argued could be useful to
terrorists has been omitted.

Dealing With a New Threat

While many details about the program remain secret, officials familiar with it say the N.S.A. eavesdrops
without warrants on up to 500 people in the United States at any given time. The list changes as some
names are added and others dropped, so the number monitored in this country may have reached into
the thousands since the program began, several officials said. Overseas, about 5,000 to 7,000 people
suspected of terrorist ties are monitored at one time, according to those officials.

Several officials said the eavesdropping program had helped uncover a plot by lyman Faris, an Ohio
trucker and naturalized citizen who pleaded guilty in 2003 to supporting Al Qaeda by planning to bring
down the Brooklyn Bridge with blowtorches. What appeared to be another Qaeda plot, involving fertilizer
bomb attacks on British pubs and train stations, was exposed last year in part through the program, the
officials said. But they said most people targeted for N.S.A. monitoring have never been charged with a
crime, including an Iranian-American doctor in the South who came under suspicion because of what
one official described as dubious ties to Osama bin Laden.

The eavesdropping program grew out of concerns after the Sept. 11 attacks that the nation's
intelligence agencies were not poised to deal effectively with the new threat of Al Qaeda and that they
were handcuffed by legal and bureaucratic restrictions better suited to peacetime than war, according to
officials. In response, President Bush significantly eased limits on American intelligence and law
enforcement agencies and the military.

But some of the administration's antiterrorism initiatives have provoked an outcry from members of
Congress, watchdog groups, immigrants and others who argue that the measures erode protections for
civil liberties and intrude on Americans' privacy.

Opponents have challenged provisions of the USA Patriot Act, the focus of contentious debate on Capitol
Hill this week, that expand domestic surveillance by giving the Federal Bureau of Investigation more
power to collect information like library lending lists or Internet use. Military and F.B.I. officials have
drawn criticism for monitoring what were largely peaceful antiwar protests. The Pentagon and the
Department of Homeland Security were forced to retreat on plans to use public and private databases to
hunt for possible terrorists. And last year, the Supreme Court rejected the administration's claim that
those labeled "enemy combatants™ were not entitled to judicial review of their open-ended detention.
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Mr. Bush's executive order allowing some warrantless eavesdropping on those inside the United States -
including American citizens, permanent legal residents, tourists and other foreigners - is based on
classified legal opinions that assert that the president has broad powers to order such searches, derived
in part from the September 2001 Congressional resolution authorizing him to wage war on Al Qaeda and
other terrorist groups, according to the officials familiar with the N.S.A. operation.

The National Security Agency, which is based at Fort Meade, Md., is the nation's largest and most
secretive intelligence agency, so intent on remaining out of public view that it has long been nicknamed
"No Such Agency." It breaks codes and maintains listening posts around the world to eavesdrop on
foreign governments, diplomats and trade negotiators as well as drug lords and terrorists. But the
agency ordinarily operates under tight restrictions on any spying on Americans, even if they are
overseas, or disseminating information about them.

What the agency calls a "special collection program™ began soon after the Sept. 11 attacks, as it looked
for new tools to attack terrorism. The program accelerated in early 2002 after the Central Intelligence
Agency started capturing top Qaeda operatives overseas, including Abu Zubaydah, who was arrested in
Pakistan in March 2002. The C.l1.A. seized the terrorists' computers, cellphones and personal phone
directories, said the officials familiar with the program. The N.S.A. surveillance was intended to exploit
those numbers and addresses as quickly as possible, they said.

In addition to eavesdropping on those numbers and reading e-mail messages to and from the Qaeda
figures, the N.S.A. began monitoring others linked to them, creating an expanding chain. While most of
the numbers and addresses were overseas, hundreds were in the United States, the officials said.

Under the agency's longstanding rules, the N.S.A. can target for interception phone calls or e-mail
messages on foreign soil, even if the recipients of those communications are in the United States.
Usually, though, the government can only target phones and e-mail messages in the United States by
first obtaining a court order from the Foreign Intelligence Surveillance Court, which holds its closed
sessions at the Justice Department.

Traditionally, the F.B.l., not the N.S.A., seeks such warrants and conducts most domestic
eavesdropping. Until the new program began, the N.S.A. typically limited its domestic surveillance to
foreign embassies and missions in Washington, New York and other cities, and obtained court orders to
do so.

Since 2002, the agency has been conducting some warrantless eavesdropping on people in the United
States who are linked, even if indirectly, to suspected terrorists through the chain of phone numbers and
e-mail addresses, according to several officials who know of the operation. Under the special program,
the agency monitors their international communications, the officials said. The agency, for example, can
target phone calls from someone in New York to someone in Afghanistan.

Warrants are still required for eavesdropping on entirely domestic-to-domestic communications, those
officials say, meaning that calls from that New Yorker to someone in California could not be monitored
without first going to the Federal Intelligence Surveillance Court.

A White House Briefing
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After the special program started, Congressional leaders from both political parties were brought to Vice
President Dick Cheney's office in the White House. The leaders, who included the chairmen and ranking
members of the Senate and House intelligence committees, learned of the N.S.A. operation from Mr.
Cheney, Lt. Gen. Michael V. Hayden of the Air Force, who was then the agency's director and is now a
full general and the principal deputy director of national intelligence, and George J. Tenet, then the
director of the C.1.A., officials said.

It is not clear how much the members of Congress were told about the presidential order and the
eavesdropping program. Some of them declined to comment about the matter, while others did not
return phone calls.

Later briefings were held for members of Congress as they assumed leadership roles on the intelligence
committees, officials familiar with the program said. After a 2003 briefing, Senator Rockefeller, the West
Virginia Democrat who became vice chairman of the Senate Intelligence Committee that year, wrote a
letter to Mr. Cheney expressing concerns about the program, officials knowledgeable about the letter
said. It could not be determined if he received a reply. Mr. Rockefeller declined to comment. Aside from
the Congressional leaders, only a small group of people, including several cabinet members and officials
at the N.S.A., the C.1.A. and the Justice Department, know of the program.

Some officials familiar with it say they consider warrantless eavesdropping inside the United States to be
unlawful and possibly unconstitutional, amounting to an improper search. One government official
involved in the operation said he privately complained to a Congressional official about his doubts about
the program's legality. But nothing came of his inquiry. "People just looked the other way because they
didn't want to know what was going on," he said.

A senior government official recalled that he was taken aback when he first learned of the operation.
"My first reaction was, 'We're doing what?' " he said. While he said he eventually felt that adequate
safeguards were put in place, he added that questions about the program's legitimacy were
understandable.

Some of those who object to the operation argue that is unnecessary. By getting warrants through the
foreign intelligence court, the N.S.A. and F.B.I. could eavesdrop on people inside the United States who
might be tied to terrorist groups without skirting longstanding rules, they say.

The standard of proof required to obtain a warrant from the Foreign Intelligence Surveillance Court is
generally considered lower than that required for a criminal warrant - intelligence officials only have to
show probable cause that someone may be "an agent of a foreign power," which includes international
terrorist groups - and the secret court has turned down only a small number of requests over the years.
In 2004, according to the Justice Department, 1,754 warrants were approved. And the Foreign
Intelligence Surveillance Court can grant emergency approval for wiretaps within hours, officials say.

Administration officials counter that they sometimes need to move more urgently, the officials said.
Those involved in the program also said that the N.S.A.'s eavesdroppers might need to start monitoring
large batches of numbers all at once, and that it would be impractical to seek permission from the
Foreign Intelligence Surveillance Court first, according to the officials.

The N.S.A. domestic spying operation has stirred such controversy among some national security
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officials in part because of the agency's cautious culture and longstanding rules.

Widespread abuses - including eavesdropping on Vietnam War protesters and civil rights activists - by
American intelligence agencies became public in the 1970's and led to passage of the Foreign
Intelligence Surveillance Act, which imposed strict limits on intelligence gathering on American soil.
Among other things, the law required search warrants, approved by the secret F.I1.S.A. court, for
wiretaps in national security cases. The agency, deeply scarred by the scandals, adopted additional rules
that all but ended domestic spying on its part.

After the Sept. 11 attacks, though, the United States intelligence community was criticized for being too
risk-averse. The National Security Agency was even cited by the independent 9/11 Commission for
adhering to self-imposed rules that were stricter than those set by federal law.

Concerns and Revisions

Several senior government officials say that when the special operation began, there were few controls
on it and little formal oversight outside the N.S.A. The agency can choose its eavesdropping targets and
does not have to seek approval from Justice Department or other Bush administration officials. Some
agency officials wanted nothing to do with the program, apparently fearful of participating in an illegal
operation, a former senior Bush administration official said. Before the 2004 election, the official said,
some N.S.A. personnel worried that the program might come under scrutiny by Congressional or criminal
investigators if Senator John Kerry, the Democratic nominee, was elected president.

In mid-2004, concerns about the program expressed by national security officials, government lawyers
and a judge prompted the Bush administration to suspend elements of the program and revamp it.

For the first time, the Justice Department audited the N.S.A. program, several officials said. And to
provide more guidance, the Justice Department and the agency expanded and refined a checklist to
follow in deciding whether probable cause existed to start monitoring someone's communications,
several officials said.

A complaint from Judge Colleen Kollar-Kotelly, the federal judge who oversees the Federal Intelligence
Surveillance Court, helped spur the suspension, officials said. The judge questioned whether information
obtained under the N.S.A. program was being improperly used as the basis for F.I.S.A. wiretap warrant
requests from the Justice Department, according to senior government officials. While not knowing all
the details of the exchange, several government lawyers said there appeared to be concerns that the
Justice Department, by trying to shield the existence of the N.S.A. program, was in danger of misleading
the court about the origins of the information cited to justify the warrants.

One official familiar with the episode said the judge insisted to Justice Department lawyers at one point
that any material gathered under the special N.S.A. program not be used in seeking wiretap warrants
from her court. Judge Kollar-Kotelly did not return calls for comment.

A related issue arose in a case in which the F.B.l. was monitoring the communications of a terrorist

suspect under a F.1.S.A.-approved warrant, even though the National Security Agency was already
conducting warrantless eavesdropping.

http://www.nytimes.com/2005/12/16/politics/16program.html?pagewanted=print (5 of 7) [9/11/2008 3:31:04 PM]



Bush Lets U.S. Spy on Callers Without Courts - New York Times

According to officials, F.B.l. surveillance of Mr. Faris, the Brooklyn Bridge plotter, was dropped for a
short time because of technical problems. At the time, senior Justice Department officials worried what
would happen if the N.S.A. picked up information that needed to be presented in court. The government
would then either have to disclose the N.S.A. program or mislead a criminal court about how it had
gotten the information.

Several national security officials say the powers granted the N.S.A. by President Bush go far beyond the
expanded counterterrorism powers granted by Congress under the USA Patriot Act, which is up for
renewal. The House on Wednesday approved a plan to reauthorize crucial parts of the law. But final
passage has been delayed under the threat of a Senate filibuster because of concerns from both parties
over possible intrusions on Americans' civil liberties and privacy.

Under the act, law enforcement and intelligence officials are still required to seek a F.1.S.A. warrant
every time they want to eavesdrop within the United States. A recent agreement reached by Republican
leaders and the Bush administration would modify the standard for F.B.l. wiretap warrants, requiring, for
instance, a description of a specific target. Critics say the bar would remain too low to prevent abuses.

Bush administration officials argue that the civil liberties concerns are unfounded, and they say pointedly
that the Patriot Act has not freed the N.S.A. to target Americans. "Nothing could be further from the
truth,” wrote John Yoo, a former official in the Justice Department's Office of Legal Counsel, and his co-
author in a Wall Street Journal opinion article in December 2003. Mr. Yoo worked on a classified legal
opinion on the N.S.A.'s domestic eavesdropping program.

At an April hearing on the Patriot Act renewal, Senator Barbara A. Mikulski, Democrat of Maryland, asked
Attorney General Alberto R. Gonzales and Robert S. Mueller 111, the director of the F.B.I., "Can the

National Security Agency, the great electronic snooper, spy on the American people?"

"Generally," Mr. Mueller said, "I would say generally, they are not allowed to spy or to gather
information on American citizens."

President Bush did not ask Congress to include provisions for the N.S.A. domestic surveillance program
as part of the Patriot Act and has not sought any other laws to authorize the operation. Bush
administration lawyers argued that such new laws were unnecessary, because they believed that the
Congressional resolution on the campaign against terrorism provided ample authorization, officials said.

The Legal Line Shifts

Seeking Congressional approval was also viewed as politically risky because the proposal would be
certain to face intense opposition on civil liberties grounds. The administration also feared that by
publicly disclosing the existence of the operation, its usefulness in tracking terrorists would end, officials
said.

The legal opinions that support the N.S.A. operation remain classified, but they appear to have followed
private discussions among senior administration lawyers and other officials about the need to pursue
aggressive strategies that once may have been seen as crossing a legal line, according to senior officials
who participated in the discussions.
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For example, just days after the Sept. 11, 2001, attacks on New York and the Pentagon, Mr. Yoo, the
Justice Department lawyer, wrote an internal memorandum that argued that the government might use
"electronic surveillance techniques and equipment that are more powerful and sophisticated than those
available to law enforcement agencies in order to intercept telephonic communications and observe the
movement of persons but without obtaining warrants for such uses."

Mr. Yoo noted that while such actions could raise constitutional issues, in the face of devastating
terrorist attacks "the government may be justified in taking measures which in less troubled conditions
could be seen as infringements of individual liberties."

The next year, Justice Department lawyers disclosed their thinking on the issue of warrantless wiretaps
in national security cases in a little-noticed brief in an unrelated court case. In that 2002 brief, the
government said that "the Constitution vests in the President inherent authority to conduct warrantless
intelligence surveillance (electronic or otherwise) of foreign powers or their agents, and Congress cannot
by statute extinguish that constitutional authority."

Administration officials were also encouraged by a November 2002 appeals court decision in an
unrelated matter. The decision by the Foreign Intelligence Surveillance Court of Review, which sided
with the administration in dismantling a bureaucratic "wall" limiting cooperation between prosecutors
and intelligence officers, cited "the president's inherent constitutional authority to conduct warrantless
foreign intelligence surveillance."

But the same court suggested that national security interests should not be grounds "to jettison the
Fourth Amendment requirements" protecting the rights of Americans against undue searches. The
dividing line, the court acknowledged, "is a very difficult one to administer."

Barclay Walsh contributed research for this article.
Correction: Dec. 28, 2005, Wednesday:

Because of an editing error, a front-page article on Dec. 16 about a decision by President Bush to
authorize the National Security Agency to eavesdrop on Americans and others inside the United States to
search for evidence of terrorist activity without warrants ordinarily required for domestic spying
misstated the name of the court that would normally issue those warrants. It is the Foreign - not Federal
-Intelligence Surveillance Court.
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Administration of George W, Bush, 2005 / Dec. 19

I suid the other day that a mistake was
trying to lrain a civilian defense force and
un Iragi Army at the same time but not giving
the civilian defense force enough training
and tools necessary to be able to battle a
group of thugs and killers. And so we ad-
justed.

And the point I'm trying to make to the
American people in this, as you said, candid
dialog—! hope P've been candid all along,
but in the candid dialog—is to say, we're con-
stantly changing our tactics to meet the
changing tactics of an enemy, And that’s im-
portant for our citizens to understand.

Thank you. Kelly [Kelly Wallace, Cable
News Network].

Open Dialog on Wirelaps

Q. Thank you, Mr. President. If you be-
lieve that present law needs to be [aster,

mare agile, concerning the surveillance of

conversations from someone in the United
States to semewhere outside the country-——-—

The President. Right.

Q. ——why, in the 4 years since 9/11, has
your administration not sought to get
changes in the law instead of bypassing it,
as some of your critics have said?

The President. No, | appreciate that.
First, T want to make clear to the people lis-
tening that this program is limited in nature
to those that are known Al Qaida ties and/
or affiliates, That's important. So it's a pro-
gram that's limited, and you brought up
something that I want to stress, and that is,
is that these calls are not intercepted within
the country. They are from outside the coun-
try Lo in the country or vice versa, So in other
words, this is not a—if vou're calling from
Houston to L.A., that call is not monitored,
And if there was ever any need to monitor,
there would be 4 process to do that,

I think I've got the authority to move for-
ward, Kelly. T mean, this is what it's-—and
the Attorney General was out briefing this
morning and I—about why it’s legal to make
the decisions I'm making. 1 can tully under-
stand why Members of Congress are express-
ing concerns about civil liberties. I know that,
And it's—1 share the same concerns. I want
to make sure the American people under-
stand, however, that we have an obligation

1889

to protect you, and we're doing that and, at
the same time, protecting yvour civil liberties,

Secondly, an open debate about law would
say to the enemy, “Here's what we're going
to do.” And this is an enemy which adjusts.
We monitor this program carefully. We have
consulted with Members of the Congress
over a dozen times. We are constantiy re-
viewing the program. Those of us who review
the program have a duty to uphold the laws
of the United States, and we take that duty
very seriously.

Let’s see here—Martha [Martha Raddatz,
ABC News]—working my way around the
electronic media, here,

Domestic Wiretaps

Q. Thank you, Mr. President. You say you
have an obligation to protect us. Then why
not monitor those calls between Houston and
L.A.? If the threat is so great, and you use
the same logic, why not menitor those calls?
Americans thought they weren’t being spied
on in calls overseas—why not within the
country, if the threat is so great?

The President. We will, under current
law, if we have to. We will monitor those
calls, And that's why there is a FISA law.
We will apply for the right to do so. And
there’s a difference—let me finish—there is
a difference between detecting, so we can
prevent, and monitoring. And it’s important
to know the distinction between the two.

Q. But preventing is one thing, and you
said the FISA laws essentially don’t work be-
cause of the speed in monitoring calls over-
seas.

The President. 1 said we use the FISA
courts to monitor calls. It’s a very important
tool, and we do use it. I just want to make
sure we've got ail tools at our disposal. This
is an enemy which is quick, and it’s lethal.
And sometimes we have to move very, very
quickly. But if there is & need based upon
evidence, we will take thai evidence to a
court in order to be able to monitor calls
within the United States.

Who haven't T called on, let’s see here.
Suzanne [Suzanne Malveaux, Cable News
Network].
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MR. McCLELLAN: Good morning, everybody. I've got with me the Attorney General and General
Hayden here this morning to brief you on the legal issues surrounding the NSA authorization and take
whatever questions you have for them on that. The Attorney General will open with some comments
and then they'll be glad to take your questions.

And with that, I'll turn it over to General Gonzales.
ATTORNEY GENERAL GONZALES: Thanks, Scott.

The President confirmed the existence of a highly classified program on Saturday. The program
remains highly classified; there are many operational aspects of the program that have still not been
disclosed and we want to protect that because those aspects of the program are very, very important
to protect the national security of this country. So I'm only going to be talking about the legal
underpinnings for what has been disclosed by the President.

The President has authorized a program to engage in electronic surveillance of a particular kind, and
this would be the intercepts of contents of communications where one of the -- one party to the
communication is outside the United States. And this is a very important point -- people are running
around saying that the United States is somehow spying on American citizens calling their neighbors.
Very, very important to understand that one party to the communication has to be outside the United
States.

Another very important point to remember is that we have to have a reasonable basis to conclude that
one party to the communication is a member of al Qaeda, affiliated with al Qaeda, or a member of an
organization affiliated with al Qaeda, or working in support of al Qaeda. We view these authorities as
authorities to confront the enemy in which the United States is at war with -- and that is al Qaeda and
those who are supporting or affiliated with al Qaeda.

What we're trying to do is learn of communications, back and forth, from within the United States to
overseas with members of al Qaeda. And that's what this program is about.
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Now, in terms of legal authorities, the Foreign Intelligence Surveillance Act provides -- requires a court
order before engaging in this kind of surveillance that I've just discussed and the President announced
on Saturday, unless there is somehow -- there is -- unless otherwise authorized by statute or by
Congress. That's what the law requires. Our position is, is that the authorization to use force, which
was passed by the Congress in the days following September 11th, constitutes that other
authorization, that other statute by Congress, to engage in this kind of signals intelligence.

Now, that -- one might argue, now, wait a minute, there's nothing in the authorization to use force that
specifically mentions electronic surveillance. Let me take you back to a case that the Supreme Court
reviewed this past -- in 2004, the Hamdi decision. As you remember, in that case, Mr. Hamdi was a U.
S. citizen who was contesting his detention by the United States government. What he said was that
there is a statute, he said, that specifically prohibits the detention of American citizens without
permission, an act by Congress -- and he's right, 18 USC 4001a requires that the United States
government cannot detain an American citizen except by an act of Congress.

We took the position -- the United States government took the position that Congress had authorized
that detention in the authorization to use force, even though the authorization to use force never
mentions the word "detention." And the Supreme Court, a plurality written by Justice O'Connor agreed.
She said, it was clear and unmistakable that the Congress had authorized the detention of an
American citizen captured on the battlefield as an enemy combatant for the remainder -- the duration
of the hostilities. So even though the authorization to use force did not mention the word, "detention,"
she felt that detention of enemy soldiers captured on the battlefield was a fundamental incident of
waging war, and therefore, had been authorized by Congress when they used the words, "authorize
the President to use all necessary and appropriate force."

For the same reason, we believe signals intelligence is even more a fundamental incident of war, and
we believe has been authorized by the Congress. And even though signals intelligence is not
mentioned in the authorization to use force, we believe that the Court would apply the same reasoning
to recognize the authorization by Congress to engage in this kind of electronic surveillance.

| might also add that we also believe the President has the inherent authority under the Constitution, as
Commander-in-Chief, to engage in this kind of activity. Signals intelligence has been a fundamental
aspect of waging war since the Civil War, where we intercepted telegraphs, obviously, during the world
wars, as we intercepted telegrams in and out of the United States. Signals intelligence is very
important for the United States government to know what the enemy is doing, to know what the enemy
is about to do. It is a fundamental incident of war, as Justice O'Connor talked about in the Hamdi
decision. We believe that -- and those two authorities exist to allow, permit the United States
government to engage in this kind of surveillance.

The President, of course, is very concerned about the protection of civil liberties, and that's why we've
got strict parameters, strict guidelines in place out at NSA to ensure that the program is operating in a
way that is consistent with the President's directives. And, again, the authorization by the President is
only to engage in surveillance of communications where one party is outside the United States, and
where we have a reasonable basis to conclude that one of the parties of the communication is either a
member of al Qaeda or affiliated with al Qaeda.
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Mike, do you want to -- have anything to add?

GENERAL HAYDEN: I'd just add, in terms of what we do globally with regard to signals intelligence,
which is a critical part of defending the nation, there are probably no communications more important
to what it is we're trying to do to defend the nation; no communication is more important for that
purpose than those communications that involve al Qaeda, and one end of which is inside the
homeland, one end of which is inside the United States. Our purpose here is to detect and prevent
attacks. And the program in this regard has been successful.

Q General, are you able to say how many Americans were caught in this surveillance?

ATTORNEY GENERAL GONZALES: I'm not -- | can't get into the specific numbers because that
information remains classified. Again, this is not a situation where -- of domestic spying. To the extent
that there is a moderate and heavy communication involving an American citizen, it would be a
communication where the other end of the call is outside the United States and where we believe that
either the American citizen or the person outside the United States is somehow affiliated with al
Qaeda.

Q General, can you tell us why you don't choose to go to the FISA court?

ATTORNEY GENERAL GONZALES: Well, we continue to go to the FISA court and obtain orders. It is
a very important tool that we continue to utilize. Our position is that we are not legally required to do, in
this particular case, because the law requires that we -- FISA requires that we get a court order, unless
authorized by a statute, and we believe that authorization has occurred.

The operators out at NSA tell me that we don't have the speed and the agility that we need, in all
circumstances, to deal with this new kind of enemy. You have to remember that FISA was passed by
the Congress in 1978. There have been tremendous advances in technology --

Q But it's been kind of retroactively, hasn't it?

ATTORNEY GENERAL GONZALES: -- since then. Pardon me?

Q It's been done retroactively before, hasn't it?

ATTORNEY GENERAL GONZALES: What do you mean, "retroactively"?

Q You just go ahead and then you apply for the FISA clearance, because it's damn near automatic.

ATTORNEY GENERAL GONZALES: If we -- but there are standards that have to be met, obviously,
and you're right, there is a procedure where we -- an emergency procedure that allows us to make a
decision to authorize -- to utilize FISA, and then we go to the court and get confirmation of that
authority.
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But, again, FISA is very important in the war on terror, but it doesn't provide the speed and the agility
that we need in all circumstances to deal with this new kind of threat.

Q But what -- go ahead.

GENERAL HAYDEN: Let me just add to the response to the last question. As the Attorney General
says, FISA is very important, we make full use of FISA. But if you picture what FISA was designed to
do, FISA is designed to handle the needs in the nation in two broad categories: there's a law
enforcement aspect of it; and the other aspect is the continued collection of foreign intelligence. | don't
think anyone could claim that FISA was envisaged as a tool to cover armed enemy combatants in
preparation for attacks inside the United States. And that's what this authorization under the President
is designed to help us do.

Q Have you identified armed enemy combatants, through this program, in the United States?

GENERAL HAYDEN: This program has been successful in detecting and preventing attacks inside the
United States.

Q General Hayden, | know you're not going to talk about specifics about that, and you say it's been
successful. But would it have been as successful -- can you unequivocally say that something has
been stopped or there was an imminent attack or you got information through this that you could not
have gotten through going to the court?

GENERAL HAYDEN: | can say unequivocally, all right, that we have got information through this
program that would not otherwise have been available.

Q Through the court? Because of the speed that you got it?

GENERAL HAYDEN: Yes, because of the speed, because of the procedures, because of the
processes and requirements set up in the FISA process, | can say unequivocally that we have used
this program in lieu of that and this program has been successful.

Q But one of the things that concerns people is the slippery slope. If you said you absolutely need this
program, you have to do it quickly -- then if you have someone you suspect being a member of al
Qaeda, and they're in the United States, and there is a phone call between two people in the United
States, why not use that, then, if it's so important? Why not go that route? Why not go further?

GENERAL HAYDEN: Across the board, there is a judgment that we all have to make -- and | made this
speech a day or two after 9/11 to the NSA workforce -- | said, free peoples always have to judge where
they want to be on that spectrum between security and liberty; that there will be great pressures on us
after those attacks to move our national banner down in the direction of security. What | said to the
NSA workforce is, our job is to keep Americans free by making Americans feel safe again. That's been
the mission of the National Security Agency since the day after the attack, is when | talked -- two days
after the attack is when | said that to the workforce.
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There's always a balancing between security and liberty. We understand that this is a more -- I'll use
the word "aggressive" program than would be traditionally available under FISA. It is also less
intrusive. It deals only with international calls. It is generally for far shorter periods of time. And it is not
designed to collect reams of intelligence, but to detect and warn and prevent about attacks. And,
therefore, that's where we've decided to draw that balance between security and liberty.

Q Gentlemen, can you say when Congress was first briefed, who was included in that, and will there
be a leaks investigation?

ATTORNEY GENERAL GONZALES: Well of course, we're not going to -- we don't talk about -- we try

not to talk about investigations. As to whether or not there will be a leak investigation, as the President
indicated, this is really hurting national security, this has really hurt our country, and we are concerned

that a very valuable tool has been compromised. As to whether or not there will be a leak investigation,
we'll just have to wait and see.

And your first question was?
Q When was Congress first briefed --

ATTORNEY GENERAL GONZALES: I'm not going to -- I'm not going to talk about -- I'll let others talk
about when Congress was first briefed. What | can say is, as the President indicated on Saturday,
there have been numerous briefings with certain key members of Congress. Obviously, some
members have come out since the revelations on Saturday, saying that they hadn't been briefed. This
is a very classified program. It is probably the most classified program that exists in the United States
government, because the tools are so valuable, and therefore, decisions were made to brief only key
members of Congress. We have begun the process now of reaching out to other members of
Congress. | met last night, for example, with Chairman Specter and other members of Congress to talk
about the legal aspects of this program.

And so we are engaged in a dialogue now to talk with Congress, but also -- but we're still mindful of the
fact that still -- this is still a very highly classified program, and there are still limits about what we can
say today, even to certain members of Congress.

Q General, what's really compromised by the public knowledge of this program? Don't you assume
that the other side thinks we're listening to them? | mean, come on.

GENERAL HAYDEN: The fact that this program has been successful is proof to me that what you
claim to be an assumption is certainly not universal. The more we discuss it, the more we put it in the
face of those who would do us harm, the more they will respond to this and protect their
communications and make it more difficult for us to defend the nation.

Q Mr. Attorney General --
Q -- became public, have you seen any evidence in a change in the tactics or --
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ATTORNEY GENERAL GONZALES: We're not going to comment on that kind of operational aspect.

Q You say this has really hurt the American people. Is that based only on your feeling about it, or is
there some empirical evidence to back that up, even if you can't --

ATTORNEY GENERAL GONZALES: | think the existence of this program, the confirmation of the -- |
mean, the fact that this program exists, in my judgment, has compromised national security, as the
President indicated on Saturday.

Q I'd like to ask you, what are the constitutional limits on this power that you see laid out in the statute
and in your inherent constitutional war power? And what's to prevent you from just listening to
everyone's conversation and trying to find the word "bomb," or something like that?

ATTORNEY GENERAL GONZALES: Well, that's a good question. This was a question that was raised
in some of my discussions last night with members of Congress. The President has not authorized --
has not authorized blanket surveillance of communications here in the United States. He's been very
clear about the kind of surveillance that we're going to engage in. And that surveillance is tied with our
conflict with al Qaeda.

You know, we feel comfortable that this surveillance is consistent with requirements of the 4th
Amendment. The touchstone of the 4th Amendment is reasonableness, and the Supreme Court has
long held that there are exceptions to the warrant requirement in -- when special needs outside the law
enforcement arena. And we think that that standard has been met here. When you're talking about
communications involving al Qaeda, when you -- obviously there are significant privacy interests
implicated here, but we think that those privacy interests have been addressed; when you think about
the fact that this is an authorization that's ongoing, it's not a permanent authorization, it has to be
reevaluated from time to time. There are additional safeguards that have been in place -- that have
been imposed out at NSA, and we believe that it is a reasonable application of these authorities.

Q Mr. Attorney General, haven't you stretched --

Q -- adequate because of technological advances? Wouldn't you do the country a better service to
address that issue and fix it, instead of doing a backdoor approach --

ATTORNEY GENERAL GONZALES: This is not a backdoor approach. We believe Congress has
authorized this kind of surveillance. We have had discussions with Congress in the past -- certain
members of Congress -- as to whether or not FISA could be amended to allow us to adequately deal
with this kind of threat, and we were advised that that would be difficult, if not impossible.

Q If this is not backdoor, is this at least a judgment call? Can you see why other people would look at it
and say, well, no, we don't see it that way?

ATTORNEY GENERAL GONZALES: | think some of the concern is because people had not been
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briefed; they don't understand the specifics of the program, they don't understand the strict safeguards
within the program. And | haven't had a discussion -- an opportunity to have a discussion with them
about our legal analysis. So, obviously, we're in that process now. Part of the reason for this press
brief today is to have you help us educate the American people and the American Congress about
what we're doing and the legal basis for what we're doing.

Q Al, you talk about the successes and the critical intercepts of the program. Have there also been
cases in which after listening in or intercepting, you realize you had the wrong guy and you listened to
what you shouldn't have?

GENERAL HAYDEN: That's why | mentioned earlier that the program is less intrusive. It deals only
with international calls. The time period in which we would conduct our work is much shorter, in
general, overall, than it would be under FISA. And one of the true purposes of this is to be very agile,
as you described.

If this particular line of logic, this reasoning that took us to this place proves to be inaccurate, we move
off of it right away.

Q Are there cases in which --
GENERAL HAYDEN: Yes, of course.

Q Can you give us some idea of percentage, or how often you get it right and how often you get it
wrong?

GENERAL HAYDEN: No, it would be very -- no, | cannot, without getting into the operational details.
I'm sorry.

Q But there are cases where you wind up listening in where you realize you shouldn't have?

GENERAL HAYDEN: There are cases like we do with regard to the global SIGIN system -- you have
reasons to go after particular activities, particular communications. There's a logic; there is a standard
as to why you would go after that, not just in a legal sense, which is very powerful, but in a practical
sense. We can't waste resources on targets that simply don't provide valuable information. And when
we decide that is the case -- and in this program, the standards, in terms of re-evaluating whether or
not this coverage is worthwhile at all, are measured in days and weeks.

Q Would someone in a case in which you got it wrong have a cause of action against the government?
ATTORNEY GENERAL GONZALES: That is something I'm not going to answer, Ken.
Q I wanted to ask you a question. Do you think the government has the right to break the law?

ATTORNEY GENERAL GONZALES: Absolutely not. | don't believe anyone is above the law.
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Q You have stretched this resolution for war into giving you carte blanche to do anything you want to
do.

ATTORNEY GENERAL GONZALES: Well, one might make that same argument in connection with
detention of American citizens, which is far more intrusive than listening into a conversation. There
may be some members of Congress who might say, we never --

Q That's your interpretation. That isn't Congress' interpretation.
ATTORNEY GENERAL GONZALES: Well, I'm just giving you the analysis --
Q You're never supposed to spy on Americans.

ATTORNEY GENERAL GONZALES: I'm just giving the analysis used by Justice O'Connor -- and she
said clearly and unmistakenly the Congress authorized the President of the United States to detain an
American citizen, even though the authorization to use force never mentions the word "detention” --

Q -- into wiretapping everybody and listening in on --

ATTORNEY GENERAL GONZALES: This is not about wiretapping everyone. This is a very
concentrated, very limited program focused at gaining information about our enemy.

Q Now that the cat is out of the bag, so to speak, do you expect your legal analysis to be tested in the
courts?

ATTORNEY GENERAL GONZALES: I'm not going to, you know, try to guess as to what's going to
happen about that. We're going to continue to try to educate the American people and the American
Congress about what we're doing and the basis -- why we believe that the President has the authority
to engage in this kind of conduct.

Q Because there are some very smart legal minds who clearly think a law has been broken here.

ATTORNEY GENERAL GONZALES: Well, | think that they may be making or offering up those
opinions or assumptions based on very limited information. They don't have all the information about
the program. | think they probably don't have the information about our legal analysis.

Q Judge Gonzales, will you release then, for the reasons you're saying now, the declassified versions
of the legal rationale for this from OLC? And if not, why not? To assure the American public that this
was done with the legal authority that you state.

ATTORNEY GENERAL GONZALES: We're engaged now in a process of educating the American
people, again, and educating the Congress. We'll make the appropriate evaluation at the appropriate
time as to whether or not additional information needs to be provided to the Congress or the American
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people.

Q You declassified OLC opinions before, after the torture -- why not do that here to show, yes, we went
through a process?

ATTORNEY GENERAL GONZALES: I'm not confirming the existence of opinions or the non-existence
of opinions. I've offered up today our legal analysis of the authorities of this President.

Q Sir, can you explain, please, the specific inadequacies in FISA that have prevented you from sort of
going through the normal channels?

GENERAL HAYDEN: One, the whole key here is agility. And let me re-trace some grounds | tried to
suggest earlier. FISA was built for persistence. FISA was built for long-term coverage against known
agents of an enemy power. And the purpose involved in each of those -- in those cases was either for
a long-term law enforcement purpose or a long-term intelligence purpose.

This program isn't for that. This is to detect and prevent. And here the key is not so much persistence
as it is agility. It's a quicker trigger. It's a subtly softer trigger. And the intrusion into privacy -- the
intrusion into privacy is significantly less. It's only international calls. The period of time in which we do
this is, in most cases, far less than that which would be gained by getting a court order. And our
purpose here, our sole purpose is to detect and prevent.

Again, | make the point, what we are talking about here are communications we have every reason to
believe are al Qaeda communications, one end of which is in the United States. And | don't think any
of us would want any inefficiencies in our coverage of those kinds of communications, above all. And
that's what this program allows us to do -- it allows us to be as agile as operationally required to cover
these targets.

Q But how does FISA --

GENERAL HAYDEN: FISA involves the process -- FISA involves marshaling arguments; FISA involves
looping paperwork around, even in the case of emergency authorizations from the Attorney General.
And beyond that, it's a little -- it's difficult for me to get into further discussions as to why this is more
optimized under this process without, frankly, revealing too much about what it is we do and why and
how we do it.

Q If FISA didn't work, why didn't you seek a new statute that allowed something like this legally?

ATTORNEY GENERAL GONZALES: That question was asked earlier. We've had discussions with
members of Congress, certain members of Congress, about whether or not we could get an
amendment to FISA, and we were advised that that was not likely to be -- that was not something we
could likely get, certainly not without jeopardizing the existence of the program, and therefore, killing
the program. And that -- and so a decision was made that because we felt that the authorities were
there, that we should continue moving forward with this program.
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Q And who determined that these targets were al Qaeda? Did you wiretap them?

GENERAL HAYDEN: The judgment is made by the operational work force at the National Security
Agency using the information available to them at the time, and the standard that they apply -- and it's
a two-person standard that must be signed off by a shift supervisor, and carefully recorded as to what
created the operational imperative to cover any target, but particularly with regard to those inside the
United States.

Q So a shift supervisor is now making decisions that a FISA judge would normally make? | just want to
make sure | understand. Is that what you're saying?

GENERAL HAYDEN: What we're trying to do is to use the approach we have used globally against al
Qaeda, the operational necessity to cover targets. And the reason | emphasize that this is done at the
operational level is to remove any question in your mind that this is in any way politically influenced.
This is done to chase those who would do harm to the United States.

Q Building on that, during --
Q Thank you, General. Roughly when did those conversations occur with members of Congress?

ATTORNEY GENERAL GONZALEZ: I'm not going to get into the specifics of when those
conversations occurred, but they have occurred.

Q May | just ask you if they were recently or if they were when you began making these exceptions?
ATTORNEY GENERAL GONZALEZ: They weren't recently.

MR. McCLELLAN: The President indicated that those -- the weeks after September 11th.

Q What was the date, though, of the first executive order? Can you give us that?

GENERAL HAYDEN: If | could just, before you ask that question, just add -- these actions that |
described taking place at the operational level -- and | believe that a very important point to be made --
have intense oversight by the NSA Inspector General, by the NSA General Counsel, and by officials of
the Justice Department who routinely look into this process and verify that the standards set out by the
President are being followed.

Q Can you absolutely assure us that all of the communications intercepted --

Q Have you said that you -- (inaudible) -- anything about this program with your international partners
-- with the partners probably in the territories of which you intercept those communications?

ATTORNEY GENERAL GONZALEZ: I'm not aware of discussions with other countries, but that
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doesn't mean that they haven't occurred. | simply have no personal knowledge of that.
Q Also, is it only al Qaeda, or maybe some other terrorist groups?

ATTORNEY GENERAL GONZALEZ: Again, with respect to what the President discussed on Saturday,
this program -- it is tied to communications where we believe one of the parties is affiliated with al
Qaeda or part of an organization or group that is supportive of al Qaeda.

Q Sir, during his confirmation hearings, it came out that now-Ambassador Bolton had sought and
obtained NSA intercepts of conversations between American citizens and others. Who gets the
information from this program; how do you guarantee that it doesn't get too widely spread inside the
government, and used for other purposes?

Q And is it destroyed afterwards?

GENERAL HAYDEN: We report this information the way we report any other information collected by
the National Security Agency. And the phrase you're talking about is called minimization of U.S.
identities. The same minimalizationist standards apply across the board, including for this program. To
make this very clear -- U.S. identities are minimized in all of NSA's activities, unless, of course, the U.
S. identity is essential to understand the inherent intelligence value of the intelligence report. And that's
the standard that's used.

Q General, when you discussed the emergency powers, you said, agility is critical here. And in the
case of the emergency powers, as | understand it, you can go in, do whatever you need to do, and
within 72 hours just report it after the fact. And as you say, these may not even last very long at all.
What would be the difficulty in setting up a paperwork system in which the logs that you say you have
the shift supervisors record are simply sent to a judge after the fact? If the judge says that this is not
legitimate, by that time probably your intercept is over, wouldn't that be correct?

GENERAL HAYDEN: What you're talking about now are efficiencies. What you're asking me is, can we
do this program as efficiently using the one avenue provided to us by the FISA Act, as opposed to the
avenue provided to us by subsequent legislation and the President's authorization.

Our operational judgment, given the threat to the nation that the difference in the operational
efficiencies between those two sets of authorities are such that we can provide greater protection for
the nation operating under this authorization.

Q But while you're getting an additional efficiency, you're also operating outside of an existing law. If
the law would allow you to stay within the law and be slightly less efficient, would that be --

ATTORNEY GENERAL GONZALEZ: | guess | disagree with that characterization. | think that this
electronic surveillance is within the law, has been authorized. | mean, that is our position. We're only
required to achieve a court order through FISA if we don't have authorization otherwise by the
Congress, and we think that that has occurred in this particular case.
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Q Can you just give us one assurance before you go, General?
ATTORNEY GENERAL GONZALEZ: It depends on what it is. (Laughter.)

Q Can you assure us that all of these intercepts had an international component and that at no time
were any of the intercepts purely domestic?

GENERAL HAYDEN: The authorization given to NSA by the President requires that one end of these
communications has to be outside the United States. | can assure you, by the physics of the intercept,
by how we actually conduct our activities, that one end of these communications are always outside
the United States of America.

END 9:02 AM. EST

Return to this article at:
http://www.whitehouse.qgov/news/releases/2005/12/20051219-1.html
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Letter to Chairman Leahy and Senator Specter
January 17, 2007

Page 2

determined not to reauthorize the Terrorist Surveillance Program when the current
authorization ¢xpires.

The Intelligence Committees have been briefed on the highly classified details of
these orders. In addition, | have directed Steve Bradbury, Acting Assistant Attorney
General for the Office of Legal Counsel, and Ken Wainstein, Assistant Attorney General
for National Security, to provide a classified briefing to you on the details of these orders.

Sincerely,

Alberto R. Gorizales
Attorney General

cC: The Honorable John D. Rockefeller, IV
The Honorable Christopher Bond
The Honorable Sylvester Reyes
The Honorable Peter Hoekstra
The Honorable John Conyers, Jr.
The Honorable Lamar S. Smith
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Transcript: Debate on the foreign
intelligence surveillance act

By Chris Roberts / ©El Paso Times

Article Launched: 08/22/2007 01:05:57 AMMDT

The following is the transcript of a question and
answer session with National Intelligence
Director Mike McConnell.

Question: How much has President Bush or
members of his administration formed your
response to the FISA debate?

Answer: Not at all. When | came back in,
remember my previous assignment was director
of the NSA, so this was an area | have known a
little bit about. So | came back in. | was
nominated the first week of January. The
administration had made a decision to put the
terrorist surveillance program into the FISA court.
| think that happened the 7th of Jan. So as | come
in the door and I'm prepping for the hearings,

this sort of all happened. So the first thing | want
to know is what's this program and what's the
background and | was pretty surprised at what |
learned. First off, the issue was the technology
had changed and we had worked ourselves into a
position that we were focusing on foreign
terrorist communications, and this was a terrorist
foreigner in a foreign country. The issue was
international communications are on a wire so all
of a sudden we were in a position because of the
wording in the law that we had to have a warrant
to do that. So the most important thing to
capture is that it's a foreigner in a foreign
country, required to get a warrant. Now if it were

wireless, we would not be required to get a
warrant. Plus we were limited in what we were
doing to terrorism only and the last time |
checked we had a mission called foreign
intelligence, which should be construed to mean
anything of a foreign intelligence interest, North
Korea, China, Russia, Syria, weapons of mass
destruction proliferation, military development

and it goes on and on and on. So when | engaged
with the administration, | said we've gotten
ourselves into a position here where we need to
clarify, so the FISA issue had been debated and
legislation had been passed in the house in 2006,
did not pass the Senate. Two bills were
introduced in the Senate, | don't know if it was
co-sponsorship or two different bills, but Sen.
(Dianne Feinstein, D-Calif.) had a bill and Sen.
Specter had a bill and it may have been the same
bill, I don't know, but the point is a lot of debate,
a lot of dialogue. So, it was submitted to the FISA
court and the first ruling in the FISA court was
what we needed to do we could do with an
approval process that was at a summary level
and that was OK, we stayed in business and
we're doing our mission. Well in the FISA process,
you may or may not be aware ...

Q: When you say summary level, do you mean
the FISA court?

A: The FISA court. The FISA court ruled presented
the program to them and they said the program

is what you say it is and it's appropriate and it's
legitimate, it's not an issue and was had

approval. But the FISA process has a renewal. It
comes up every so many days and there are 11
FISA judges. So the second judge looked at the
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same data and said well wait a minute | interpret
the law, which is the FISA law, differently. And it
came down to, if it's on a wire and it's foreign in
a foreign country, you have to have a warrant
and so we found ourselves in a position of
actually losing ground because it was the first
review was less capability, we got a stay and that
took us to the 31st of May. After the 31st of May
we were in extremis because now we have
significantly less capability. And meantime, the
community, before | came back, had been
working on a National Intelligence Estimate on
terrorist threat to the homeland. And the key
elements of the terrorist threat to the homeland,
there were four key elements, a resilient
determined adversary with senior leadership
willing to die for the cause, requiring a place to
train and develop, think of it as safe haven, they
had discovered that in the border area between
Pakistan and Afghanistan. Now the Pakistani
government is pushing and pressing and
attempting to do something about it, but by and
large they have areas of safe haven. So
leadership that can adapt, safe haven,
intermediate leadership, these are think of them
as trainers, facilitators, operational control guys.
And the fourth part is recruits. They have them,
they've taken them. This area is referred to as
the FATA, federally administered tribal areas,
they have the recruits and now the objective is to
get them into the United States for mass
casualties to conduct terrorist operations to
achieve mass casualties. All of those four parts
have been carried out except the fourth. They
have em, but they haven't been successful. One
of the major tools for us to keep them out is the
FISA program, a significant tool and we're going

the wrong direction. So, for me it was extremis to
start talking not only to the administration, but

to members of the hill. So from June until the bill
was passed, | think | talked to probably 260
members, senators and congressmen. We
submitted the bill in April, had an open hearing 1
May, we had a closed hearing in May, | don't
remember the exact date. Chairman (U.S. Rep.
Silvestre Reyes, D-Texas) had two hearings and |
had a chance to brief the judiciary committee in
the house, the intelligence committee in the
house and | just mentioned the Senate, did not
brief the full judiciary committee in the Senate,
but | did meet with Sen. (Patrick Leahy, D-Vt.)
and Sen. (Arlen Specter, R-Pa.), and | did have an
opportunity on the Senate side, they have a
tradition there of every quarter they invite the
director of national intelligence in to talk to

them update them on topics of interest. And that
happened in (June 27). Well what they wanted to
hear about was Iragq and Afghanistan and for
whatever reason, I'm giving them my review and
they ask questions in the order in which they
arrive in the room. The second question was on
FISA, so it gave me an opportunity to, here | am
worrying about this problem and | have 41
senators and | said several things. The current
threat is increasing, I'm worried about it. Our
capability is decreasing and let me explain the
problem.

Q: Can't you get the warrant after the fact?

A: The issue is volume and time. Think about
foreign intelligence. What it presented me with
an opportunity is to make the case for something
current, but what | was really also trying to put a

Advertisement

PrinterStitial® ads by Format Dynamics.

FormatDynamics’

Print Powered By | 'd tDynamics

9/11/2008 3:31 PM



30f9

elpasotimes.com

http://www.elpasotimes.com/fdcp?1221161476985

strong emphasis on is the need to do foreign
intelligence in any context. My argument was
that the intelligence community should not be
restricted when we are conducting foreign
surveillance against a foreigner in a foreign
country, just by dint of the fact that it happened
to touch a wire. We haven't done that in wireless
for years.

Q: So you end up with people tied up doing
paperwork?

A: It takes about 200 man hours to do one
telephone number. Think about it from the
judges standpoint. Well, is this foreign
intelligence? Well how do you know it's foreign
intelligence? Well what does Abdul calling
Mohammed mean, and how do | interpret that?
So, it's a very complex process, so now, I've got
people speaking Urdu and Farsi and, you know,
whatever, Arabic, pull them off the line have
them go through this process to justify what it is
they know and why and so on. And now you've
got to write it all up and it goes through the
signature process, take it through (the Justice
Department), and take it down to the FISA court.
So all that process is about 200 man hours for
one number. We're going backwards, we couldn't
keep up. So the issue was ...

Q: How many calls? Thousands?

A: Don't want to go there. Just think, lots. Too
many. Now the second part of the issue was
under the president's program, the terrorist
surveillance program, the private sector had
assisted us. Because if you're going to get access

you've got to have a partner and they were being
sued. Now if you play out the suits at the value
they're claimed, it would bankrupt these
companies. So my position was we have to
provide liability protection to these private sector
entities. So that was part of the request. So we
went through that and we argued it. Some
wanted to limit us to terrorism. My argument
was, wait a minute, why would | want to limit it
to terrorism. It may be that terrorists are
achieving weapons of mass destruction, the only
way | would know that is if I'm doing foreign
intelligence by who might be providing a weapon
of mass destruction.

Q: And this is still all foreign to foreign
communication?

A: All foreign to foreign. So, in the final analysis,

| was after three points, no warrant for a
foreigner overseas, a foreign intelligence target
located overseas, liability protection for the
private sector and the third point was we must
be required to have a warrant for surveillance
against a U.S. person. And when | say U.S. person
| want to make sure you capture what that
means. That does not mean citizen. That means
a foreigner, who is here, we still have to have a
warrant because he's here. My view is that that's
the right check and balances and it's the right
protection for the country and lets us still do our
mission for protection of the country. And we're
trying to fend off foreign threats.

Q: So are you satisfied with it the way it is now?

A: | am. The issue that we did not address, which
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has to be addressed is the liability protection for
the private sector now is proscriptive, meaning
going forward. We've got a retroactive problem.
When | went through and briefed the various
senators and congressmen, the issue was alright,
look, we don't want to work that right now, it's
too hard because we want to find out about
some issues of the past. So what | recommended
to the administration is, 'Let's take that off the
table for now and take it up when Congress
reconvenes in September.’

Q: With an eye toward the six-month review?

A: No, the retroactive liability protection has got
to be addressed.

Q: And that's not in the current law?

A: It is not. Now people have said that |
negotiated in bad faith, or | did not keep my
word or whatever...

Q: That you had an agenda that you weren't
honest about.

A: I'll give you the facts from my point of view.
When | checked on board | had my discussion
with the president. I'm an apolitical figure. I'm
not a Republican, I'm not a Democrat. | have
voted for both. My job is as a professional to try
to do this job the best way | can in terms of, from
the intelligence community, protect the nation.
So | made my argument that we should have the
ability to do surveillance the same way we've
done it for the past 50 years and not be inhibited
when it's a foreigner in a foreign country. The

president's guidance to me early in the process,
was, 'You've got the experience. | trust your
judgement. You make the right call. There's no
pressure from anybody here to tell you how to do
it. He did that early. He revisited with me in June.
He did it again in July and he said it publicly on
Friday before the bill was passed. We were at the
FBI, it's an annual thing, we go to the FBI and do
a homeland security kind of update. So he came
out at noon and said, 'I'm requesting that
Congress pass this bill. It's essential. Do it before
you go on recess. I'm depending on Mike
McConnell's recommendations. And that was the
total sum and substance of the guidance and the
involvement from the White House with regard to
how | should make the call. Now, as we
negotiated, we started with 66 pages, were
trying to get everything cleaned up at once.
When | reduced it to my three points, we went
from 66 pages to 11. Now, this is a very, very
complex bill. I had a team of 20 lawyers working.
You can change a word in a paragraph and end
up with some major catastrophe down in
paragraph 27, subsection 2c, to shut yourself
down, you'll be out of business. So when we send
up our 11 pages, we had a lot of help in making
sure we got it just right so it would come back
and we'd say wait a minute we can't live with this
or one of the lawyers would say, 'Wait we tried
that, it won't work, here's the problem.' So we
kept going back and forth, so we sent up a
version like Monday, we sent up a version on
Wednesday, we sent up a version on Thursday.
The House leadership, or the Democratic
leadership on Thursday took that bill and we
talked about it. And my response was there are
some things | can't live with in this bill and they
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said alright we're going to fix them. Now, here's
the issue. | never then had a chance to read it for
the fix because, again, it's so complex, if you
change a word or phrase, or even a paragraph
reference, you can cause unintended ...

Q: You have to make sure it's all consistent?

A: Right. So | can't agree to it until it's in writing
and my 20 lawyers, who have been doing this for
two years, can work through it. So in the final
analysis, | was put in the position of making a
call on something | hadn't read. So when it came
down to crunch time, we got a copy and it had
some of the offending language back init. So |
said, 'l can't support it." And it played out in the
House the way it played out in the House.
Meantime on the Senate side, there were two
versions being looked at. The Wednesday version
and the Thursday version. And one side took one
version and the other side took the other version.
The Thursday version, we had some help, and |
didn't get a chance to review it. So now, it's
Friday night, the Senate's voting. They were
having their debate and | still had not had a
chance to review it. So, | walked over, | was up
visiting some senators trying to explain some of
the background. So | walked over to the chamber
and as | walked into the office just off the
chamber, it's the vice president's office,
somebody gave me a copy. So | looked at the
version and said, 'Can't do it. The same language
was back in there.'

Q: What was it?

A: Just let me leave it, not too much detail, there

were things with regard to our authorities some
language around minimization. So it put us in an
untenable position. So then | had another version
to take a look at, which was our Wednesday
version, which basically was unchanged. So | said,
well certainly, I'm going to support that
Wednesday version. So that's what | said and the
vote happened in the Senate and that was on
Friday. So now it rolled to the House on Saturday.
They took up the bill, they had a spirited debate,
my name was invoked several times, not in a
favorable light in some cases. (laughs) And they
took a vote and it passed 226 to 182, | think. So
it's law. The president signed it on Sunday and
here we are.

Q: That's far from unanimous. There's obviously
going to be more debate on this.

A: There are a couple of issues to just be
sensitive to. There's a claim of reverse targeting.
Now what that means is we would target
somebody in a foreign country who is calling into
the United States and our intent is to not go after
the bad guy, but to listen to somebody in the
United States. That's not legal, it's, it would be a
breach of the Fourth Amendment. You can go to
jail for that sort of thing. And If a foreign bad guy
is calling into the United States, if there's a need
to have a warrant, for the person in the United
States, you just get a warrant. And so if a
terrorist calls in and it's another terrorist, | think
the American public would want us to do
surveillance of that U.S. person in this case. So
we would just get a warrant and do that. It's a
manageable thing. On the U.S. persons side it's
100 or less. And then the foreign side, it's in the
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thousands. Now there's a sense that we're doing
massive data mining. In fact, what we're doing is
surgical. A telephone number is surgical. So, if
you know what number, you can select it out. So
that's, we've got a lot of territory to make up
with people believing that we're doing things
we're not doing.

Q: Even if it's perception, how do you deal with
that? You have to do public relations, | assume.

A: Well, one of the things you do is you talk to
reporters. And you give them the facts the best
you can. Now part of this is a classified world.
The fact we're doing it this way means that some
Americans are going to die, because we do this
mission unknown to the bad guys because they're
using a process that we can exploit and the more
we talk about it, the more they will go with an
alternative means and when they go to an
alternative means, remember what | said, a
significant portion of what we do, this is not just
threats against the United States, this is war in
Afghanistan and Iraq.

Q. So you're saying that the reporting and the
debate in Congress means that some Americans
are going to die?

A. That's what | mean. Because we have made it
so public. We used to do these things very
differently, but for whatever reason, you know,
it's a democratic process and sunshine's a good
thing. We need to have the debate. The reason
that the FISA law was passed in 1978 was an
arrangement was worked out between the
Congress and the administration, we did not

want to allow this community to conduct
surveillance, electronic surveillance, of
Americans for foreign intelligence unless you had
a warrant, so that was required. So there was no
warrant required for a foreign target in a foreign
land. And so we are trying to get back to what
was the intention of '78. Now because of the
claim, counterclaim, mistrust, suspicion, the only
way you could make any progress was to have
this debate in an open way.

Q. So you don't think there was an alternative
way to do this?

A. There may have been an alternative way, but
we are where are ...

Q. A better way, | should say.

A. All of my briefs initially were very classified.
But it became apparent that we were not going
to be able to carry the day if we don't talk to
more people.

Q. Some might say that's the price you pay for
living in a free society. Do you think that this is
necessary that these Americans die?

A. We could have gotten there a different way.
We conducted intelligence since World War Il and
we've maintained a sensitivity as far as sources
and methods. It's basically a sources and
methods argument. If you don't protect sources
and methods then those you target will choose
alternative means, different paths. As it is today
al-Qaida in Iraq is targeting Americans,
specifically the coalition. There are activities
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supported by other nations to import electronic,
or explosively formed projectiles, to do these
roadside attacks and what we know about that is
often out of very sensitive sources and methods.
So the more public it is, then they take it away
from us. So that's the tradeoff.

DIVERSITY IN THE INTELLIGENCE COMMUNITY

Q: | wanted to ask you about the diversity
question. This has major ramifications here, we
have this center of excellence program that's
recruiting high school kids, many of whom
wouldn't qualify if first generation American
citizens weren't allowed.

A: So you agree with me?

Q: It does sound like something that would
benefit this area that would also allow you to get
people from here who are bicultural and have an
openness to seeing things ...

A: You're talking about Hispanics?
Q: Yes.

A: Hispanics are probably the most under-
represented group if you think of America, what
the ethic makeup of America, Hispanics are the
most under-represented group in my community.
Now, that said, and should increase that Hispanic
population and programs like this will do that.
That's why the outreach. But also we need,
particularly with the current problem of

terrorism, we need to have speakers of Urdu and
Farsi and Arabic and people from those cultures

that understand the issues of tribes and clans
and all the things that go with understanding
that part of the world. Varying religions and so
on. Because it is, it's almost impossible, I've had
the chance to live in the Middle East for years,
I've studied it for years, it's impossible to
understand it without having some feel for the
culture and so on. So while I'm all for increasing
the diversity along the lines we talked about, I'm
also very much in favor of first generation
Americans from the countries that are causing
issues and problems.

Q: What is the status of that program.

A: It is not in statue. It is not in policy. It has
been habit. So we've stated, as a matter of
policy, that we're not going to abide by those
habits.

Q: And that's already the case?

A: Yes, and are we making progress? Not fast
enough, but we will make progress over time.

Q: How do you measure that?

A: Very simple, you get to measure what are you
and where are you trying go and are you making
progress. | wrestled with this years ago when |
was NSA ....

Q: You don't want quotas, though?
A: Quotas are forbidden so we set goals. My way

of thinking about it is what is your end state?
Now some would say that federal governments
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should look like America, whatever that is. OK,
that sounded like a reasonable metric, so | said,
'Alright, what does America look like?' So | got a
bunch of numbers. | said, 'Alright, what do we
look like?' and it didn't match, and as | just told
you, the one place where there's the greatest
mismatch is Hispanic. It's much closer, as matter
of fact, people would be surprised how close it is
across, at least my community among the other
minorities. Now, that said, numbers don't
necessarily equal positioning in the organization.
So that's another feature we have to work on, is
placement of women and minorities in leadership
positions.

Q: So, you're quantifying that as well?
A: Yes.

TERRORIST ACTIVITY ON THE NATION'S
SOUTHWEST BORDER

Q: There seems to be very little terrorist-related
activity on the Southwest border, which is
watched very closely because of the illegal
immigration issue. Can you talk about why it's
important to be alert here?

A: Let me go back to my NIE, those are
unclassified key judgements, pull them down and
look at them. You've got committed leadership.
You've got a place to train. They've got trainers
and they've got recruits. The key now is getting
recruits in. So if the key is getting recruits in. So,
if you're key is getting recruits in, how would you
do that? And so, how would you do that?

Q: I'd go to the northern border where there's
nobody watching.

A: And that's a path. Flying in is a path. Taking a
ship in is a path. Coming up through the Mexican
border is a path. Now are they doing it in great
numbers, no. Because we're finding them and
we're identifying them and we've got watch lists
and we're keeping them at bay. There are
numerous situations where people are alive
today because we caught them (terrorists). And
my point earlier, we catch them or we prevent
them because we've got the sources and
methods that lets us identify them and do
something about it. And you know the more
sources and methods are compromised, we have
that problem.

Q: And in many cases we don't hear about them?

A: The vast majority you don't hear about.
Remember, let me give you a way to think about
this. If you've got an issue, you have three
potential outcomes, only three. A diplomatic
success, an operational success or an
intelligence failure. Because all those diplomatic
successes and operations successes where
there's intelligence contribution, it's not an
intelligence success. It's just part of the process.
But if there's an intelligence failure ...

Q: Then you hear about it.

A: So, are terrorists coming across the Southwest
border? Not in great numbers.

Q: There are some cases?
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A: There are some. And would they use it as a talking about?
path, given it was available to them? In time they
will. A: Yes.

Q: If they're successful at it, then they'll probably
repeat it.

A: Sure. There were a significant number of
Iragis who came across last year. Smuggled
across illegally.

Q: Where was that?
A: Across the Southwest border.
Q: Can you give me anymore detail?

A: | probably could if | had my notebook. It's
significant numbers. I'll have somebody get it for
you. | don't remember what it is. The point is it
went from a number to (triple) in a single year,
because they figured it out. Now some we
caught, some we didn't. The ones that get in,
what are they going to do? They're going to write
home. So, it's not rocket science, word will move
around. There's a program now in South America,
where you can, once you're in South American
countries, you can move around in South America
and Central America without a visa. So you get a
forged passport in Lebanon or where ever that
gets you to South America. Now, no visa, you can
move around, and with you're forged passport, as
a citizen of whatever, you could come across that
border. So, what I'm highlighting is that

something ...

Q: Is this how it happened, the cases you're
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A Law Terrorism Outran
We Need a FISA For the 21st Century

By Mike McConnell
Monday, May 21, 2007; A13

. . I YOURS IS
In 1978, the first cellular mobile phone system was still being tested, a personal WHERE YOU
computer's memory had just been expanded to 16 kilobytes and our greatest LEAST
threat was the largest nation-state on Earth, the Soviet Union. That same year, the EXPECT IT

framework governing electronic surveillance of foreign powers and agents of
foreign powers -- the Foreign Intelligence Surveillance Act (FISA) -- was signed
into law.

THE NEW DELL
INSPIRON™ MINI 9

Today, cellular phones are the size of credit cards, you would be hard-pressed to
find a computer with memory less than 512 megabytes and our greatest threats
are independent transnational terrorists and terror networks.

FISA was created to guard against domestic government abuse and to protect
privacy while allowing for appropriate foreign intelligence collection. Technology
and threats have changed, but the law remains essentially the same. If we are to
improve our ability to protect the country by gathering foreign intelligence, this
law must be updated to reflect changes in technology and the ways our
adversaries communicate with one another.

Many Americans would be surprised at just what the current law requires. To
state the facts plainly: In a significant number of cases, our intelligence agencies
must obtain a court order to monitor the communications of foreigners suspected
of terrorist activity who are physically located in foreign countries. We are in this
situation because the law simply has not kept pace with technology.

SHOP NOW |»|
The failure to update this law comes at an increasingly steep price. The
congressional joint inquiry into the Sept. 11, 2001, attacks recognized that there cese--co DELL
were systemic problems with covering communications of potential terrorists. vouns i wene

As director of national intelligence, | see every day the results of FISA-authorized
activity and its contribution to our efforts to protect America. This surveillance saves lives -- the lives of our
children and grandchildren. 1 also see the flaws inherent in the current law.

Because the law has not been changed to reflect technological advancements, we are missing potentially
valuable intelligence needed to protect America. We simply cannot predict how communications technology
will change in the coming years, but these changes may widen the gap between the law and technology. We
need to adopt that understanding into FISA -- a law that does not address today's global systems in today's
terms.

In seeking to update the law, in response to bipartisan congressional requests, the intelligence community is
keeping faith with the foundation of credibility and legitimacy in which the law was grounded. Just as
Congress in 1978 could not have anticipated today's technology, we cannot know how technology will
advance in the next 30 years. Our job is to make the country as safe as possible by providing the highest
possible quality intelligence available. We should not tie the nation's security to a snapshot of outdated
technology.
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I am encouraged that in my discussions with members of Congress, and in congressional hearings on this
subject over the past year, there is recognition of the need to improve our intelligence efforts and close
critical gaps created by changes in technology. We will continue to collect intelligence under strong
congressional, executive and judicial oversight mechanisms. Protecting our nation against terrorist attacks and
safeguarding privacy protections and civil liberties is not an either/or proposition.

The first responsibility of intelligence is to achieve understanding and provide warning. As the head of the
nation's intelligence community, it is my duty to encourage changes in policies, procedures and legislation to
improve our ability to warn of terrorist attacks and other threats to our security. Bringing FISA into the 21st
century is one such improvement that can and should be made now. The recommended changes will protect
the civil and privacy rights of our citizens while enabling the U.S. intelligence community to provide a higher
level of protection against terrorist attacks.

The writer is director of national intelligence.
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