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AMERICAN CIVIL LIBERTIES UNION, et al.,
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V.

NATIONAL SECURITY AGENCY, et al.,,
Defendants - Appellants/Cross-Appellees.

ON APPEAL FROM THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF MICHIGAN

APPELLANTS’ REPLY BRIEF AND
CROSS-APPELLEES’ RESPONSIVE BRIEF

INTRODUCTION AND SUMMARY OF ARGUMENT
Plaintiffs do not dispute the district court’s conclusions that the Government
“appropriately invoked” the state secrets privilege, and that “the privilege applies
‘because a reasonable danger exists that disclosing the information in court

992

proceedings would harm’” the national security of the United States. Op. 12 (quoting
Tenenbaum v. Simonini, 372 ¥.3d 776, 777 (6th Cir. 2004)). As explained in the

classified materials provided to the judges of this Court ex parte/in camera,

disclosure of highly classified information concerning the Terrorist Surveillance



Program (“TSP”) would cause grave damage to national security by jeopardizing the
effectiveness of a foreign intelligence-gathering program that the President and his
top national security advisors deem vital to prosecuting an ongoing war.

Like the district court’s decision, plaintiffs’ contention that this case may
nonetheless be litigated based on a few general facts the Government has publicly
disclosed rests on a fﬁndamental misinterpretation of settled legal principles. When
those principles are properly applied, it is clear that this litigation cannot proceed
without impermissibly jeopardizing vital state secrets.

At the outset, plaintiffs cannot prove their standing, and the Government
cannot refute it, because facts concerning whether plaintiffs’ communications have
been or likely will be intercepted fall squarely within the state secrets privilege.
Instead, plaintiffs argue that, based on conjecture that their communications are being
intercepted, plaintiffs and others have refrained from communicating. Itis settled that
allegations of such a subjective chilling effect from the possibility of surveillance are
insufficient to establish standing. Plaintiffs’ inability to establish an injury-in-fact
without disclosure of the central fact of whether they are subject to surveillance under
the TSP alone compels dismissal of this action.

Even if subjective chill were a cognizable injury, plaintiffs still could not
establish any likelihood that this injury would be redressed by enjoining the TSP. As
plaintiffs allegedly desire to communicate with suspected terrorists overseas whose

_D.



communications may well be intercepted under the Foreign Intelligence Surveillance
Act (“FISA”), by means other than “electronic surveillance,” or by foreign
governments, plaintiffs cannot satisfy the redressability requirement for standing.
Adjudicating the merits of plaintiffs’ claims would likewise require state
secrets. While plaintiffs do not defend the district court’s holding that the Fourth
Amendment al/ways requires a warrant for a search, they assert broad and artificial
limitations on the Fourth Amendment’s reasonableness requirement in an effort to
avoid consideration of the facts. Those contentions lack merit. The touchstone of the
Fourth Amendment is reasonableness, and the overarching rule in this context is that
reasonableness 1s determined in light of the “totality of the circumstances” by
weighing the degree to which a search intrudes on an individual’s privacy against the
degree to which the search is needed for legitimate governmental purposes. Without
highly classified and specific facts concerning the contours and application of the
TSP, including the targets of surveillance, no such balancing can be undertaken.
Just as plaintiffs do not defend the district court’s holding that the Fourth
Amendment always requires a warrant, they make no attempt to defend its holding
that the First Amendment is violated merely because the Fourth Amendment is
violated. Plaintiffs’ contention that judicial warrants are nonetheless required to

protect First Amendment interests is not only unsupported by law, it is legally



indefensible because it would effectively erect the per se warrant requirement that the
Supreme Court has repeatedly rejected in the Fourth Amendment context.

Pléintiffs rest primarily on their contention that the TSP violates FISA, and
therefore the separation-of-powers doctrine. That claim—which was not fully
resolved by the district court—is no more susceptible to sweeping rules than
plaintiffs’ Fourth and First Amendment claims. At the outset, plaintiffs cannot show
that any relevant surveillance activity is “electronic surveillance” governed by FISA
without disclosing state secrets. Eveniftheycould, Congress’s Authorization for Use
of Military Force would authorize the interception of al Qaeda’s international
communications because such surveillance of the enemy in wartime is a time-honored
incident of warfare. Moreover, plaintiffs could prevail only by showing not only that
Congress purported to prevent the President as Commander-in-Chief from conducting
surveillance of the international communications of the enemy during wartime
outside of the FISA framework, but that such a serious incursion on the President’s
ability to defend and protect the Nation is constitutional. Any reasoned consideration
of that grave constitutional question would require careful consideration of the facts
surrounding the TSP, which are protected by the state secrets privilege.

Finally, plaintiffs’ cross-appeal is meritless. Plaintiffs allege that the
Government is not only intercepting al Qaeda’s international communications, but is
also undertaking a broad “datamining” program. The district court correctly
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dismissed that claim because the Government has never admitted, described, or
denied any datamining. As such, the very subject matter of plaintiffs’ claimis a state
secret, and plaintiffs cannot establish a prima facie case consistent with the state
secrets privilege because they cannot even show that the allegedly unlawful activity
is occurring. Plaintiffs’ contrary contentions rest on pure speculation based on news

reports that do not undermine the Government’s invocation of state secrets privilege.

REPLY BRIEF FOR APPELLANTS

I. THIS CASE MUST BE DISMISSED BECAUSE IT CANNOT BE
LITIGATED WITHOUT DISCLOSING STATE SECRETS.

Plaintiffs do not dispute the district court’s conclusion that the Government
“appropriately invoked” the state secrets privilege, and that “the privilege applies
‘because a reasonable danger exists that disclosing the information in court
proceedings would harm national security interests, or would impair national defense
capabilities, disclose intelligence-gathering methods or capabilities, or disrupt

992

diplomatic relations with foreign governments.”” Op. 12 (quoting Tenenbaum, 372
F.3d at 777). Thus, plaintiffs effectively concede that disclosing the relevant

information would endanger national security.

[REDACTED TEXT—PUBLIC TEXT CONTINUES ON PAGE 6]



Plaintiffs suggest (Br. 55, 56) that the state secrets privilege “is usually invoked
and evalﬁated in response to particular discovery requests, not as the basis for
dismissal of legal claims.” But as plaintiffs ultimately concede, “dismissal on the
basis of the state secrets privilege is proper” if the “very subject matter” of the suit
is a state secret, or if plaintiffs “cannot present a prima facie case, or th[e] defendant
cannot present a valid defense, without resort to privileged evidence.” Br. 56-57.
Both bases for dismissal are present here.

A. This suit must be dismissed because its very subject matter is a state secret
and litigation would inevitably result in disclosing state secrets. See, e.g., Tenet v.
Doe, 544 U.S. 1, 8 (2005); Totten v. United States, 92 U.S. 105, 107 (1875).
Although plaintiffs argue (Br. 57 n.52) that the Totten doctrine is confined to cases
involving asserted espionage agreements, the Supreme Court has applied Totten
outside that specific context. For example, in Weinberger v. Catholic Action of
Hawaii/Peace Education Project, 454 U.S. 139, 146-47 (1981)——which‘the Court
cited in Tenet, 544 U.S. at 9—the Court invoked Totten in dismissing a challenge
under the National Environmental Protection Act (“NEPA”), where the determination
whether the Navy complied with NEPA would ““inevitably lead to the disclosure of
matters which the law itself regards as confidential.”” 454 U.S. at 147 (quoting
Totten, 92 U.S. at 107). Nor is there any principled reason to constrain the doctrine
to cases involving espionage agreements. |
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While plaintiffs contend that the TSP itself is not a state secret, their own
pleadings have repeatedly recognized that they “challeng[e] the legality of a secret
government program.” Pls.” Opp. to Mot. for Stay Pending Appeal at 1 (filed Oct. 2,
2006) (emphasis added). See also, e.g., R.4 Mem. in Supp. of Pls.” Mot. for Partial
Summ. J. at 1 (same). Moreover, plaintiffs do not dispute that, while the Government
has publicly disclosed the existence of the TSP, the methods and means of the
Program’s operation remain highly classified. In that regard, this case is directly
analogous to Totten and Tenet.

In Tenet, for example, not only was the Government’s use of spies during the
Cold War publicly known, but the existence of the program—“PL 110”—pursuant
to which plaintiffs allegedly were brought to the United States was also publicly
known. 544 U.S. at4n.2. The Court nonetheless held that the plaintiffs’ claims were
subject to dismissal because spies’ identities and assignments—i.e., the specific
contours of the espionage program at issue—were state secrets. As the Court
explained, the litigation could not proceed because “the fact that was central to the
suit”—i.e., the existence of a specific espionage relationship—was a state secret. /d.
at 9. So too here, the identities of the targets and the specifics of the TSP remain
highly classified, and a fact that is “central to the suit” (ibid.)—i.e., whether plaintiffs

have been or are likely to be surveilled under the Program—remains a state secret.



Plaintiffs claim (Br. 58) that invocation of the state secrets privilege does not
require dismissal because “Government officials have publicly promoted and
defended the legality, scope, and basis for the program.” Beyond acknowledging that
the TSP intercepts without warrants at least some international communications to or
from individuals the Government has reasonable grounds to believe are associated
with al Qaeda, the Government has not revealed any information regarding the
Program, including its methods and means. To the contrary, as explained in the
classified declarations, the Government has vigorously sought to prevent disclosure
of the Program’s operational details.

Pléintiffs contend (Br. 59-60) that “[t]he mere fact that this suit concerns
foreign intelligence gathering is * * * insufficient to transform the subject matter into
a state secret.” But that grossly mischaracterizes the Government’s position. The
Director of National Intelligence and the NSA’s Signals Intelligence Director
formally invoked the state secrets privilege, and explained that “[t]Jo disclose

additional information regarding the nature of the al Qaeda threat or to discuss the

Y Similarly, the Justice Department’s “White Paper” (available at http://
www.usdoj.gov/opa/whitepaperonnsalegalauthorities.pdf) discusses the legality of
the TSP only in broad generalities without reference to evidence protected by the
state secrets privilege, and does not remotely suggest that the legality of the TSP
could properly be the subject of courtroom litigation. See id. at 34 n.18 (noting that
“a full explanation of the basis for” the Program “cannot be given in an unclassified
document”).
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