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15-10 Financial Checks

a. Legal and Regulatory Framework. The right to privacy extends to the financial
aspects of a person’s life. Because the U.S. financial system is complex and consists of several
different types of institutions each covered by different laws and regulations; it will come as no
surprise that there are also several portions of the USC that government’s ability to access those
records. In the following paragraphs the major relevant portions of the USC are identified and
discussed with an emphasis on the authorities, exceptions and procedures that allow CI agents to
access them.

(1) Fair Credit Reporting Act (15 USC 1681). The Fair Credit Reporting Act was
passed to ensure the privacy, as well as the fair and accurate reporting of consumer credit
information for a multitude of purposes including employment and credit worthiness. The act
significantly restricts the ability of the government to perform un-consented checks of consumer
reporting agency records (AKA credit reporting services). Generally, these records can be
obtained only with consent or by a warrant, judicial or administrative subpoena or other court
order.

(a) Exception for Identifying Data. A general exemption (15 USC 1681f)
allows all governmental agencies (including Army CI) access to limited identification
information. Upon the presentation of a formal written request, consumer reporting agencies
will provide, name and address, former addresses, places of employment and former places of
employment for named consumers. This limited authority can be used for all authorized
investigative and operational purposes. (LINK to template of Request )

(b) FBI CI Exception. The original act provided the FBI a specific
exception for disclosures for CI purposes (15 USC 1681u). A similar general exception for
military CI services does not exist. However, the FBI exception specifically authorized the FBI
to disseminate results of their checks to appropriate investigative authorities within the military
as may be necessary for the conduct of a joint foreign CI investigation. Additionally, it
authorizes the FBI to provide information to the military for SUBJECTs who fall under the
UCMJ.

(c) Exception for International Terrorism. The PATRIOT Act added a
broader exception for international terrorism (15 USC 1681v), which allows any government
agency authorized to conduct investigations of, or intelligence or counterintelligence
activities or analysis related to, international terrorism to conduct un-consented checks of
these records. Army CI may utilize this exception. A formal written request certifying
compliance with the code is required. (LINK to Consumer Reporting Services Template)

(2) Right to Financial Privacy Act of 1978 (12 USC 3401-3422). The Right to
Financial Privacy Act is the primary source of financial privacy rights and governs a broad
spectrum of records across a wide variety of financial institutions. Government access to records
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of financial institutions may be obtained through consent, search warrant, administrative or
judicial subpoena, court order or formal written request.

(a) FCI and Terrorism Exceptions. Specific exceptions exist for FCI and
international terrorism (15 USC 3414(a)(1)(a) and (c) respectively). These exceptions apply to
any government authority authorized to conduct foreign counterintelligence, positive intelligence
or international terrorism activities. They allow un-consented checks of financial institution
records upon presentation of an appropriately signed formal written request certifying
compliance with the act. (LINK to template)

(b) Definition of Financial Institution. The definition of financial
institution for the purposes of the exceptions outline above is broader than for the rest of the act
(see 15 USC 3414(d)). The following are defined as financial institutions IAW 31 USC
5312(a)(2) and (c)(1).

(A) an insured bank (as defined in section 3(h) of the Federal Deposit Insurance Act (12
U.S.C. 1813 (h)));

(B) a commercial bank or trust company;

(C) a private banker;

{D) an agency or branch of a foreign bank in the United States;

(E) any credit union;

(F) a thrift institution;

(G) a broker or dealer registered with the Securities and Exchange Commission under
the Securities Exchange Act of 1934 (15 U.S.C. 78a et seq.);

(H) a broker or dealer in securities or commodities;

(I) an investment banker or investment company;

(3) a currency exchange;

(K) an issuer, redeemer, or cashier of travelers’ checks, checks, money orders, or similar
instruments;

(L) an operator of a credit card system;

(M) an insurance company;

(N) a dealer in precious metals, stones, or jewels;

(0O) a pawnbroker;

(P) a loan or finance company;

(Q) a travel agency;

(R) a licensed sender of money or any other person who engages as a business in the
transmission of funds, including any person who engages as a business in an informal
money transfer system or any network of people who engage as a business in facilitating
the transfer of money domestically or internationally outside of the conventional financial
institutions system;

(S) a telegraph company;

(T) a business engaged in vehicle sales, including automobile, airplane, and boat sales;
(V) persons involved in real estate closings and settlements;

(V) the United States Postal Service;

(W) an agency of the United States Government or of a State or local government
carrying out a duty or power of a business described in this paragraph;

(X) a casino, gambling casino, or gaming establishment with an annual gaming revenue
of more than $1,000,000 which—

(i) is licensed as a casino, gambling casino, or gaming establishment under the laws of
any State or any political subdivision of any State; or
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(ii) is an Indian gaming operation conducted under or pursuant to the Indian Gaming
Regulatory Act other than an operation which is limited to class I gaming (as defined in
section 4(6) of such Act);

(Y) any business or agency which engages in any activity which the Secretary of the
Treasury determines, by regulation, to be an activity which is similar to, related to, or a
substitute for any activity in which any business described in this paragraph is authorized
to engage; or

(2) any other business designated by the Secretary whose cash transactions have a high
degree of usefulness in criminal, tax, or regulatory matters.

(c) Army Implementation Guidance. AR 190-6, Obtaining Information
from Financial Institutions, dated 15 January 1982, implements DODD 2400.12 and the Right to
Financial Privacy Act of 1978 (12 USC 3401 et seq). It provides additional guidance on
obtaining information from financial institutions by consent, search warrant, judicial subpoena,
and formal written request. Generic sample templates for each type of request are provided. A
specific exception for Foreign Intelligence and Foreign Counterintelligence may be found at para
2-10. This paragraph also delegates signature authority for certificates of compliance with 12
USC 3414(a)(3) to Military Intelligence Group Commanders, investigative control office, CG (or
DCG) INSCOM.
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c. Financial Crimes Information Network (FINCEN) Checks. FINCEN checks are
considered a NAC, therefore ACCO will coordinate all FINCEN checks. This is the only
authorized channel for FINCEN queries. The following information must be provided to ACCO
for each request: ACCO CCN; Full name, any/all AKA, relationship in case (subject/witness);
Address and phone number; DPOB; SSAN; Race/ethnicity; Sex; Height/weight; Color of eyes
and hair; Other identifying data if available, such as passport number; Financial institution(s)
known to be utilized; If joint/bilateral case, list other agencies involved. Specify what type of
product you desire from FINCEN e.g. analytical reports and/or data base extracts.
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