











ARMY Military Intelligence (MI)

Philosophy: Army MI exercises its authority to issue NSLs primarily under the Right to
Financial Privacy Act, 12 U.S.C. § 3414. Army MI views NSLs as a valuable investigative tool
and uses them when they meet the criteria of a logical investigative step. MI understands the
authorities they have under all three statutes, but they also recognize the manpower trail
associated with this tool. Any records received as a result of the request must be sorted through
and analyzed to extract information they seek, or before additional leads are developed. If Army
MI is conducting a joint case with the FBI, the responsibility for issuing NSLs is determined
through mutual agreement (division of labor) at the field unit level. Army MI plans to continue
using NSLs when pertinent.

Instruction/Regulations: Army Regulation 381-20 and Army Regulation 190-6 provide
guidance on the use of NSLs.
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Naval Criminal Investigative Service (NCIS)

Philosophy: NCIS exercises its authority to issue NSLs under all three statutes that pertain to
DoD. They view NSLs as an invaluable investigative tool which they use not only to verify
existing information, but to serve as a lead generation tool. According to DoD statistics, NCIS
issues more letters than the other DoD agencies. They effectively and efficiently employ NSLs
through detailed program management, investigative oversight, and training. The attorneys in the
National Security Law Unit (NSLU) are responsible for providing the legal review on NSLs. One
of the attorneys is embedded within the Counterintelligence Directorate, enabling her to be
involved in all steps of the investigative process and remain intimately familiar of the status of an
investigation as it progresses. NCIS plans to increase the utilization of this investigative and lead

generation process through program direction, timely investigative review, and increased
awareness training.

Instruction/Regulations: General Administrative Order O0J-0002.

Process:

L.

The NCIS process for issuing an NSL follows:

The case agent submits a draft NSL along with the supporting documentation to the
appropriate NCIS desk officer (CI or CT). In many cases, these investigations have
already been identified as Special Interest or Director Special Interest cases. Because
of this status, HQ NCIS desk officers and the legal unit are intimately familiar with the
case.

If the desk officer finds the documentation meets all requirements, it is forwarded to an
attorney in the NCIS NSLU for a legal review.

The NSLU attorney reviews the documentation to ensure all criteria of the relevant
statute are met and that the draft NSL contains all required information.

. If the NSLU legal review supports the request for an NSL, the documentation is

forwarded to senior officials at NCIS headquarters for final review and signature. The
total number of headquarters officials authorized to sign an NSL within NCIS varies
depending upon which statute is invoked.

. Assuming an authorized senior NCIS official signs the NSL, the case agent or desk

officer must contact the intended recipient of the NSL before it can be transmitted
(usually electronically), to assure the recipient is appropriately sensitized to both
investigative and privacy considerations.

_ Process Time: The turn-around time from the initial request to the time HQ NCIS transmitsthe .. ...~
letter is usually within twenty-four hours.

Approval Authorities: The NCIS Director, NCIS Deputy Directors, and Executive Assistant
Directors for CI and CT have approval authority for all three statutes that pertain to DoD. The
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Approval Authorities: The NCIS Director, NCIS Deputy Directors, and Executive Assistant
Directors for CI and CT have approval authority for all three statutes that pertain to DoD. The
Deputy Assistant Directors for CI and CT may sign letters pursuant to 12 USC § 3414 and 15
USC § 1681v.

Statistics
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TRAINING

Within DoD, each of the services have several opportunities where training on the use of NSLs
could be addressed. New agents to AFOSI and NCIS receive basic law enforcement training at
the Federal Law Enforcement Training Center in Georgia. After the basic course each service has
a supplemental counterintelligence course that all agents are required to attend. Army MI agents
attend their basic CI training at the United States Army Intelligence Center and School, Fort
Huachuca, AZ. Each service reviewed their respective programs of instruction for basic courses
and verified new agents do not receive NSL specific training.

CI and CT agents are also able to attend advanced courses and seminars at the Joint
Counterintelligence Training Academy in Elkridge, MD. There are two main courses where NSL
specific training would prove advantageous for service investigators. They are the Joint
Terrorism Task Force Seminar and the National Securities Investigation Course. Another course
that would benefit Defense Agency personnel is the DoD CI Agent Certification Course.
Officials at JCITA reviewed the programs of instruction for each of the listed courses and verified
NSL specific training is not provided as part of the current curriculum. However, JCITA did
advise NSLs are addressed in the law blocks of instruction which are presented at the National
Securities Investigation Course and DoD CI Agent Certification Course. The statutes are usually
addressed by the lawyers teaching the respective blocks of instruction which in turn generates
additional dialog.
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