


Dear Custodian of Records:

Pursuant to Executive Order 12333 and the Right to Financial
Privacy Act (Act), 12 United States Code §§3401, et seq., you
are requested to provide the Naval Criminal Investigative
Service with the name, address and financial records pertaining
to the customer or accounts listed below:

Customer Name: if available
Address: if available
Date of birth: if available
Social Security: if available
Account numbers: if available
Requested pericod: if applicable (you may be required to

pay for the records/search)

Pursuant to Section 3403(b) of the Act, I certify that NCIS has
complied with the Special Procedures Provision contained in
Section 3414. In accordance with Section 3417(c), your good
faith reliance upon this certificate relieves your institution
and its employees and agents of any possible liability to the
customer in connection with the disclosure of these records.

Please note that disclosing this request to the customer or
others without a need to know in order to process this request
may result in danger to the national security of the United
States and interference with a counterterrorism or
counterintelligence investigation. Accordingly, your company Or
its officers, employees, or agents are prohibited from
disclosing to the customer that these records have been sought
or obtained.

As a result of the sensitive nature of this request, please
contact NCIS Special Agent at (xXxx) xXxx-xxxx to make
arrangements to provide the records. Thank you for your
cooperation in this matter.
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cT,

or DAD for CI,

Sincerely,

Director,
or DAD for CT
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DD, AD for CI,

AD for



Ser XX/U00XX
19Dec06

—r—

I am a supervisory official designated by the General Counsel of the Department of the
Navy to make the certification necessary under 15 U.S.C. § 1681v to compel disclosure of
requested information and provide your agency with safe harbor.

In accordance with 15 U.S.C. § 1681v, I hereby certify that the information herein
requested is necessary for an investigation of and/or analysis related to international terrorism.

Therefore, pursuant to Executive Order 12333 and Title 15 U.S.C. § 1681v of the Fair
Credit Reporting Act you are directed to provide the Naval Criminal Investigative Service
(NCIS) with a consumer report and all other information you possess in your files for the below
listed consumers:

Consumer Name:
Date of Birth:
Social Security Number:
Address:
Please note that disclosing this request to the customer or others without a need to know
in order to process this request may result in danger to the national security of the United States
and interference with a counterterrorism or counterintelligence investigation. Accordingly, your

company or its officers, employees, or agents are prohibited from disclosing to the customer that
these records have been sought or obtained.
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DEPARTMENT OF THE AIR FORCE
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS

Air Force Office of Special Investigations
1335 Command Drive, Suite C301
Andrews AFB, MD 20762-7002

The Air Force Office of Special Investigations (AFOSI) is a Federal agency authorized to conduct toreign
counterintelligence activities by Fxecutive Order 12333 and Department of Defense Directive 3240.2. Pursuant to
Title 12, United States Code, Section 34[4(a) you are requested to provide the following account information
pertaining to the below-named person:

Al personal account information including, but not limited to, account transactions, individuals authorized
to use the accounts and their personal information, account deposits, withdrawals. credits and account

reports. Iransaction infoiitinn should include the date, business, locations, and the amount of charges

Please forward the requested documents via US Postal Service to:

Air Force Otfice of Special Investigations
Linit 3695
APQ, AE 09470-5695

Regardless of whether you provide this information, please be advised that Section 3-414(a)3) of Title 12
prohibits your institution or its officers, agents, or employees from disclosing to any person that these linancial
records have been sought or obtained.

A certitication pursuant to Section 3403(b) indicating that AFOSI has complied with all requirements of the
Right to Financial Privacy Act in making this request is attached. Under Section 3-417(¢) of Title 12, good taith
reliance upon this certitication relicves your institution and its employees or agents of any liability o your customer
in connection with the disclosure of the requested financial records.

Attachment
Certification of Complionee

CFies of the Favde ™
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DEPARTMENT OF THE AIR FORCE
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS

Special Agent
Air Force Office of Special Investigations
llzadquarters

I certify, pursuant to Title 12, United States Code. Section 3403(b), that the Special Procedures
Provisions of the Right to Financial Privacy Act (codified in Section 3414 of Title 12) have been followed
with regard to this request for the {inancial records of

Regardless of whether you provide this information, please be advised that Section 3413(a) 3) of
Title 12 prohibits your institution or its officers, agents, or employees from disclosing to any person that
these financial records have been sought or that may have obtained.

Under Section 3417(c) of Title 12. good faith reliance upon this certification relicves your
institution and its employees or agents of any liability to your customer in connection with the disclosure
of the requested financial records.

“Eyes of the Fagle
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AFOSI Process for Use of National Security Letters

The AFOSI process for issuing an NSL is as follows:

1.

2.

3.

The case agent submits a draft NSL to their respective detachment leadership for review.
Reviewing officials have full access to the investigative case file and information in their
investigative database (CI2MS).

The draft NSL is then processed through the respective Region for review. Reviewing officials at
every level have full access to the investigative database (CI2MS).

The Region forwards the draft to the respective Integration Desk at HQ AFOSI. The Integration
Desk reviews the request for investigative sufficiency.

4. The Inteiration Desk forwards the request to the HQ AFOSI Legal Unit for legal review-

5.

The request is then forwarded through remaining command official as follows:

a. Director of Counterintelligence

b. Director of Operations

c. AFOSI Commander for signature.
HQ AFOSI mails the NSL-Type Letter to the financial institution’s headquarters. (Note: the case
agent will contact the institution and notify the appropriate office that the letter is enroute)

The turn-around time from the initial request to the time HQ AFOSI mails the letter is usually within
seventy-two hours.
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