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Dear Mr, Liithi;

Enclosed please find the Motion to Remand and Brief in Support of Motion to
Remand with respect to the Panel’s Conditional Transfer Order of United States of America
v. Kurt Adams, et al. now pending in the U.S. District Court for the District of Maine,
Docket No. 1:06-cv-97. This motion is filed on behalf of Proposed Defendant Intervenors
James Douglas Cowie et al. in that matter.
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BEFORE THE JUDICIAL PANEL
ON MULTIDISTRICT LITIGATION

IN RE NATIONAL SECURITY
AGENCY TELECOMMUNICATIONS :
RECORDS LITIGATION 3 DOCKET NO. MDL-1791

MOTION OF PROPOSED INTERVENORS JAMES DOUGLAS
COWIE, ET AL., TO VACATE CONDITIONAL TRANSFER
ORDER (CTO-3) AS TO UNITED STATES V. ADAMS, ET AL,

Proposed Defendant Intervenors James D. Cowie et al.! (“Proposed Intervenors™), move
pursuant to MDL Panel Rule 7.4(d) to vacate this Court’s Conditional Transfer Order, dated
September 28, 2006 (CTO-3) as to an action entitled United States of America v. Kurt Adams, et
al., pending in the U.S. District Court for the District of Maine, District No. 1:06-CV-00097
(Judge John A, Woodcock, Jr.). The basis for this Motion is as fully set out in the following
paragraphs and accompanying Brief:

1. On May 12 and May 16, Verizon Communications, Inc. issued press releases

concerning its phone records policies, privacy protection for its customers, and
the scope of access it provides the government. A copy of those releases is

attached hereto and marked as Exhibit A.

' Proposed Intervenors are James D). Cowie, James W. Woodworth, David L. Cowie, Kristen A. Tyson, Paul G.
Tyson, Paul Sarvis, Lou Solebello, Barbara Taylor, Christopher Branson, Gwethalyn M. Phillips, Sally Dobres,
Harold Noei, Margaret Siegle, Maureen Dea, Ethan Strimling, John H. Donovan, Thomas Mundhenk and Lisa
Hicks.



On August 9, 2006 the Maine Public Utilities Commission (“MPUC”) issued an
order requiring Verizon to affirm the truthfulness of certain statements in those
press releases. A copy of that order, Docket No. MPUC 2006-274, (the “Order”),
is attached hereto and marked as Exhibit B.

On August 21, 2006, the United States of America filed a civil action for
declaratory and injunctive relief against the Maine Public Utilities Commission
(“MPUC”), through its individual officers and staff, and Verizon New England
Inc., d/b/a Verizon Maine (*Verizon™). The complaint sought to prevent Verizon
from affirming or denying the truthfulness of its press release statements. A copy
of that complaint is attached hereto and marked as Exhibit C.

On September 19, 2006, Proposed Intervenors James D. Cowie, ef al., moved to
intervene in the above-referenced action, which motion was unopposed by the
MPUC and opposed by the United States on October 10, 2006. Although the
District Court has not yet ruled the motion to intervene, Proposed Intervenors
proceed with regard to their opposition to the conditional transfer order, as they
must, under the reasonable assumption that the District Court will grant the
motion to intervene.

On September 21, 2006, the MPUC Defendants filed a Motion to Dismiss the
United States’ Complaint.

On October 12, 2006, the United States filed its Answer to the Defendants’
Motion to Dismiss, admitting that there is no factual dispute in this matter.

On October 26, 2006, the United States filed a Motion for Summary Judgment,

further affirming that there is no factual dispute in this matter.



10.

11.

12,

13.

14,

This Panel “is authorized to transfer civil actions pending in more than one
district involving one or more common questions of fact to any district court for
coordinated or consolidated pretrial proceedings upon its determination that
transfer will be for the convenience of the parties and witnesses and will promote
the just and efficient conduct of such actions.” McCauley v. Ford Motor Co. (In
re Ford Motor Company/Citibank (S.D.) (N.A.)), 264 F.3d 952, 956 (9“' Cir.
2001); 28 U.S.C, §1407.

No Common Questions of Fact Exist with the
Cases Consolidated under MDI1.-1791

As set forth in greater detail in Proposed Intervenors’ supporting brief, no
common questions of fact exist with the consolidated cases.

The key parties in this case—the United States and a Maine regulatory
commission—are of a different kind than the key parties in the currently
consolidated cases—private individuals and telecommunications companies,
There is no significant factual dispute in U.S. v. Adams, et al.

Transfer Will Not Serve the Convenience
of the Parties and the Witnesses

United States v. Adams. can be resolved quickly in federal court in Maine,
without witness testimony or with limited testimony from primarily local
witnesses.

Transfer would result in this case becoming entangled with far more complicated
matters with far more complicated issues of factual discovery.

Defendants will be greatly inconvenienced by transfer. Intervenor-Defendants in



particular, who are represented pro bono by the undersigned firm, cannot afford
the additional expense that transfer across the country will entail.

Transfer Will Effect Neither a Just Nor an Efficient Resolution

15.  There are no economies that would accompany transfer of the Maine action into
MDL-1791.

16.  In other cases, inconvenience and cost can be mitigated to some degree by the
establishment and use of liaison and lead counsel, but those options will be
unavailing here because there is no factual overlap with the consolidated cases.

17. A just and efficient resolution can most easily be effected by allowing Unifed
States v. Adams 1o remain in Maine, where Judge Woodcock can rule on the
already-pending dispositive motions.

WHEREFORE, Proposed Intervenors James D. Cowie, et al., respectfully requests that

the Conditional Transfer Order dated September 28, 2006, conditionally transferring the matter

of United States v. Adams, et al, Docket No. 06-CV-00097 the Northern District of

California be vacated.

Dated: October 27, 2006 \ &
John M.R. Paterson
John G. Osborn
Ted A. Small
BERNSTEIN SHUR
100 Middle Street
Portland, ME 04101
207-774-1200

Zachary L. Heiden

Maine Civil Liberties Union Foundation
410 Cumberland Avenue

Portland, ME 04101

207-774-5444

Attorneys for Defendant Intervenors



CERTIFICATE OF SERVICE

The undersigned certifies that a copy of this Proposed Defendant Intervenors® Mofion to
Vacate Conditional Trans.fer Order and Brief in Support of Motion to Vacate have been served
on (1) the attached Panel Service List as supplied by the Clerk of the MDL Panel and (2) the
Clerk of the U.S. District Court for the District of Maine, by depositing a copy of the same in

the U.S. Mail postage prepaid addressed to each such person.

Dated: October 27, 2006

John M.R, Paterson

Attorney for Proposed Defendant
Intervenors
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Washington, DC 20008-4001

James J. Boshahan
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Electronic Frontier Foundation
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Law Offices of Steven E. Schwarz

2461 W. Foster Avenue
#1W
Chicago, IL 60625

Christopher A. Slater
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5. In the course of my official duties, I have been advised of this litigation and the
allegations at issue. As described herein and in my separate classified declaration, information
implicated by Plaintiffs’ claims is subject to the state secrets privilege assertion in this case by
the DNI. The disclosure of this information would cause exceptionally grave damage to the
national security of the United States. In addition, it is my judgment that any attempt to proceed
in the case will substantially x;isk disclosure of the privileged information and will cause
exceptionally grave damage to the national security of the United States.

6. Through this declaration, I also hereby invoke and assert NSA’s statutory
privilege to protect information related to NSA activities described below and in more detail in
my classified declaration. NSA’s statutory privilege is set forth in section 6 of the National
Security Agency Act of 1959 (NSA Act), Public Law No. 86-36 (codified as a note to 50 U.S.C,
§ 402). Section 6 of the NSA Act provides that “[njothing in this Act or any other law . . . shall
be construed to require the disclosure of the organization or any function of the National
Security Agency [or] any information with respect to the activities thereof. . . * By this
language, Congress expressed its determination that disclosure of any information relating to
NSA activities is potentially harmful. Section 6 states unequivocally that, notwithstanding
any other law, NSA cannot be compelled to disclose an) information with respect to its
authorities. Further, NSA is not required to demonstrate specific harm to national security when
invoking this statutory privilege, but only to show that the information relates to its activities.
Thus, to invoke this privilege, NSA must demonstrate only that the information to be protected
falls within the scope of section 6. NSA’s functions and activities are therefore protected from
disclosure regardless of whether or not the information is classified.

INFORMATION SUBJECT TQ CLAIMS OF PRIVILEGE

7. . Isupport Director Negroponte’s assertion of the state secrets privilege, and assert

3
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NSA’s statutory privilege with respect to any information tending to confirm or deny (a) alleged
intelligence activities, such as the alleged collection by the NSA of records pertaining to 2 large
number of telephone calls, (b) an alleged relationship between the NSA and AT&T (either in
general or with respect to specific alleged intelligence activities), and {c¢) whether particular
individuals or organizations have had records of their telephone calls disclosed to the NSA. |
describe this information, and the exceptionally grave harm that would result from its disclosure,
in further detail in my classified declaration. In his unclassified and classified declarations,
Director Negroponte also describes the harms to the national security that would result from the
disclosure of this information. Any further elaboration on the public record concerning these
matters would reveal information that would cause the very harms that the assertion of the state
secrets and statutory privileges is intended to prevent,

8. Moreover, it is my conclusion that the very subject matter of this action
implicates privileged information. Plaintiffs allege, for example, that AT&T provides to the
NSA records pertaining to the telephone calls of millions of AT&T customers, including
themselves, and that such records are provided “in the absence of any warrant, court order,
administrative subpoena, statutory authority, certification pursuant to the Act, customer consent,
or any other lawful basis.” Amended Compl. 4 1, 2. (Despite speculation in the media, such
allegations have not been confirmed or denied by the United States.) Plaintiffs aiso seek, in their
First Set of Interrogatories, information regarding whether AT&T has disclosed telephone
records to the NSA pursuant to certain statutory provisions. Plaintiffs’ claims cannot be
litigated, or their Interrogatories answered, without the disclosure of privileged
information—i.e., information confirming or denying (a) an alleged intelligence activity, (b) an
alleged relationship between the NSA and AT&T with respect to a specific alleged intelligence

activity, and (c) whether records of Plaintiffs’ telephone calls have been disclosed to the NSA.

4



Case 1:06-cv-00097-JAW  Document 1-2  Filed 08/21/2006 Page 5 of 5

Because the disclosure of such information would cause exceptionally grave damage to the
national security, as described further in my classified declaration and Director Negroponte’s
classified and unclassified declarations, I respectfully request that this case be dismissed.
CONCLUSION

9. In sum, I support Director Negroponte’s assertion of the state secrets privilege
and statutory privilege, and I assert the NSA’s statutory privilege, to prevent the disclosure of the
information described generally herein and in the classified declarations available for the Court’s
in camera and ex parte review. Moreover, because proceedings in this case—including any
proceeding or response related to Plaintiffs’ Amended Complaint, Plaintiffs® Motion for a
Preliminary Injunction, or Plaintiffs’ First Set of Interrogatories—risk disclosure of privileged
intelligence-related information, I respectfully request that the Court not only protect that
information from disclosure, but also dismiss this case to stem the grave harms to the national
* security that will occur if this case proceeds.

I declare under penalty of perjury that the foregoing is true and correct.

DATE: 2 9“”‘ &6
vV

LT.\GEN. KEITH B. ALEXANDER
Director, National Security Agency
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UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

STUDS TERKEL, BARBARA FLYNN CURRIE, )
DIANE C. GERAGHTY, GARY S, GERSON
JAMES D, MONTGOMERY, and QUENTIN
YOUNG, on behalf of themselves and all others
similarly situated, and the AMERICAN CIVIL
LIBERTIES UNION OF ILLINOIS,

Case No. 06 C 2837

Hon, Matthew F. Kennelly
Plaintiffs,

V.

AT&T INC., AT&T CORP., and ILLINOIS
BELL TELEPHONE COQ. d/b/a AT&T ILLINOIS,

Defendants.

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

DECI.ARATION OF JOHN D. NEGROPONTE,
DIRECTOR OF NATIONAL INTELLIGENCE

I, John D. Negroponte, declare as follows:

INTRODUCTION

1. I am the Director of National Intelligence (DNI) of the United States. [ have heid
this position since April 21, 2005. From June 28, 2004, until appointed to be DNI, I served as
the United States Ambassador to Iraq. From September 18, 2001, until my appointment in Iraq, I
served as the United States Permanent Representative to the United Nations. I'have also served
as Ambassador to Honduras (1981-1985), Mexico (1989-1993), the Philippines (1993-1996), and
as Deputy Assistant to the President for National Security Affairs (1987-1989).

2. In the course of my official duties, I have been advised of this lawsuit and the
allegations at issue in this case. The statements made herein are based on my personal

knowledge, as well as on information provided to me in my official capacity as DNI, and on my
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personal evaluation of that information. In personally considering this matter, I have executed a
separate classified declaration dated June 30, 2006, and lodged in camera and ex parte in this
case. Moreover, I have read and personally considered the information contained in the /n
Camera, Ex Parte Declaration of Lieutenant General Keith B. Alexander, Director of the
National Security Agency, lodged in this case.

3, The purpose of this declaration is to formally assert, in my capacity as DNI and
head of the United States Intelligence Community, the miliary and state secrets privilege
(hereafter “state secrets privilege™), as well as a statutory privilege under t.he National Security
Act, see 50 U.S.C. § 403-1(i)(1), in order to protect certain intelligence-related information
implicated by the allegations in this case. Disclosure of the information covered by these
privilege assertions would cause exceptionally grave damage to the national security of the
United States and, therefore, should be excluded from any use in this case. In addition, I concur
with General Alexander’s conclusion that the risk is great that further litigation will lead to the
disclosure of information harmful to the national security of the United States and, accordingly,
this case should be dismissed.

THE DIRECTOR OF NATIONAL INTELLIGENCE

4, The position of Director of National Intelligence was created by Congress in the
Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, §§ 1011(a) and
1097, 118 Stat. 3638, 3643-63, 3698-99 (2004) (amending sections 102 through 104 of the Title 1
of the National Security Act of 1947). Subject to the authority, direction, and control of the
President, the DNI serves as the head of the U.S. Intelligence Community and as the principal
advisor to the President, the National Security Council, and the Homeland Security Council, for
intelligence-related matters related to national security. See 50 U.S.C. § 403(b)(1), (2).

s, The “United States Intelligence Community” includes the Office of the Director
2
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of National Intelligence; the Central Intelligence Agency; the National Security Agency; the
Defense Intelligence Agency; the National Geospatial-Intelligence Agency; the National
Reconnaissance Office; other offices within the Department of Defense for the collection of
specialized national intelligence through reconnaissance programs; the intelligence elements of
the military services, the Federal Bureau of Investigation, the Department of Treasury, the
Department of Energy, Drug Enforcement Administration, and the Coast Guard; the Bureau of
Intelligence and Research of the Department of State; the elements of the Department of
Homeland Security concerned with the analysis of intelligence information; and such other
elements of any other department or agency as may be designated by the President, ot jointly
designated by the DNI and heads of the department or agency concerned, as an element of the
Intelligence Community., See 50 U.S.C. § 401a(4),

6. The responsibilities and authorities of the DNI are set forth in the National
Security Act, as amended. See 50 U.S.C. § 403-1. These responsibilities include ensuring that
national intelligence is provided to the President, the heads of the departments and agencies of
the Executive Branch, the Chairman of the Joint Chiefs of Staff and senior military commanders,
and the Senate and House of Representatives and committees thereof. 50 U.S.C. § 403-1(a)(1).
The DNI is also charged with establishing the objectives of, determining the requirements and
priorities for, and managing and directing the tasking, collection, analysis, production, and
dissemination of national intelligence by elements of the Intelligence Community. fd. § 403-
1(E)(1)(A)() and (ii). The DNI is also responsible for developing and determining, based on
proposals submitted by heads of agencies and departments within the Intelligence Community, an
annual consolidated budget for the National Intelligence Program for presentation to the
President, and for ensuring the effective execution of the annual budget for intelligence and

intelligence-related activities, and for managing and allotting appropriations for the National

3
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Intelligence Program. Id. § 403-1(c)(1)-(5).

7. In addition, the National Security Act of 1947, as amended, provides that “The
Director of National Intelligence shall protect intelligence sources and methods from
unauthorized disclosure.” 50 U.S.C. § 403-1(i)(1). Consistent with this responsibility, the DNI
establishes and implements guidelines for the Intelligence Community for the classification of
information under applicable law, Executive Orders, or other Presidential directives and access
and dissemination of intelligence. 7d. § 403-1(1)(2)}(A), (B). In particular, the DNI is responsible
for the establishment of uniform standards and procedures for the grant of access to Sensitive
Compartmented Information (**SCI”) to any officer or employee of any agency or department of
the United States, and for ensuring consistent implementation of those standards throughout such
departments and agencies. Id. § 403-1()(1), (2).

8. By virtue of my position as the DNI, and unless otherwise directed by the
President, I have access to all intelligence related to the national security that is collected by any
department, agency, or other entity of the United States, Pursuant to Executive Order No. 12958,
3 C.ER. §333 (1995), as amended by Bxecutive Order 13292 (March 25, 2003), reprinted as
amended in 50 U.S.C.A. § 435 at 93 (Supp. 2004), the President has authorized me to exercise
original TOP SECRET classification authority. My classified declaration, as well as the
classified declaration of General Alexander on which I have relied in this case, are properly
classified under § 1.3 of Executive Order 12958, as amended, because the public disclosure of
the information contained in those declarations could reasonably be expected to cause

exceptionally grave damage to national security of the United States.

ASSERTION OF THE STATE SECRETS PRIVILEGE,
9. After careful and actual personal consideration of the matter, I have determined

that the disclosure of certain information implicated by Plaintiffs’ claims—as set forth here and

4
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described in more detail in my classified declaration and in the classified declaration of General
Alexander—would cause exceptionally grave damage to the national security of the United
States and, therefore, such information must be protected from disclosure and excluded from this
case. Accordingly, as to this information, I formally invoke and assert the state secrets privilege.
In addition, it is my judgment that any attempt to proceed in the case will substantialty risk the
disclosure of the privileged information described briefly herein and in more detail in the
classified declarations, and will cause exceptionally grave damage to the national security of the
United States,

10.  Through this declaration, I also invoke and assert a statutory privilege held by the
DNI under the National Security Act to protect intelligence sources and methods implicated by
this case. See 50 U.S.C. § 403-1(i)(1). My assertion of this statntory privilege for intelligence
information and sources and methods is coextensive with my state secrets privilege assertion.

INFORMATION SUBJECT TO CLAIMS OF PRIVILEGE

11. My assertion of the state secrets and statutory privileges in this case includes any
information tending to confirm or deny (a) alleged intelligence activities, such as the alleged
collection by the NSA of records pertaining to a large number of telephone calls, (b) an alleged
relationship between the NSA and AT&T (either in general or with respect to specific alleged
intelligence activities), and (c) whether particular individuals or organizations have had records
of their telephone calls disclosed to the NSA. My classified declaration describes in further
detail the information over which I assert privilege.

12.  As amatter of course, the United States can neither confirm nor deny allegations
concerning intelligence activities, sources, methods, relationships, or targets. The harm of
revealing such information should be obvious. If the United States confirms that it is conducting

a particular intelligence activity, that it is gathering information from a particular source, or that

5
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it has gathered information on a particular person, such intelligence-gathering activities would be
compromised and foreign adversaries such as al Qaeda and affiliated terrorist organizations could
use such information to avoid detection., Even confirming that a certain intelligence activity or
relationship does nor exist, either in general or with respect to‘speciﬁc targets or channels, would
cause harm to the national security because alerting our adversaries to channeis or individuals
that are not under surveillance could likewise help them avoid detection. In addition, denying
false allegations is an unfenable practice, If the government, for example, were to confirm in
certain cases that specific intelligence activities, relationships, or targets do not exist, but then
refuse to comment (as it would have to) in a case involving an actual intelligence activity,
relationship, or target, a person could easily deduce by comparing such responses that the latter
case involved an actual intelligence activity, relationship, or target. Any further elaboration on
the public record concerning these matters would reveal information that would cause the very
harms that my assertion of privilege is intended to prevent. The classified declaration of General
Alexander that I considered in making this privilege assertion, as well as my own separate
classified declaration, provide a more detailed explanation of the information at issue and the
harms 1o national security that would result from its disclosure.

13.  The information covered by my privilege assertion includes, but is not limited to,
any such information necessary to respond to Plaintiffs’ First Amended Complaint, Plaintiffs’

Motion for a Preliminary Injunction, or Plaintiffs’ First Set of Interrogatories.



Case 1:06-cv-00097-JAW  Document 1-3  Filed 08/21/2006 Page 7 of 7

CONCLUSION

14, Insum, I formally assert the state secrets privilege, as well as a statutory privilege
under the National Security Act, 50 U.S.C. § 403-1(i)(1), to prevent the disclosure of the
information described herein and in my classified declaration, as well as General Alexander’s
classified declaration. Moreover, because the very subject matter of this lawsuit concerns alleged
intelligence activities, the litigation of this case directly risks the disclosure of privileged
intelligence-related information. Accordingly, I join with General Alexander in respectfully
requesting that the Court dismiss this case to stem the harms to the national security of the

United States that will occur if such information is disclosed,

I declare under penalty of perjury that the foregoing is true and correct.

w3006 ugepe

JOHN D, NEGROPONTE
Director of National Intelligence




