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May 14, 2004

By Hand

Hon. Victor Marrero
United States District Judge
United States Courthouse
40 Centre Street, Room 414
New York, NY 0007

Re: ACLU et ano. v. Asheroft, 04-CV-2614 (VM)
SEALED

Dear Judpe Marrero,

Plaintiffs submit this letter in response to the govemment’s letter of
May 12, 2004, which presents the govermnment’s justifications for the d:sputr:d
redactions in the six documents filed with the Court on May &, 2004." Rather
than addressing the documents seriatim, plaintiffs will respend to the

government’s objcctions by category.

First. the povemment has proposed to redact ail information that, in its
e R '
arguments in support of these redactions, however, are unsupportable in light

of the fact that the redacted complaint filed on the public docket makes clear

: Plaintiffs filed an amended complaint on Thursday, May 13, 2004. Ina
joint letter to the Court also submitted today, the parties note that their
arguments supporting and opposing the disputed redactions in the original
complaint also fully address the dispute regarding redactions in the amended
complaint. Included with the joint letter was a highlighted version of the
amended comp!aint, showing the disputed and undisputed redactions. The only
difference between the two highlighted versions is that the original complaint
inadvertently omitted to note the dispute over the use of the language “and
consulting” in paragraph 35, The disputed language also appears in paragraph
5, and was addressed by the government in its May 12, 2004 Jetter.

'3 The government raises this objection with regard to disputed redactions
in the government’s letters from April 26th, April 29th and April 30th, and in

the complaint.
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First of

tha
all, the ted caption reveals that thers is another plaintiff. Second,

paragraphs 5 and 35 of the redacted complaint describe the anonymous plaintiff
as “an Internet access [redacted] business.” Third, paragraphs 36 — 40 and
paragraph 42 generally describe the anonymous plaintiff’s business. Finally,
only attorneys for the ACLU are listed on the filings for the plaintiffs. Since all
of the claims in the case relate to the NSL power,

3 See, e.g., Editorial, Copley News Service, May 12, 2004 (“In the case
in question, the FBI used the national security letter to demand that an Internet
service provider turn over customer records, which can be highly personal.™);
Secrecy Gone Amok, The Commercial Appeal (Memphis, Tenn.), May 2, 2004
(“One of the secrets is the other plaintiff in the case, identified only as an
“Internet access business.” The FBI, through a National Security Letter,
apparently was seeking from an Internet service provider a client’s billing
information, online purchases and E-mail addresses.™); ACLU Sues Asheroft,
FBI on Patriot Act Provision, Communications Daily, April 30, 2004
("“*Reading between the redacted lines, it looks like the ACLU’s got the
goods,” said a spokesman for the Electronic Frontier Foundation,™)., See also
Dan Eggen, ACLU Was Forced to Revise Release on Patriot Act Suit,
Washington Post, at A27 (May 13, 2004) (“ACLU Lawyer Ann Beeson said
the court order also means that she cannot ‘confirm or deny’ whether the
ACLU 1s representing the second plaintiff. The group is the only counse listed
in court documents.”); Julia Preston, Judge Allows Peek into Challenge to
Antiterrorism Law, New York Times, at A18 (May 13, 2004) (“The suit is
brought by the civil liberties group and another plaintiff described only as a
recipient of an antiterroristn letter.™). Copies of these articles have been
included with this letter as Attachment A.
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to comply with the sealing order in this case, plaintiffs have been extremely
careful when speaking with the press or the public to szy only that the ACLU
c conts o ey«
“h is both ineffective and unconstitutional to prehibit the ACLU from
discussing information that is already in the public domain. See, e.g., Cox

Broad. Corp. v. Cohn, 420 U.S. 469, 495 (1975). The Court should remedy
this situation by lifting the seal on this information.

Second, the government seeks to redact any reference to the fact that it
believes this case 1s of a or that, in its view, this case raises
- uestions o

AMERICAN CIVIL LIBERTIES
UNION FOUNDATION

both the unredacted information in the complaint and
the government’s actions over the this litigation make clear thar the

goverpment believes this case is d that it implicatesq
ﬂAgain, there is no justification for keeping these words from public

view.

Third, the government objects to the ACLU’s disclosure of the generic
categories of informatior# Plaintiffs
respectfully suggest that these objections are also without merit and should be

rejected by the Court,

See 18 U.S.C. § 2709(b) (requiring
disclosure of “the name, address, length of service, and toll billing records™ of
target). There is no reason why this information must be concealed from the
public.

Fourth, the government objects to the disclosure of wholly innocuous

language without specifying how it could conceivably implicate the gag
provision o* For example, the govemment .
consented to plaintiffs’ description of the anonymous plaintiff as an “Internet

4

. The government raises this objection with regard to disputed redactions
in the government's letters from April 26th and April 30th, and in the
complaint,

5 . , . . . ' .
The government raises this objection with regard to disputed redactions

in the government’s letters from April 29th and April 30th, in plaintiffs’ April
30th lerter, in plaintiffs’ motion to unseal the case, and in the complaint.
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access” business in the redacted complaint, but objects to the inclusion of the

words “and consulting.”® $imilarly, as discussed prgviously, the government
has objected to the use of the terms Hor—

Finaily, none of the government's redactions can be justified by the
" govermnment’s mere mention of
P The First Amendment clearly TequITeS somet!mg maore !ﬁm
=

se sweeping and unsupported assertions in order to justify any curtailment
of the public’s right of access to judicial documents. See, .g., Globe
Newspaper Co. v. Superior Court, 457 11.8, 596, 606-07 (1982) (holding that

AMEMCAN CIVIL Lisenmics before “the State attempts to deny the right of access in order to inhibit tha

UNION FOUNDATION disclosure of sensitive information, it must be shown that the denial is
necessitated by a compelling governmental interest, and is narrowly tailored to
serve that interest™). The povernment must articulate its*
concerns in a precise manner, and explain how each disputed redaction
addresses those concerns. See also United States v. United States Disrict
Court for the Eastern Dist. of Mich., 407 U.S. 297, 314 (1 972) (*The danger to
political dissent is acute where the Government attemnpts to act under so vague
a concept as the power to protect ‘domestic security.” Given the difficulty of
defining the domestic security interest, the danpet of abuse in acting to protect
that interest becomes apparent.™).

For all of these reasons, Plaintiffs respectfully request that this Court
adopt the redactions noted in green, which have been agreed upon by the
parties, and reject the additional redactions sought by the povernment.

Respectiully,

fn

Ann Beeson

ee: Meredith Kotler
Assistant United States Attorney
Southern District of New York
86 Chambers Street
New York, NY 10007

¢ The government raises this objection with regard to disputed redactions

in the complaint.
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i6of 100 DOCUMENTS

Copynight 2004 Copley News Service
Copley News Service

May 12,2004 Wednesday

SECTION; EDITS; EDITORIAL WEEKLY FEATURS

LENGTH: 278 words

HEADLINE: DAILY EDITORIALS
03,12,04, «dit? .Daily Editorials Casc questions gag orders

BYLINE: the Omaha World-Herald Copley News Service

BODY:
The sppropriateness of some parts of the Patriot Act has been under debils since its passage. The law to cxpand
Lovernment powers was adopteqd shortly afier the Scpt, 11, 2001, 1errorist anacks,

The American Civil Liberties Union has filed a lawsuit challenging the constitutionality of those powers. And in a
supremely ironic twist, those same powers have suppressed news of the lawsuit for a month. The case, filed April 6 in
U.3. District Court in New York, was made pubtic just last week,

The lawsuit challenges & type of national security letter, an order for information that doesr't require a judge's
appraval in twrrorism and espionagc cases. In the case in question, the FBJ used the national seeurity lener 1o demand
that an Internet service provider tum pver customer records, which ean be hivhly personal. '

Those who receive the letters are prohibited from disclosing 10 anyenc that they received them, thus preventing
recipients /rom challenging their validity.

I's that legal gau order that is also hindering publicity about the ACLU's lawsuit. Only after the group reached an
agrezmznt wilh the Justice Department wzg a heavily edited version of the lawsuit unseated.

FBI agents and others charged with pratecting the United States understandably need some degree of latinude and
confidentiality in conducting investigations. But our nation's prized freedoms rest on openness in government, 25 a
preventative againgt abuse of government powers,

That conflict makes the ACLU case worthy of public attention - and rightly puts pressure on the gavernment 1o be
easing IS gag on the case,

Reprinted from the Grmaha World-Herald.

LOAD-DATE: May 13, 2004
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Copyriuhi 2004 The Commercial Appeal. Inc.
The Commercial Appeal (Memphis, TN)

May 2, 2004 Sunday Final Ediuon

SECTION: VIEWPQINT, Pg. B6

LENGTH: 431 words
HEADLINE: SECRECY GONE AMOK

BODY!
TO NO ONE'S surprise, the American Civil Liborties Union filed suif chailenging the constitationality of panis of
the USA Patriot Act, the sweeping security faw passed in the irmediate afiermath of 9/1 1.

“fo what should be cveryone's shock, the mere fact of the Jawsuit was kept secret under provisions of the act.

The Bush administration insists that the Pamiot Act is vital to fighting terrorism, but, aside from Anorncy General
John Asheroft's sheltered and uninformative tour before screened audiences, refuses 1o say precisely how,
One of the disturbing aspects of this administration is thal il seems to believe that how it manages the people’s

busingss is none of the peoplc's business.
The lawsuit was sealed for more than three weeks while the ACLU and the government haggled over what the '
ACLU could and could not say publicly about its lawsuit. The lawsuit was fited in New York on April 6, anda heavily

ediled version was released on April 28,

Onc of the secrets is the other plainiff in the case, identified only as an "Interntt access business.” The FBI,
through  National Security Letter, apparently was seeking from an Internet service provider a client’s bitling

informatien, onhine purchases and E-mail addresses.

National Security Letters are a kind of subpoena that doesn't require a judue's approval, only the FBI's say-50, 10
covertly obiain personal information from banks, telcphone companies, Internet providers, libraries, credit burcaus, €lc,

Recipients of NSLs are barred by a gag order from dis¢losing that they have received one. The Patriot Act preatly
cased the resiriciions on NSLg so that the FBI eould act quickiy in national security cases.

But the ACLU contends, "As a result of the Patriot Act, the FBI may now use NSLs 10 obtain sensitive information
about nnocent individuals who have no connettion to espionape or terrorism.”

No one wants to 1ip off the target of & valid invesiigation, but given the past misuse of the FBI for political purposes
this is not an unrealistic fear.

The ACLU argues that the expanded National Security Letter power is unconstitutional begause the recipicnt has no
way of challenging :he validity of the NSL and the govemment doesn't have o justify not informing the target of an

N5L.
 The ACLU alse believes the sag order is uncanstitutional, And it does seem 1o raise issuss about freedom of

speccil.

The Bush administration is demnanding that the Parriat Act not only be renewed but expanded when it expires pext
year, Congress rushed imitial passage of the Patriot Act; it should be in no nush t renew it. This law demands 2 hard

second look.
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NOTES:
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6 of 100 DOCUMENTS

Copytight 2004 Warren Publishing, Inc.
Communicasions Daily

April 30, 2004, Friday

SECTION: TODAY'S NEWS

LENGTH: 599 wards
HEADLINE: ACLU SUES ASHCROFT, FBI ON PATRIOT ACT PROVISION

BODY:

A lawsuil filed by the ACLU 1o contest part of the USA Patrist Act wasn't made public for 3 weeks hecause of
concerns the release misht violale the Act, the'civil libertizs group says. The suit lists the ACLU and another, recacled,
plaintiff v. John Asheraft, Robert Mueller and Marion Bowman in their official pasitions at the Dept. of Justice and
FBI, and alleges that 2 elemenis of the Patriot Act that allow the FBI to obtain information {rom “electronic
communication service providers” are unconstimtional. The suit was file under seal ncarly 3 weeks ago, an ACLU
Jawyer said, and the group didn't announce it until it reached an agreement with the govt, on which sections of the
document -- and which components of the case -- could be made public.

The suit allenes that the Pamiot Act extends FB] power unconstitutionally with respeet 1o their akility to issue
National Security Lotiers (NSLs). The FBI originally paincd the ability to issue NSLs, which require ISPs and telecom
carriers 10 submit the persona) information of those suspected of espinnage or terrorism without judicial everaight, in
1983, The Patriot Act extended the FBI's ability 1o issuc NSLs 1o all citizens, which is the erux of the ACLU's
challenge. The sovt. has compared NSLs to subpoena pawer, but citizens cen challenge subpoenas in eourt before they
disclose information, according to ACLU lawyer Jameel Jaffer, "The government has to go to 2 judpe and explain why
there's a compelling need” for the informatign, Jaffer axpinined,

NSLs 2lso pag those served from disclosing to any other person that the FBI sought or obtained information from
theny, and the suit alleges this clause is a fundamenial First Amendment violation. The irony that a First Amendment
case was held under scal for 3 weeks wasn't lost on the ACLUL "There's a lot of information in the complaint that we
think should be disclesed to the publiz," Jaffer said. "A major provision of the Patriot A¢t has been under constitutiona]
challenge for weeks, while, during the same time" Prasident Bush and other Administration officials "have been
publically campaigning 1o renew it," Jaffer said alleged FBI abuse of NSL5 under the Pawriot Act "is not a left-right
issue. Tt's not ebout what kind of infarmation the FBI can pay, its about how they oet it."

"The case demonstrates why it's so diffieult to challenze the over-broad powers of the Pamriot Act," said Lara Flint,
counsel for the Center for Democracy & Technology (CDT). Several of the new gov:. powers added or bolstered by the
Patriot Act have gag rales similar (o those that accompany NSLs, she 5aid, "and we have expressed repeatedly serious
concerns about the NSL awhority® with respeet 1o 1SPs. Under the pre-Pamist Act jegislation, Flint said, "the FBI used
10 have to link an NSL 10 a speeific person," who cen demonstrably be shawn 1o have links to foreign govis. or terrorist
orgarizationg, Under the Pamiot Act, NSL requirements are so vague, and the gag order acainst ISTs so stngent, that
“the person never knows that they're being investigated.”

"Reading berwezn the redacted lines, it looks like the ACLU's ot the zoods," said a spokesman for thz Elezwonic
Frontier Foundation (EFF), EFF and the ACLU have worked jointly before, most notably en the Communicarions
Online Cecency Cass. “If ACLU needs qur aelp we'll be happy to help them," the spokesman said, saying the FEI's
expanded use of NSLs vielates bath the 4th (probable caunse) and 5th (Guz process) Amendments. The Dept. of Justice

didn't comment, -- Jan Marntinez
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{3 of 100 DOCUMENTS
Copyr:cht 2004 The Washinaton Post
The Washingion Post

May 13, 2004 Thursday
Final Edition

SECTION: A Section; A7

LENGTH: 505 words

HEADLINE: ACLU Was Forced To Revise Release On Pamot Act Sui(;
Justice Dept. Cited Secrecy Rules

BYLINE: Dan Egpgen, Washington Post Staff Writer

BODY:
When a federal judge ruled two weeks ago that the American Civii Liberties Union could finally reveal the
existence of a lawsuit challenging the USA Pamiot Act, the group issued 3 news release.

But the next day, according 1o new documents released yesterday, the ACLU was {orced to remove Iwo parazraphs
from the release posted on its Web sile, afier the Justice Department complained that the group had viclaled court

scerety rules.

One paragraph deseribed the type of information that FBI agenis could request under the law, while another merely
listed the triefing schedule in the case, according to court documnents and the original news relzasc.

The dispute set off a furious round of court filings in a case that serves as both 2 challenge 1o, and an illustration of,

the far-reaching pawer of the Patriot Act. Approved by Congress in the wake of the Sept, 11, 2001, attacks, the law
pives the government greater latitude and secrecy in counterterrorism investigations and includes & provision allowinyg

the FBI to secratly demand customer records from Internet providers and other businesses without a court arder.

The ACLU first filed its lawsuit challenging the constitutionality of such dentands, known as national security
lemere, on April 6, but the secrecy rules of the Pariot Act required the challenue 16 be filed under seal. A ruling April 28
allowed the release of a heavily censared version of the complaing, but the ACLU is 5ull forbidden from rovesling many
detils of the cage, including the identity of another plaintiff who has joincd in the fawsuit. The law forbids targets of

natonal security letters 16 disclose that they have received one.

ACLU lawyer Ann Beeson said the court order also means that she "cannct confirm or deny” whether the ACLU s
representing the second plaintiff, The group is the only counsel lisied in court documents.

The dispute over the ACLU's April 28 news release centered on two paragraphs, The first laid out the courl's
schedule for receiving legal briefs and noted the name of the New York-based judge in the case, U.S, Distriet Judge
Victor Marrero.

The second paragraph read: "The provision under ¢hallenge allows an FBI agent ta write a letter denuanding the
disclosure of the name, scresn names, addresses, 2-mail hzader information, and other sensitive information held by

‘elaptronic communication service providers.'”
Tustice lawyers said that both paragraphs violated a secrecy order and that the ACLU should be rzquired 1o seck an
exemption to publicize the information, court recards show. Justice spokesman Charles Miller declined to comment

yesterday.
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The Washington Post May 13, 2004 Thursday

"I; simply never occurred 1o us that this information would be covered by the sealing order, because it's complerely
non-sensitive, neneric informarion," Beeson said.

The dispute was partly resalved yesterday. Marrero ruled that the briefing schedule could be publicized, along with
edited versions af ather court ilings, But the paragraph describing the information that can be sought remains absent.

LOAD-DATE: May 13, 2004
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Copyrisht 2004 The New York Times Company
The New York Times

May 13, 2004 Thursday
Late Edition - Final

SECTION: Section A; Colurn |; Natipnal Desk; Po. 18

LENGTH: 631 words

HEADLINE: Judge Allows Peck Into Challenpe to Antiterrorism Law
BYLINE: By JULIA PRESTON

BODY:

In a ruling Wednesday, a federal judge in Manhatan widened the public's glimpse imo a Jawsuit by the American
Civil Linerties Union challenping some terms of the antiterrorism law known as the USA Patriot Act, after the
governmenl sought 1o keep virtually every detail of the case under a eourt seal, or secrecy order.

The A.C.L.U. is contesting a provision of the law that allows the Federal Bureau of Investigation to require
telephone, Internet and other communications companies 1o provide basic information about their customers, including
addresses and call records. The F.B.1. sends a subpoena, knawn as a national security lerter, which includes an order
barring the company from informing the customer of the investigation or discussing it with anyone,

The F.B.1. can acquire data on customers even if they are not suspected of LerTorist activity.

In a switch that A.C.L. U, lawyers described as an awkward change from their usual practice and philosophy, they
filed the suit April 6 under seal, concluding that otherwise they would be in vialation of the law the case was devised to
contest. The yroup then quickly asked the judgs 1o lift the s2al from the whole case.

The suit is brought by the civil liberties group and another plaintiff described only as a recipient of an antiterrarism
lester. The A.C.L.U. said it was barred fram providing any other information about the other plainuil.

"It 1sn't even clear thal a recipient can speak to a lawyer," said Ann Bezson, the associate legal dircctor at the
A.C.L.U. who is handling the case. _

Justice Department officials have argued that the national security letters are vital in the search for lerror suspecls,
providing informatien that can help trace their movements and identify where their phone calls and e-mail messages are
going. The subpoenas do not allow the pevernmen: io listen to phone tonversations or read c-mail messages.

In his decision, Judee Vietor Marrero of Federal District Court in Manhatan declined 1o unseal the case, but set
some guidelines for the rwo sides to agree on editing the case documents so that "nonsensitive information” could be
released, Maserial in the documents that relates directly 1o terrorism investiyations will be blacked out. Judge Marrero
made it clear that his ruling had no bearing on how he mught rule later on the larger issucs in the case.

In recent days, President Busk and Attormey General John Ashcroft have vigorously defended the antiterrorism
law, which was enacied in Octaber 2001,

Almost nothing is known about the F.B.1's use of the subpoenas. The bureau has not said how many 1emers it sent
or what the results were,

The A.C.L.U. argues that the F.B,], letiers are unconstitutional bacause they violare the due process rights of the
businesses and peaple wha receive them, and bacause the order prohibiting discussion of *he investigatian violates free

MAY-25-2884 11:81AM  FAX:212 &37 2782 ID:ACLU PRGE: B35 R=97%



MAY-25-2084 11:13 US ATTORNEY 212 637 272 P.36/38
Page 2

The New York Times May 13, 2004 Thursday

expression rights. The group contends that the government should be required to seek approval from 2 judge before
issuing a letter and recipients should have a way to question the order.

One flashpoint came after the A.C.L.U. put out a press relcase on April 28 describing the case in &
including details of the schedule set by the judge for hearing the case. The froup was ordered by the government 1o
remove the schedule information from the release on its Web site.

Meredith B. Kotler, an assisiznt United States attomey, told the judge that even though the scheduling information
was not sensitive, it should not be published because the entire case had been officially szaled.

After the judge issued an order rcleasing some documents on May 7, the A.C.L.U. restored the paragraph to 1ts
press release saying that the judge would probably hear the case at the end of the summer.

eneral terms and

LRL: hipi/www, nytimes.com
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United States Aitorney
Southern District of New York

86 Chambers Sirect
New York, New York 16007

May 14, 2002

BY HAND LETTER TO BE FILED UNDER SEAL

Honorable Victor Marrero
United States Districe Judge
United States Courthouse

40 Centre Street, Room 114
New York, New York 10007

Re: ACLU et ang, v. Asheroft
04 Civ. 2614 (VM}

Dear Judge Marrero:

The Government respectfully submits this letter in
connection with the above-captioned action, and in Further
support of the Government's May 12, 2004 lecter addressing
dispured redactions in various documents that have been filed in

this cass.

and green-highlighted version of the
redacted complaint did not reflect that the parcies dispute an
additional redaction in paragraph 5. Specifically, the redacted
complaint redacts the words "and consulting® from paragraph 35,
and we understand that Plaintiffs dispute that redaction. The
same disputed redaction is found at paragraph 35 of the complaint
(paragraph 36 of the amended complaint). Like the disputed
redaction in paragraph 35, the disputed redaction in paxagraph 5

is critical to ensuring that the identity of the ncn-ACLU
By describing that the plaintiff is

plaintiff is not disclosed.
both an Internet access and consulting business, iersans =
may,.gy process of elimination, be able to determine the
plaintiff's identity. Accordingly, we raspectfully request that

tha words “and consulting' remain redacred in paragraph 5 of the
ccmplaint.

Plaintiffs' pink-

In their May 14, 2004 letter to th

particular rae i

2 Court opposing
5 Tladirmi-iffe a
COVEYng

reguas-aed redaction
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Hon, Victor Marrero
Page - 2 -

Thank you for your consideration of this submission.
Respectfully,

DAVID N. KELLEY
United States Attorney

By: Iroaciosg  Keodt._. .
MEREDITH E. KOTLER
Assistant United States Actorney
Telephone: (212) 637-2724

€¢:  Ann Beeson, Esg,
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