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STATEMENT OF UNDISPUTED FACTS IN SUPFORT OF
FLAINTIFFS' MOTION FOR SUMMARY JUDGMENT

IL

I,

'he FBI has served NSLs o businesses,

A. The government has refused 10 provide information to the public on the number
of NSLs served. Beeson Decl. 131: Beeson Decl, Exh. 9.

B.. The ACLU obtained a document through a Freedom of Information Act (FOLA)
request ennitled “Transactional Records NSLs Since 10/26/2001." The document
appears to be a list of National Security Letters issued by the FBI between
October 26, 2001 and January 21, 2003. Beesan Decl. Exh. 9.

C. The ACLU obtained another document through a FOLA request, entitied “New
Legislation / Revisions to FCUIT Legal Autharities / National Security Lerters,”
which is an internal FBI memorandum dated October 26, 2001, discussing the

FBI's power to issue NSLs. Beeson Decl. Exh. 10.

D. The ACLU obtained another document through & FOIA request, entitled

“National Security Letter Matters,” which is an internal FBI memorandum dated
November 28, 2001, discussing the FBI's power to issue NSLs. Beeson Dezl,

Exh. 1]

The FBI may use N5SLs to obtain information from a wide range of electronic

communication service providers,

A. The FBI may use NSLs to obtain information from Internet Service Providers,
such as America Online, who connect individuals and businesses to the Intarnet
for a fee, Garfinkel Decl. 22,

B. The FBI may uss NSLs to obtain information from any business or organization
which has & web site that enables users to send messages through the web site. Jd

73

C. The FBI may use NSLs to obtain information from advocac ¥ organizations such
as the American Arab Anti-Discrimination Committes, the National Rifle
Association, and Moveon.org, which enable users of their web sites to send e-
mails to public officials and others, Jd

D. The FBI may use NSLs to obtain information from any organization or business
that provides Internet connectivity to its employees. Jd. 724



E. The FBI may use N5Ls to obtain information from schools, colleges, and
uriversities, most of which operate both web sitas and eamputer networks that
enable users to access the Internet. 4 §25.

F. The FBI may use NSLs to obtain information from companies such as Google and
Yahoo that operate search engines and online directories. Jd 26,

G. Inits response to questions submitted by the House T udiciary Committee to the
Attomney General on USA Patriot Act Implementation, the Justice Department
indicated that NSLs may be used to obtain information from public libraries,
bookstores, or newspapers. Besson Decl. Exh. 12,

IV. The FBI may use NSLs to obtain a wide range of records about Intemet users from
electronic communicetion service providers.

C. The FBI may use ] 1o obtain informanon about Internet users including a
subscriber’s name, address, telephone number, account name, e-mail addresses,
and dates of service. Garfinke] Decl. $731.32 Decl. Exh. 1. -

D. The FBI may use NSLs to obtain credit card and billing information about

Internet users. Garfinkel Dec], 1132-33; Decl. Exh. 1.

The FBI may use NSLs to obtain log files that keep track of every e-mail message

that 15 sent or received. The logs can include the “to™, “from," and “subject” lines

of every message. The information contained in log files can include the name of
the erganizetion associated with the sender or recipient’s e-mail address, the
subject matter of the e-rnajls, the name of the web site, chat proup or list-serve to
which the message is being posted, and any descriptive message that the user puts

into his or her e-mail name. Garfinke] Dacl. T‘:qu']:*:!. Exh. 1

F. The FBI may use NSLs to obtain information about an Intemnet user's web
transactions, including the name of every web page accessed, and information
sbout the page's content, Garfinkel Decl. 134; Decl. Exh. 1

V. Internet users commonly use pseudonyms to communicate anonymously on the

Internet.

A. Un the Internet, it is common for users to use pseudonyms rather than their true
identities. Garfinka| Decl. 720.

B. Anonymity encourages the uninhibited exchange of idsas and opinions among
Internet users. Jd; Decl 4.

C. Using a pseudonym allows speakers to discuss embarrassing, sensitive or
controversial subjects without fear of retaliation or reprisal ecl. 4.

VL. Electronic communication service providers and their zgents have no way to know

what the gag provision prohibits them from saving.




VIII

regarding what
I 9§20-21

= Tha e k.
E. 1he govemnment has provided no clear guidance
1¢ gag provision prohi bm- diselosing. 20-321;
Beeson Decl. §11.
L. The government has takes inconsistent positions on the scope of

E ga
rovision. Beeson Decl. §§12-15; Beeson Decl. Exhs. 6-8; Romera Dec

b

=

5
T P pp— T T P T - .
The gag provision pranibits tne disclosure of & greal deal of non-sensinvea
information.
the complaint in this case under seal to avoid violating the gag

A. Plaintiffs filed
provision. Beeson Decl 12; Beeson Decl, Exh. 1.

1?"': gag provision has prevented the plaintiffs from disclosing information

already available to the public. Romero Decl. 1919, 23, Romero Decl. Exh. 1;
eeson Decl. 197-8, 11-14, 17; Beeson Decl. Exhs. 2-3

The gag provision has prevented the plaintiffs Imm Jls_u“ ng that this -::E.::,.
eeson Decl. §18; Besson

=

Lecl. Exhs, 2-
F. The gag provision has

case invalvas information or implicates
Ja. §119-20; Beeson Decl. Exhs. 2-8.

the fact that the

dizclozin

revented the plaintiffs from

H Th"* Eag provision has rrn:"v:mﬂl:'- from .:.'isn:]:us-'rq 1.:.n-55::31j'~r-=
nformation to the press and the public. Decl, 9511, 21-30; Bezson

Df‘v;.. 197-11, 19-26; Beeson Decl. Exhs. 2-8, 13,

I. The EBgpr ovision has prevented the ACLU end ACLUF from providing non

sensitive information to the public, the press, members of Congress, and .'-.LL'

staff, members, and donors. Romero Dacl, 9517-27; Romero Exh. 2-3; Beeson

Decl. 197-11, 19-26; Besson Dezl. E.'-r_'l".s.E-S, 13,

The gag provision undermines the business relationships betwesn electronie
communicalion service providers and their clisnts and colleagues.

B. The gag provision has undsrmined the guaranty of privacy 1""-n"uk_.-
its clients, Jd §922-25,

Lik



C. The gag provision has prz"r'enw_fmm commugicating with other
electronic communication service providers &hﬂLTHNELE- Id
T26-27.

IX. The gag provision prevents the public, the press, and Congress from obtaining facts
essential to the ongoing debate about the legitimacy of government po under
the NSL power and the Patriot Act. Romero Decl. 718, 20-22, 26-27; Degl.
T923-30.
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