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1. This is an action under the Freedom of Infornmation Act

(“FOA"), 5 US C 8§ 552, for injunctive and other appropriate

relief, and seeking the i medi ate processing and rel ease of

agency records requested by plaintiffs from defendant Depart nent



of Justice (“DQJ”) and DQJ' s conmponent, Federal Bureau of
| nvestigation (“FBI”).

2. Plaintiffs’ FO A request seeks the rel ease of records
related to the governnent’s inplenentation of the USA PATRI OT
Act (“Patriot Act” or “Act”), Pub. L. No. 107-56, 115 Stat. 272
(Cct. 26, 2001), legislation that was passed in the wake of the
Septenber 11 terrorist attacks. Neither this suit nor the
underlyi ng FO A request questions the inportance of safeguarding
national security. However, there has been growi ng public
concern about the scope of the Patriot Act and the governnent’s
use of authorities thereunder, particularly in relation to
constitutionally protected rights. Plaintiffs seek records that
are critical to the public’s ability to evaluate the
government’s use of vast new surveillance powers, and whose
rel ease can only serve national security, not undermne it.

3. Plaintiffs requested expedited processing of their FO A
request on the grounds that the records sought pertained to “[a]
matter of w despread and exceptional nedia interest in which
t here exi st possible questions about the governnent’s integrity
whi ch affect public confidence,” 28 CF.R 8 16.5(d)(1)(iv).

The governnent granted that request by letter dated Septenber 3.
To date, however, the government has furnished no substantive
response to the underlying FO A request. Mre than two nonths
have now passed since that request was filed.

Jurisdiction and Venue

4. This Court has both subject matter jurisdiction over

this action and personal jurisdiction over the parties pursuant



to 5 US. C 88 552(a)(4)(B) and 552(a)(6)(E)(iii). This court
al so has jurisdiction over this action pursuant to 28 U S.C
§ 1331 and 5 U.S.C. 88 701-706. Venue lies in this district
under 5 U.S.C. 8§ 552(a)(4)(B).
Parties

5. Plaintiff American G vil Liberties Union (“ACLU") is a
nati onwi de, non-profit, non-partisan organi zati on with al nost
300, 000 nenbers dedicated to the constitutional principles of
liberty and equality. The ACLU s work includes assessing the
i npact of federal legislation on civil liberties. The
organi zati on publishes newsletters, news briefings, right-to-
know handbooks, and other materials that are dissemnated to the
public. Its material is wdely available to everyone, including
t ax- exenpt organi zations, not-for-profit groups, |aw students
and faculty, for no cost or for a nomnal fee through its public
education departnent. The ACLU al so dissem nates information

through its website <www. acl u. org> and through an el ectronic

newsl etter, which is distributed to subscribers by e-mil

6. Plaintiff Electronic Privacy Information Center (“EPIC)
is a public interest research organi zation incorporated as a
not-for-profit corporation in Washington, DC. EPIC s activities
i nclude the review of federal investigative activities and
policies to determne their possible inpact on civil liberties
and privacy interests. Anong its other activities, EPIC
publ i shes books, reports, and a bi-weekly el ectronic newsletter.

EPI C al so nmaintains a heavily-visited website containing



extensive information on privacy issues, including information
EPI C has obtained fromfederal agencies under the FO A

7. Plaintiff American Booksellers Foundation for Free
Expression (“ABFFE’) is the bookseller’s voice in the fight
agai nst censorship. Founded by the American Booksellers
Association in 1990, ABFFE' s mission is to pronote and protect
the free exchange of ideas, particularly those contai ned in
books, by opposing restrictions on the freedom of speech;
i ssuing statenments on significant free expression controversi es;
participating in |egal cases involving First Amendnent rights;
col | aborating with other groups with an interest in free speech;
and providi ng educati on about the inportance of free expression
to booksellers, other nmenbers of the book industry, politicians,
the press and the public. ABFFE dissen nates information about

dangers to free expression on its website <ww. abffe.conp.

ABFFE al so publishes a nonthly newsletter, which it distributes
to subscribers, and nakes ot her publications available to the
public through its on-line store. Sone of the materials are
offered for sale; others are avail able w thout charge.

8. Plaintiff Freedomto Read Foundation (“FTRF’) is a non-
profit menbership organi zati on established in 1969 by the
American Library Association to pronote and defend First
Amendnent rights; to foster libraries as institutions fulfilling
the prom se of the First Amendnent for every citizen; to support
the rights of libraries to include in their collections and make
avai lable to the public any work they nmay legally acquire; and

to set |legal precedent for the freedomto read on behalf of al



citizens. Plaintiff FTRF joined the FO A request of ACLU, EPIC
and ABFFE by letter to defendant dated Cct. 21, 2002.

9. Defendant Departnment of Justice (“DQJ”) is a Departnent
of the Executive Branch of the United States Governnment. DQJ is
an agency within the meaning of 5 U.S.C. 8§ 552(f)(1). DQJ is
responsi ble for FBI’'s conpliance with the FO A

The Patriot Act

10. The Patriot Act was enacted in Cctober, 2001. The
President signed it into |law on Cctober 26. The Act vastly
expanded the governnment’s power to obtain personal information
pertaining to individuals present in the United States,

i ncl udi ng permanent residents and United States citizens.

11. Section 215 of the Act amended the Foreign Intelligence
Surveillance Act (“FISA”), 50 U.S.C. 8§ 1801 et seq., to allow
the FBI to require the production of “any tangible thing[].”
The predecessor provision could be invoked only agai nst comon
carriers, vehicle rental agencies, and simlar entities; the
Patriot Act renoved this restriction. Thus, the new provision
can be used to obtain circulation records fromlibraries,
pur chase records from bookstores, academ c records from
universities, nedical records fromhospitals, or e-mail records
frominternet service providers. The governnent need not show
probabl e cause or any individualized suspicion of crimnal

activity; rather, it need only assert that its request is “for
an authorized investigation . . . to protect against
international terrorismor clandestine intelligence activities.”

Section 215 orders can be served on United States citizens, and



they can be issued in part on the basis of First Anendnent
activity. The subject of a Section 215 order is not provided
any notice of the fact that her privacy has been conprom sed.
Further, an entity fromwhich the FBlI obtains tangible things
under Section 215 is prohibited fromdisclosing to any person
that the FBI nade the request.

12. Section 214 anmends FISAto allow the governnent to
enpl oy “pen registers” and “trap and trace” devices nore
broadly. As under Section 215, the FBlI need not show probabl e
cause or any individualized suspicion of crimnal activity.
Section 214 orders can be served on United States citizens and
can be issued in part on the basis of First Anendnent activity.
The subject of a Section 214 order is not provided any notice of
the fact that her privacy has been conprom sed. Any entity
whose assi stance the governnent needs in order to effect the
surveillance is prohibited fromdisclosing to any person that
t he governnent made the request.

13. Section 213 anends the Federal Rules of Crimna
Procedure to all ow “sneak-and- peek” searches — that is, searches
for which the subjects receive notice only long after the search
has been executed. Previously, the Federal Rul es made no
provi sion for delayed notice.

14. Section 206 anends FISA to allow “roving” electronic
surveillance. Previously, the governnment was required to
specify, in any application for an electronic surveillance
order, the persons or entities whose cooperation would be

necessary to effect the surveillance. Section 206 anends FI SA



to all ow the governnment to obtain surveillance orders w thout
specifying the entities or persons whose cooperation will be
needed. Effectively, Section 206 allows the governnent to
intercept all of a person’s wire or electronic comunications,

regardl ess of the person’s |ocation when comruni cati ng.

W despread Public Concern about Governnent’s
| npl enentati on of the Patriot Act

15. Since the Patriot Act was enacted in Cctober 2001,

t here has been growi ng public concern about the scope of the Act
and the manner in which the governnent has been using its
expanded authority. Nunerous newspapers and nagazi nes have
publ i shed articles and editorials questioning the necessity for
t he Act and doubting the wi sdom of sacrificing individua
liberties for the pronmi se of increased security.

16. Public concern has becone sufficiently w despread that
Congress has sought to nonitor closely the inplenmentation of the
Act. On June 13, 2002, the Chairman and Ranki ng Menber of the
House Judiciary Commttee sent a 16-page letter to the Attorney
CGeneral, noting that it is the responsibility of the House
Judiciary Commttee to “conduct oversight of the [DQJ s]

i npl enentati on of the USA PATRI OT Act” and requesting that the
Departnent of Justice respond to 50 detail ed questions about its
use of authorities under the Act. The June 13 letter requested
that, if any answers required the disclosure of classified
material, the DQJ “provide those answers under separate cover to
the Conmttee in accordance with appropriate security

procedures.”



17. The DQJ provided a partial response on July 26. The
July 26 letter, signed by Assistant Attorney General Daniel J.
Bryant, supplied answers to 28 of the 50 questions posed by the
House Judiciary Conmittee’s letter. 1In addition, the July 26
letter stated that classified answers to six additional
guestions woul d “be provided to the House Permanent Sel ect
Committee on Intelligence through the appropriate channels.”

18. On or about August 29, the DQJ supplied answers to the
remai ni ng 22 questions posed by the House Judiciary Commttee' s
June 13 letter. None of these answers referenced classified

mat eri al .

Plaintiff's FO A Request
and Request for Expedited Processing

19. Plaintiffs submtted their FO A request in separate
letters to the DQJ and FBI, both dated August 21. (As noted
above, plaintiff FTRF joined the FO A request of ACLU, EPIC, and
ABFFE by letter to defendant dated Cct. 21, 2002.) The request
sought records relating to defendant’s inplenentation of the
Patri ot Act, focusing on those surveillance provisions of the
Act that have obvious and serious inplications for individual
privacy and the freedom of speech.

20. For exanple, plaintiffs requested all policy directives
and ot her gui dance issued by DQJ and/or FBI regarding the use of
authority granted by Section 215 of the Patriot Act, which the

governnent is reportedly using to obtain records fromlibraries,



bookstores, and internet service providers. Plaintiffs also
requested all policy directives and other guidance issued by DQJ
and/ or FBI regarding the expanded use of pen registers and trap
& trace devices authorized by Section 214.

21. Plaintiffs’ request also sought all records prepared or
coll ected by DA and/or FBI in connection with the classified
answers referenced in the DQJ’'s letter of July 26. Plaintiffs
believe that these answers were inproperly classified, as they
consi st only of aggregate, statistical information whose
di scl osure woul d not jeopardi ze ongoi ng investigations or any
| egi timat e governnent interest.

22. Under separate cover, but also by letter dated August
21, plaintiffs requested expedited processing of their FO A
request, stating that the request pertained to “[a] matter of
wi despread and exceptional nedia interest in which there exist
possi bl e questi ons about the government’s integrity which affect
public confidence” (internal quotation marks omtted).

23. By letter dated Septenber 3, the DQJ acknow edged
receipt of plaintiffs’ FO A request and granted plaintiffs’
request for expedited processing, noting that the DQJ had
“initiated searches in the Ofices of the Attorney General,
Deputy Attorney Ceneral, Associate Attorney CGeneral, Legislative
Affairs and Legal Policy” and that the DQJ woul d notify

plaintiffs “as soon as those searches are conpleted.”



24. By letter to the FBI dated Septenber 5, plaintiffs
sought confirmation that the FBI (as well as the DQJ) would
expedite the processing of plaintiffs’ FO A request.

25. The FBI responded by letter dated Septenber 18,
confirmng that the FBI woul d expedite processing of plaintiffs’
request .

26. By tel ephone on Cctober 16, defendant DQJ stated that
it has not yet determ ned which records, if any, to disclose in
response to plaintiffs’” FO A request.

Def endants’ Failure to
Di scl ose the Records Sought

27. Notw thstandi ng defendant’s assurance that the
processing of plaintiffs’ request would be expedited, to date
def endant has not disclosed any record in response to
plaintiffs’ FO A request nor stated which records, if any, it
intends to disclose. It has now been nore than two nonths since
plaintiffs submtted their request.

28. Defendant is inproperly w thholding the records sought
by plaintiffs’ FO A request.

29. Plaintiffs have exhausted the applicable adm nistrative
remedi es.

CAUSES OF ACTI ON

Fi rst Cause of Action

Violation of the FOA for Failure to Make Pronptly
Avai |l abl e the Records Sought by Plaintiffs Request

30. Plaintiffs repeat and real |l ege paragraphs 1-29.

10



31. Defendant’s failure to nake pronptly avail able the
records sought by plaintiffs’ request violates the FOA 5
U S.C. 8 552(a)(3)(A.

Second Cause of Acti on:

Violation of the FOA for Failure Tinely to
Respond to Plaintiffs’ Request

32. Plaintiffs repeat and reall ege paragraphs 1-29.

33. Defendant’s failure tinely to respond to plaintiffs’
request violates the FOA 5 U S.C. 8 552(a)(6)(A) (i), and DQAJ's
own regul ati on pronul gated thereunder, 28 CF. R 8§ 16.6(b).

Third Cause of Action

Violation of the FOA for Failure to Expedite
the Processing of Plaintiffs’ Request

34. Plaintiffs repeat and reall ege paragraphs 1-29.
35. Defendant’s failure to expedite the processing of
plaintiffs’ request violates the FOA 5 U S. C
8§ 552(a)(6)(E)(iii), and DQJ's own regul ati on promnul gat ed
t hereunder, 28 C.F.R § 16.5(d).

Requested Rel i ef

VWHEREFORE, plaintiffs pray that this Court:

A. order defendant inmediately to state which records it
intends to disclose in response to plaintiffs’ FOA
request;

B. order defendant inmediately to process plaintiffs’ FOA

request and to disclose the requested records;

11



award plaintiff its costs and reasonabl e attorneys fees
incurred in this action; and
grant such other relief as the Court nmay deem just and

pr oper.

Respectfully subm tted,

DAVID L. SOBEL

D.C. Bar No. 360418

El ectronic Privacy Information Center
1718 Connecticut Ave., N.W, Suite 200
Washi ngt on, DC 20009

Phone: (202) 483-1140 x105

Fax: (202) 483-1248

ANN BEESON

JAVEEL JAFFER

Anerican Civil Liberties Union
125 Broad St.

New Yor k, NY 10004

Phone: (212) 549-2500

Fax: (212) 549-2629

ARTHUR B. SPI TZER

D. C. Bar No. 235960

Anerican Civil Liberties Union of the
Nat i onal Capital Area

1400 20'" St., N.W #119

Washi ngt on, DC 20036

Phone: (202) 457-0800

Fax: (202) 452-1868

Counsel for Plaintiffs
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