U.S. Department of Justice

Criminal Division
Office of Enforcement Operations Washington, D.C. 20530
CRM-200800622F
JUN 12009

Ms. Catherine Crump

Staff Attorney

American Civil Liberti - Un’on Foundation
125 Broad Street, 17" Floor

New York, NY 10004

Dear Ms. Crump:

This is in response to your request of September 1, 2008, for access to records pertaining
to the use of mobile phone records for law enforcement purposes.

We located (items 1- 7) in the Criminal Division within the scope of your request. We
have processed your request under the Freedom of Information Act and will make all records
available to you whose release is either required by that statute, or considered appropriate as a
matter of discretion.

In light of our review, we have determined to release item 1 in full; items 2-5 in part and
to withhold items 6-7, (as described on the enclosed schedule), in full. We are withholding the
records and portions of records indicated pursuant to one or more of the following FOIA
exemptions set forth in 5 U.S.C. 552(b):

(2)  which permits the withholding of information
relating solely to the internal personnel rules and
practices of an agency;

(5)  which permits the withholding of inter-agency or
intra-agency memorandums or letters which reflect
the predecisional, deliberative processes of the
Department;

(7)  which permits the withholding of records or information compiled
for law enforcement purposes, but only to the extent that the
production of such law enforcement records or information...

(E)  would disclose techniques and procedures for law
enforcement investigations or prosecutions, or
would disclose guidelines for law enforcement
investigations or prosecutions if such disclosure




could reasonably be expected to risk circumvention
of the law.

Please note that Ttems 3 and 5 are basically duplicates of documents that were referred to
our Unit by the Executive Office for U.S. Attorneys (EOUSA). The only difference in the
documents is the e-mail addresses listed at the top of some of the documents. We have
determined, in our discretion, that these Items may be released with excisions. An exact set of
the documents referred from the EOUSA is attached.

You have a right to an administrative appeal of this partial denial of your request. Your
appeal should be addressed to: The Office of Information Policy, United States Department of
Justice, 1425 New York Ave., NW, Suite 11050, Washington, DC 20530-0001. Both the
envelope and the letter should be clearly marked with the legend "FOIA Appeal." Department
regulations provide that such appeals must be received by the Office of Information Policy within
sixty days of the date of this letter. 28 C.F.R. 16.9. If you exercise this right and your appeal is
denied, you also have the right to seek judicial review of this action in the federal judicial district
- (1) in which you reside, (2) in which you have your principal place of business, (3) in which the
records denied are located, or (4) for the District of Columbia. If you elect to file an appeal,
please include, in your letter to the Office of Information Policy, the Criminal Division file
number that appears above your name in this letter.

Sincerely,

Rena Y. Kith, Chief 7 /)
Freedom of Information/Privacy Act Unit
Office of Enforcement Operations

Criminal Pivision




SCHEDULE OF DOCUMENTS WITHHELD IN FULL
(Refer to Body of Letter for Full Description of Each Exemption)

6. Email, 2/29/08, Mark Eckenwiler (Criminal Division}, 1 page.
Withheld in full pursuant to 5 U.8.C. 552 (7)(E)
Withheld in part pursuant to 5 U.S.C. 552 (b)(2)

7. Email, 11/23/07, Mark Eckenwiler (Criminal Division), 3 pages.
Withheld in full pursuant to 5 U.S.C. 552 (b)(5) and (7)(E)
Withheld in part pursuant to 5 U.S.C. 552 (b)(2)




Inserts to Provider Order

IT IS FURTHER ORDERED that, pursuant to Rule 41(b) of the Federal Rules of
Criminal Procedure, [CARRIER] and any other communication service providers, as defined in
Section 2510(15) of Title 18, United States Code, during the authorized period of the
interception over the TARGET PHONE, shall assist agents of the [AGENCY] by providing all
information, facilities and technical assistance needed to ascertain the physical location of the
TARGET PHONE, including but not limited to data indicating the specific latitude and longitude
of (or other precise location information concerning) TARGET PHONE (the “Requested
Location Information"),? for a period of thirty (30) days.

IT IS FURTHER ORDERED that [CARRIER] shall disclose the Requested Location
Information concerning the TARGET PHONE, and initiate a signal to determine the location of
the TARGET PHONE on the service provider’s network or with such other reference points as
may be reasonably available and at such intervals and times as directed by the law enforcement
agent serving the proposed order, and shall furnish the technical assistance necessary to
accomplish the acquisition unobtrusively and with a minimum of interference with such services
as that provider accords the user(s) of the TARGET CELLPHONE, at any time of day or night,
owing to the potential need to locate the TARGET PHONE outside of daytime hours.

IT IS FURTHER ORDERED that the furnishing of said information, facilities, and
technical assistance by [CARRIER] shall terminate thirty days measured from the earlier of the
day on which the investigative or law enforcement officers begin to conduct the interception of
wire communications, pursuant to this Order or ten days from the date of the order is entered,
unless otherwise ordered by this Court.

During the period of this Court's Order, the furnishing of such information, facilities and
assistance by [CARRIER] and other communication service providers, shall be compensated for
by the United States at the prevailing rate.

2Such information shall, where other information is unavailable, include records
reflecting the tower and antenna face (“‘cell site””) used by the TARGET CELLPHONE at the

start and end of any call.




Inserts to Application

IT IS FURTHER REQUESTED, pursuant to Federal Rule of Criminal Procedure 41, that
the Court issue an Order directing [CARRIER] to assist agents of the [AGENCY] by providing
all information, facilities and technical assistance needed to ascertain the physical location of the
TARGET PHONE, including but not limited to data indicating the specific latitude and longitude
of (or other precise location information concerning) the TARGET PHONE (the “Requested
Location Information™),’ for a period of thirty (30) days.

As explained in more detail in the Affidavit, there is probable cause to believe that the
location of the TARGET PHONE at times determined by investigators will constltute or lead to
evidence of the SUBJECT OFFENSES. -

In light of the above, the government requests that this Court direct [CARRIER] to
disciose the Requested Location Information conceming the TARGET PHONE, and to initiate a-
signal to determine the location of the TARGET PHONE on the service provider’s network or
with such other reference points as may be reasonably available and at such intervals and times
as directed by the law enforcement agent serving the proposed order, and to furnish the technical
assistance necessary to accomplish the acquisition unobtrusively and with a minimum of
interference with such services as that provider accords the user(s) of the TARGET
CELLPHONE, at any time of day or night, owing to the potential need to locate the TARGET
PHONE outside of daytime hours.

IT IS FURTHER REQUESTED that, pursuant to 18 U.S.C. 3103a(b) and Federal Rule of
Criminal Procedure 41(f)(3), the Court authorize notice to be delayed for a period of 30 days
after the termination of the authonzed period for acquisition of the Requested Location
Information.

'Such information shall, where other information is unavailable, include records
reflecting the tower and antenna face (“cell site””) used by the TARGET PHONE at the start and
end of any call. In requesting cell site information, the Government does not concede that such
cell site records — routinely retained by wireless carriers as business records — may only be
obtained via a warrant issued on probable cause. See In re Application, 460 F. Supp. 2d 448
(S.D.N.Y. 2006) (authorizing prospective acquisition of cell-site records under combined
authority of 18 U.S.C. 2703(d) & 3121 et seq.).




Inserts to Order

IT IS FURTHER ORDERED that, pursuant to Rule 41(b) of the Federal Rules of
Criminal Procedure, [CARRIER] and any other communication service providers, as defined in
Section 2510(15) of Title 18, United States Code, during the authorized period of the
interception over the TARGET PHONE, shall assist agents of the [AGENCY] by providing all
information, facilities and technical assistance needed to ascertain the physical location of the
TARGET PHONE, including but not limited to data indicating the specific latitude and longitude
of (or other precise location information concerning) TARGET PHONE (the “Requested

Location Information™),” for a period of thirty (30) days.

IT IS FURTHER ORDERED that [CARRIER] shall disclose the Requested Location
Information concerning the TARGET PHONE, and initiate a signal to determine the location of
the TARGET PHONE on the service provider’s network or with such other reference points as
may be reasonably available and at such intervals and times as directed by the law enforcement
agent serving the proposed order, and shall furnish the technical assistance necessary to

accomplish the acquisition unobtrusively and with a minimum of interference with such services -

as that provider accords the user(s) of the TARGET CELLPHONE, at any time of day or night,
owing to the potential need to locate the TARGET PHONE outside of daytime hours.

During the period of this Court's Order, the furnishing of such information, facilities and
assistance by [CARRIER] and other communication service providers, shall be compensated for
by the United States at the prevailing rate.

IT IS FURTHER ORDERED that the furnishing of said information, facilities, and
technical assistance by [CARRIER] shall terminate thirty days measured from the earlier of the
day on which the investigative or law enforcement officers begin to conduct the interception of
wire communications, pursuant to this Order or ten days from the date of the order is entered,
unless otherwise ordered by this Court. :

IT IS FURTHER ORDERED that the warrant for the Requested Location Information be
returned to the issuing judicial officer within 10 days after the termination of the execution of the

order.

IT IS FURTHER ORDERED that, pursuant to 18 U.S.C. 3103a(b) and Federal Rule of
Criminal Procedure 41(f)(3), service of notice may be delayed for a period of 30 days afier the
termination of the authorized period for acquisition of the Requested Location Information..

3Such information shall, where other information is unavailable, include records
reflecting the tower and antenna face (*cell site”) used by the TARGET CELLPHONE at the

start and end of any call.




LAW ENFORCEMENT SENSITIVE

Current Legal Issues
In Wireless Phone
| Location

Mark Eckenwiler
~ Associate Director
Office of Enforcement Operations

LAW ENFORCEMENT SENSITIVE
NOT FOR PUBLIC DISTRIBUTION

0000
onee
o®

ER

cCo00000
T R200000

Overview

e Cellular technology

» types of available location data
e Legal terrain

« historical records

e prospective location data _
 special constitutional and statutory issues
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LAW ENFORCEMENT SENSITIVE

First Things First:
A Common Vocabulary

e “Tower/sector” data

e ‘GPS” data
¢ ‘lat-long” is more accurate

e Terms frequently misused or misunderstood
o “cell site”
e “ping”

Wireless Location Information
and Provider Capabilities
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» Wireless networks necessarily require
general information about user location

o CALEA (1994) requires carriers to be able to
isolate and deliver certain user location data
(tower and sector) to law enforcement at
e origination of a call
e answer of a call to the target phone

* release (end of call) for both incoming and
outgoing calls
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LAW ENFORCEMENT SENSITIVE

Sample Data for Verizon 3
Wireless Outbound Call
e Origination Messaae

5
Sample Tower/Sector si3se
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LAW ENFORCEMENT SENSITIVE

Omnidirectional Tower
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How Precise Is Tower/Sector e
Data? &
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e A cell tower’s service radius can range from
200 meters to 30km

¢ cenier city vs. suburbs vs. rural coverage

e Sector (tower face) information is not always
provided with the tower identifier

¢ The tower closest to a phone does not
necessarily serve every call to that phone
e terrain
e network load
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LAW ENFORCEMENT SENSITIVE

“GPS” Data
(Latitude/Longitude)
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e FCC “Enhanced 911" mandate requires
wireless telephone carriers to be able to
deliver certain location data for 911 calls

¢ Carriers may choose either of two ways to
implement this capability
e “handset solution”
¢ “network solution”

“Handset Solution”
(True GPS)

e Phone itself contains a GPS device that
calculates latitude/longitude
o data resides on phone
e carrier does not acquire location data absent 911
call (or active interrogation by carrier, where
feasible)
e FCC requires accuracy:
¢ to 50 meters for 67% of calls
e to 150 meters for 95% of calls

¢ Used by Verizon, Sprint/Nextel*, Alitel
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LAW ENFORCEMENT SENSITIVE

“Network Solution”
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(Signal Timing/Triangulation) A

e Doesn’t use GPS system per se

¢ Using any of various methods, measures
signal characteristics relative to one or more
towers

e FCC requires accuracy:
o to 100 meters for 67% of calls
o to 300 meters for 95% of calis

e Used by T-Mobile* and AT&T Wireless*
(f/lk/a Cingular)

11

Practical Limits
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e Obviously, neither method works if phone is
powered down

e carrier staff usually have to push a button each
and every time lat/long data desired
e carriers typically impose a per-query or per-day

charge
g 12
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LAW ENFORCEMENT SENSITIVE

Practical Limits

Legal Issues
In Obtaining Location Data
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LAW ENFORCEMENT SENSITIVE

Legal Roadmap S

e Access to historical location data
e Access to prospective/ongoing location data

e tower/sector

¢ lat-long
¢ assorted questions arising under Rule 41 & related
statutes
15
Legal Authority for Acquiring | 33::-
Tower/Sector Data

o Historical tower/sector records: use court order under
18 USC 2703(d)
e not an area of significant dispute
s one outlier MJ opinion in W.D.Pa.; currenily on appeal

e Prospective tower/sector records: use 2703(d) in
combination with pen/trap (“hybrid theory”)

o CALEA (47 USC § 1002(a)(2)) restriction

¢ ‘“information that may disclose the physical location of the
subscriber” may not be obtained from carrier “solely

- pursuant” to pen/trap authority

o CALEA does not explicitly specify what additional authority
suffices

16
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LAW ENFORCEMENT SENSITIVE

Judicial Decisions on s35te
Prospective Tower/Sector Data| 2"
e Magistrates in 12 districts have issued

opinions rejecting the “hybrid” theory

¢ variety of rationales
e Hybrid theory still accepted in numerous

districts, including 3 where written opinions

have issued
e To date, district court opinions are evenly

split

¢ unfavorable: N.D. Indiana, E.D. Wisconsin

¢ favorable: S.D.N.Y., S5.D. Texas

17

Decisions Rejecting
“Hybrid” Theory

e Some judges rely on Fourth Amendment
grounds

o conflates lat-long data with less precise
tower/sector data

¢ inconsistent with Miller rule for business records
o Most simply find no express statutory

mechanism available

o § 2703(d) inapplicable (not prospective)

e we must use Rule 41, by default

18
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LAW ENFORCEMENT SENSITIVE

Access to Lat/Long Data s33ic

e Historical lat/long data typically does not exist
e some exceptions exist, such as “kiddie-tracking”
phones where logging is expressly part of service
e Prospective lat/long data: OEO recommends
using Rule 41 search warrant

e based on constitutional concerns, not statutory
requirements

¢ suggested forms (T-1ll insert and standalone)
available; contact me for periodic updates

19

Summary of Legal Rules
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Historical Prospective
records surveillance
Cell-site data |2703(d) order |“Hybrid”
(tower/sector) authority
(2703(d) +
pen/trap)
Lat/long data |N/A (typically |Rule 41
(e.g., GPS) |nonexistent) |warrant

20
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LAW ENFORCEMENT SENSITIVE

Issues in Applying Rule 41
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e “Tracking device” provisions

¢ Timing: time of execution, duration
e Which district to apply to?

e Return

e Serving notice

e timing & delay

e persons to be given notice
e Standard for renewal

21

“Tracking Devices”: _
Rule 41 and 18 U.S.C. § 3117 | =

e Rule 41 amended 12/1/06 to.add procedures
for use of “tracking devices”

e Cross-reference to § 3117 definition

¢ “an electronic or mechanical device which permits
the tracking of the movement of a person or
object”

e Bottom-line advice: We believe that § 3117 —
and thus the new Rule 41 provisions — do
not apply because a user-operated cell
phone is not a “tracking device”
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LAW ENFORCEMENT SENSITIVE

“Tracking Device”:
Why Does It Matter?
e Problematic interplay with Title Il
¢ “electronic communication” definition expressly
excludes “any communication from a tracking
device” (§ 2510(12)(C))
e § 3117 requires “installation”
e 1986 legislative history focuses on types of
physical devices at issue in Knotts, Karo
¢ Policy: avoid broad/literal reading
o sweeps in ATMs, POS terminals, Internet devices!
e Several favorable opinions on point ”
Rule 41 Warrants for Lat-Long | :3::-
Data: Where to Apply?

e Rule 41(b)(2)

e warrant may issue for “a person or property outside
the district if [it] is located within the district when
the warrant is issued” but might subsequently
move out of the district

~ e “Tracking device” provision (R. 41(b)(4))
¢ ‘installation” must occur in district; outside use OK
e Conservative approach:
o obtain warrant in district where phone is located
e determine via tower data, visual surveillance, or Cli

e Rely on § 2703(c)(1)(a) nationwide reach?

NOT FOR PUBLIC DISTRIBUTION




LAW ENFORCEMENT SENSITIVE

Rule 41 Warrants for Lat-Long: | $:::-

T

Time of Execution, Duration

e To avoid running afoul of daytime execution
requirement, seek permission to execute
outside of daytime hours
¢ only need s,howing of “good cause”

e Duration
e “Tracking device” provision allows 45 days

¢ We recommend 30 days
o better sync w/Title Ill, pen/trap cycles

e obviates argument that duration is constitutionally

excessive
25

Rule 41 Warrants for Lat-Long:
The Return
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e Standard rule
o “promptly return ... together with a copy of the
inventory”
e “Tracking device” provision

e must note "the exact date and time the device was
installed and the period during which it was used”;
return within 10 calendar days after use ends

e OEO advice: conform to tracking device rule

e we would argue it's not necessary, but a reviewing

court may disagree
26
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LAW ENFORCEMENT SENSITIVE

Rule 41 Warrants for Lat-Long: | ii:.
Notice

e Standard rule inapplicable

e Tracking device rule

e within 10 calendar days after use ends, serve _
“person who was tracked or whose property was
tracked”

e Issue: what if user isn't registered owner?
e OEO advice: give notice to person tracked
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Rule 41 Warrants for Lat-Long:
Renewal
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e Tracking device provision permits renewal “for
good cause”

e This is crazy

e Whether or not you rely on the tracking device
provisions, make a fresh showing of probable
cause |
e no different from a Title Ill extension in this respect

28
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LAW ENFORCEMENT SENSITIVE

o Different types of wireless location data

» Different legal anaiysis for tower/sector vs. more
precise lat-long data

lat-long data

o Anything less presents significant risks of -
suppression

¢ Avoid Rule 41 “tracking device” provisions

Summary |

e OEO recommends invoking Rule 41 to obtain

29

Questions?

~_Contact:
mark.eckenwiler@
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Eckenwiler, Mark

From: Eckenwiter, Mark
Sent: Friday, September 12, 2008 2:38 PM
To: 'USAEO-CrimChiefs@usa.doj.gov'
L .
Cc: N :"{ e
Subject: OEO guidance concerning requests for historical cellular telephone location information

Attachments: Final Memorandum of Law (WDPA).pdf; Exhibit C.PDF; reply — final as fited.pdf

To: ANl USAO Criminal Chiefs
From: Office of Enforcement Operations, Criminal Division

Re: Guidance Concerning Requests for Historical Cellular Telephone Location Information

Date: September 12, 2008

' A number of offices have inquired about a decision earlier this week from the District Court in W.D. Pa,
that has received widespread press coverage. In the expectation that many of your local magistrate
judges will be relying on this opinion, I am writing to offer guidance,

The case involves a request by the U.S. Attorney’s Office in Pittsburgh for the wireless phone records of
a suspected narcotics trafficker. The USAO sought to obtain cell-site records — that is, records showing
the tower and tower face used at the start and end of calls — for a specified time period in the past, basing
its request on 18 USC 2703(d) (requiring a showing of “specific and articulable facts,” a standard lower
than probable cause).

Without requesting briefing on the law or the underlying technology, the magistrate judge (joined by
four fellow magistrates) issued a lengthy opinion in February 2008 holding that such records may not be
obtained absent a search warrant based upon probable cause. See In re Application, 534 F. Supp. 2d 585
(W.D. Pa. 2008). The USAO promptly appealed, only to have the district court summarily affirm in a
two-page decision on Wednesday of this week.

As indicated in the attached opening brief and reply, we believe that both decisions are wrong on the
facts as well as the law. Most importantly, the magistrate wrongly analyzed the request under the law
governing prospective location surveillance, notwithstanding the fact that the USAQ requested only
historical records. In addition, the published opinion materially misstates the degree of precision of the
requested records, conflating cell-site records ~ indicating the user’s location at best only to within
hundreds of yards — with more precise location information (such as GPS coordinates, typically
unavailable for past periods). Both the magistrates and the district court ignored previous decisions in
other districts explicitly endorsing the Department’s position that historical tower/sector records may be
compelled using a section 2703(d) order. See In re Applications, 509 F. Supp. 2d 76 (D. Mass. 2007); In
re Application, 2007 WL 3036849 (S.D. Tex. Oct. 17, 2007). The USAO, in consultation with Cririnal
Division, is considering its options for secking further judicial review.

Where agents seck to obtain GPS (or similarly precise) information for a target’s phone on a prospective
basis, OEQ continues to recommend the use of a warrant under Rule 41, (Regularly updated model
forms, either for standalone use or in connection with a Title III application, are available on request.)

L
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However, we remain firmly of the view that access to less-precise historical cell-site records, routinely
kept by providers in the ordinary course of business, is governed by section 2703(d) and does not
require a search warrant.

If you have any questions, or encounter difficulty on this issue with judges in your own district, please
do not hesitate to contact me.

Mark Eckenwiler

Associate Director

Office of Enforcement Operations
Criminal Division

| 1T v%

9/29/2008




IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF PENNSYLVANIA

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN
ORDER DIRECTING A PROVIDER
OF ELECTRONIC COMMUNICATION
SERVICE TO DISCLOSE RECORDS
TO THE GOVERNMENT

Magistrate's No.: 07-524

GOVERNMENT'S MEMORANDUM OF LAW
IN SUPPORT OF REQUEST FOR REVIEW

AND NOW comes the United States of America by its attorneys,. Mary Beth Buchanan,
United States Attorney for the Western District of Pennsylvania, and Soo C. Song, Assistant United
States Attorney for said district, and hereby seeks review of the Opinion and Memorandum Order
entered on February 19, 2008, by United States Magistrate Judge Lisa Pupo Lenihan at Magistrate's
No. 07-524M, denying an application by the United States seeking disclosure of historical cell-site
information pursuant to Sections 2703(c) & (d) of the Stored Communications Act (“SCA™), 18
U.S.C. § 2703(c) & (d) (the "Opinion aﬁd Order")." Copies of the Application and the Opinion and
Order are attached as Exhibits A (filed separately under seal) and B, respectively. For the reasons
set forth below, the government respectfully submits that this Court should reverse the Magistrate
Judge's order and grant the Application in the instant case.

I. FACTUAL AND PROCEDURAL HISTORY

'A. Historical Cell-Site Information

Cellular telephone companies keep, in the regular course of their business, records of certain

. ! The Opinion and Order has since been published as In re Application of the United
States, 534 F. Supp. 2d 585 (W.D. Pa. 2008). Although authored by Magistrate Judge Lenihan,
the Opinion and Order was signed by all but one of the Magistrate Judges in this district.




information associated with their customers’ calls. Exhibit C contains an exemplar of these records
from a major carrier, Sprint-Nextel, the same carrier whose records are at issue in the present case.’
Asreflected in Exhibit C, the records include for each call a customer made or received: (1) the date
and time of the call; (2) the telephone numbers involved; (3) the cell tower to which the customer
connected at the beginning of the call; (4) the cell tower to which‘ the customer was connected at the
end of the call;' and (5) the duration of the call. The records may also, but do not always, specify
a particular sector of a cell tower used to transmit a call.’ No such record is created when the phone
18 not in vse.

Cell tower information is useful to law enforcement becausé of the limited information it
provides about the location of a cell ﬁhone when a call 1s made. As one cburt has explained:

The information does not provide a “virtual map;’ of the user’s location. The

information does not pinpoint a user’s location within a building. Instead, it only

identifies a nearby cell tower and, for some carriers, a 120-degree face of that tower.

These towers can be up to 10 or more miles apart in rural areas and may be up to a

half-mile or more apart even in urban areas.
In re Application of United States for an Order for Disclosure of Telecommunications Records, 405
F. Supp. 2d 435, 449 (S.D.N.Y. 2005) (citation omitted). No Global Positioning System ("GPS™),
that is, satellite-derived data, or other precision location information is contained in the historical

records provided pursuant to the requested orders. Indeed, cell-site records do not even indicate a

phone’s distance from the serving tower, let alone its specific location.

? Because these records contain sensitive information pertaining to a recent investigation,
certain identifying information — the telephone numbers involved — has been redacted.

* Cell towers are often divided into three 120° sectors, with separate antennas for each of
the three sectors. To the extent this information does exist in a particular instance, it does not
provide precise information regarding the location of the cell phone at the time of the call, but
- instead shows only in which of the three 120°, pie-slice sectors the phone was probably located.

2




B. The United States’ Application Pursuant to 18 U.S.C. § 2703(d) in this Investigation

Pursuant to 18 U.S.C. § 2703(c)(1), the United States may require a provider of electronic
communication service to disclose “a record or other information pertaining-to a subscriber to or
customer of such service (not including the contents of communications)” when it obtains a court
order for such disclosure pursuant to 18 U.S.C. § 2703(d) (hereinafter, a "2703(d) order"). A
2703(d) order is issued by a court when the government provides “specific and articulable facts
showing that there are reasonable grounds to believe that the contents of a wire or electronic
communication, or the records or other information sought, are relevant and material to an ongoing
criminal investigation.” 18 U.S.C. § 2703(d).

On February 22, 2008, the United States filed an application with Magistrate Judge Lenihan
seeking a 2703(d) order directing Sprint Spectrum to disclose certain historical connection and cell-
site information associated with a specified cell phone. See Exhibit A. The cell phone records are
reievant and material td an ongoing investigation into large-scale narcotics trafficking and various
related violent crimes.

In June 2007, the Bureau of Alcohol, Tobacco, Firearms and Explosives ("ATF") leared
from a confidential source that a particular subject and his associates use their wireless telephones
to arrange meetings and transactions in furtherance of their drug trafficking activities. Additional
investigation, along with information from the source, indicates that the subject's narcotics supplier
lives m another state. Because the subject and his confederates use a variety of vehicles and
properties to conduct their illegal activities, physical surveillance has proven difficult. In order to
develop better information on the location and identity of the drug supplier, the instant Application

seeks historical cell-site récords concerning a phone known to be used by the subject. Section




2703(d) orders are broadly used and widely accepted for these types of purposes in federal criminal
investigations across the country.

On February 19, the Magistrate Judge denied the Application, ruling in a written opinion that
the United States is barred as a matter of law from obtaining historical cell-site information pursuant

to a 2703(d) order.

I1. ISSUE PRESENTED
The issue before the Court is purely a question of law, namely whether the government may

obtain historical cell-site usage records pursuant to an order under 18 U.S.C. § 2703(d).

III. SUMMARY OF ARGUMENT
Section 2703(d) permits the government to obtain a court order compelling historical cell-site
usage information from a wireless carrier. The plain language of the statute unambiguously states
that the government may require “a provider of electronic communication service” to disclose “a
record or other information pertaining to a subscriber” pursuant to a 2703(d) order. As explained
below, historical cell-site information satisfies each element of the statute, a position endorsed in
recent months by several other courts.

In reaching the opposite conclusion, the Opinion and Order contains numerous errors, both

as to the facts of the underlying technology and as to the interpretation of applicable law. Indeed, -

as discussed below, we believe the Opinton and Order materially relies on at least one statute (and

several cases) wholly inapplicable to the government’s request for stored records of past customer

activity. In addition, because wireless carriers regularly generate and retain the records at issue, and

because these records provide only a very general indication of a user’s whereabouts at certain times




in the past, the requested cell-site records do not implicate a Fourth Amendment privacy interest.
Because the Opinion and Order misstates both the relevant facts and the applicable law, we

respectfully urge the Court to reverse.

IV. ARGUMENT

A.  Historical Cell-Site Information Falls Within the Scope of Sections
2703(c) and (d) '

As the Third Circuit has often reiterated, “‘[t]he plain language of the statute is the starting
place in our inquiry.” United States v.é’ntrocaso, 506 F.3d 260, 264 (3d Cir. 2007) (quoting Staples
v. United States, 511 U.S. 600, 605 (1994)). ““If the language of a statute is clear|,] the text of the
statute is the end of the matter.”” Id. (quoting United States v. Jones, 471 F.3d 478, 480 (3d Cir.
2006)).

The Stored Communications Act (SCA), 18 U.S.C. §§ 2701 er seq:., establishes a
comprehensive framework regulating government access to customer records in the possession of
communication service providers. The statute’s structure reflects a carefuily crafted series of
Congressional judgments; 1t distinguishes not only between communications contents (§ 2703(a),
(b)) and non-content records (§ 2703(c)), but also between different classes of non-content records.

18 U.S.C. § 2703 unambiguously states that the gdvemment may require “a provider of
electronic communication service” to disclose “a record or other information pertaining to a
subscriber to or customer of such service (not including the contents of communications)” pursuant

toa 2703(d) order.* See 18 U.S.C. § 2703(c)(1). As explained below, cell-site information quite

* As noted above, a 2703(d) order is issued by a court when the government provides
"specific and articulable facts showing that there are reasonable grounds to believe that the
contents of 2 wire or electronic communication, or the records or other information sought, are

5




clearly satisfies each of the three elements necessary to fall within the scope of this provision.

First, a cell phone company is a provider of electronic communication service. “Electronic
communication service” is defined to mean “any service which provides to users thereof the ability
to send or receive wire or electronic communications.” 18 U.S.C. §§ 2510(15) & 2711(1). Cell
phone service providers provide their customers with the ability to send wire communications, and
thus they are providers of electronic communication service. See 18 U.S.C. § 2510(1) (defining wire
communications).

Second, cell-site information constitutes “a record or other information pertaining to a-
subscriber to or customer of such service (not including the contents of communications).”
Historical cell-site information is arecord stored by the provider concerning the particular cell tower
used by a subscriber to make a parﬁcular cell phone call, and it is therefore “a record or other
information pertaining to a subscriber or customer.” See Jn re Application of United States for an -
Order for Disclosure of Telecommunications Records, 405 F. Supp.2d 435, 444 (S.D.N.Y. 2005)
(noting that cell-site data is “information” and “‘pertain[s]’ to a subscriber...or customer of cellular
telephone service™).

Third, cell-site information is non-content infonnaﬁon, as it does not provide the content of
any phone conversation the user has over the cell phone. See 18 U.S.C. § 2510(8) (defining the
“contents” of a communication to include information conceming its “substance, purport, or
meaning”). Thus, because historical cell-site information satisfies each of the three clements of
§ 2703(c)(1), its disclosure may be compelled pursuant to 2703(d) order. -

While the statute is unambiguous and thus resort to the legislative history is unnecessary, the

relevant and material to an ongoing criminal investigation." 18 U.S.C. § 2703(d).
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legislative history of § 2703(c)(1) nevertheless confirms that it encompasses cell-site information.
When the SCA was first enacted as part of the Electronic Communications Privacy Act (“ECPA”™)
in 1986, it permitted dis:closure pursuant to a 2703(d) order (or subpoena) of the same catch-all
category of “record[s] or other information pertaining to a subscriber or customer of such service
(notincluding the contents of communications)” now codified at 18 U.S.C. § 2703(c)(1). See ECPA -
§201,P.1.99-508, 100 Stat; 1848, 1862 (1986). The accompanying 1986 Senate report emphasized
the breadth of the “record or other information” category of information: “the information involved
is information about the customer’s use of the service[,] not the content of the customer’s
communications.” S. Rep. No. 541, 99th Cong., 2d Sess. 38 (1986), reprinrea_’ in 1986 U.S. Code
Cong. & Admin. News 3555, 3592 (1986). Moreover, cellular telephones were one of the new
technologies of particular importance to Congress when it enacted ECPA, so there is no basis to
exclude cellular telephone usage records from the scope of § 2703. .See H.R. Rep. No. 647, 99th
Cong., 2d Sess. 20-21 (1986).

Numerous recent decisions confirm the government’s view that 2703(d) orders may be used
to obtain historical cell-site records. For instance, in September 2007, United States District Court
Judge Stearns in Boston reversed a magistrate judge’s denial of a 2703(d) application for such
records. See In re Applications, 509 F. Supp. 2d 76 (D. Mass. 2007) (“Stearns D. Mass. Opinion™).
After conducting a careful analysis of the SCA’s text, Judge Stearns held that “historical cell site
information clearly satisfies” the statute’s definitional requirements, rejecting the magistrate’s
analysis and granting the application. /d. at 80.

The following month,; Judge Rosenthal in Houston confronted a similar situation: a

magistrate judge had denied the government’s application for, inter alia, historical cell-site data




under the authority of § 2703(d). See In re Application, 2007 WL 3036849 (S.D. Tex. Oct. 17,
2007). Here, too, the district court found the magistrate’s.objections on this question wholly without
merit, reversing and holding that “the Government’s request for historical cell-site information is
within the statutory authorization.” Id. at *5.

And most recently, on March 26, 2008, a federal magistrate judge in Atlanta issued an
opinion rejecting a defendant’s motion to suppress historical cell-site records acquired by means of .
a2703(d) order. See United States v. Suarez-Blanca, No. 1:07-CR-0023-MHS/AJB (N.D. Ga. Mar.
26, 2008) (copy attached as Exhibit D). In his opinion endorsing the government’s approach, the
magistrate noted — and disagreed with — the Magistrate Judge's Opinion and Order in the present
case. Id. at 32-33.

B. No Other Authority Limits the Compelled Disclosure of Historical Cell-Site
Information Pursuant to a 2703(d) Order

The Opinion;and Order erra;. at the outset by proposing to answer a legal question that is
simply not relevant to this case. -In.stead of addressing the question at hand .— whether the
government may obtain histoﬁcal cell-site records via a 2703(d) order — the decisidn below ‘places
a great deal of emphasis on determining the proper authority for obtaining such information
prospectively. Prospective cell-site information is not at issue in this case. The decision never fully
recovers from this initial wrong tﬁm, and as a result conflates the legal princ.iples actually relevant
to the government’s Application. |

In the course of the analysis, thé Magistrate lJudge cites several authorities as purported limits
on the government’s ability to compel disclosure of historical ceil-sife information pursuant to

2703(d) orders. In particular, the Opinion and Order concludes that 47 U.S.C. § 1002(a)(2); the




mobile tracking device provision of 18 U.S.C. § 3117; the text of § 2703 itself; the Fourth
Amendment; and the Wireless Communication and Public Safety Act of 1999 (“WCPSA?™) all bar
the government from compelling disclosure of cell-site information via 2703(d) orders.

However, as explained below, the cited Title 47 provision applies only.to prospective

evidence-gathering, and not to the instant Application for an order compelling historical records.

Section 3117 is likewise inapplicable because a user’s own phone is not a “tracking device” within -

the narrow meaning of that statute. On the other hand, § 2703 not only applies, but on its face

permits the government’s current Application. Finally, the customer records at issue are not

protected by the Fourth Amendment. As a result, none of these authorities prohibits or even limits
compelled production of historical cell-site information pursuant to a 2703(d) order, and the Opinion
and Order below should therefore be reversed.

1. 47 U.S.C. § 1002 Does Not Apply to Requests for Historical Recordé, and Therefore
Does Not Prohibit Compelled Production of Historical Cell-Site Information
Pursuant to a 2703(d) Order

The Opinion and Order below devotes enormous space to discussion of the 1994
Communications Assistance for Law Enforcement Act (CALEA). In particular, the decision below
places great weight on the fact that CALEA, at 47 U.S.C. § 1002(a)(2), states that

information acquired solely pursuant to the authority for pen registers. and trap and

trace devices (as defined in section 3127 of title 18, United States Code) ... shall not
mclude any information that may disclose the physical location of the subscriber.

(Emphasis supplied.) However, the present Application neither invokes nor in any wayrelies on the
pen register/trap and trace statute. On the contrary, the government’s request — for historical, not
future, cell-site records — relies on the entirely separate authority of 18 U.S.C. § 2703(d).

Because the CALEA provision quoted above mentions only the pen/trap statute, and not




§ 2703(d), it would be wholly improper to read into it what Congress chose to omit. Under the
longstandiﬁg canon of expressio unius est exclusio alterius (“the expression of one is the exclusion
of the other™), a court should presume that if “Congress wanted to include such a requirement ... it
knew exactly how to do s0.” United States v. Thornton, 306 F.3d 1355, 1359 (3d Cir. 2002). In the.
case of CALEA, this omission can hardly be called accidental. Congress was well aware of
§ 2703(d) in 1ts deliberations over CALEA; in fact, a separate portion of the Act amended § 2703(d)
to raise the showing required of the government. See Pub. L. 103-414, § 207(a) (1994).°

The decision below simply disregards the fact that 47 U.S.C. § 1002 imposes limits only on
the pen/trap statute, and not on § 2703(d). Instead, it [eans heavily in its analysis on numerous cases
applying the CALEA restriction to government requests for prospective collection of future cell-site

records.f

* Nor does expressio unius produce an absurd result in this instance. A pen register order
may issue where the government has made a mere certification of relevance. See 18 U.S.C.
§ 3123(a)(1). In contrast, § 2703(d) imposes the higher “specific and articulable facts” criterion. -
See H. Rep. No. 827, 103d Cong., 2d Sess. 31 (1994) (noting that change in required 2703(d)
showing from relevance to specific and articulable facts “rais[es] the standard”), reprinted in
1994 U.S. Code Cong. & Admin. News 3489, 3511.

¢ Magistrates and district courts have disagreed over whether § 2703 and the pen register
statute can be used together to compel disclosure of cell-site information prospectively, an issue
not raised in this case. Compare In re Application of United States for an Order for Prospective
Cell Site Location Information, 460 F. Supp. 2d 448 (S.D.N.Y. 2006) (upholding “hybrid” use of
2703(d) orders and pen/trap statute to compel prospective disclosure of cell-site information)
with In re Application of United States for an Order Authorizing Use of a Pen Register and Trap
and Trace Device, 396 F. Supp. 2d 294 (E.D.N.Y. 2005) (rejecting such hybrid orders).

However, as the Magistrate Judge's Opinion and Order concedes, see 534 F. Supp. 2d at
600, even judges who have rejected prospective hybrid orders for cell-site information have
agreed that compelled disclosure of historical cell-site information pursuant to 2703(d) orders is
proper. See, e.g., 396 F. Supp. 2d at 327 (“The applicable statutes allow the government to
obtain historical cell site information on the basis of a showing less exacting than probable cause,
but do not allow it to obtain such information prospectively on a real-time basis.”).
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The Magistrate’s opinion acknowledges the prior decisions holding (or implying) that
historical cell-site records may be obtained by way of § 2703(d). In the same breath, however, the
decision below dismisses that same precedent with the surprising claim that the legal distinction
between prospective and historical cell-site records is “largely-unexplained.” 534 F. Supp. 2d at 603.
In fact, the government submits that the distinction is indeed clear, depending as it does on the
explicit wording and structure of the pertinent statutes.

In crafting the federal statutes regulating governmental access to telecommunications records,
Congress has unambiguously distinguished between historical (stored) and future records. Most
prominently, Chapter 121 of Title 18 (the Stored Communications Act, §§ 2701 ef seq.) stands in
contrast to the Wiretap Act (Chapter 119) and the pen register statute (Chapter 206), both of which
exclusively regulate prospective, ongoing surveillance (of content and non-content, respectively).
Thus, the mechanism for obtaining historical telephone calling records — a subpoena, as provided
for at § 2703(c)(2)(C) — differs from the authority under the pen/trai) statute for lmonitoring the
telephone numbers of future calls to or from a target telephone.

The decision below improperly disregards this key aspect of the statutes. Because it wrongly
relies on the CALEA limitation (and cases applying it) fo conciude that the stéfutes “do not
distinguish between hiétoric[al] aﬁci prospective [cell-site records],” 534 F. Supp. 2& at 586 n4, its
analysis should be rejected. |

2. The Statutory Provisions Concerning “Tracking Devices” Do Not Limit Compeiled
Disclosure of Historical Cell-Site Information

The Opinion and Order also asserts that the United States may not use a 2703(d) order here-

because historical cell-site information is a communication from a “tracking device” as defined in
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18 U.S.C. §3117. See 534 F. Supp. 2d at 601-07. The analysis, however, is simply not supportable.
As explained below, “tracking device” communications are excluded only from the definition of
“electronic communication”; cellular telephone calls are instead “wire communications,” a defined
term with no comparable exclusion. Second, a user’s own wireless phone-is not a “tracking device”
within the narrow meaning of the statute.

The decision below relies heavily on 18 U.S.C. § 2510(12)(C), which excludes “any
communication from a tracking device™ from the definition of “electronic communication.” Under
the reasoning of the Opinion and Order, this provision excludes cell-site records from the reach of
ECPA. In reaching this conclusion, however, the opinion overlooks one crucial, plainly expressed
statutory distinction: cellular telephone calls are not “electronic. communications” under any
circumstances. On the contrary, conventional cellular calls are instead “wire communications™ as
defined at section 2510(1)." Of equal importance, the “wire” and “electronic” categories are
zﬁutually exclusive: a “wire communication” cannot, under the express terms of the statute, also be
an “electronic communication.” See § 2510(12)(A) (“*electronic communication’ ... does not
include~(A) any wire or oral communication”). Thus, properly analyzed under the statute, historical
. cell-site information concerning a wireless telephone call is plainly. “a record or other information
pertaining to a subscriber” using a service provider’s network to send and receive “‘wire

communications.” See Stearns D. Mass. Opinion, 509 F. Supp. 2d at 80 (reversing magistrate

" The essential distinction is that a “wire communication” necessarily involves the human
voice. See § 2510(1) (defining “wire communication™) and § 2510 (defining “aural transfer”); S.
Rep. No. 541, 99™ Cong., 2d Sess. 11 (1986), reprinted in 1986 U.S. Code Cong. & Admin.
News 3555, 3565 (“cellular communications — whether they are between two cellular telephones
or between a cellular telephone and a ‘land line’ telephone — are included in the definition of
‘wire communications’ and are covered by the statute”).
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judge’s contrary conclusion).

The decision below overlooks these clearly articulated distinctions. Instead, the opinion
dwells at length on the definition of an inapposite term (“electronic communication™). Having done
so, the Opinion and Order further distorts the statute by construing the clear phrase “record or other
information pertaining to a subscriber” to exclade

information " that is regarding or derived under a service (e.g., a tracking

capability/function) that may be used to facilitate the provision of an electronic

communication service (e.g., the transmission of voice/text material), but that is not

itself an electronic communication service (as, e.g., by definition).

534 F. Supp. at 604 (footnote omitted). Because this | unduly compiicated interpretation —
unsupported by even a single citation to the legislative history of the statute — does vioience to.the
plain meaning of “pertaining to,” this Court mﬁst reject it. See Malloy . Eic}zler, 860 F .2d 1179,
1183 (3d Cir. 1988) (“Wiaere the language of the statute is clear, only ‘the most extraordinary
showing of contrary intentionsf Justify altering the plain meaning of a statute.”) (quoting Garcia v.
United States, 469 U.S. 70, 75 (1984)). | |

In addition, Ithe decision below errs iln finding that the target celll phone was a “tracking
device” within the meaning of 18 UV.S.C. § 31 17. Thisroverly expansive reading runs contrary to the
language, structure, and legisla-tive histor& of ECPA, and it would significantly undermine privacy
protections for users of commum’catioﬁ networks. |

The sffucture of 18 U.S.C. § 3117 makes clear that a “tracking device” is a hoining device
installed by the government. Specifically, 18 U.S.C. § 3117(a) ‘applies only when a court is

authorized to issue an order “for the installation of a mobile tracking device.” It then provides that

“such order may authorize the use of that device within the jurisdiction of the court, and outside that
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jurisdiction if the device is installed in that jurisdiction.” /d. Thus, the purpose of the tracking device
statute is to provide a court with extra-territorial jurisdiction over use of tracking devices mstalled
within its jurisdiction. Given the limited purpose of the tracking device statute, there is no basis for
interpreting “tracking device” broadly to encompass devices which the government would never
have any reason to apply to a court to install or use. See Stearns D. Mass. Opinion, 509 F. Supp. 2d
at81 n.11(§ 3117 “governs the ‘installation’ of tracking devices. The ‘tracking’ of a cell phone does
not require the installation of any sort of device.”); In re Application, 405 F. Supp. 2d 435,449 n.8
(S.D.N.Y. 2005) (same). |

The leg_islgtive history of § 3117 is equally clear that “tracking devices” are homing devices,
not cell phonés or other communications technologies. Most Obviously, the 1986 House Réport on
ECPA cites the two landmark Supreme .Court decisions concerning “beeper” homing devices,
United Stétes v. Knotts, 460 U.S. 276 (1983) (beeper installed in can of chloroform and used lto track
movements of carj and United Sta?es v. Karo, 468 U.S. 705 (1984) (bééper installed in cranr of ether
expected to be used in production of cocaine). No mention is made of cellular telephones.

Likewise, the Senate Report on ECPA includes a glossary of technological terms. The
glossary, which deﬁnes electronic tracking devices separately ffom cell phones and pagers, defines
“electronic tracking devices” as follows:

These are one-way radio communication devices that emit a signal on a specific radio

frequency. This signal can be received by special tracking equipment, and allows the
user to trace the geographical location of the transponder. Such “homing” devices are
used by law enforcement personnel to keep track of the physical whereabouts of the

- sending unit, which might be placed in an automobile, on a person, or in some other
1termn.

S. Rep. No. 541; 99th Cong., 2d Sess. 10 (1986), reprinted in 1986 U.S. Code Cong. & Admin.
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News 3555, 3564 (1986).
Even more revealing is the fact that the very same 1986 legislation® addresses cellular

telephone technology extensively in numerous other provisions unrelated to “tracking devices.”

Congress enacted ECPA because the Wiretap Act “had not kept pace with the development of

communications and computer technology.” S. Rep. No. 541, 99th Cong., 2d Sess. 2 (1986), -

reprinted in 1986 U.S. Code Cong. & Admin. News 3555, 3556 (1986). Cellular phones were one
of the new technologies of particular importance to Congress, see id. at 2 & 9, .and cellular
technology is central to much of ECPA’s legislative history. See id. at 2,4, 6- 9, 11-12, 21, & 29-30.

Congress made clear that cellular communications were to be protected as wire
communications by the Wiretap Act and the SCA. In particular, Congress amended the definition
of “wire communication” to ensure that it encompassed cellular communications by inserting the
phrase “including the use of such connection in a switching station” into 18 U.S.C. § 2510(1). See
ECPA § 101, Pub. L. No. 99-508, 100 Stat. 1848 (1986). As noted by the Senate Report on. ECPA,
“[t]his subparagraph makes clear that cellular communications--whether they are between two
cellular telephones or between a cellular telephone and a ‘land line’ telephone--are included in the
definition of ‘wire communications’ and are covered by the statute.” S. Rep. No. 541, 99th Cong.,
2d Seés. 11 (1986), reprinted in 1986 U.S. Code Cong. & Admin. News 3555, 3565 (1986).

Despite this extensive discussion of cell phones throughout ECPA’s legislative history, there

is not a scintilla of evidence in the legislative history that Congress intended cell phones to be

classified as tracking devices. Instead, all discussion of tracking devices suggests that Cohgress

* The tracking device statute was enacted as part of ECPA. See Pub. L. No. 99-508, 100
Stat. 1848, § 108 (1986).
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understood tracking devices to be homing devices installed by the government.

There is no reason to supply “tracking device” with a meaning much broader than that
intended by Congress, especially because doing so would deny many communications the privacy
protection Congress intended them to have. If cell phones were classified as “tracking devices,” text
messages or e-mail transmitted from them would not be “clectronic communications” under 18
U.S.C. § 2510(12)(C). As aresult, such communications would fall outside the scope of the Wiretap
Act, and it would no longer be a federal crime for an eavesdropper to intercept them. See 18 U.S.C.
§ 2511(1)(a) (criminalizing interception of wire, oral, and electronic communications). This resuit
is plainly contrary to Congress’s purposes in passing ECPA, and the Opinion and Order's expansive
interpretation of “tracking device” should therefore be rejected.

Moreover, if “tracking device” were given the broad interpretation adopted below, nearly all

communications devices would be tracking devices. Certainly any device relying on the cellular:

communication system (including many pagers, text messaging devices such-as Blackberries, and
cellular Internet systems) would be a “tracking device.” The same is also true of banking ATMs,
‘ retail credit-card terminals, or even landline telephones (since itis possible to determine information
about a person’s location from his use of each). But the Magistrate Judge's reasoning extends muqh
further. It is generally possible to determine the physical location of a user connected to the Internet,
and the whereabouts of fugitives and other suspects are frequently discovered based on their use of
Internet-connected computers. Treating all such devices as “tracking devices” grossly distorts
§ 3117's scope and purpose, and this Court should reject the Magistrate Judge's overly broad reading
of the statate. See United States v. Schneider, 14 F .3d 876, 880 (3d Cir. 1994) (a court has an

obligation to construe statutes to avoid absurd results).
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A recent opinion from the Eastern District of California underscores all of these points:

No use of cell phones and cell towers for tracking was expressly contemplated, and
perhaps was not even possible in 1986. Certainly the legislative history gives no such
indication. :

In addition, it would prove far too much to find that Congress contemplated
legislating about cell phones as tracking devices. For example, if an agent presently
used a cell phone to communicate the whereabouts of a suspect by using the phone's
video feature while he was surveilling the suspect, one could fit this sitnation into the
words of the statute-one was using an electronic device which “permitted” the
tracking of the suspect. Or, take the example of the ubiquitous monitoring cameras,

“such as the “red light,” parking lot or freeway cameras. These cameras track the
location of many persons, albeit in a confined location, and could also fit in with the
words of the statute. It is best to take the cue from Congress in this respect of
electronic tracking devices, and confine § 3117(b) to the transponder type devices
placed upon the object or person to be tracked.

In re Application for an Order Authorizing the Extensioﬁ and Use of a Pen Register Device, 2007
WL 397129 (E.D. Cal. Feb. 1, 2007). |

Thus, even if it were the case that cellular telephone calls were “electronic communications”
— as set forth aiaove, they unquestionably are not — the “trlackingr dévice” exclusion from the
definition of that term is irrelevant because a user’s 6wn phone falls outside the narrow scope of that

defined term.® For this reason as well, the decision below should be reversed.

® The Opinion and Order asserts that the use of tracking devices pursuant to 18 U.S.C.

§ 3117 requires probable cause. 534 F. Supp. 2d at 595. Even if a subscriber’s own cell phone
were a “tracking device,” it-would not follow that a Rule 41 warrant founded on a showing of
probable cause would be required to obtain historical cell-site records. First, as the Advisory
Committee Notes to the 2006 amendments to Rule 41 explain, if “officers intend to install and
use the [tracking] device without implicating any Fourth Amendment rights, there is no need to
obtain the warrant.” Fed. R. Crim. P. 41, Advisory Comm. Notes to 2006 Amendments,
Subdivision (b). The Committee Notes further explain that “[t]he tracking device statute, 18
U.S.C. § 3117, does not specify the standard an applicant must meet to install a tracking device.”
Id. at subdivision {(d).

Indeed, the statute does not even prohibit the use of a tracking device in the absence of ..
conformity with § 3117. See United States v. Gbemisola, 225 F.3d 753, 758 (D.C. Cir. 2000)
(““But by contrast to statutes governing other kinds of electronic surveillance devices, section
3117 does not prohibit the use of a tracking device in the absence of conformity with the
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3. Section 2703(d) Does Not Permit a Court to Demand a Showing of Probable Cause

The Opinion and Order also asserts that § 2703 permits a court to demand a showing of
probable cause as a precondition to issuance of a 2703(d) order. This conclusion allegedly flows
from the express language and structure of § 2703. Instead, the text of the statute points to the
opposite reading.

Asbefore, “every exercise of statutory interpretation begins with an examination of the plain
language of the statute.” Rosenberg v. XM Ventures, 274 F.3d 137, 141 (3d Cir. 2001). Where
statutory language is “plain. and unambiguous,” no further inquiry is necessary. Id. On its face,

§ 2703(d) demands a showing of “specific and articulable facts.” Nowhere does that subsection state,
or even tmply, that probable cause is of may be demanded.

Section 2703(c) permits the government to use any of various methods to obtain stored, non-
content customer records. As the House Judiciary Committee noted in its report accompanyihg
ECPA Vin 1986, | |

the govemmenf ﬁust use one of three sets of authorized procedures. The government

can rely on administrative subpoenas or grand jury subpoenas to the extent that such

processes are legally authorized. Alternatively, the government can use a search

warrant. Finally, the government can seek a court order directing the disclosure of

such records. - If a court order is sought then the government must meet the
procedural requirements of subsection (d).

H. Rep. No. 647, 99" Cong, 2d Sess. 69 (1986) (emphasis added). Current § 2703(c)(1) preserves
this structure, explicitly making 2703(d) orders a means of compelling records separate from and
alternative to a warrant based on probable cause. Compare § 2703(c)(1)(A) (authorizing use of

search warrant under Rule 41) with § 2703(c)(1)(B) (authorizing use of 2703(d) court order).

section.”) (emphasis in original); In re Application, 405 F. Supp. 2d at 449 n.8 (same).
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To do as the Magistrate Judge did below, and insist that a § 2703(d) application set forth
probable cause, is in effect to demand a warrant, and thus to render part of the statute superfluous.
This contravenes the longstanding canon that a court should, whenever possible, give effect to every
provision of a statute. See, e.g., Tavarez v. Klingensmifh, 372 F.3d 188, 190 (3d Cir. 2004).

Even if the text of the statute were not clear on its face, an examination of the legislative
history confirms Congress’s intent that a 2703(d) court order be granted on less than probable cause.
As originally enacted in 1986, § 2703(d) required only a showing that “there is reason to believe ...
the records or-other information sought, are relevant to a legitimate law enforcement inquiry.”-Pub.
L. 99-508, § 201 (1986). Eight years later, Congress affirmatively chose to raise the test to the

current “specific and articulable facts” standard. See Pub. L. 103-414, § 207(a) (1994). As the
accompanying House Judiciary Committee report makes clear, this is “an interme;iiate standard ...

higher than a subpoena, but not a probable cause warrant.” H. Rep. No. 827, 103d Cong., 2d Sess.

31 (1994) (emphasis added), reprinted in 1994 U.S. Code Cong. & Admin. News 3489, 3511.

4, The Fourth Amendment Does Not Bar Compelled Disclosure of Historical Cell-Site
Information Pursuant to a 2703(d) Order

Finally, the Opinion and Order suggests that a user has a reasoﬁable éxpectation of privacy
in historical cell-site information. 534 F. Supi). 2d at 610-11. This conclusion is incorrect for two
distinct reasons. First, under the established principles of United States v. Miiler, 425 U.S. 435
_(1976), and Smith v. Maryland, 442 U.S. 735 (1979), there is no reasonable expectation of privacy
in such information, and, accordingly, no Fourth Amendment-protected privacy interest. Second,
historical cell-site information is far too imprecise by any measure to intrude upon a reasonable -

expectation of privacy. Thus, the Fourth Amendment does not limit disclosure of historical cell-site

19




informatioﬁ pursuant to 2703(d) orders.

The cell-site data that the government 1s seeking is not in the hands of the cell phone user at
all, but rather is in the business records of a third party — the cell phone company. The Supreme
Court has held that a customer has no privacy interest in business records of this kind. Addressing
a Fourth Amendment challenge to a third party subpoena for bank records, the Court held in United
Statesv. Miller, 425 U.S. 435 (1976), that the bank’s records “are not respondent's ‘private papers’”
~ but are “the business records of the banks™ in which a customer “can assert neither ownership nor
possession.” Miller, 425 U.S. at 440; see also SEC v. Jerry I. O'Brien, Inc., 467 U.S. 735, 743
(1984) ("when a person communicates information to a third party ... he cannot object if the third
party conveys that mformation or records thereof to law enforcement authorities"). Thus, an
‘individual has no Fourth Amendment-protected privacy iterest in business records such as cell-site
connection information, to the extent the récords are kept, maintained and used by a cell phone
company in the normal course of business. If anything, the privacy interest in cell-site information
is even less than the privacy interest in a dialed phone number or bank records. The location of the
cell phone tower handling a customer's call is generated internally by the phone company and is not
typically known by the customer. A customer's Fourth Amendment rights are not violated wﬁen fhe
phone company reveals to the government its.own records that were never in the poésession of the
customer.

The Court’s reasoning in Smith v. Marylaﬁd leads to the sameresult. In Smi?h, the Court held
both that telephone users had no subjectivé expectation of pri§acy in dialed telephone numbers and
also that any such expectation is not one that society is prepared to recognize as reasonable. See

Smith, 442 U.S. at 742-44. The Court's reasoning applies equally to cell-site information. First, the
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Court stated: “we doubt that people in general entertain any actual expectation of pnivacy in the
numbers they dial. All telephone users realize that they must ‘convey’ phone numbers to-the
telephone company, since it is through telephone company switching equipment that their calls are

completed.” Id. at 742. Similarly, cell phone users understand that they must send a radio signal

which is received by a cell phone company's antenna in order to route their call to its intended -

recipient. (Indeed, cell phone users are intimately familiar with the relationship between call quality

and radio signal stréngth, as typically indicated by a series of bars on their phones’ displays.)

Second, under the reasoning ef Smith, any subjective expectation of privacy in cell-site

information is unreasonable. In Smith, the Court explicitly held that “even if petitioner did harbor -

some subjective expectation that the phone numbers he dialed would remain private, this expectation
is not one that society is prepared to recognize as reasonable.” Id. at 743 (internal quotation
omitted). It noted that “[t}his Court consistently has held that a person has no legitimate éxpeptation
of privacy in information he voluntarily turns over to third parties.” Id. at 743-44. In Smith, the user
“voluntarily conveyed numerical information to the telephone company” and thereby “assumed the
risk that the compary would reveal to the police the numbers he dhaled.” Id. at 744. Here, a cell
phone user transmits a signal to a cell tower for his call to be connected and thereby assumes the risk
that tht_: cell phone provider will reveal the cell-site information to law enforcement. Thus, it makes
no difference if some users have never thought about how their cell phones work; a cell phone user
can have no expectation of privacy in cell-site information.

As a business record in the possession of a third party, cell-site information should not be

judged under Fourth Amendment standards for transponders and similar tracking devices

surreptitiously installed by the government. However, even measured against the constitutional
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standards articulated by the Supreme Court in this area, there is no reasonable expectatién of privacy
in cell-site information. The mere use of a tracking device, even when surreptitiously placed by the
government, does not implicate Fourth Amendment privacy concerns. See United States v. Knotts,
460 U.S. 276, 282 (1983) (police monitoring of beeper signals along public roads did not invade any
legitimate expectation of privacy). To be of constitutional concern, a surreptitiously installed
tracking device must reveal facts about the interior of a constitutionally protected space. See United
States v. Karo, 468 U.S. 705, 713 (1984) (distinguishing Knotts and holding that police monitoring
of a beeper that disclosed information about the interior of a private residence, not open to visual
surveillance, required a warrant).

The Opinion and Order's “Technological Development Overview” makes certain claims
about wireless telephone location information: 1) that wireless phone companies “store cell tower
registration histories” reflecting a phone’s location at seven-second intervals; 2) that “the location -
of just the nearest tower itself can place the phone within approximately 200 feet”; and 3) that
triangulation techniques or GPS capabilities make a user’s location “precisély determinable” to
within as little as 50 feet. 534 F. Supp. 2d at 589-90. The first two claims are demonstrably false,
and the third clamm (also incorrect) is irrelevant to the separate type of records sought in the instant
Application.

On the first issue, the Opinion and Order is correct that a wireless phone, when first powered
on, “régisters” with a nearby tower, and that the phone thereafter periodically re-registers with the

‘network Gver time. (Network av;rareness of a phone’s approximate recent whereabouts makes
delivery of incoming calls more efficient.) However, no “history” of these events is maintained:

once a phone moves into the coverage area of a new tower and registers with it, the prior information

22




is no longer useful, and the network management software simply deletes the prior registration data.
Put differently, the only “registration™ data in a carrier’s possession at any given moment is the

current information. No tower registration history is kept.

As Exhibit C makes clear, historical cell-site data retained by the carrers — that 1s; the
category of information called for by the government’s Application in this case — reflects only the
identity of the serving tower (and sector, if applicable)} when the phone is in active use. The carrier
recorded and preserved the cell-site information only at the start and end of actual telephone calls
occurring over a few days. Plainly, a typical record such as Exhibit C does not even reveal the
location of a nearby cell tower — let alone the phone user’s own location — at 7-second intervals.

In making the second claim, the Opinion and Order cites only to a single law student note,
which says

[a] very general sense of a phone's is [sic] can be gathered by tracking the location

of the tower being used during a call. In urban areas, where there are many towers,

this may give a picture location [sic] within a couple hundred feet. In rurai areas,

towers may be miles apart. A slightly more accurate location picture can be generated

by tracking which 120 degree “face” of the tower is receiving a cell phone's signal.

Kevin McLaughlin, The Fourth Amendment and Cell Phone Location Tracking: Where Are We?,
29 Hastings Comm. & Ent. L.J. 421, 426-27 (Spring 2007). The author’s sole source for these
claims is a recent decision, /n re Application of United States for an Order for Disclosure of

Telecommunications Records, 405 F. Supp. 2d 435 (S.D.N.Y. 2005), which in fact contradicts the

key assertion about precision in urban settings:

In suburban or rural areas, towers can be many miles apart. The Court has examined
a map of cellular towers of a provider in lower Manhattan, which is one of the areas
more densely populated by towers. In this area, the towers may be anywhere from
several hundred feet to as many as 2000 feet or more apart.

[.]
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The information does not pinpoint a user’s location within a building. Instead, it only
identifies a nearby cell tower and, for some carriers, a 120-degree face of that tower.
These towers can be up to 10 or more miles apart in rural areas and mavbeuptoa
half-mile or more apart even in urban areas.

Id. at 437 & 449 (expressly rejecti.ng' claim that Fourth Amendment protects su.c;,h general location
information) (emphasis édded).

The Opinion and Order's second claim also contradicts repeated ﬁndiﬂgs -.(Qf the Federal
Communications Commission, which relies on the advice of skilled teleéommunications engineers
{(both on FCC staff aﬁd those employed by carrieré ﬁling pﬁblic comments). In one proceeding, for
instance, the FCC found that a certain location-finding technique accurate to within 500-1000
meters (roughly 164l0-328(.) ft.) “wogld be significantly more precise” than “the location of the cell
site or sector receiving the call.” In re Revisiorlt of the Commission’s Rules to Ensure Coméatibility
with Enhanced 911 Emergency Calling Systems, 15 FCC Rced. 17442, 174_62 (Sept. 8, 2000)."° The
Commission went on to note that simple cell-site information “can in some’'instances be misleading,
as wireless calls are not always handled by the nearesf cell.” Id.

Given a stark choice between crediting a lone law student (in this case, one misstating the

‘factual findings of a federal cc;urt) and the FCC, the government respectfully suggests to this Court
that the FCC is more credible. For the same reasons, the Opinion and Order's claim that histonical

cell-site records “place the phone within approximately 200 feet” should also be rejected.

10 See also In re Revision of the Commission’s Rules to Ensure Compatibility with
Enhanced 911 Emergency Calling Systems, 16 FCC Red. 18305, 18311 n.49 (Oct. 12, 2001)

(similar technique to locate phone within a 1000-meter radius held to be “a notable improvement.

in accuracy and reliability over ... the location of the cell site or sector receiving the call.”); In re
Revision of the Commission’s Rules to Ensure Compatibility with Enhanced 911 Emergency
Calling Systems, 14 FCC Red. 17388, 17414 (Oct. 6, 1999) (accuracy of 285 meters — 311 feet —
“would be far more accurate than ... cell site location information.”) (emphasis added).
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The Opinion and Order's third claim — that triangulation techniques or GPS capabilities
currently make a user’s location “precisely determinable” to within as. Httle as 50 féet —is simply
inapposite.”! Those entirely distinct techniques relate to real-time (or prospective) location-finding
capabilities, “Enhapced 9-1-1 Phase II” in FCC parlance. As noted explicitly in all of the FCC
documents referenced above, these prospective location-finding capabilities have been imposed by
the FCC for the very reason that cell-site data (“Phase I information) is sé imprecise.

Simply put, the government’s present Application seeks only historical cell-site — that is,

single-tower and sector — records. It does not seek GPS or “riangulation” information, which is in
any event almost never available for past time periods."? Rather, the government has requested only
the type of records shown in Exhibit C. | -‘

As an examﬁle, the ﬁrgt liné of Exhibit C shows a May 1, 2007 call in the Boston area,
Location Area Code 4361, from Cell ID 49874. A separéte spreadsheet (supplied by the cérrier) that.
contains only general infc;rmatiox-l‘labout tower attributesl — that is, no information about specific

customer activities or usage — reveals that Cell ID 49874 corresponds to face number 1 (of3) ona

1" As an aside, the government notes that this is also an exaggeration. Current FCC
regulations for emergency (911) calls require that, by September 11, 2012 — more than four years
hence — carriers be able to deliver location data at a level of 100 meters for 67 percent of calls
and 300 meters for 95 percent of calls (for so-called “network-based” solutions), and 50 meters
for 67 percent of calls and 150 meters for 95 percent of calls (for handset-based solutions). See
47 C.ER. § 20.18(h)(1)(i), (i1). These requirements apply only to customer-initiated calls to a
“public safety answering point” (911 operators). Moreover, the deadline for regulatory
compliance has been delayed repeatedly in recent years, in large part because of carrier
opposition or non-compliance. :

12 Carriers do not typically generate and retain more precise location records in the
normal course. The exceptions to this general rule are so-called “kiddie tracker” phones, where —
for a separate fee — some carriers offer a'service for parents to monitor the movement of a child’s
phone. See, e.g., http://www.alltel. com/familyfinder . These services are not included. in
standard feature packages, and are often restricted to certain handsets. See, e.g., id. -
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tower at a particular location north of Boston. Here, this means that the target phone was likely, but
not necessarily, roughly northeast of the specified tower coordinates. It does not give the coordimates
of the target phone itself, nor even an approximate indication of its distance from the tower; instead
it only suggésts an area tens of thousands (or more) square yards large in which the target phone was
used. As noted above by the FCC, the fact that wireless calls are not always handled by the nearest
cell further contributes to the generality and imprecision of this information.

Thus, cellular phone companieé’ historical records of cell-site usage are much too imprecise
to tell whether calls have been made or received from a constitutionally protected space, let alone
to reveal facts about the interiors of private homes or other protected spaces. See 405F. Supp. 2d
at 449 (cell-site information “does not provide a ‘virtual map’ of the user’s loeation.... The
information does not pinpoint a user’s location within a bﬁilding.”).

As a final basis to support the notion that customers enjoy Fourth Amendment rights in the
routine business records of their wireless providers, the Opinion and Order cites a range of statutes
purportedly conferring constitutional rights. For instance, the decision below invokes the Wireless
Communication and Public Safety Act of 1999 (WCPSA), 47 U.S.C. § 222(f), asserting that it
“expreésly recbénizes the importancé of an individual’s expectation of im'vacy in her physical
location.” 534 F. Supp. 2d at 610, o |

Infact, hovs.rever, the WCPSA offers no such récognition. Ins,teéd, the WCPSA simply states

that “[e]xcept as required by law or with the approval of the customer, a telecommunications carrier

that receives or obtains customer proprietary network information by virtue of its provision of a
telecommunications service shall only use, disclose, or permit access to individually identifiable

customer proprietafy network mformation” in certain specified situations. 47 US.C. § 222(c)(1).
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-(emphasis added). The phrase “except as required by law” encompasses appropriate criminal legal
process. See Parastino v. Conestoga Tel & Tel. Co., No. Civ. A 99-679, 1999 WL 636664, at *1-2
(E.D.Pa, Aug. 18, 1999) (holding that a valid subpoena falls within the “except as required by law”
exception of § 222(c)(1)). Thus, the WCSPA does not create or reinforce any constitutional
expectation of privacy, and therefore imposes no bar to the disclosure of cell-site information
pursuant to 2703(d) orders.

More importantly, a federal statute cannot in any event establish a constitutional norm. As
the Fifth Circuit has observed in analyzing the Right to Financial Privacy Act,
[w]hile it is evident that Congress has expanded individuals’ right to privacy in bank records

of their accounts, appellees are mistaken in their contention that the expansion is of
constitutional dimensions. The rights created by Congress are statutory, not constitutional.

United States v. Kington, 801 F.2d 733, 737 (5" Cir. 1986) (emphasis supplied).

Thus, because there is no reasonable expectation of privacy in historical cell-site records, the

Fourth Amendment does not limit compelled disclosure of such records pursuant to a 2703(d) order.
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V. CONCLUSION
For these reasons, thé government respectfully submits that this Court should reverse the

Opinton and Order below and grant the Application in the instant case.
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IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF PENNSYLVANIA

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN
ORDER DIRECTING A PROVIDER.
OF ELECTRONIC COMMUNICATION
SERVICE TO DISCLOSE RECORDS
TO THE GOVERNMENT

Magistrate's No.: 07-524

S Nt v vt Nt S s

GOVERNMENT'S REPLY MEMORANDUM OF LAW
IN SUPPORT OF REQUEST FOR REVIEW

AND NOW cdmes the United States of America by its attorneys, Mary Beth Buch.arllan, |
United States Attorney for the Western District of Pennsylvania, and P’aul E. Hull, Assistant United
States Attorney for said district, and hereby files this reply to the memoranda of law filed by amici
curiae Electronic Froﬂtiér Foundati'on et al. (“EFF™), Susan Freiwald, and the Federal Public
" Defender. For the reasons set forth below, the government respectfully.asks thié Court to revefse

the Opinion and Order and grant the Application in the instant case.

SUMMARY OF ARGUMENT

At the outset, the Government com.ﬁlends amici EFF and Freiwald for acknowi_edging .
essentiai legal errors in the feasoning ofthe Opinion and Order below. For example, amici EFF and
the Federal Public Defender acin;it thaf histqﬁcal cell-site information is “a record or other -
information pertaining to a subscﬁber,” ;nd that it therefore falls within the scope of section 2703,
contrary to the ruling belov;r. See Brief of Amici Curiae Electronic Frontier Foundation et al. (“EFF
Mem.”) at 6-8; Brief of Amicus Curiae Federal Public Defender (“FPD Mem.”) at 3 (amicus r“do.es
nbt agree that [cell-site location information] is excluded from protection under the [Stored

Communications Act]™).




Similarly, amicus EFF concedes that 47 U.S.C. § 1002 — upon which the Opinion and Order
places so much weight — does not even apply to the Government’s present application for historical
cell-site records. See EFF Mem. at 13. And both EFF and the Federal Public Defender acknowledge
that the Opinion and Order mistakenly relies upon other, equally inapplicable federai statutes to
- support its erroneous conclusions. See EFF Mem. at 10-12 (discussing 18 U.S.C. §3117,47U.S.C.
§ 222, and Rule 41); FPD Mem. at 2-3.

Nothwithstanding these crucial concessions, amici put forward two main lines of 'argument
in opposition to the Government’s appeal. First, amici claim that historical cell-site records are
protected by thé Fourth Amendment, and that governmental access to them requires a probable cause
order. In addition, amici claim that law enforcement access to such records via a 2703(d) “specific
and articulable facts’; court order enables “dragnet surveillance,” and that a court has discretion to
demand a showing of probable cause notwithstanding the express language of the statute. Neither
set of claims survives examination, and the Court should therefore reverse the Opinton and Order

below and grant the instant Application.

L. THE FOURTH AMENDMENT DOES NOT BAR COMPELLED DISCLOSURE
OF HISTORICAL CELL-SITE RECORDS PURSUANT TO A 2703(d) ORDER

Amici argue at length that historical cell-site records enjoy Fourth Amendment pfotection.
Specifically, they assert that such records “réveal[] an individual’s location in a private space.” EFF
Mem. at 18; see also Freiwald Mem. alt 2 (*CSLI, even if imprecise, will almost always indicate
constitutionally-pfotected information about the inside of a home™). For several reasons, these

contentions are wholly without merit.




A. Cell-Site Records Are Too Imprecise To Indicate
That A Wireless Phone Is Within a Constltutlonallv Protected Prlvate Area

To begin with, amici provxde no factual support whatsoever for their claims about the
specificity of historical cell-site records. They neither rebut nor diétiﬂguish the authorities cited by
the Government — including three separate FCC reports — establishing that ceil—site records cannot
identify a phone’-s location more accurately than a range of a few hundfed n-leters atbest.! And amici
simply ignore the sample records, attached to the Government’s opening brief as Exhibit C,
illustrating that stored CSLI r-e-vealls only the loc;ation of the serving t;)wer/face but .not the precise
location of the phone itself.?

Instead, amicus EFF attempts to diminish the imp.ortance c‘)f tﬁese sburces — and, it would
seem, to draw attention away from its own total failure to present.fac.tual informatioﬁ 1n support of
its position—with the aside that “[t]he government quibbles with Magistrate Judge Lenihan’s factual
findings.” EFF Mem..at 22. Even wérse, amicﬁé Freiwald specula;ces that “CSLI will grow dnly
more precise over time,” Freiwald Mem. at 2, without offering any sﬁpport for this claim. The
Government respectfully submits that the Court shoﬁld decide tile peﬁding Applicati(.)n-on the basis
- of the facts before it, and not on amici’s Vague speculation about distant future evolution of the

relevant technology.

1See Govt’s Mem. at 23-24 (quoting three FCC reports and one federal court opinion).

2 Amicus Federal Public Defender sows confusion with its discussion (FPD Mem. at 10-
11) of mid-call handoffs between cellular towers. Amicus does not establish that such handoffs —
which occur as a routine matter literally millions of times a day across the U.S. — involve _
“triangulation” of the phone’s precise location. The Court need not resolve this factual question,
however, for one simple reason: regardless of the Government’s request, no such purported “call
handoff” location records are stored and retained by the carriers, as even a cursory examination
of Exhibit C reveals.



TR e

B. Historical Cell-Site Records Are Created and Retained
By Wireless Carriers in the Ordinary Course of Business,
And Are Therefore Not Subject to a Reasonable Expectation of Privacy

In addition, amici offer contradictory assertions about the manner in which wireless carriers
acquire and retain historical cell-site records. Amicus EFF correctly concedes that the ;‘ecords at
issue in this proceeding are “routinely generated and recorded by the cell phone service providér in
the ordinary course of providing communications service to its customér.” EFF Mém. at 6; see also
id. at 30 {“CSLI s ... generated by the provider itself as part of its provision of service. ... Thf; t;)wer
information is generated whenever the phone is on. The provider decides what hist(;rical tower call
records to keep.”) In contrast, amicus Freiwald claims, without any support,’ that wireless carriers

keep this information at the direction of law enforcement. See Freiwald Mem. at 13.

" GivenEFF’s concession, the Court can and should resolve any Fourth Amendment question

under the rule articulated in United States v. Miller, 425 U.S. 435 (1976). Just as bank records “are

not respondent's ‘private papers’” but are “the business records of the banks” in which a customer
“can assert neither ownership nor possession,” id. at 440, historical cell-site recordé are the business
records — routinely created and retained without government compulsion — of wireless telephone
carriers.

In that respect, historical cell-site records are no different from any other transaction records.
For instance, records of past credit card transactions will often serve to place a person at a given
location at a specific time, yet under established Fourth Amendment law they enjoy no Fouﬁh

Amendment protection. The novel contrary rationale urged by amici, taken to its logical conclusion,

*The sole basis for this claim is apparently the allegation in the Opinion and Order that
carriers retain cell-site records “principally, if not exclusively, in response to Government
directive.” Bare repetition of this unsupported claim does not make it a fact.
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would require the Government to obtain a warrant before secking such records (or bank ATM
records, or even corporate records of employee time and attendance). The Court shoﬁld decline the
invitation to invent a previously unrecognized Fourth Amendment interest in this type of routinely
gathered business record, and accordingly grant the Application.

C. Even If Analyzed Under the Supreme Court’s Cases Concerning

“Tracking Devices,” Government Access to Historical Cell-Site Records
Is Not A “Search” and Therefore Infringes No Fourth Amendment Interest

As noted in the Government’s initial brief and above, cell-site information should be
analyzed as a business record of a third party, and not under the Fourth Amendment doctrines
relating to tracking devices. Even under the latter line of cases, however, government access to
historical cell-site information does not infringe a constitutional privacy interest.

In arguing to the contrary, amici misstate the applicable Fourth Amendment doctrines. For
instance, EFF insists that “Knotts and Karo stand for the pro,positipn that there is a reasonable

expectation of privacy in the presence of a person or object in a private place.” EFF Mem. at 21; see

also Freiwald Mem. at 8 (arguing that Fourth Amendment test under Karo is whether an objecthas . -

been “withdrawn from public view”). As described below, amici have fundamentally misread Karo. -

At issue in United States v. Karo, 468 U.S. 705 (1984), is not whether persons or objects in
private spaces enjoy generalized and undifferentiated Fourth Amendment protection..Rather, as the
Court explains at the outset, the exact question is “whether monitoring of a beeper falls within the
ambit of the Fourth Amendment when it reveals information that could not have been obtained
through visual surveillance.” Id. at 707. In that case, agents had installed a radio transmitter in a can
of ether expected to be used in processing cocaine. Without first obtaining a wai‘rant, the agents

monitored the signal from the beeper as it moved through a series of residences and multi-unit -




storage facilities. 1d. at 708-09.Where the tracking system enabled the government to locate the can
of ether in particular residences, the Supreme Court found that the Fourth Amendment had been

infringed. See id. at 715 (“The beeper tells the agent a particular article is actually located at a

particular time in the private residence .... [L]ater monitoring ... establishes that the article remains

on the premises.”) (emphasis added).

Conversely, the Court found no Fourth Amendment violation where the beeper disclosed
only the general location of the ether. In particular, “the beeper equipment was not sensitive enough
to allow agents to learﬁ precisely which locker [in the first storage facility] the ether was in.” Id. at
708. Instead, the agents learned the can’s precise location inside a specific locker only -after
subpoenaing the storage company for rental records; tracking the beeper to a specific row of lockers;
and then using their sense of smell to detect the ether. /4. When one of the targets moved the ether,
a similar scenario piayed out again: agents traced the beeper to another self-storage facility, and then
— using their noses — located the smell of ether coming from a given locker. Id. at 709.

As to these two episodes, the Supreme Court held emphatically that no Fourth Amendment
violation occurred:

[TThe beeper informed the agents only that the ether was somewhere in the

warehouse; it did not identify the specific locker in which the ether was located.

Monitoring the beeper revealed nothing about the contents of the locker that Horton
and Harley had rented and hence was not a search of that locker.

Id. at 720 (emphasis added). In sum, the test under Karo is not simply whether a tracked object is
inside a private, constitutionally protected pocket, purse, or home. (The can of ether was at the
relevant times unquestionably in each of the two lockers, both of which enjoyed a reasonable

expectation of privacy. See id. 1n.6.) Rather, Karo holds that government use of a tracking device

PR




violates the Fourth Amendment only where the monitoring actually reveals the particular private -

location in which the tracked object may be found.*

The rule in Karo conclusively disposes of the Fourth Amendment arguments put forward by
amici. As set forth at length in the Government’s initial brief, historical cell-site records cannot
locate a mobile phone even to within several hundred feet except under optimal conditions. Given
that no search occurred in Karo when law enforcement tracked the can of ether in real time to a given
storage facility or even a specific row of lockers, far less accurate historical cell-site records obtained-
from a carrier cannot possibly intrude upon a Fburth Amendment privacy interest.’

Amici argue unpersuasively that Karo bars law enforcement from combining disparate facts -
(and drgwing inferences about location from them) without a warrant. See EFF Mem. at 21-23;"
Freiwald Mem. at 4. But as Karo itself makes explicit, the agents in that case were free to use the
tracking dcvice'to track the beeper to a general area (the storage facility), and then to use a subpoena
and their sense of smell fo infer the precise location of the can of ether, all without conducting a
“search.” For the same reasons, law enforcement may obtain historical cell-site records — which do
not by themselves disclose the presence of a phone or person within private space — and, by

comparing them to other information (such as that derived from visual surveillance), draw additional

4 Amicus Federal Public Defender argues in its brief that the precision (or lack thereof) éf
tracking technology is irrelevant to the Fourth Amendment analysis. See FPD Mem. at 7 n.4.
We respectfully suggest that amicus has overlooked Karo’s unequivocal and controlling holding.

For comparable reasons, amicus EFF is mistaken that Kyllo v. United States, 533 U.S. 27
(2001), alters this result. Kyllo holds that law enforcement may not use infra-red thermal imaging -
devices to peer through walls and discern activity inside a home without a warrant. That rule is
entirely consistent with Karo, and therefore imposes no restriction on the government’s access to
historical cell-site records, which are incapable of revealing activity inside a specific private
space. '
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conclusions. Adopting the contrary rule advocated by amici would make it unlawful even to use a

pen register without a warrant, since the information obtained thereby can indicate whether the

occupant of a house is making calls (and therefore inside). Because amici’s arguments produce such -

absurd results and openly question well-established Supreme Court precedent,’® this Court should

reject amici’s position and grant the Application.

IL THE 2703(d) STATUTORY STANDARD PROTECTS AGAINST “DRAGNET

SURVEILLANCE,” AND A COURT MAY NOT IN ITS DISCRETION

DEMAND A HIGHER SHOWING OF PROBABLE CAUSE

Anmici EFF and Freiwald attempt to portray governmental access to historical cell-site records
as “dragnet surveillance” that can be reined in only by requiring a showing of probable cause. EFF
Mem. at 24; see also Freiwald Mem. at 9. In fact, this melodramatic claim is rebutted by EFF’s full-
throated advocacy for the very amendment in 1994 that raised the 2703(d) legal standard to its
‘present level requiring “specific and articulable facts.”

According to EFF Executive Director Jerry Berman, appearing on August 11, 1994 before
a joint House-Senate Judiciary Committee hearing on the pending legislation,

the bill contains a number of significant privacy advances, including enhanced

protection for the detailed transactional information records generated by on line [sic]

information services, email systems, and the Internet.

1. Expanded protection for transactional records sought by law enforcemenf :

Chief among these new brotections is an enhanced protection for tranéac’-tional
records_from indiscriminate law enforcement access. ... Provisions in the bill

recognize that this transactional information created by new digital communications
systems is extremely sensitive and deserves a high degree of protection from casual

¢See, e.g., EFF Mem., at 19 (openly questioning the holding of Knotts).
8.




law enforcement access which is currently possible without any independent judicial
supervision. ... :

In order to gain access to transactional records ... law enforcement will have
to prove to a court, by the showing of “specific and articulable facts” that the records
requested are relevant to an ongoing criminal investigation. This means that the
government may not request volumes of transactional records merely to see what it
can find through traffic analysis. Rather, law enforcement will have to prove to a
court that it has reason to believe that it will find specific information relevant to an
ongoing criminal investigation in the records it requested. ...

Court order protection will make it much more difficult for law enforcement to go
on_ “fishing expeditions” through online transactional records, hoping to find
evidence of a crime by accident. ...

The most important change that these new provisions offer is that law

enforcement will: (a) have to convince a judge that there is reason to look at a

particular set of records, and; (b) have to expend the time and energy necessary to

have a United States Attorney or District Attorney actually present a case before a

court.
Digital Telephony and Law Enforcement Access to Advanced Telecommunications Technologies and
Services, 1994. Joint Hearings on H.R. 4922 and S. 2375 Before the Subcomm. on Technology and
the Law of the Senate Comm. on the Judiciary and the Subcomm. on Civil and Constitutional Rights
of the House Comm. on the Judiciary, 103d Cong., 2d Sess. 160-61 (1994) (“Joint CALEA
Hearings™) (prepared statement of Jerry I. Berman, Executive Director, Electronic Frontier
Foundation) (emphasis added).”

One month later, EFF offered identical reassurances to a separate House subcommittee, See

Network Wiretapping Capabilities, 1994: Hearings Before the Subcomm. on Telecommunications

and Finance of the House Comm. on Energy & Commerce, 103d Cong., 2d Sess. 122-23 (1994)

A copy of the pertinent excerpts is attached for the Court’s convenience as Exhibit A.
The full record of the joint hearing is available online at http /Iwww .lexisnexis.com/congcomp/
getdoc?’HEARING-ID=HR(G-1994-8JS-0015 .



(“House CALEA Hearings”) (prepared statement of Jerry J. Berman, Policy Director, Electronic -

Frontier Foundation).> And after Congress passed the iegislation and transmitted it for the
President’s signature, EFF once again hailed the new 2703(d) standard’s robusf i)rotection z;gainst
“indiscrimiﬁate access” and “fishing expeditions” by law enforcement. See EFF _S"tatemeﬁt on and
Analysis of Digital Telephony Act (Oct. 8, 1994).° Given these repeated elaims in zealous supf)oﬁ
of enacting the current 2703(d) legal standard, amicus EFF cannot now plausibly claﬁn that this same
standard permits ﬁnchecked “dragnet surveillance.” @ikewise, amicus Federal Public Defeﬁdér’s
hyperbolic invocation of George Orwell’s 1984 — FPD Mem. at 14 — simply aoes not square with

the standard of proof and court oversight demanded by section 2703(d).)

More to the point, the instant Application plainly seeks a limited set of records pertaining to -

a single individual, offering speciﬁc and articulable facts to sflow that subject’s participation ina
drug trafﬁckmg conspiracy (and, accordingly, the relevance and materiality of the requested
historical celi site rf:cords) Even amicus EFF concedes — albeit grudgmgly - that the present
Application does not constitute “dragnet surveillance.” See EFF Mem. at 24. |

| Nevertheless, amici argue unconvincingly that ECPA permits a judge to demand probable
cause of a 2703(d) applicant, and that | denial of the Application was ltherefore aﬁpropriate.
Curiously, amici are unable to cite a single case so holding (other than the decision below); nbr any

supporting discussion in the legislative history, even thou gh the operative language has been present

A version of Berman’s statement (with minor typographic corrections) is available at-
http://w2.eff.org/Privacy/Surveillance/CALEA/eff 091394_digtel berman.testimony . The full
- record of the House hearing is available online at http://www.lexisnexis.com/
congcomp/getdoc?HEARING- ]D—HRG 1994-HEC-0049 . '

°A copy of the EFF statement is avallablc at http /w2 eff. org/anacy/Survelllance/
CALEA/digtel94 passage statement.eff.
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since the enactment of ECPA twenty-two years ago. -Further, amici fail to reconcile their position

" with the statute’s structure and history, both of which make clear that'2703(d) orders are a
mechanism available to the Government in. liew of obtaining a search warrant. See Govt’s Mem. at
18-19. Thé effect of amici’s argument is, in short, to read section 2703(d) out of the statute and
demand a warrant in its place; because the Fourth Amendment requires no such curative reading, this
Couﬁ should decline the unwise invitation to nullify section 2703(d).

Here, too, EFF’s 1994 declarations in support of raising the 2703(d) standard undercut their
present claims. Inall three ofthe documents cited immediately above, EFF’s Jerry Berman explicitly
represented that “the burden or {sic] proof to be met by the government in such a proceeding [i.e.,
a 2703(d) application] is lower than required for access to the content of a communication {i.e.,
probable cause under 2703(a)].”. Joint CALEA Hearings at 161; see also House CALEA Hearings
at 123 (verbatim); EFF Statement on and Analysis of Digital Telephony Act (verbatim). In short, in
its efforts to persuade Congress to raise the 2703(d) standard to its current level — “specific and

articulable facts” — EFF publicly and repeatedly acknowledged that 2703(d) applications would not. .

. require probable cause. This admission contradicts, and fatally undercuts, EFF’s current position .

that the Government can be required arbitrarily to show probable cause, a claim that in any event

finds no support in the body of ECPA case law.

11




CONCLUSION

For these reasons, the government respectfully submits that this Court should reverse the

Opinion and Order below and grant the Application in the instant case.
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The attached forms are for use in obtaining relatively precise location information
concerning a wireless phone. It does not refer to “GPS” or “E-911,” as those terms are
technically inaccurate in describing the location-finding capabilities of many wireless carriers.
Do not use these forms if you want only cell tower/sector records (sometimes referred to as
“cell-site data” or “tower/face information”) unless your local judges refuse to grant “hybrid”
3123/2703(d) orders for this less precise class of information.

Note that these forms do not invoke or rely on 18 USC 3117 (the tracking device statute)
nor the recently added Rule 41 provisions concerning “tracking devices.” Thus 1s intentional. The
Department’s position is that a cell phone knowingly possessed by a user is not a “tracking
device” within the meaning of that term as defined in section 3117. However, because a
reviewing court might later conclude — contrary to DOJ’s view — that a user’s own phone falls
within the definition, as a precaution these forms include space in the return for indicating when
the location-finding activity is first initiated and for what period.

Important considerations in using these forms include

. where to apply: Rule 41(b)(2) permits searches to occur outside the district,
provided that the item to be searched is within the district at the time the order is
entered. An applicant should determine — whether via information from
informants, historical cell tower/sector activity records, or other sources — the
probable location of the target phone. ~

In the alternative, AUSAs may consider invoking 18 USC 2703(c)(1)(A), which
permits the compulsion of records from service providers outside the district.
OEO disfavors this approach, in part because several courts have rejected the
prospective use of 2703. These forms include both options.

J
b5

. persons to be notified: OEQ recommends giving notice to the person(s) who
actually used the target phone, and not merely to the registered owner (if different)

Applicants with additional questions are encouraged to contact the CHIP AUSA in their
district or the author of this form (Mark Eckenwiler, Associate Director, Office of Enforcement

i : k.eckenwil ' ,
Operatlons{ -:})r mark.eckenwi er@gl ] v n

[DRAFT - Ver. 1.5 2/13/08]




UNITED STATES DISTRICT COURT
DISTRICT OF

IN THE MATTER OF THE APPLICATION ' UNDER SEAL

OF THE UNITED STATES OF AMERLCA _

FOR AUTHORIZATICN TO OBTAIN LOCATION AFFIRMATION IN
DATA CONCERNING A CELLULAR TELEPHONE SUPPORT OF
ASSIGNED CALL NUMBER (xxX) XXX-XXXX, APPLICATION

WITH [INTERNATIONAL MOBILE SUBSCRIBER
_IDENTITY / ELECTRONIC SERIAL NUMBER]
bla bbb sessdsdod

STATE OF o )
COUNTY OF : 88.:
DISTRICT OF )

, a Special Agent with the , being duly
sworn, deposes and states:

INTRODUCTION

1. I am a “federal law enforcement officer” within
the meaning of Federal Rule of Criminal Procedure 41 (a) (2) (C),
that is, a government agent engaged in enforcing the criminal
laws and duly authorized by the Attorney General to regquest a
search warrant. I have been a ____ agent since _ . I have
participated in investigations of and, among other
things, have conducted or participated in su:veillances, the
execution of search warrants, debriefings of informants and
reviews of taped conversations. Through my training, education

and experience, I have become familiar with the manner in which

2. I submit this affidavit in support of an

application for an order pursuant to Federal Rule of Criminal




Procedure 41 [OPTIONAL: and 18 U.S.C. 2703(c) (1) {A)] [see cover
instructions], directing [carrier] to assist agents of the

by providing all information, faci;ities and technical assistance
needed to ascertain the physical location of the cellular
telephone assigned call number (xxx) XxXX-Xxxx, with

[International Mobile Subscriber Identity /Electronic Serial

Number] XXXXXXXXXXAXXXXX, subscribed to in the name ' at

[address] ___, with service ﬁrovided by [carrier] (Ehe “TARGET
CELLPHONE” )}, including but not limited to‘data indicating the
specific latitude and longitude of (or other precisé'location
information concerning) the TARGET CELLPHONE'(the “"Requested
Information"),?® for a period of thirty (30) days.

3. I have personally participated in the
inVestigation set forth below. I am familiar wiﬁh the facts ana
circumstances of the inveétigation through my personal
participation; from discussions with other agents of the __ and
other law enforcement; from my discussions with witnesses

involved in the investigation; and from my review of records and

iguch information shall, where other information is
unavailable, include records reflecting the tower and antenna
face (“cell site”) used by the TARGET CELLPHONE at the start and
end of any call. In requesting cell site information, the
Government does not concede that such cell site records -
routinely retained by wireless carriers as business records - may
only be obtained via a warrant issued on prcobable cause. See In
re Application, 460 F. Supp. 2d 448 (S.D.N.Y. 2006) (authorizing
prospective acquisition of cell-site records under combined
authority of 18 U.S.C. 2703(d) & 3121 et seq.).
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reports relating to the investigation. Unless otherwise noted,
wherever in this affidavit I assert that a statement was made,
thé information was provided by another __ agent, law
enforcement officer or witness who may have had eitherrdirect or
hearsay knowledge of that statement and to whom I or others have
époken or whose reports I have read and reviewed. Such
statements are among many statements made by others and are
stated in substance and in part unless otherwise indicated.
Since this affidavit is being submitted for the limited purpose
of securing an order apthorizing the acguisition of.the Requested
Information, I have not included details of every aspect of the
investigation. Facts not set forth herein, or in the attached
exhibits, are not being relied on in reaching my conclusion that
" the requested order should be issued. Nor do I request that this
Court rely .on any facts not set forth herein in reviewing this |
application.
4. Probable cause exists to beiieve that the

Requested Information will lead to evidence of offenses involving

, in violation of (the “TARGET OFFEﬁSES”), as well
as the identification of individuals who are engaged in the
commigssion of these offenses.

5. For the reasons set out in this affidavit, there

is probable cause to believe that the TARGET OFFENSES have been

committed, are being committed, and will continue to be ‘committed
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by ‘ -and others unknown. {Further, there is probable cause
to believe that : is using the TARGET CELLPHONE to commit

the TARGET OFFENSES.]

Background of the Investigation

6. This application is submitted in connection with a
investigation of

7. Baged on information obtained from .

regularly carries the TARGET CELLPHONE [and uses it to conduct

illegal activities].

- 8. The investigation, through, among other things,
‘the use of confidential sources and ~_, has revealed, among
other things, that and others are engaged in

[Set forth facts tying target cellphone to illegal activities.]

AUTHORIZATION REQUEST

9. Based on the foregoing, there is probable cause to
believe that thé Requesﬁed Information wili.lead to evidence
regarding ﬁhe activities described above. [OPTIONAL: IF
| 2;703(c) (1) (A) NOT RELIED UPON - SEE COVER INSTRUCTIONS & 99 2 &
10 - THEﬂ SET FORTH BASIS FOR BELIEVING THAf TARGET CELLPﬂONE IS
WITHIN THE DISfRICf OF THE ISSUING COURT.] _The Requested
Informétion is necessary to determine the approximate location of

so that [e.g.,-law enforcement agénts can éonduct physical
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surveillance of in connection with this expected
transaction].

10. WHEREFORE, pursuant to Federal Rule of Criminal
Procedure 41 [OPTIONAL: and 18 U.S.C. 2703(c) (1) (A)] [=see cover
instructions]}, it is requested that the Court issue a warrant and
Ordei authorizing the acquisition of the Requested Information
and directing [carrier], the service provider for the TARGET
CELLPHONE, to-initiate a signal to determine the location of the
TARGET CELLPHONE on the service provider’s network or with such
other reference points as may be reascnably available and at such
intervals and times as directed by the law enforcement agent
- serving the proposed order, and to furnish the technical
agsistance necessary to accomplish the acquisition unobtrusively
and with a minimum of interference with such services as that
provider accords the user(s) of the TARGET CELLPHONE, for a
peridd of thirty (30) days. Reasonable expenses incurred

pursuant to this activity will be processed for payment by the

11. IT IS FURTHER REQUESTED that the Court authorize

execution of the warrant at any time of day or night, owing to

the potential need to locate the TARGET CELLPHONE outside of

daytime hours.

12. IT IS FURTHER REQUESTED that the warrant and this

affirmation, as it reveals an ongoing investigation, be sealed

-5-




until further order of the Court in order to avoid premature
disclosure of the investigation, guard against fugitives, and
better ensure the safety of agents and others, except that
working copies should be made available to the United States
Attorney’s Office, the __ , and any other law enforcement agency
designated by the United States Attorney’s Office.

13. IT 18 FURTHER-REQUESTED that; pursuant to 18
U.S.C. 3103a(b) and Federal Rule of Criminal Procedure 41 (f) (3},
the Court authorize notice to be delayed for a period of [INSERT
NUMBER NO GREATER THAN 30; SEE ALSO COVER SHEET] days after the

termination of the monitoring period authorized by the warrant.

Special Agent

Sworn to before me this
day of 2Q08

UNITED STATES MAGISTRATE JUDGE
DISTRICT OF




UNITED STATES DISTRICT COURT
DISTRICT OF

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AUTHORIZATION TO OBTAIN LOCATION SEALED ORDER
DATA CONCERNING A CELLULAR TELEPHONE :
ASSIGNED CALL NUMBER (XXxX) 3X-XXXX,
WITH [INTERNATIONAL MOBILE SUBSCRIBER
. IDENTITY / ELECTRONIC SERIAL NUMBER]
HAXKARXK KKK AXXXXR

-Application,having‘been made by the United States for
an Order pursuant to Federal Rule of Criminél Procedure 41
[OPTIONAL: and 18 U.S.C. 2703(c) (1) (A)] [see cover instructions],
directing [carrier] to assist agents of the ‘ by proyiding
all information, facilities and technical assistance needed to
ascertain the physical location of the cellular telephone
asgigned call number (xxx) xxx-xxxx, with [International Mobile
Subscriber Identity / Electronic Serial Number] XxXxXxXXXXXAXXXXKX,

subscribed to in the name at {address] , with

service provided by [carrier] (the “TARGET CELLPHONE”), including
but not limited to data indicating the specific latitude and
longitude of (or oﬁher precise location information cbncerning)
the TARGET CELLPHONE (the “Requested Information"), for a period
of thirty (30) days;

The Court finds that there is probable cause to believe that
the Requested Information will lead to evidence of violations of

Title _ , United States Code, Sections and , among other

-2-




offenses, as well as to the identification of individuals who are
engaged in the commission of these offenses.

IT IS HEREBY ORDERED pursuant to Federal Rule of Criminal
Procedure 41 {OPTIONAL: and 18 U.8.C. 2703 (c) (1) (A)] [see cover
instructions] that [carrier], beginning at any time within ten
(10) days of the date of this Order and for a period not to
exceed 30 days from the daterof this Order, provide to agents of

" the ' the Requested Information' concerning the TARGET

CELLPHONE, with said authdrity to extend to ah? time of the day
or night as required, including when the TARGET CELLPHONE leaves
the  District of i all of said authority‘being
expressly limited to ascertaining the physical location of the
TARGET CELLPHONE and expressly excluding the contents of any
communications conducted by the user(s) of the TARGET CELLPHONE.
| It is further ORDERED that [carrier], the service provider
for the TARGET CELLPHONE, initiaﬁe a signal to determine the
location of the subject’s mobile device on [carrier’s] network or
with such other reference points as may be reasonably available
and at such intervals and times as directed by the law
enforcement agent serving the proposed order, and furnish the

technical assistance necessary to accomplish the acquisition

'such information shall, where other information is
unavailable, include records reflecting the tower and antenna
face (“cell site”) used by the TARGET CELLPHONE at the start and
end of any call.
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uncbtrusively and with a minimum of iﬁterference'with such
services as [carrier] accords the user (s} of the TARGET
CELLEHONE .

| It is further ORDERED that the - compensate [carrier] for
reasonable expenses incurred in complying with any such request.

It is further ORDERED that the Court’s Order and the
accompanying Affirmation submitted in‘support thereof, as they
reveal an ongoing investigation,;be sealed until further Order of -
the Court in order to avoid premature disclosure of the
investigation, guard against fugitives, and better ensure the
safety of agents and others, except that copies of the Court’s
Order in full or redacted form may be maintained by the United
States Attorney’s Office, and may be served on Special Agents and
other investigative and law enforcement officers of the |
federally deputized state and local law enforcement officers, and
other government and contract personnel acting under the
supervision of such investigative or law enforcement officers,
and {[carrier] as necessary to effectuate the Court’s Order.

It is further ORDERED that this warrant be returned to the
issuing judicial officer within 10 days after the termination of
the execution of the warrant.

It is further ORDERED that, pursuant to 18 U.S.C. 3103a(b)

and Federal Rule of Criminal Procedure 41(f) {(3), service of . .




notice may be delayed for a period of [INSERT NUMBER NO:. GREATER
THAN 30; SEE ALSO COVER SHEET] days after the termination of the
monitoring period authorized by the warrant.

It is further ORDERED that [cérrier], ite affiliates,
officers, employees, and agents not disclose the Court’s Order or
the underlyiﬁg investigation, until notice is given as provided
above. |

Dated:

day of 2008

Time:

- UNITED STATES MAGISTRATE JUDGE
DISTRICT OF



AO

(Rev. WARRANT ON WRITTEN AFFIDAVIT FOR CELL PHONE LOCATION DATA
8/97)
Dlsmcl‘
Hnited States ﬁiﬁh‘iﬂ Qourt District of
ED STATES OF AMERICA ' DOCKET NO. MAGISTRATE'S CASE NO.
V. -

To:

ANY AUTHORIZED FEDERAL AGENT

PREMISES KNOWN AND DESCRIBED AS
A CELLULAR TELEPHONE ASSIGNED CALL
NUMBER (xxxX} xxx-xxxx, WITH
[INTERNATIONAL MOBILE SUBSCRIBER
IDENTITY / ELECTRONIC SERIAIL NUMBER]

1 9.9.0.0.8.9.9.9.9.69.9.9.0.4

Affidavit having been made before me by the below-named affiant to obtain precise
location information concerning the following cell phones (the “Premises™):

A CELLULAR TELEPHONE ASSIGNED CALL NUMBER (XxxX) xXXX-xXxXxXx, WITH
[INTERNATIONAL MOBILE SUBSCRIBER IDENTITY / ELECTRONIC SERIAL NUMBER]

PO 850006800004

and as | am satisfied that there is good cause for the acquisition of precise location
information concerning the Premises,

YOU ARE HEREBY COMMANDED to acquire precise location data concerning the
Premises named above for a period of thirty (30) days starting within ten (10) calendar
days of the date of this order, during any time of day; to return this warrant to the U.S.
Magistrate Judge designated in this warrant within ten (10) calendar days after the
execution of the warrant has ended; and pursuant to 18 U.S.C. § 3103a(b)(3) authorizing
delayed notification, to serve notice within [INSERT NUMBER NO GREATER THAN 30 ; SEE

ALSO COVER SHEET] after the monitoring period authorized by the warrant has ended.

NAME OF AFFIANT SIGNATURE OF JUDGE OR U.8. MAGISTRATE DATE/TIME ISSUED

Special Agent




RETURN

DATE AND TIME ACQUISITION OF LOCATION DATA FIRST INITIATED AND PERIOD DURING WHICH IT WAS ACQUIRED:

CERTIFICATION

1 swear that this information contained on this return is true and accurate:

Subscribed, sworn to, and returned before me this date.

Federal Judge or U.S. Magistrate

Date




Pagelofl

Eckenwiler, Mark

From: Eckenwiler, Mark
' Sent: Friday, November 16, 2007 3:19 PM
To: E . j v)
Subject: Obtaining prospective, precise location data on wireless phones

Attachments: Generic lat-long order v 1.2 10-07.wpd

CHiPs, I'm writing to repeat the advice given at the CHIP conference in June concerning acquisition of GPS or
similarty precise location data (sometimes called "E-911 data™) on target phones. We continue to believe that the
most appropriate legal mechanism is a Rule 41 warrant, and I'm attaching a sample form for that purpose. (Note:
for mere tower/sector data — a/k/a the less accurate “cell-site” records — we remain of the view that 2703(d) &
pen/irap combined are sufficient authority.)

To the extent you can, please make your colleagues aware of this recommendation. We continue to hear of
applications being made under 2703(d) — sometimes claiming to set forth probable cause — seeking GPS or
similarly specific prospective location records, and strongly advise against using this approach in lieu of a Rule 41
warrant. '

As always, | welcome your questions, comments, and critiques.

Mark Eckenwiler
Associate Director, OEO
Criminal Division

1y

5/29/2008




The attached forms are for use in obtaining relatively precise location information
concerning a wireless phone. It does not refer to “GPS” or “E-911,” as those terms are
technically inaccurate in describing the location-finding capabilities of many wircless carriers.
Do not use these forms if you want only cell tower/sector records (sometimes referred to as

“cell-site data”

or “tower/face information”) unless your local judges refuse to grant “hybrid”

3123/2703(d) orders for this less precise class of information.

Note that these forms do not invoke or rely on 18 USC 3117 (the tracking device statute)

nor the recently added Rule 41 provisions concerning “tracking devices.” This is intentional. The

Department’s position is that a cell phone knowingly possessed by a user is not a “tracking

device” within

the meaning of that term as defined in section 3117. However, because a

reviewing court might later conclude — contrary to DOJ’s view — that a user’s own phone falls
within the definition, as a precaution these forms include space in the return for indicating when
the location-finding activity is first initiated and for what period.

Important considerations in using these forms include

where to apply: Rule 41(b)(2) permits searches to occur outside the district,
provided that the item to be searched is within the district at the time the order is
entered. An applicant should determine - whether via information from
informants, historical cell tower/sector activity records, or other sources — the
probable location of the target phone.

In the alternative, AUSAs may consider invoking 18 USC 2703(c)(1)(A), which
permits the compulsion of records from service providers outside the district.
OEO disfavors this approach, both because a) several courts have rejected the
prospective use of 2703 and b) it is unclear whether location data conceming a
user’s phone constitutes a “record” in the possession of the provider as

contemplated by 2703. These forms include both options. b5

+  persons to be notified: OEO recommends giving notice to the person(s) who

actually used the target phone, and not merely to the registered owner (if different)

Applicants with additional questions are encouraged to contact the CHIP AUSA in their
district or the author of t}y'_s form (Mark Eckenwiler, Associate Director, Office of Enforcement

Operations, E ,

 or mark.eckenwile )
[DRAFT - Ver. 1.2 10/25/07] g;
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UNITED STATES DISTRICT COURT
DISTRICT OF

IN THE MATTER OF THE APPLICATION { UNDER SEAL

OF THE UNITED STATES OF AMERICA _ -

FOR AUTHORIZATION TO OBTAIN LOCATION AFFIRMATION IN
DATA CONCERNING A CELLULAR TELEPHONE ‘| SUPPORT OF
ASSIGNED CALL NUMBER (XXX) XXX-XXXX, APPLICATION

WITH [INTERNATIONAL MCOBILE SUBSCRIBER
IDENTITY / ELECTRONIC SERIAL NUMBERI]

XAAXX KK EXUXKKAKK

STATE OF : - )
COUNTY OF : : 88.:
DISTRICT OF : )

, a Special-Agent with the , being duly
sworn, deposes'and states:

INTRODUCTION

1. I am a “federal law enforcement officer” within
the meaning of Federal Rule of Criminal Procedure 41 (a) (2} (C),
that is, a government agent engaged in enforcing the criminal |

laws and duly authorized by the Attorney General to reguest a

search warrant. I have been a agent since . I have
participated in investigations of and, among other
things, have conducted or participated in surveillances, the
éxecution of search warrants, debriefings of informants and
reviews of taped conversations. Through my training, education

and experience, I have become familiar with the manner in which

2. I submit this affidavit in support of an

application for an order pursuant to Federal Rule of Criminal




Procedure 41 [OPTIONAL: and 18 U.s.C. 2703(c) (1) (A)1 [see cover
instructions], directing [carrier] to assist agents of the

by providing all information, facilities and technical assistance
needed to ascertain the physical location of the cellular
telephone assigned call number (xxXx) XXX-XXXX, with

[international Mobile Subscriber Identity /Electronic Serial

Number] XXXXXXXAAXXXXXX, subscribed to in the name at

[address]  , with service provided by [carrier] (the “TARGET
CELLPHONE”), including but not limited to data indicating the
specific latitude and longitude of (or other precise location
information concerning) the TARGET CELLPHONE (the “ﬁequested
Information"),! for a period of thirty (30) days.

3. I have personally participated in the
investigation set forth below. I am familiar with the facts and
circumstances of the investigation through my personal |
participation; froﬁ discussions with other ageﬁts of the _ and
other law enforcement; from my discussions with witnesses

involved in the investigation; and from my review of records and

lguch information may, where other information is
unavailable, include records reflecting the tower and antenna
face {“cell site”) used by the TARGET CELLPHONE at the start and
end of -any call. In requesting cell site information, the
Government does not concede that such cell site records -
routinely retained by wireless carriers as business records - may
only be obtained via a warrant issued on probable cause. See In
re Application, 460 F. Supp. 2d 448 (S.D.N.Y. 2006} (authorizing
prospective acquisition of cell-site records under combined
authority of 18 U.S.C. 2703(d) & 3121 et seq.).
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reports relating to the investigation. Unless otherwise noted,
wherever in this affidavit i assert that a statement was made,
the information was provided by another ____agent, law
enforcement officer ér witness who hay have had either direct or
hearsay knowledge of that statement and to whom I or others have
spoken or whose reports I have read and reviewed. Such
statements are among many staﬁements made by others and are
stated in substance and in part unless otherwise indicated.
S8ince this affidavit is béing submitted fof the limited purpose
of securing an order authorizing the acquisition of the Requested
Information, I have not included details of every aspect of the
investigation. Facts not set forth herein, or in the attached
exhibits, are not being.relied on_in reaching my conclusion that
the requested order should be issued. Nor do I request that this
Court rely on_any_facts not set forth herein in reviewing this
application.
4. Probable cause exists to believe that the

Requested Information will lead to evidence of offenses involving

, in violation of (the “TARGET OFFENSES”), as well
as the identification of individuals who are engaged in the
commigsion of these offenses.

5. For the reasons set out in this affidavit, there

is probable cause to believe that the TARGET OFFENSES have been

committed, are being committed, and will continue to be committed




by and others unknown. [Further, there is probable cause
to believe that .- 18 using the TARGET CELLPHONE to commit

the TARGET OFFENSES.]

Background of the Investigation

6. This application is submitted in connection with a
investigation of

7. Based on information obtained. from .

regularly carries the TARGET CELLPHONE [and uses 'it to conduct

illegal activities].

8. The investigation, through, among other things,
the use of confidential sources and , has revealed, among
other things, that and others are engaged in

[set forth facts tying target cellphone to illegal activities.]

AUTHORIZATION REQUEST

9. Based on the foregoing, there is probable cause to
believe that the Reqguested Information will lead to evideﬁce
regarding the activities described above. [OPTIONAL: IF
2703 (c) (1) (A) NOT ﬁELiED-UPON - SEE coVER INSTRUCTIONS &‘ﬂﬂ 2 &
10 - THEN S'E'I_' FORTH EASIS FOR BELIEVING THAT TARGET CELL#I—IONE IS
WITHIN “I‘HE DISTRICT OF THE ISSUING COURT.] 'I'he Requested
Information is necessary to determine the approximate location of

so that [e.g., law enforcemenﬁ agents can conduct physical

-4 -




surveillance of in connection with this expected
transaction].

10. WHEREFORE, pursuant to Federal Rule of Criminal
érbcedure 41 [OPTIONAL: and 18 p.s;c. 2703(c) (1) (A)] [see cover
instructions], it is requested that the Court issue a warrant and
Ordexr authorizing the acquisition of the Requested Information
and directing [carrier], the service provider for the TARGET
CELLPHONE, to furnish the technical assistance necessary to
accomplish the acquisition unobtrusively, and with a minimum of
interference with such services as that provider accords the
user(s) of the TARGET CELLPHONE, for a period of thirty (30)
days. Reagonable expenses incurred pursuant to this activity
will be processed for payment by the

11. IT IS FURTHER REQUESTED that the Court authorize
execution of the warrant at any time of day or night, owing to
the potential need to locate the TARGET CELLPHONE outside of
daytime hours.

12. IT IS FURTHER REQUESTED that the warrant and this
affirmation, as it reveals an ongoing investigation, be sealed
until further order_of the-Couft in order to avoid premature
disclosure of thg investigation, guard against fugitives, and
better ensure the safety of agénts and others, excépt that

working copies should be made available to the United States



Attorney’s Office, the __ , -and any other law enforcement agency
designated by the United States Attorney’s Officg.

13. IT IS FURTHER REQUESTED that, pursuant to 18
U.S.C. 3103a(b) and Federal Rule of Criminal Procedure 41 (f) (3),
the Court autherize notice to be delayed for a period.of [INSERT
NUMBER NO-GREATER‘THAN 30; SEE ALSO COVER SHEET] days after the

termination of the execution of the warrant.

. Special Agent

Sworn ﬁo before me this
day of 2007

UNITED STATES MAGISTRATE JUDGE
DISTRICT OF



UNITED STATES DISTRICT COURT
DISTRICT OF

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA _
FOR AUTHORIZATION TO OBTAIN LOCATION | SEALED ORDER
DATA CONCERNING-A CELLULAR TELEPHONE
ASSIGNED CALL NUMBER (xxx) =xxXxX-XXXX,
WITH [INTERNATIONAL MOBILE SUBSCRIBER
IDENTITY / ELECTRONIC SERIAL NUMBER]
EXXRXHXAX LR AXKXAR

Application having been made by the United S£ates for
an Order pursuant to Federal Rule of Criminal Procedure 41
[OPTIONALQ and 18 U.s.C,. 2703(c)(1)(A)] [zee cover instructions],
directing [carrier] to assist agents of the by providing
all information, facilities and technical assistance needed to
ascertain the physical location of the cellular telephone
asgigned call number (xxx) XXX -XXXxX, with [Internatiopal Mobile
Subscriber Identity / Electronic Serial Number] xxxxxxxxxxxxxxk,

gubscribed to in the name at [address] , with

service provided by [carrier] (the “TARGET CELLPHONE”), including
but not limited to data indicating the specific latitude and
longitude of (or other precise location information concerning)
the TARGET CELLPHONE (the “Requested Information"), for a period
of thirty (30) days;

The Court finds that there is probable cause to believe that
;he Requested Information will lead to evidence of violations of

Title __, United States Code, Sections and ___, among other




offenses, -as well as to the identification of individuals who are
engaged in the commission of these offenses.

IT IS HEREBY ORDERED pursuant to Federal Rule of Criminal
Procedure 41 [OPTIONAL: and 18-U.S.C. 2703fc)(1)(A)1 [see cover
instructions] that [carrier], beginning at any time ﬁithin ten
(10) days of the date of this Order and for a period‘nbt to
exceed 30 days from the date of this Order, provide to agents of

the the Requested Information concerning the TARGET

CELLPHONE, with said authority to extend to any time of the day
or night as required, including when the TARGET CELLPHONE leaves
the  District of | ; all of said authority being
expressly limited ﬁo ascertaining the physical location of the
TARGET CELLPHONE and expressly excluding the contents of any
communications conducted by the user(s) of the TARGET CELLPHONE.
It is further ORDERED that the __ ‘compensate [carrier] for
reasonable expenses incurred in complying with any such request.
It is further ORDERED that agents of the ___ and other law
enforcement officers and persons authorized to provide them with
necessary and technical assistance are authorized to acquire the
Requested Information concerning the location of the TARGET
CELLPHONE for a period of thirty (30) days from the date of this
Order or until the goals of the investigation have been achieved.
It is further ORDERED that the COurt’s“Order and the

accompanying Affirmation submitted in support thereof, "as they
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reveal an ongoing investigation, be sealed until further Order of
the Court in order to avoid premature disclosure of the
investigation, guard against fugitives, and better ensure the
safety of agents and others, except that copies of the Court’s

. Order in full or redacted form may be maintained by the United
States Attorney’s Office, and may be served on Special Agents and
other investigative and law ehforcement officers of the ___ |
federally deputized state and local law enforcement officers, and
other government and contract personnel acting under the
supervision of such investigative or law enforcement officers,
and [carrier] as necessary to effectuate the Court’s Order.

It is further ORDERED that this warrant be returned to the
issuing judicial officer within 10 days after the termination of
the execution of the warrant.

It is further ORDERED that, pursuant to 18 U.S.C. 3103a(b)
and Federal Rule of Criminal Procedure 41(f) (3), service of
notice may be.delayed for a period of.[INSERT NUMBER NO GREATER

THAN 30; SEE ALSO COVER SHEET] days after the termination of the

execution of the warrant.

-It is further ORDERED that [carrierl, its affiliates,
6fficers, employees, and agents not disclose the Court’s Order or
the underlying investigation, until notice is given as provided
abéve.

Dated:

day of 2007
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Time:

UNITED STATES MAGISTRATE JUDGE
DISTRICT OF N ' '

A CELLULAR TELEPHONE ASSIGNED CALL
NUMBER (xXxx) XxX-xXxXxx, WITH

AP 66,6605 590060604

AO ' -
(Rev. WARRANT ON WRITTEN AFFIDAVIT FOR CELL PHONE LOCATION DATA
8/97) | |
DISTRICT
3HIIﬁBh ﬁf&ﬁﬁ ﬁfﬁh‘fﬁ Torrt - Districtof
‘TED STATES OF RICA. DOCKET NO. o MAGISTRATE'S CASENO.
V.

To:

| ANY AUTHORIZED FEDERAL AGENT
PREMISES KNOWN AND DESCRIBED AS ' -

[INTERNATIONAL MOBILE SUBSCRIBER
IDENTITY / ELECTRONIC SERIAL NUMBER]

Affidavit having been made before me by the below-named affiant to obtain precise
location information concerning the following cell phones (the “Premises”): o

A CELLULAR TELEPHONE. ASSIGNED CALL NUMBER (XXX) XxX-xx%x, WITH
[INTERNATIONAL MOBILE SUBSCRIBER IDENTITY / ELECTRONIC SERIAL NUMBERI]

KR KAXE KA XA LKKK :

and as | am satisfied that there is good cause for the acquisition of precise location
information concerning the Premises,

YOU ARE HEREBY COMMANDED to acquire precise location data concerning the
Premises named above for a period of thirty (30) days starting within ten (10) calendar
days of the date of this order, during any time of day; to return this warrant to the _U.S.
Magistrate Judge designated in this warrant within ten {(10) calendar days after the .
execution of the warrant has ended; and pursuant to 18 U.S.C. § 3103a(b)(3) authorizing
delayed notification, to serve notice within [INSERT NUMBER NO GREATER THAN 30; SEE

ALSO COVER SHEET] afier the execution of the warrant has ended.

NAME OF AFFIANT SIGNATURE OF JUDGE OR U.S. MAGISTRATE DATESTIME ISSUED

Special Agent




RETURN

DATE AND TIME ACQUISITION OF LOCATION DATA FIRST INITIATED AND PERIOD DURING WHICH IT WAS ACQUIRED:

i
1
i
|

CERTIFICATION

I swear that this information contained on this return is true and accurate:

Subscribed, swomn to, and returned before me this date.

Federal Judge or U.S. Magisirate - 7 ‘ Date




REFERRALS FROM EOUSA

No. 07-4132
No. 07-4129




Liebermann, Erez (USANJ)
— — T ’
From: it L _____nbehalf of Eckenwiler, Mark (CRM)
Sent: Friday, September 12, 2008 2:38 PM
To:  USAEO-CrimChiefs L
Cc: .- L on
Subject: - [chip) OEO guidance concerning requests for historical celluiar telephone location information
Aftachments: Final Memorandum of Law (WDPA).pdf: Exhibit C.PDF: reply - final as filed.pdf :

To:  All USAO Criminal Chiefs
From: Office of Enforcement Operations, Criminal Division

Re: Guidance Concerning Requests for Historical Cellular Telephone Location Information

Date: September 12, 2008

A number of offices have inquired about a decision earlier this week from the District Court in W.D. Pa. that
has received widespread press coverage. In the expectation that many of your local magistrate judges will be

relying on this opinion, I am writing to offer guidance.

The case involves a request by the U.S. Attorney’s Office in Pittsburgh for the wireless phone records of a
suspected narcotics trafficker. The USAO sought to obtain cell-site records — that is, records showing the tower
and tower face used at the start and end of calls — for a specified time period in the past, basing its request on 18
- 1JSC 2703(d) (requiring a showing of “specific and articulable facts,” a standard lower than probable cause).

Without requesting briefing on the law or the underlying technology, the magistrate judge (joined by four
fellow magistrates) issued a lengthy opinion in February 2008 holding that such records may not be obtained
absent a search warrant based upon probable cause. See In re Application, 534 F. Supp. 2d 585 (W.D. Pa.
2008). The USAOQ promptly appealed, only to have the district court summarily affirm in a two-page decision

on Wednesday of this week. '

As indicated in the attached opening brief and reply, we believe that bothi decisions are wrong on the facts as
well as the law. Most importantly, the magistrate wrongly analyzed the request under the law governing _
prospective location surveillance, notwithstanding the fact that the USAO requested only historical records. In
addition, the published opinion materially misstates the degree of precision of the requested records, conflating
cell-site records — indicating the user’s location at best only to within hundreds of yards — with more precise
location information (such as GPS coordinates, typically unavailable for past periods). Both the magistrates and
the district court ignored previous decisions in other districts explicitly endorsing the Department’s position that
historical tower/sector records may be compelled using a section 2703(d) order. See In re Applications, 509 F.
Supp. 2d 76 (D. Mass. 2007); In re Application, 2007 WL 3036849 (S.D. Tex. Oct. 17,2007). The USAOQ, in
consultation with Criminal Division, is considering its options for seeking further judicial review.

Where agents seek to obtain GPS (or similarly precise) information for a target’s phone on a prospective basis,

OEQ continues to recommend the use of a warrant under Rule 41. (Regularly updated mode] forms, either for

standalone use or in connection with a Title 111 application, are available on request.) However, we remain

firmly of the view that access to less-precise historical cell-site records, routinely kept by providers in the
dinary course of business, is governed by section 2703(d) and does not require a search warrant.

10




o,

If you have any questions, or encounter difficulty on this issue with judges in your own district, please do not

hesitate to contact me.

Jark Eckenwiler
Assoctate Director

Office of Enforcement Operations

Criminal Division
™

e ra)
A Wi e
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The attached forms are for use in obtaining relatively precise location information
concemning a wireless phone. It does not refer to “GPS” or “E-911,” as those terms are
technically inaccurate in describing the location-finding capabilities of many wireless carriers.
Do not use these forms if you want only cell tower/sector records (sometimes referred to as
“cell-site data” or “tower/face information”) uniess your local judges refuse to grant “hybrid”
3123/2703(d) orders for this less precise class of information.

Note that these forms do not invoke or rely on 18 USC 3117 (the tracking device statute)
nor the recently added Rule 41 provisions conceming “tracking devices.” This is intentional. The
Department’s position is that a cell phone knowingly possessed by a user is not a “tracking
device” within the meaning of that term as defined in section 3117. However, because a
reviewing court might later conclude — contrary to DOJ’s view — that a user’s own phone falls
within the definition, as a precaution these forms include space in the return for indicating when
the location-finding activity is first initiated and for what period.

Important considerations in using these forms include

. where to apply: Rule 41(b)(2) permits searches to occur outside the district,
provided that the item to be searched is within the district at the time the order is

entered. An applicant should determine — whether via information from
informants, historical cell tower/sector activity records, or other sources — the
probable location of the target phone.

In the alternative, AUSAs may consider invoking 18 USC 2703(c)(1)(A), which
permits the compulsion of records from service providers outside the district.
OEO disfavors this approach, both because a) several courts have rejected the
prospective use of 2703 and b) it is unclear whether location data concerning a
user’s phone constitutes a “record” in the possession of the provider as
contemplated by 2703. These forms include both options.

p———,

—

J_.__.m...__q__m

E
—

. persons to be notified: OEO recommends giving notice to the person(s) who
actually used the target phone, and not merely to the registered owner (if different)

Applicants with additional questions are encouraged to contact the CHIP AUSA in their

district or the author of t}g§ form (Mark Eckenwiler, Associate Director, Office of Enforcement
. _ h

. o ! s
Operations,; _ __-ormark.eckenwiley -_,:,b- i

[DRAFT - Ver. 1.2 10/25/07]




A PLBITES

UNITED STATES DISTRICT COURT CjQ/W. Pif
ICT OF ST
________ DISTR _ I ol /05

IN THE MATTER OF THE APPLICATION UNDER SEAL
OF THE UNITED STATES OF AMERICA !
FOR AUTHORIZATION TO OBTAIN LOCATION AFFIRMATION IN
DATA CONCERNING A CELLULAR TELEPHONE SUPPORT OF
ASSTGNED CALL NUMBER (XXX) XXX-XXXX, ! APPLICATION
WITH [INTERNATIONAL MOBILE SUBSCRIBER
TDENTITY / ELECTRONIC SERIAL NUMBER]

EUHXXKXXKAKKKXKX

STATE OF )
COUNTY OF : 88,
DISTRICT OF ) )

¥

a Special Agent with the , being duly
sworn, deposes and states:

INTRCDUCTION

1. I am a “federal law enforcement officer” within
the meaning of Federal Rule of Criminal Procedure 41 (a) (2) (C),
that is, a government agent engaged in enforcing the criminal
1aws and duly authorized by the Attorney General to request a
search warrant. I have been a ;____ agent since . I have
participated in investigations of and, among other
things, have conducted or participated in surveillances, the
_execution of search warrants,'debriefings of informants and
reviews of taped conversations. Through my training, education

and experience, I have become familiar with the mwanner in which

2. T submit this affidavit in support of an

application for an order pursuant to Federal Rule of Criminal




Procedure 41 [OPTIONAL: and 18 U.S.C. 2703(&)(1)(A)] [see cover
instructions], directing [carrier] to assist agents of the

by providing all information, facilities and technical assistance
needed to ascertain the physical loéation of the cellular
telephone assigned call’number {xxx} XXX-xxxx, with

[Tnternational Mobile Subscriber Identity /Electronic Serial

Number] KRXAAKXKAKKKKXK, subscribed to in the name at
[address] , with service provided by l[carrier] (the “TARGET
CELLPHONE”), including but not limited to data indicating the

specific latitude and longitude of (or other precise‘lpcation
information concerning) the TARGET CELLPHONE (the “Requested
Information”),* for a period.of thirty (30) days.

3. I have personally participated in the
invesﬁigation set forth below. I am familiar with the facts and
circumstances of the investigation through my personal
participation; from discussions with other agents of the _ and
other law enforcement; from my discussions with witnesses

involved in the investigation; and from my review of records and

iguch information may, where other information is
unavailable, include records reflecting the tower and antenna
face (“cell site”) used by the TARGET CELLPHONE at the start and
end of any call. In requesting cell site information, the
Government does not concede that such cell site records -

routinely retained by wireless carriers as business records - may

only be obtained via a warrant issued on probable cause. See In
re Application, 460 F. Supp. 2d 448 (S.D.N.Y. 2006) (authorizing
prospective acquisition of cell-site records under combined
authority of 18 U.S.C. 2703(d) & 3121 et seq.).

o



reports relating to the investigation. Unless otherwise noted,
wherever in this affidavif I assert that a statement was made,
the information was provided by anothér ____agent, law
enforcement officer or witness who may have had either direct or
hearsay knowledge of that statement and to whom I or others have
-spoken or whose reports I have read and reviewed. Such
statements are among many statements made by others and are
stated in substance and in part unless otherwise iﬁdicated.
Since this affidavit is being submitted for the limited purpose
of securing an order authorizing the acquisition of the Reguested
Information, I have not included details of every aspect of the
investigation. Facts not set forth herein, or in the attached
exhibits, are not being relied on in reaching my conclusion that
the requested order should be issued. Nor do I request that this
Court rely on any facts not set forth herein in reviewing this
application.
4. Probable cause exists to believe that the

Requested Information will lead to evidence of offenses involving

, in violation of (the “TARGET OFFENSES”), as well
as the identification of individuals who are engaged in the
commission of these offenses.

5. For the reasons set out in this affidavit, there:

is probable cause to believe that the TARGET OFFENSES have been

committed, are being committed, and will continue to be committed




by and others unknown. [Further, there is probable cause

to believe that is using the TARGET CELLPHONE to commit

the TARGET OFFENSES.]

Background ¢of the Investigation

6. This application is submitted in connection with a

investigation of

7. Based on information obtained from ,

regularly carries the TARGET CELLPHONE [and uses it to conduct

illegal activities].

8. The investigation, through, amcng other things,
the use of confidential sources and , has revealed, among
other things, that and others are engaged in

[set forth facts tying target cellphone to illegal activities.]

AUTHORIZATION REQUEST

9. Based on the foregoing, there is probable cause to
believe that the Reqguested Information will lead to evidence
regarding the activities described above. [OPTIONAL: IF
2703 (c) (1) (A) NOT RELIED UPON — SEE COVER INSTRUCTIONS & 9 2 &
10 - THEN SET FORTH BASIS FOR BELIEVING THAT TARGET CELLPHONE IS
WITHIN THE DISTRICT OF THE ISSUING COURT.] The Requested

Information is necessary to determine the approximate location of

so that [e.g., law enforcement agents can conduct physical
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surveillance of in connection with this expected
transaction] .

10. WHEREFORE, pursuant to Federal Rule of Criminal
Procedure 41 [OPTIONAL: and 18 U.S.C. 2703(c)(1)(A)] [see cover
instructions], it is requested that the Court issue a warrant and
Order authorizing the acquisition of the Requested Information
and directing [carrier], the service provider for the TARGET
CELLPHONE, to furnish the technical assistance necessary to
accomplish the acquisition unobtrusively, and with a minimum of
interference with such services as that provider accords the
user{s) of the TARGET CELLPHONE, for a period of thirty (30)
days. Reasonable expenses incurred pursuant to this activity
will be processed for payment by the

11. IT IS FURTHER REQUESTED that the Court authorize
execution of the warrant at any time of day or night, owing to
the potential need to locate the TARGET CELLPHONE outside of
daytime hours.

12. IT IS FURTHER REQUESTED that the warrant and this
affirmation, as it reveals an ongoing investigation, be sealed
until further order of the Court in order to avoid premature
disclosure of the investigation, guard against fugitives, and
better ensure the safety of agents and others, except that

working copies should be made available to the United States




Attorney’s Office, the _  , and any other léw enforcement agenéy
designatéd by the United States Attorney’s Office.

13. IT IS FURTHER REQUESTED that, pursuant to 18
U.S5.C. 3103a(b) and Federal Rule of Criminal Procedure 41(f) {3),
the Court authorize notice to be delayed for a period of [INSERT
NUMBER NO GREATER THAN 30; SEE ALSO COVER SHEET] days affer the

termination of the execution of the warrant.

Special Agent

Sworn to before me this
day of 2007

UNITED STATES MAGISTRATE JUDGE
DISTRICT OF




UNITED STATES DISTRICT COURT
DISTRICT OF

IN THE MATTER COF THE APPLICATION

OF THE UNITED STATES OF AMERICA

FOR AUTHORIZATION TO OBTAIN LOCATION

DATA CONCERNING A CELLULAR TELEPHONE

ASSIGNED CALL NUMBER (xXXX) XXX-XXXX,

WITH [INTERNATIONAL MOBILE SUBSCRIBER
IDENTITY / ELECTRONIC SERIAL NUMBER] :
AXXXXAXXXXXXXXX

SEALED ORDER

|
-

Application having been made by the United States for

an Order pursuant to Federal Rule of Criminal Procedure 41
[CPTIONAL: and 18 U.S.C. 2703(c) (1) {A)] [see cover instructions],
directing [fcarrier] to assist agents of the by providing
~all information, facilities and technical assistance needed to
ascertain the physical location of thercellular telephone
assigned call.number {(3xx) xxx-xxxx, with [International Mobile
Subscriber Identity / Electronic Serial Number] XXxXXXXXXXXXXXXX,
subscribed to in the name at  [address]  , with
sexvice provided by [carrier] (the “TARGET CELLPHONE”), including
but not limited to data indicating the épecific latitude and
longitude of {or other precise location information concerning)
the TARGET CELLPHONE (the “Requested Inforxrmation"), for a period
of thirty (30) days;

The Court finds that there is probable cause to believe that
the Reguested Information will lead to evidence of violations of

Title , United States Code, Sections and , among other




offenses, as well as to the identification of individuals who are
engaged in the commission of these offenses.

IT IS HEREBY ORDERED pursuant to Federal Rule of Criminal
Procedure 41 [OPTIONAL: and 18 U.S.C. 2703 (c) (1) (A)] [see cover
instructions] that [carrier], beginning at any time within ten
(10) days of the date of this Order and for a period not to
exceed 30 days from the date 6f this Order, provide to agents of

the the Reguested Information concerning the TARGET

CELLPHONE, with said authority to extend to any time of the day
or night as regquired, including when the TARGET CELLPHONE leaves
the  District of ; all of said authority being
expressly limited to ascertaining the physical location of the
TARGET CELLPHONE and expressly excluding the contents of any
comﬁunicat;ons conducted by the user(s) ofjthe TARGET CELLPHONE.
It is further ORDERED that the ;___ compensate [carrier] for
reasonable expenses incurred in complying with any such request.
It is further ORDERED that agents of the = and other law
enforcement officers and persons authorized to provide them with
necessary and technical assistance are authorized to acquire the
Requested Information concerning the location of the T%RGET
CELLPHONE for a period of thirty (30) days from the date of this
Order or until the goals of the investigation have been achieved.
It is further ORDERED that the Court’s Order and the

accompanying Affirmation submitted in support thereof, as they

-3 -




reveal an ongoing investigation, be sealed until further Order of
the Court in order to avoid prematuré disclosure of the.
investigation, guard against fugitivés, and better ensure the
safety of agents and others; except that copies of the Court’'s
Order in full or redacted form may be maintained by the United
States Attorney’s Office, and ﬁay be served on Spécial Agents and
other investigative and law enforcement officers of the
federally deputized state and local law enforcement officers, and
other government and contract personnel acting under the
supervision of such investigative 6r law enforcement officers,
and [carrier] as necessary to effectuate the Court’'s Order.

It is further ORDERED that this warrant be returned to the
issuing judicial officer within 10 days after the termination of
the execution of the warrant.

It is further ORDERED that; pursuant to 18 U.S.C. 3103a(b)
and Federal Rule of Criminal Procedure 41(f) (3), service of
notice may be delayed for a period of [INSERT NUMBER NO GREATER
THAN 30; SEE ALSO COVER SHEET] days after the termination of the
execution of the warrant.

It is further ORDERED tﬁat [carrierl, its affiliates,

officers, employees, and agents not disclose the Court’s Order or

the underlying investigation, until notice is given as provided

above.

Dated:

day of 2007




Time:

UNITED STATES MAGISTRATE JUDGE
DISTRICT OF

AO |
(Rev. WARRANT ON WRITTEN AFFIDAVIT FOR CELL PHONE LOCATION DATA
8/97)
DISTRICT
;ﬁrﬁizﬁ States ?iﬁiﬁn’f Qourt District of ,
- DOCKET NO. MAGISTRATE'S CASE NO.

UNITED STATES OF AMERICA
V.

ANY AUTHORIZED FEDERAL AGENT

PREMISES KNOWN AND DESCRIBED AS
A CELLULAR TELEPHONE ASSIGNED CALL
NUMBER {xxX) XxX-XxxxX, WITH
[INTERNATIONAL MOBILE SUBSCRIBER
IDENTITY / ELECTRONIC SERIAL NUMBER]

KA AKX KKK KANKK

Affidavit having been made before me by the below-named affiant to obtain precise
location information concerning the following cell phones (the "Premises”):

A CELLULAR TELEPHONE ASSIGNED CALL NUMBER (xxx) xxx-xxxx, WITH
[INTERNATIONAL MOBILE SUBSCRIBER IDENTITY / ELECTRONIC SERIAL NUMBER]

plOS O 80000000

and as | am satisfied that there is good cause for the acquisition of precise location
information concerning the Premises,

YOU ARE HEREBY COMMANDED to acquire precise location data concerning the

Premises named above for a period of thirty (30) days starting within ten (10} calendar

days of the date of this order, during any time of day; to return this warrant to the U.S.

Magistrate Judge designated in this warrant within ten (10) calendar days after the

execution of the warrant has ended; and pursuant to 18 U.S.C. § 3103a(b)(3) authorizing

delayed notification, to serve notice within [INSERT NUMBER NO GREATER THAN 30; SEE

ALSO COVER SHEET] after the execution of the warrant has ended.

NAME OF AFFIANT SIGNATURE OF JUDGE OR U.S. MAGISTRATE DATEITIME ISSUED

Special Agent




RETURN:

DATE AND TIME ACQUISITION OF LOCATION DATA FIRST INITIATED AND PERIOD DURING WHICH IT WAS ACQUIRED:

CERTIFICATION

I swear that this information contained on this return is true and accurate:

Subscribed, sworn to, and returned before me this date.

Federal Judge or US. Magl'srrare Date




The attached forms are for use in obtaining relatively precise location information
concerning a wireless phone. It does not refer to “GPS” or “E-911,” as those terms are
technically inaccurate in describing the location-finding capabilities of many wireless carriers.
Do not use these forms if you want only cell tower/sector records (sometimes referred to as

“cell-site data” or “tower/face information”™) unless your local judges refuse to grant “hybrid”
3123/2703(d) orders for this less precise class of information.

Note that these forms do not invoke or rely on 18 USC 3117 (the tracking device statute)
nor the recently added Rule 41 provisions concerning “tracking devices.” This is intentional. The
Department’s position is that a cell phone knowingly possessed by a user is not a “tracking
device” within the meaning of that term as defined in section 3117. However, because a
reviewing court might later conclude — contrary to DOJ’s view — that a user’s own phone falls
within the definition, as a precaution these forms include space in the return for indicating when
the location-finding activity is first initiated and for what period.

Important considerations in using these forms include

e

where to apply: Rule 41(b)(2) permits searches to occur outside the district,
provided that the item to be searched js within the district at the time the order is
entered. An applicant should determine — whether via information from
informants, historical cell tower/sector activity records, or other sources — the
probable location of the target phone.

In the alternative, AUSAs may consider invoking 18 USC 2703(¢)(1)(A), which
permits the compulsion of records from service providers outside the district.
OEO disfavors this approach, both because a) several courts have rejected the
prospective use of 2703 and b) it is unclear whether location data concerning a
user’s phone constitutes a “record” in the possession of the provider as
contemplated by 2703. These forms include both options.

persons to be notified: OEQ recommends giving notice to the person(s) who
actually used the target phone, and not merely to the registered owner (if different)

Applicants with additional questions are encouraged to contact the CHIP AUSA in their
district or the author of this form (Mark Eckenwiler, Associate Director, Office of Enforcement

A

Operations{‘

""" Y or mark.eckenwiler. ).
! : ! W
— [DRAFT-Var.12 Tonswom &




UNITED STATES DISTRICT COURT
DISTRICT OF

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES CF AMERICA

UNDER SEAL

FOR AUTHORIZATION TO OBTAIN LOCATION AFFIRMATION IN
DATA CONCERNING A CELLULAR TELEPHONE - i SUPPORT OF
ASSTIGNED CALL NUMBER (XXX) XXX-XXXX, ; APPLICATION
WITH [INTERNATIONAL MOBILE SUBSCRIBER '
IDENTITY / ELECTRONIC SERIAL NUMBER]
RUAXKKKXAKXLRXKXX .
STATE OF __ )
COUNTY OF : *88.:
DISTRICT OF )
, a Special Agent with the , being duly
sworn, deposes and states:
INTRODUCTION
1. I am a “federzl law eﬁforcement cfficer” within

the meaning of Federal Rule of Criminal Procedure 41 (a) (2) (C),
that is, a government agent engaged in enforcing the criminal
laﬁs and duly authorized by the Attorney General to request a
search warrant. I have been a 'agent since . I have
participated-in investigations of and, among other
thingé, have conducted or participated in surveillances, the
execution of searéh warrants, debriefings of informants and
reviews of taped coﬁversations. Through my training, edﬁcation-

and experience, I have become familiar with the manner in which

2. I submit this affidavit in support of an

application for an order pursuant to Federal Rule of Criminal



Procedure 41 [OPTIONAL: and 18 U.S.C. 2703 (';:) (1) (3)] [see cover
instructionsl], directing [carrier] to assist agents of the

by providing all information, facilities and technical assistance
needed to ascertain the physical location of the cellular
telephone assigned call number (xxx) xxx-xxxx, with

[International Mobile Subscriber Identity /Electronic Serial

Number] XXXXXXXXXXXKXXX, subscribed to in the name at

[address] , with service provided by [carrier] (the “TARGET
CELLPHONE” ), including but not limited to data indicating the

specific latitude and longitude of (or other precise location
information concerning} the TARGET CELLPHONE (the “*Requested
Information"),* for a period of thirty (30) days.

3. I have personally participated in the
investigation set forth below. I am familiar.with.the facts and
circﬁmstances ofrthe investigation through my personal
participation; from discussions with other agents of the ___ and
other law enforcement; from my discussions with witnesses

involved in the investigation; and from my review of records and

1such information may, where other information is
unavailable, include records reflecting the tower and antenna
face (“cell site”) used by the TARGET CELLPHONE at the start and
end of any call. In requesting cell site information, the
Government does not concede that such cell site records -
routinely retained by wireless carriers as business records - may
only be obtained via a warrant issued on probable cause. See In
re Application, 460 F. Supp. 2d 448 (S.D.N.Y. 2006) (authorizing
prospective acquisition of cell-site records under combined '
authority of 18 U.S.C. 2703(d) & 3121 et seqg.).

-2



reports'reiating to the investigation. Unless otherwise noted,
wherever in this affidavit I assert that a statement was made,
the information was provided by another ___ agent, law
enforcement officer or witness who may have had either direct or
hearsay knowledge of that statement and to whom I or others have
spoken or whose reports I have read and reviewed. Such
statements are among many statements made by others and are
stated in substance and in part unless otherwise indicated.
Since this affidavit is being submitted for the limited purpose
of securing an order authorizing the acquisition of the Requested
information, I havg not included details of every aspect of the
investigation. Facts not set forth herein, or in the attached
exhibits, are not being relied on in reaching my conclusion that
the requested order should be issuedi Nor do I request that this
court rely on any facts not set forth herein in feviewing this
application.
4.  Probable cause exists to believe that the

Requested Information will lead to evidence of offenses involving

, in wviolation of (the “TARGET OFFENSES”}, as well
as the identification of individuals who are engaged in the
commission of these offenses.

5. For the reasons set out in this affidavit, there

is probable cause to believe that the TARGET OFFENSES have been

committed, are being committed, and will continue to be committed



by ' and others unknown. [Further, there is probable cause

to believe that is using the TARGET CELLPHONE to commit

the TARGET OFFENSES.]

Background of -the Ipvestigation

6. This application is submitted in connection with a

investigation of

7. Based on information obtained from -,

reqularly carries the TARGET CELLPHONE [and uses it to conduct

illegal activities].

8. The inVestigation, through, among other things,
the use of confidential sources and __ , has revealed, among
other things, that and others are engaged in

[set forth facts tying target cellphdne to illegal activities.]

AUTHORIZATION REQUEST

9. Based on the foregoing, thére is probable cause to
believe that-the Requested Iﬁforﬁation will lead to evidence
regarding the activities described above. [OPTIONAL: IF
2703 {c) (1) (A) NOT RELIED UPON - SEE COVER INSTRU&TIONS & 99 2 &
10 - THEN SET FORTH BASIS FOR BELIEVING THAT TARGET CELLPHONE IS
WITHIN THE DISTRICT OF THE ISSUING COURT.] The Requested |
Information is necessary to determine the approximate location of

so that [e.g., law enforcement agents can conduct physical

-4-




surveillance of in connection with this expected

transaction] .

10. WHEREFORE, pursuant to Federal Rule of Criminal
Procedure 41 [OPTIONAL: and 18 U.S5.C. 2703 (c) (1) (A)] I[see cover
instructions], it is reguested that the Court issue a warrant and

Order authorizing the acguisition of the Requested Information

and directing [ecarrier], the service provider for the TARGET

CELLPHONE, to furnish the technical assistance necessary to
accomplish the acqguisition unobtrusively, and with a minimum of
interference with such services as that provider accoxrds the
user (s) of the TARGET CELLPHONE, for a period of thirty (30)

days. Reasonable expenses incurred pursuant to this activity

will be processed for .payment by the

11. IT IS FURTHER REQUESTED that the. Court authorize
execution of the warrant at any time of day or night, owing to
the potential need to locate the TARGET CELLPHONE ocutside of
daytime hours.

'12. IT IS FURTHER REQUESTED that the warrant and this
affirmation, as it reveals an ongoing investigation, be sealed
until further order of the Court in orde£ to avoid premature
disclosure of the‘investigatioﬁ, guard against fugitives, and
better ensure the safety of ageﬁts and others,_except that

working copies should be made available to the United States




Attorney’s Office, the = -, and any other law enforcement ragency
designated by the United States Attorney’s Office.
13. IT IS FURTHER REQUESTED that, pursuant to 18

U.8.C. 3103a(b) and Federal Rule of Criminal Procedure 41(f) (3),

the Court authorize notice to be delayed for a period of [INSERT .

NUMBER NO GREATER THAN 30; SEE ALSO COVER SHEET] days after the

termination of the execution of the warrant.

Special Agent

Sworn to before me this
day of 2007

UNITED STATES MAGISTRATE JUDGE
DISTRICT OF




UNITED STATES DISTRICT COURT
DISTRICT OF

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA !
FOR AUTHORIZATION TO OBTAIN LOCATION | SEALED ORDER
DATA CONCERNING A CELLULAR TELEPHONE
ASSIGNED CALI: NUMBER (XXX} XXX-XXXX,
WITH [INTERNATIONAL MOBILE SUBSCRIBER
IDENTITY / ELECTRONIC SERIAL NUMBER]

XARXAXXKXXXAKXXKXKX

Application having been made by the United States for:

an Order pursuant to Federal Rule of Criminal Procedure 41
[OPTIONAL:Aand 18 U.s.C. 2763(c)(1)(A)] [see cover instructions],
directing [carrier] to assist agents of the by providing
all informétion, facilities and technical assistance needed to
ascertain the physical location of the cellular telephone
assigned call number (xxx) xxx-xxxx, with [International Mobile
Subscriber Identity / Electronic Serial Number] XXXXXXXXXXXXXXX,
subscribed to in the name at __ [address]  , with
service provided by [carrier] (the “TARGET CELLPHONE”), including
but not limited to data indicating the specific latitude and
longitude of {or other precise location information concerning)
the TARGET CELLPHONE (the “Requested Information"), for a period
of thirty (30) days;

The Court finds that there is prcobable cause to believe that
the Requested Information will lead to evidence of violations of

Title _ , United States Code, Sections and , among other




offenses, as well as to the identification of individuals who are
engaged in the commission of these offenses.

IT IS HEREBY ORDERED pursuant to Federal Rule of Criminal
Procedure 41 [OPTIONAL: and 18 U.S.C. 2703(c) (1) {A)] I[see cover
instructions] that [carrier], beginning'at;any time within ten
(10). days of the date of this Ordexr and for a beriod not to
exceed 30 days from the date‘bf this.Order, provide to agents of

the the Requested Information concerning the TARGET

CELLPHONE, with said authority to extend to ény time of the day
or night as required, including when the TARGET'CELLPHONE leaves
the  District of ; all of said authority being
expressly limited to ascertaining the physical location of the
TARGET CELLPHONE and expressly excluding the contents of any
communications conducted by the user(s) of the TARGET CELLPHONE.
It is further ORDERED that the - = compensate [carrier] for
reasonable expenses incurred in complying with any such reguest.
It is further ORDERED that agents of the = and other law
enforcement officers and persons authorized to provide them with.
necegsary and technical assistance are authorized to acquire the
Requested Information concerning the location of the. TARGET
CELLPHONE for a period of thirty (30) days from the date of this
Order or.until the goals of the investigation have been achieved.
It is further ORDERED that the Court’s Order and the

accompanying Affirmation submitted in support thereof, as they
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reveal an ongoing investigation, be sealed until further Order of
the Court in order to avoid premature disclosure of the
investigation, guard against fugitives, and better ensure the
safety of agents and others, except that copies of the Court’s
Order in full or redacted form may be maintained by the United
States Attorney’s Office, and may be served on Speciél Agents and
other investigative and law enforcement officers of the _
federally deputized state and local law enforcement officers, and
other government and contract personnel acting under the
supervision of such investigative or law enforcement officers,
énd [carrier] as necessary to effectuate the Court’s Order.

It is further ORDERED that this warrant be returned to the
issuing judicial officer within 10 days after the termination of
the execution of the warrant.

It is further ORDERED that, -pursuant tc 18 U.S.C. 3103a(b)
and Federal Rule of Criminal Procedure 41(f) (3), service of
notice may be delaged for a period of [INSERT NUMBER NO GREATER
THAN 30; SEE ALSO COVER SHEET] days after the termination of the
execution of the warrant.

It is further ORDERED that [carrier], its.affiliates,
officers, employees, and agents not disclose the Court’s Order or

the underlying investigation, until notice is given as provided

above.

Dated:

day of 2007




Time:

UNITED STATES MAGISTRATE JUDGE
DISTRICT OF

AO '
(Rev. = WARRANT ON WRITTEN AFFIDAVIT FOR CELL PHONE LOCATION DATA
$/97) |

DISTRICT
Ynited States District Court District of

DOCKET NO. MAGISTRATE’S CASE NO.

UNITED STATES OF AMERICA
V.

ANY AUTHORIZED FEDERAL AGENT

PREMISES KNOWN AND DESCRIBED AS
A CELLULAR TELEPHONE ASSIGNED CALL
NUMBER {(xxx) X%XX-Xxxx, WITH
[INTERNATICNAL MOBILE SUBSCRIBER
IDENTITY / ELECTRONIC SERIAIL NUMBER]

AKX AKX KK ALK

Affidavit having been made before me by the below-named affiant to obtain precise
location information concerning the following celi phones (the “Premises”):

A CELLULAR TELEPHONE ASSIGNED CALL NUMBER (XXX) XXX-XXxx, WITH
[INTERNATIONAL MOBILE SUBSCRIBER IDENTITY / ELECTRONIC SERIAL NUMBER]

SOOI XK KK XX KXK

and as | am satisfied that there is good cause for the acquisition of precise location
information concerning the Premises,

YOU ARE HEREBY COMMANDED to acquire precise location data concerning the

Premises named above for-a period of thirty (30) days starting within ten (10) calendar

days of the date of this order, during any time of day; to return this warrant to the U.S.

Magistrate Judge designated in this warrant within ten (10) calendar days after the

execution of the warrant has ended; and pursuant to 18 U.S.C. § 3103a(b)(3) authorizing

delayed notification, to serve notice within {INSERT NUMBER NO GREATER THAN 30; SEE

ALSO COVER SHEET] after the execution of the warrant has ended.

NAME OF AFFIANT SIGNATURE OF JUDGE OR U.S. MAGISTRATE DATE/TIME ISSUED

Special Agent




RETURN,

DATE AND TIME ACQUISITION OF LOCATION DATA FIRST INITIATED AND PERIOD DURING WHICH IT WAS ACQUIRED:

CERTIFICATION

I swear that this information contained on this return is true and accurate:

Subscribed, sworn to, and returned.before me this date.

Federal Judge or U.S. Magistrate Date
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™" From: Eckenwiler, Mark (CRM) '
To: USAEO-CrimChiefs — 1 . - YT, T
Cef_ L b - coald
Sent: Fri Sep 12 14:37:31 2008 ™ : : e “‘

Subject: OEO guidance concerning requests for historical cellular telephone location information
To: All USAO Criminal Chiefs

From: Office of Enforcement Operations, Criminal Division

Re: Guidance Concerning Requests for Historical Cellular Telephone Location Information

Date: September 12, 2008

A number of offices have inquired about a decision earlier this week from the District Court in W.D. Pa. that
has received widespread press coverage. In the expectation that many of your local magistrate judges will be
relying on this opinion, I am writing to offer guidance.

The case involves a request by the U.S. Attorney’s Office in Pittsburgh for the wireless phone records of a
suspected narcotics trafficker. The USAO sought to obtain cell-site records — that is, records showing the tower
and tower face used at the start and end of calls — for a specified time period in the past, basing its request on 18
USC 2703(d) (requiring a showing of “specific and articulable facts,” a standard lower than probable cause).

Without requesting briefing on the law or the underlying technology, the magistrate judge (joined by four
fellow magistrates) issued a lengthy opinion in February 2008 holding that such records may not be obtained
absent a search warrant based upon probable cause. See In re Application, 534 F. Supp. 2d 585 (W.D. Pa.

1




2008). The USAO promptly appealed, only to have the district court summarily affirm in a two-page decision

on Wednesday of this week.

As indicated in the attached opening brief and reply, we believe that both decisions are wrong on the facts as
well as the law. Most importantly, the magistrate wrongly analyzed the request under the law governing
prospective Jocation surveillance, notwithstanding the fact that the USAOQ requested only historical records. In
addition, the published opinion materially misstates the degree of precision of the requested records, conflating
cell-site records — indicating the user’s location at best only to within hundreds of yards — with more precise
location information (such as GPS coordinates, typically unavailable for past periods). Both the magistrates and
the district court ignored previous decisions in other districts explicitly endorsing the Department’s position that
historical tower/sector records may be compelled using a section 2703(d) order. See In re Applications, 509 F.
Supp. 2d 76 (D. Mass. 2007); In re Applicarion, 2007 WL 3036849 (S.D. Tex. Oct. 17, 2007). The USAQ, in
consultation with Criminal Division, is considering its options for seeking further judicial review.

Where agents seek to obtain GPS (or similarly precise) information for a target’s phone on a prospective basis
OFEOQO continues to recommend the use of a warrant under Rule-41. (Regularly updated model forms, either for,
standalone use or in connection with a Title 111 application, are available on request.) However, we remain
firmly of the view that access 10 less-precise historical cell-site records, routinely kept by providers in the
ordinary course of business, is governed by section 2703(d) and does not require a search warrant.

If you have any questions, or encounter difficulty on this issue with judges in your own district, please do not
hesitate to contact me. ‘

Mark Eckenwiler

Associate Director

Office of Enforcement Operations
Criminal Division
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