U.S. Department of Justice

Executive Office for United States Attorneys
Freedom of Information/Privacy Act Staff
600 E Street, N.W., Room 7300

Washington, D.C. 20530

202-616-6757 Fax 202-616-6478

Requester:__ Catherine Crump Request Number:__ 07-4123

Subject of Request: Mobile Phone Tracking (Item 1-4)/CAC 00T

Tl e n
R

Dear Requester:

Your request for records under the Freedom of Information Act/Privacy Act has been
processed. This letter constitutes the third interim reply from the Executive Office for United States
Attorneys, the official record-keeper for all records located in this office and the various United States
Attorneys' Offices. To provide you the greatest degree of access authorized by the Freedom of
Information Act and the Privacy Act, we have considered your request in light of the provisions of both
statutes.

The records you seek are located in a Privacy Act system of records that, in accordance with
regulations promulgated by the Attorney General, is exempt from the access provisions of the Privacy
Act, 28 C.F.R. § 16.81. We have also processed your request under the Freedom of Information Act
and are making all records required to be released, or considered appropriate for release as a matter of
discretion, available to you. This letter constitutes a partial denial. The enclosed material is responsive
to item number one of your request. :

Enclosed please find:

67 __ page(s) are being released in full (RIF);
28  page(s) are being released in part (RIP); _
0 page(s) are withheld in full (WIF). The redacted/withheld documents were reviewed to
determine if any information could be segregated for release.

The exemption(s) cited for withholding records or portions of records are marked below. An
enclosure to this letter explains the exemptions in more detail.
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Although I am aware that this request is the subject of ongoing litigation and that appeals are
not ordinarily acted on in such situations, I am required by statute and regulation to inform you that if
you consider my response to be a denial of your request, you have the right to file an administrative
appeal by writing within 60 days from the date of this letter to the Office of Information and Privacy,
United States Department of Justice, 1425 New York Avenue, Suite 11050, Washington, D.C.
20530-0001. In light of the fact that this is an interim response, I would ask that you wait until the
EOUSA has issued its final response in this request before you file an appeal.

Sincerely,

!(fa/w in E‘j ww/%mfl 4

William G. Stewart I
Assistant Director

Enclosure(s)

(Page 2 of 2)



Requester: Catherine Crump
FOIA# (07-4123

Continuation Sheet:

Please note that your original lefter has been split into nineteen separate files (‘requests™), for
processing purposes, depending on the nature of what you sought. Each file will have a separate Request
Number (listed below), for which you will receive a separate response: 07-4120 through 07-4138.

This response is to FOLA No. 07-4123 only and does not include search results associated with the
other requests listed above. '



EXPLANATION OF EXEMPTIONS

FOIA: TITLE S, UNITED STATES CODE, SECTION 552

LY (1) {A) specifically authorized under criteria established by and Executive order to be kept secret in the in the interest of national
defense or foreign policy and (B) are in fact properly classified pursuant to such Executive order;

(bX2) _ related solely to the internal personuel rules and practices of an agency;

(3} - specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute {A) requires
that the matters be withheld from the public in such a manner as to leave no discretion on the issue, or {B) establishes
particular criteria for withholding ot refers to particular types of matters to be withheld;

{b)(4} trade secrets and commercial or financial information obtained from a person and privileged or coafidential;

(b)(3) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in
' litigation with the agency;

(b)ay personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of
personal privacy;

(b)(7) records or information compiled for law enforcement purposes, but only the extent that the production of such law
enforcement records or information (A) could reasonably be expected to interfere with enforcement proceedings, (B) would
deprive a person of a right to a fair trial or an impartial adjudicatien, (C) could reasonably be expected to constitute an
unwarranted invasion of personal privacy, (D) could reasonably be expected to disclose the identity of a confidential source,
(E) would disclose techniques and procedures for law enforcement investigations or prosecutions, or would disclose guidelines
for law enforcement investigations or prosecutions if such disclosure could reasonably be expected to risk circumvention of
the law, or (F) could reasonably be expected to endanger the life or physical safety of any individual.

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency
tesponsible for the regulation or supervision of financial institutions; or

(b)(9) geological and geophysical information and data, including maps, concerning wells.
PRIVACY ACT: TITLE 5, UNITED STATES CODE, SECTION 552a
{d)(5) information coruplied in reasonable anticipation of a civil action proceeding;

((2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, coatrol, or
reduce crime or apprehend criminals;

(1) information which is currently and properly classified pursuant to Executive Order 12356 in the interest of the national defense
or foreign policy, for example, information invelving intelligénce sources or methods:

{kX}2) investigatory material complied for law enforcement purposes, other than criminal, which did not result in loss of a right,
benefit or privilege under Federal programs, or which would identify a source who furnished information pursuant to a
promise that his’her identity would be held in confidence; .

kX3 material maintained in connection with providing protective services to the President of the United States or any other
individual pursuant to the authority of Title 18, United States Code, Section 3056:

(k)4) required by statute to be maiatained and used solely as statistical records;
(5) investigatory material compiled solely for the purpose of determining suitability eligibility, or qualification for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who

furnished information pursuant to a promise that his identity would be held in confidence;

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal
Government service the release of which would compromise the testing or examination process;

{&XT) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of
the person who furnished the material pursuant to a promise that his identity would be held in confidence.
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Wilkison, Tracy (USACAC)
- Wilkison, Tracy (USACAC)

From:
Sent: Tuesday, June 26, 2007 7:15 PM
To: . USACAC-AUSAs Criminal

" Subject: Cell site and GPS information forms

There are now new forms to obtain cell site and GPS infor_matibn for the cellular telephones of your crooks and

fugitives. Yay!

*¥*Pollowing a delicate negotiation dance (which resembles an Irish jig, FYI) with the magistrate judges,

please follow these rules:

(1) Do not change the forms wi
(2) For the next month or so, whenever you file any of the various versions o

finalized version to me - when I have one of every kind, we can stop. ***

thout running the changes by me or Dan Goodman. Preferably Dan.
f the forms, please email the

The forms are |
following categories:

ocated at S:\Crimipal Forms\Pen Registers\Cell Site and GPS apps, and are broken down into the

1

(1) Historical cell site app and order: Use this when you want cell site information for your cell phone that ig
historical (i.e., between May 1, 2007 and today)}_~ e ) } 2

' & : ;} This is a fairly short application based on your proffer of the agent’s
fhat the information obtained would be relevant and material to your ongoing (or

information, and a conclusion
declaration needed, and you can do repeatedly to get updates.

fugitive) investigation. No agent

(2) Prospective cell site and GPS app and orders

oing an ongoing investigation, andE WieE 1

(A) Investigation: Use this when you are d )
[ it {;ﬂ You can ask for (1) cell site only; (2) cell site and GPS information; or (3) GPS info only.L  BE g
L . ‘ wile ) S . .jThe agcnfj
must provide a declaration in support demonstrating probable cause to believe that the information will provide
evidence of the crimes being investigated. ( ] e ]
ﬁl‘f , '_ E‘}ﬂg% - ) . - . .
wme © Cifthe

reason why (for any of this) is of interest to you, please call or email me. Please note that the tracking device
procedures of Rule 41 are somewhat onerous - including notice provisions - so please read what the order
commands you to do, and follow it. If you need an extension of the notice provisions, please see the notice
extension form at $:\Criminal Forms\Complaint\ Tracking Devices. Also note that because the request for cell
site information is based on the “hybrid” theory (again - if you're actually interested, let me know), you must
* provide a certification at the end of the application that the information is relevant to an ongoing investigation.
ata, attach the Hodor declaration as well to your application. If you seek GPS data,

If you seek cell site d !
1. Both are in .pdf files in the same location as the forms.

attach the Kischer declaration as we

Use this form when you are trying to find a fugitive. - Because the requ%est for cell site \

the All Writs act, you don’t need to do a cgrtification, and; ME

(B) Fugitive:
. = o
therwise, the forms are basically the same,

iglformation is based on

. g
and again, if you seek GPS information, you must follow the tracKing device procedures for Rule 41. Please
attach the Hodor or Kischer declarations as appropiiate.
R F

1

b &



EE or those who are still reading, th1s seems like an appropnate time to remind you that if you want toz_:Lf 5} a
L wiee 7} you must now geta Rule 41 warrant - please

see S\\Criminal Forms\Compiamt\ Tracking Devices for the forms.

o
g e
M
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**++Note: if you are requesting only cell site data, use this
form, the Hodor declaration, and your agent’s declaration. If
you are requesting only GPS info, use this form, the Kischer
declaration, and youxr agent’'s declaration.
both, use all of the declarations, ¥*%%

reANote: 1
[ | Wi1E . I
i . ¢ : I
! . sk k —
e J
*k**Note: if you are reguesting continued information, state that
throughout, and insert into the app. that a previous oxrder was
obtained, and provide the case number and magistrate judge***

GEORGE 5. CARDONA
United States Attorney
THOMAS P. O"BRIEN
Assistant United States Attorney @
Chief, Criminal Division
[YOU] (CA Bar No. ) s
Assistant United States Attorney ot
¥X00 United States Courthouse '
312 North Spring Street
Los Angeles, California 90012
Telephone: (213) 894-XXXX
Facsimile: (213) 894-XXXX
Email: X¥XXX@usdoi.gov.

&

Attorneys for Applicant
United States of America

UNITED STATES DISTRICT COURT
FOR THE CENTRAL DISTRICT OF CALIFORNIA

No.

GOVERNMENT'’ S EX PARTE APPLICATION
FOR AN ORDER AUTHORIZING THE
DISCIOSURE OF CELL SiTE
INFORMATION UNDER THE ALIL WRITS
ACT [AND GPS INFORMATION]:
DECLARATIONS OF HENRY HODOR, ERIC
A. KISCHER AND [AGENT]

IN RE CELLULAR
TELEPHONE [5]

e e e e Nt e e et N et

(UNDER SEAL)

Prospective Cell sits [and GPS]/ fugitive / June 22, 2007
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The United States of America, by and through its counsel of

record, the United States Attorney for the Central District of

california, hereby applies for an order authorizing the
disclosure of cell 51te information, [IF WANT GPS INFO: as well

as “GP3 information”}l at such intervals and tlmes as rhe
L.

government may request, and the furnishing of all information,

facilities, and technical assistance necessary to -accomplish said
discilosure unobtrusively, which disclosure will establish the

approximate location of the following cellular telephone[s] for a

period of 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]
days [IF MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW!:

{a) [TARGET NUMBER], a cellular telephone issued by
[ TELEPHONE COMPANY], subscribed tc [SUBSCRIBER INFO?MATIQN] and

pelieved to be used by [USER] (“subject Telephone 817y ;7
(b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subiject

Telephone #2, and concurrently with Subject Telephone #1 referred

to as “the Subject Telephones”) .
[IF REQUESTING GPS INFO: This appllcatlon also seeks

authorization under 18 U.S.C. § 3103a (b}, forxr reasonable cause

shown, to delay notification of the above order to the subscriber

and users of the Subject Telephone for a period of 30 days from
the date that the disclosure ends. [YOU MAY ASK FOR A LONGER
PERTIOD OF DELAY NOW TO A DATE CERTAIN IF YOU CAN STATE WHY THE
FACTS OF THIS CASE JUSTIFY SUCH AN ORDER, OR YOU MAY ASK ¥OR . o
CONTINUABNCES OF THE DELAY AS NEEDED] '
This application involves a fugitive investigation, and 1is
attached memorandum of points and authorities, and

based on the

decliarations of the following individuals: (1) Henry Hodor (a

prospective Cell site [and GPS1/ fugitive / June 22, 2007
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DATED:

prospective

praviously prepare

declaration previously prepared O

fell site [and GPS}/ Fuglitive

utside of this district): (2)

[IF REQUESTING Gps INFC: Eric A. Kischer (a declaration
d within this district)l:; and (3} [AGENT] .

Respectfully submitted,

GEQRGE 3. CARDONA
United States Attorney

THOMAS P, OfBRIEN
Rssistant United States Attorney

Chief, Criminal Division

[YOU] ' '
Assistant United States Attorney

Attorneys for Applicant
United States of America

a

/ June 22, 2007
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MEMORANDUM OF POINTS AND AUTHORITIES

I

INTRO DUCTION

By this application, Ehe government seeks an order that
cellular telephone service provider[s] furnish the [AGENCY
(“INITIALS”)] with cell site [and “GPS”] information for a
cellular telephone being used by a.fugitive who is the subject of
a federal arrest warrant [, and by associates of the fugitivel,
ander circumstances where there is probablé cause to believe that
the information likely to be received concerning the approximate
location of the following Subjebt Telephone[s]), currently within
the Central District of California, will constitute or yield
evidence of the approximate location of the fugitive [IF MORE
THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW}: '

(a) [TARGET NUMRER], a'cellular telephone issued by
[TELEPHONE COMPANY], subscribed to [SUBSCRIBER INFORMATION] and
pelieved to be used by [USER] (“Subject Telephone #17);

{b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subject
Teiephone #2, and éoncurrently with Subject Telephone #1 referred
to as “the Subject Telephonés”). |

The info:matioh sought by this application includes
information about the location (physical address) of the "cell

sites"! linked to the Subject Telephonefs] at call originaticn

t. In order for a cellular telephone to make or receive a
cali, it must be within radio range of a "cell site,” or cell
tower, which . connects it to a carrier's wireless network. Each ¥
tower transmits and receives radio signals across 360 degrees; 7
wireless carriers typically divide that 360 degree circle into
three equal slices of 120 degrees, each of which is called a
nsector.™ Carriers control multiple towers through the use of =

tive Cell site {and GBS}/ fugitive / June 22, 2007

1
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(for cutbound cailing), call termination (for incoming galls)

m =3 Gy s W N

7

and, if reasonably avai;able, during the progress of a call.

This information, which is acquired in the first inst

cellular telephone service provider, includes any information,.

apart from the content of any communication, that is reasonably

available to the service pxo#ider and that is requested‘by th%g

es/sectors receiving and p

[AGENCY}, concerning the cell 8it

transmitting signals to and from the Subject Telephone[s],

LR e
9| BoEAS
..

10 || based on the legal authority of the All Writs Act, 28 U.S.C. s

11 1 1651 (a), as well as on the Court's inherent authority.?

12 fIF SEEKING GP3 INEQ, USE THE FOLLOWING TWO PARAGRAPHS: This

13 || application further seeks latitude aﬁd longitude data gathered
14 | for the Subject Telephonels], including Global Positioning

15 [l satellite (“GPS;) and/or network timing information, and

16 inclﬁding information from such programs as Nextel Mobile

17 || Locator, Boost Mobile Loopt,'Sprint/Nextel Pindum Wireless, oI

18

19§l "phase station." Sensors within the base station detect which-
tower and sector makes radio contact with & cellular telephone.

20 (Hodor Decl. 11 g-11, at 6-7).

21 2 The telephone at "call origination” is the cellular .
o, telephone that is calling another telephone. The telephone at
weall termination” 1s the cellular telephone that 1s receiving;

23 || the call. (Hodor Decl. q 21, at 15-16}).

24 3 The government does not concede that a showing of
probable cause is reguired for this Court to issue orders
55 | authorizing the government to obtain cell site and GPS

96 | to this situation, as discussed below, this application does no
rely on, and this Court need not consider the validity of, the
27 |l government's theory that courts may issue orders pased on the
combined effect of 18 U.8.C. § 3123 and 18 u.s.c. § 2703

28 || guthorizing the government €O obtain this information.

Pros_pe;:tive cell site [and GPS}/ fugitive / June 22, 2007
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information. In light of the applicability of the All Writs Act

2

ance by the:

s il This information is soughti
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similar program, which will establish the approximate location of
the Subject Telephone[s], and which information is acquired in
the first instance by the cellular telephone service provider
(referred to herein as “GPS5 1nformatlon *}y. This lnformatlon ;s
sought based on the authority in Federal Rule of Crlmlnal
Procedure 41(b)(1) and (2) and the All Writs Act, and w1ll e

obtained in conformity with the procedures of Federal Rule ot
Criminal Procedure 41.

Also; this application seeks authorization under £8 0.8.C.

g 3103§(b), for reasonable cause shown, to delay notification of
the above order to the subscriber and users of the Subject
Telephone for a period of 30 days from the date that the

disclosure ends. [YOU MAY ASK FOR A LONGER PERIOD OF DELAY NOW TO

A DATE CERTAIN IF YOU CAN STATE WHY‘THE FACTS OF THIS CASE
JUSTIFY SUCH AN ORDER, OR vOU MAY ASK FOR CONTINUANCES OF THE :
DELAY AS NEEDED] As discussed in the attached declaration of %
[AGENT], immediate notification of this order to the use? of the
Sulbrject Telephone[s] may have an adverse resuit.]

This application further seeks an order that: {1) authorizes
+he disclosure of the requested information whether the Subject
Telephone[s] [is/are] located within this District, outsidé of.

the District, or both; (2(

-

o

Sy
A
0,

2007

3 _ i

prospective Cell site [and GPS)/ fugitive / June 22,
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jgnd (3) orders the™ -

ETAGENCY]rto reimpurse the applicable dellular telephone service

provider for its reasonable expenses directly incurred in

providing the requested information and any related technical
2

*
3

assistance.

The application is made in connection with the arfést

warrant for [FUGITIVE}, which is a {federal arrest warrant for

{ FEDERAL CHARGES}][federal arrest warrant for Unlaw ul Fllght to

avoid Prosecution, in violation of 18 U.S.C. 10731, and is based

upon declaratlons from the following individuals: (1) Henry Hodoxr

(a declaration previously prepared cutside of this district); (2)

[IF REQUESTING GPS INFO: Eric A. Kischexr {(a declaration
préviously prepared within this district) 1 and (3) .[AGENT].
1T
DISCUSSICN

A.- The All Writs Act permits Disclosure of Cell gite

Information [and_GPS informaticnl] to Effect a Federal Arrest

Warrant,

The All Writs Acts permits courts to “issue all writs

necessary Or appropriate in aid of their respective jurisdictions

and agreeable +o the usages and principles of law.” 28 U.s.C. §

1651 (a); see also Adams V. United States ox rel. McCann, 317 U.S.

269, 273 (1942) {(*unless appropriately confined by Congress, 2

federal court may avail itself of all auxiliary writs as aids in

the performance of its duties, when the use of such historic aids

fugltive / June 22, 2001

4
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is calculated in Eéé_gbﬁﬁéWjudggmentnfémé;hiéQéwﬁﬁé“éﬁaé of
justice entrusted to it.”). Because a federal court has alfeady
issued an arreskt warrant for the fugitive, an order that a
cellular telephone service provider-provide the reguested cell
site information [and GFS information] to law enforcement is an

order in furtherance of the jurisdiction of the codrt. See,

e.q., United states v. X, 601 F. Supp. 1039, 1042 (D. Md. 1.984)

{("other Orderé, such as an arrest warrant, may also serve as the
predicate for an All Writs Act O;der"). [INCLUDE TRIS FOQTNOTE
ONLY IF YOU ARE NOT GETTING GPS: * ]

Nine years before the pen register statute was enacted, the
Suprene court ruled that the A1l Writs Act could be used to
command a telephone company to provide certain assistance to the

USMS in connection with the placement of a pen register on &

telephone line.® 1In that case, United States v. New York

Thlephone Co., 434 U.S. 159, 98 S. Ct. 364, 54 L. Ed. 2d 376

(1977), an FBI agent submitted an affidavit that the districts
judge found to set forth probable cause that an illegal gambling
enterprise using facilities of interstate commerce was being

conducted at a particular iocation, and that the two telerhones

+ ns discussed in the attached declaration of Mr. Hodox,
this application does not seek 1atitude and longitude data (often
collogquially referred to as “GPS information”) either via the
“handset based” or “network based” systems. (Hodor Deci. 11 30-
37). Accordingly, this application iz not made pursuant to
Tederal Rule of Criminal Procedure 41.

5 nprior to the 1986 enactment of the pen registers statute
(effective January 1987), authorization for pen registers

was to be found in the provisions of the 'All Writs Act' ..
d.R.Crim.P." In _the Magter of the Interception of

and Rule 41, Fe

Wire And Oral Communications, 682 F. Supp. 669, 670 n.1l (D.N.H.
1988) . -

Prospective Cell site land GPS}/ fugitive / June 22, 2007
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at issue had been, were peing, and would continue to be used in

connection with those ocffenses. 434 U.5. at 1éz2. The district

court's order authorized the FBI to operate pen registers on the
two telephones for a certain time period. lQ& The telephone
company declined to comply fully with the court order: it agreed
to identify for the FBI the specific pairs of wires that
constituted the circuits of the two telgphone lines, but refused
o lease lines to the FBI that "were needed to install the pen
registers in an unobtru51ve fashion. Id.. !

The Supreme Court in New York Telephone agreed with the

district court's ruling that a pen reglster could be authorized

under Rule 41 of the rederal Rules of criminal Procedure. A key

is

distinction between New vork Telephone and this case, however,
that in this case the Court has already issued an arrest warrant,

such that the cell site order sought 1is in furtherance of the

whéreas in New York Telephone there was no

Court's jurisdiction,
such arrest warrant, SO that an order to implement a pen register
was arguably not in furtherance of the district court's

jurisdiction.' cf. United States w. Hall, 583 F. Supp. 717, 719,

721 {E.D, Va. 1984) ("The Supreme court, mindful that the All

Writs Act cannot pe used to extend jurisdiction, locked first at

the independent authority the district court had to issue that

portion of the pen reglster order authorizing agents of the FBI

+o install and use pen registers."}. More importantly for the

purposes of the instant application, the Supreme Court in New

York Telephone held that the All Writs Act permitted issuance of

an order_compelling the telephcne company to provide the

assistance sought. 434 U.S. at 171-78.

ugitive / June 22, 2007

6
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in reé&&ﬂligné7£ﬂéwéuEHS£EE§ oF the district court to issue
an order under the All Writs Act compelling the requested
assistance from the telephone company, the Supreme Court
described broadly the scope of judicial power under the ALl Writs
Act. "Indeed," the Supreme Cpurt wrote, ""[ulnless appropriatelyl
c&nfined by Congress, & federal court may avail itself of all
auxiliary writs as.aids in the performance of its duties, when
the use of such historic aids is calculated in its sound 5udgment
to achieve the ends of justice entrusted to it.'" 434 U.S. at
172-73. The Supreme Court +took note of other facts supporting
the conclusion that the ordet compelling the phone company to
provide assistance was consistent with the All Writs Act, which
facts are present here: that there was probable cause to believe

the phone company's facilities were being used to facilitate the

crime, that the telephone company was & highly reguléted public

utility with the duﬁy to serve the publié, and that the use of a

pen register was by no means offensive to the phone company. Id.

at 174.
Here, there is, firstly, probable cause to believe that the
Subject Telephone[s] are enhancing the fugitive's ability to

remain a fugitive. Seg Declaration of [AGENT], 1 [NUMBER]. It

is not necessary that the telephone calls themselves be illegal,

although that happened to pe the case in New York Telephone. See
Hall, 583 F. Supp. at 720. Secondly, the celiular telephone ‘
market is heavily regulated by the Federal Communications

Commission, see, &.d.. Metro Mobile CTS8, Inc. v. NewVector

Communications, Inc., 892 F.2d 62, 63 (9th Cir. '1989) (discussing

the cellular telephone market in Phoenix), just as the hard-line

prospective Cell site [and GPS}/ fagitive / Sune 22, 2007
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relephone market was heavily regulated in New Yo££m5éi;ﬁﬁéggi

Thirdly, law enforcement's acquisition of the cell site
information {and GPS information] is by no means offensive to the

cellular telephone service provider, which collects this

information for itself anyway. See dodor Declaration, 19 8-25.

As one court said in the similar context of an All Writs Act

application for credit card records, mWithholding information
that could lead to apprehension of a fugitive in no way serves”
the company's ipnterest. Hall, 583 F. Supp;-at 721.

Although one district court case, Hall, 583 F. Supp. at.719,

721, has stated that New York Telephone required that an order

under the All Writs Act may issue only where the assistance cf a

third-party is "absolutely necessary," the government disagrees

nd in New York Telephone. In

that this requirement is fou

contending that this requirement is found in New York Telephone,

the Hall decision did not cite to any place in the New York

Telephone decision, instead citing only to a (student} case
£

the Suffolk University Law Review in 1978. féee

comment from

Comment, 12 suffolk U.L. Rev. 1027 (1978). Contrary to th

language in 4all, although the Supreme Court in New York

Telephone noted that'the assistance of the telephone c:ompany.was‘i
essential to the fulfillment of the purpose of the pen register
order, see 434 U.S. at 175-76, it did not say that the .assistance

of a third party must be essential before an order undef the All

Writs Act could issue to that party.®

s Nor does the Comment in the Suffolk University Law Review
quote any language from New York Telephone establishing this
supposed requirement of absolute necessity. Rather, t%i Comment

prospective Cell site tand GPS)/ fugitive / June 22, 2007 e
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Even ifﬂé;i;s.;abéolﬁfélg-né;es;ary"requiréﬁen£wéfe
imposed in this case, however, it is satisfied here; The
district judge in Hall stated that "the absolute necessity refers
not to catching the fugitive but to obtaining the . . .'rer:orc:is'.r
-— that is, the supposed requirement.looks at whether fhe
assistance of the company receiving the order is absolutely ot
necessary in'prodacing the records sought, as in the caseywhe;e #',
no one else could produce those records. 32€8 583-F. Supp. at
7921-22 & n.2. Here, NO one but the cellular telephone service
provider could produce the information sought. See [AGENT] Dec.

at ¢ [NUMBERI].
In conclusion, "[t]lhe All Writs Act, read with the New York

Telephone gloss, permits the district court, in aid of a valid

warrant, to order a rhird party to provide nonburdensome

technical assistance to law enforcement officers.” "plum Creek

Lumber Co. V. H_utton, 608 F.2d 1283, 1289 (%th Cir. 1579). Here,

an order pursuant €O the All Writs Act is "necessary or

appropriate® -- to use the language of the Act =-- in light of the

agent's declaration. That declaration explains the assistance

necessary from the cellular telephone service providef and notes

that efforts to locate the fugitive have been unsuccessiul, and

cites only to two pages and a footnote from New York Telephone,
see 12 Suffolk U.L. Rev. at 1032 & n.29, which portions of the %
opinion do not, as just noted in text, say that necessitwis a ¥
requirement before a court may issue an order under +he All Writs,
Act. The invention of the necessity requirement in the Comment !
1ikely arises from the fact that the Comment focuses considerable
attention on discussing the limits to the New York Telephone _
Court's reliance on the concept —-— méentioned in a footnote in New !
York Telephone, S&8 434 ©U.S. at 374 n.24 —— that citizens have a
duty to assist 1aw enforcement. See 12 suffolk U.L. Rev. at

1035-38.

pProspective Cell site [and GPs]/ fugitive / June 22, 2007

8

RTF




o o~ oy e Wb

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

that there 1is probable cause to believe that the requested

location information will cast light on the fugitive's current

whereapouts. See United States v. X, 601 F. Supp. at 1042
("Here, as in the case pefore Judge Nickerson, an Order'pursuant
to the All Writs Act is 'necessary and [sié] appropriate,’ in the
1ight of the Special Agent's statements that defendant X has
disappeared; +hat efforts to locate him have peen unsuccessful;
that it is likely the defendant maintains telephone contact with
his close relatives; and that is likely the regquested toll
records will provide information concerning defendant's current
whereabouts, thereby preventing frustration of this_Court‘s
earlier-issued arrest warrant.”).

The application and order in this case are supported by

probable cause. Under these circumstances, the issuance of the

proposed order is in aid of this Court's jurisdiction because it

.will prevent nfrustration of this Court's earlier-issued arrest

ﬁarrant." United States v. X%, 601 F. Supp. at 1042. Finally,

the order may also lawfully be based on this Court's inherent

authority -~ either standing alone or in conjunction with the ALl ¢

Writs Act. See United States ¥. Tilinois Bell Telephone Co., 531

F.2d 809, 811 & n.2, 814 (7th cir. 1976) (district court had
inherent authority to. order telephone company's assistance;

inherent authority is not directly derived from Fed. R. Crim. P.

41; district court's order was not in form of search warrant but

was in the nature of one).

Recause of the particular features of this application,

including the fact that it seeks an Qrder pased upon the Court's

authority under the All Writs Act, the showing of probable cause

ps]/ fugitive / June 22, 2007
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and the fact that an arrest warrant for the fugitive already

the cell site information [and GFS information] sought by

exists,
=

o ol

i S
.
¥

the government

C
cowe D
L

TF SEEKING GPS INFO, USE SECTIONS B AND C:

0t N

B. Federal Rule of Criminal.Procedure Rule 41

Federal Rules of Criminal Procedure 41 (b) (1) and {2y, and

{c), as well as 18 U.8.C. § 2703 (c) (1) (&) and the All Writs Act,

also authorize the court to oxrder the provision of GPS

information upon a showing of probable cause to believe that the

monitoring sought will lead to the discovery of evidence of

identified criminal activity.’
as detailed in the declaration of Drug Enforcement

Administration Special Agent Eric A. Kischer, someg, put not gil,
celiular telephone service providers have the technical meanélto
obtain GPS information. GP3 information is not generated

specifically for law enforcement, put is the product of a federal

law that requires cellular telephone service providers to

maintain and access location information for emergency

"

responders. Kischer Dec., ¥ 5. EL bl &

-
=t

4
£

i
i

&

b PPRTE R
[
1
'\,,_,,__.aw—-—-aw-n;-'-—‘d-m-w—-k

7 Again, the government does not concede that probable
cause must be shown 6 obtain the GPS information sought, but
nonetheless provides probable cause in this case. See fn. (31,

SUPra.

Erospective Cell site [and GPS]/ fugitive / June 22, 2007

11

ReP
v1C




[o'c R I« S & £ R - % T N TR S

e
oW

il
i2
13

14 H

15
16
17
18
19
20
21
22
23
24
25
26
27
28

|
|
)
|

The proposed order establishes a procedu;e that is in
conformity with Rule 41 (e) (2) (B} and {f) (2). These procedureé
include obtaining a court order for the information that states
(1) the property to be tracked; (2) that tHe device may be used
for no loﬁger than 45 days, unless extensions are obtained; {3)
that the device must be installed within 10 days:; (4) that a
return will be provided to the court; and (5) that notice will be

provided after the use has ended, unless an order alld%ing

delayed notice is obtained.

C. Delayed Notice
18 U.S.C. § 3103a(b) states that any notice required

following the issuance of a court order may be delayed if, inter
alia, the court finds reascnable cause to believe that providing

immediate notification of the execution of the court order may

Prospective Cell site [and GPS)/ fugltive / June 22, 2007
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have an adverse result. 2An adverse result is defined in 18
U.S.C. § 2705{a) {2} as including endangering the life or physical
safety of a person, flight from prosecution, destruction of or
tamperiﬁg with evidence, intimidation of potential witnesses, and

serious jeopardy of an investigation. Moreover, the Advisory

Committee Notes for Fed. R. Crim. P. 41(f)(3) {2006 Amendments)

state that delay of notice may be appropriate where “ghe officer

establishes that the investigation is ongoing and that disclosuré'

of the warrant will compromise that 1nvest1gatlon - The attached_
declaration of [AGENT] provides reasonable cause to belleve that
immediate notification of the execution of the order may have an

adverse result, and the proposed order both provides for the
giving of such notice within 30 days after the date that the
disclosure ends and prohibits, as'part of the receipt of the

requested information, the seizure of any tangible property OF

"any other prchibited wire ox electronic information as stated in

18 U.8.C. § 3103a(b) (2}. 1]
ITT

CONCLUSION

'Applicant respectfully raquestslthat the Court issue the

order in the form presented herewith.

Cell site [and GPé]/ fugitive / Juns 22, 2007
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% %*Note: this declaration goby is designed to ensure that the
same language that is in the application makes it inte the

declaration - it is not a strict structural requirement, nor are

the headings required¥®kx

s#*Note Alsc: IF YOU ARE SEEKING GPS INFO, we are following the

procedures of Rule 41 - which means that the agent should be

available so that the judge can make inquiries of him or her ifg

the judge wants per Rule 41 (d) (2) ¥*** L

DECLARATION OF [AGENT]

T, [AGENT], do hereby declare and affirm:
1.  [STATEMENT OF BACKGROUND/TRAINING/EXPERIENCE, ETC.].

PURPOSE OF DECLARATION

5> This declaration is made in support of an applicatioh
for an order authorizing the disclosure of cell site information,
[as well as “GPS” information], as defined within the
application, at such intervals and times as the government may

request, and the furnishing of all information, facilities, and

technical assistance necessary to accomplish said disclosure
unobtrusively, which disclosure will establish the approximate
location of the following cellular telephone[s] for 2 period of
45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS] days [IF
MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW}:

(a) [TARGET NUMBER], a cellular telephone issued by
tTELEPHONE COMPANY ], subscribed to [SUBSCRIBER INFORMATION] and

helieved to be used by [USER] . (“Subject Telephone #17)7

prospective Cell site [and GFS]/ fugltive / June 22, 2007
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(b) [REPEAT FOR 2ND/SUBSEQUENT PHONE ] (“Subjeé%
Telephone #2, and concurrently with Subject Telephons #1 referred
!_ . .
to as “the Subject Telephones”) . ‘ﬂ

¢IF REQUESTING GES INFO: 3. 1 also seek authorizét;bn under
18 U.58.C. § 3103a (b}, -for reasonable cause shown below,-ﬁo delay
notification of the proposed order for a period of 30‘d§fs £rom
the date that the disclosure ends. [YOU MAY ASK FOR A LONGER
PERIOD OF DELAY NOW TC A DATE CERTAIN IF YOU CAN STATE WHY THE
FACTS OF THIS CASE JUSTIFY SUCH AN ORDER, OR YOU MAY ASR FOR

CONTINURNCES CF THE DELRY AS NEEDED] ]

4. The ' facts set forth in this.declaration are based upon
my own personal observations, oY training and experience, and
information obtained during this 1nvest1gat10n from other
sources. This declaration 1s intended to show that there is
cause to obtain the information herein sought, and does not
purport to set forth all ﬁy knowledge of, or ihvestigation into,
this matter. .

PROBABLE CAUSE

5. [INSERT PARAGRAPHS DISCUSSING THE FEDERAL ARREST
WARRANT OR THE UFAP WARRANT OBRTAINED, THAT EFFORTS TO LOCATE THE
FUGITIVE HAVE BEEN UNSUCCESSFUL, AND -WHY THERE IS PROBABLE CAUSE

T0 BELIEVE THAT THE INFORMATION SOUGHT WILL CAST LIGHT ON THE

FUGLITIVE'S CURRENT WHEREABOUTS. |

[IF SEEKING GPS INFO:
GROUNDS FOR DELAYING NOTICE

6. Based on my training and experience and my

investigation of this matter, 1 pelieve that reasonable cause

prospective Cell sive fand GES1/ fugitive / June 22, 2007
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exists to delay the service of the oxrder as normally'required'for

a period of 30 days peyond the end of the disclosure pexriod

because [INSERT FACTS RELATING TO WHY GOOD CAUSE EXISTS; INCLUDE

REFERENCE TO A PARTICULAR ADVERSE RESULT. FOR EXAMPLE:[_‘
et ' |

23
~-
e 5208

[

M

. o
% ik
xn_‘g-‘,g 2 '

AN - =

{

: @4ﬁ§ u&ote that for each extension of the delay,
} -
you must make an updated showing of the need for further delay.]]

I declare and affirm under penalty of perjury that the

foregoing is true and correct to the best of my knowledge.

Fxecuted on [DATE], at [LOCATION], California.

‘[AGENT]
[AGENCY]

ite tand GPS]/ fugitive / June 22, 2007
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GEORGE S. CARDONA

United States Attorney

THOMAS P. 07 BRIEN

Assistant United states Attorney

Chief, Criminal Division

[you] (CA Bar No.

Assistant United gtates Attorney
¥¥00 United States Courthouse
312 North Spring Street .
Los Angeles, california 90012
Telephone: (213) B804 -XXXX
Facsimile: (213) B94-XXXX
Email:- XX¥X¥X@usdo] .gov

Attorneys for Applicant
United States of hmerica

UNITED STATES DISTRICT COURT

FOR THE CENTRAL DISTRICT OF CALTIFORNIA

No.

IN RE CELLULAR

TELEPHONE [S] [propased] CRDER

(UNDER SEBAL)

[ S

Uporn application by the United States of America, supported

by the declarations of Henry Hodor, [IF REQUESTING GPs INFO: Eric

A. Kischer], and [AGENT], for orders relating to rhe following

cellular telephone[s]_{IF MORE THAN ONE, USE SUBPARAGRAPH

STRUCTURE - BELOW] :
* {a) [TARGET NUMBER], & celiulat telephone issued by

[TELEPHONE COMPANY] , subscribed to [SUBSCRIBER INFORMATION] and

believed to pe used by [USER] (“Subject Telephone #17); and
{b) [REPEAT FOR 5ND/SUBSEQUENT. PHONE] {“Subject

Telephone #2, and concurrently with Subject Telephone #1 referred

to as “the subject Telephones”),

prospective Cell sitz [and GPS1/ fugitive / June 22, 2507
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TYIS COURT FINDS THAT there 1s probable cause to believe
that cell site information, fas well as GPS information,} likely
to be received concerning the approximate location of the Subject
Telephone[s}, currently within the Central District of ;
california, will constitute or yield evidence of the approximate
jocation of a fugitive from a federal arrest warrant.

[IF SEEKING GPs INFQO: THIS COURT FURTHER FINDS reasonable

cause exists to believe +hat providing immediéte notification of

this order to the user of the Sublject Telephone[s] may have an

adverse result.]
GOOD CAUSE HAVING BEENM SHOWN, THIS COURT HEREBY ORDERS THAT:

1. [TELEPHONE COMPANY] shall disclose, at such intervals

and times ‘as directed by [AGENCY] , information concerning the -

location (physical address) of the cell site at call origination

(for outbound calling), call termination (for incoming calls),
and, if reasonably available, during the progress'of a call, for
the Subject Telephone[sl, as well as such other information,
apart from the content of any communication, that is reasonably
available to the cellular telephone service provider and that is
requested by the [AGENCY] or any 1aw enforcement agency working

with the [AGENCY], ¢ oncerning the cell sites/sectors receiving

and transmitting signals to and from the Subject Telephone[s],

. = I

[IF REQUESTING GPS3 INFO, ADD PARAGRAPHS 2 THROUGH 5:
2. [TELEPHONE COMPANY] shall disclose at such intervals

and times as directed by [AGENCY1, latitude and longitude data

gathered for the Subject Telephone (s}, including Global

positioning Satellite (“GPS") and/or network tlmlng information,

{and GPS}/ fugitive / June 22, 2007
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and including information from such programs-as Nextel Mobile

L,ocator, Boost Mobile Loopt, Sprint/Nextel rindum Wireless, oY &

similar program, which will establish the approximate location of
the Subject Telephone [5] (referred to herein as “GPS

{nformation”}, and shall furnish all information, facilities, and

technical assistance necessary to accomplish said disclosure

unobtrusively. '

3. . bs part of the receipt of the requested GPS

information, the [AGENCY] is prohibited from seizing any tangible

property pursuant to this order, or ahy othexr prohibited wire or

electronic information as stated in 18 U.8.C. & 3103a(b) (2} - The

[AGENCY] is net prohibited from doing so in relation to any other

investigation authorized by law.

4, The [AGENCY] shall make a return of this order for GFS

information to the duty United States Magistrate Judge within 10

calendar days after the disclosure of information ceases. The

raturn shall state the date and time +he telephone company began

providing information pursuant to +his order, and the periecd

during which information was provided, including pursuant to any
orders permitting continued disclosure.

5. The [AGENCY].is permitted to delay service of this
order for GPS3 information to the subscriber{s] of the subject

Telephone[s] ifor a period of 30 days from the date that the
disclosure ends} [until DATE] {USE LATTER ONLY IF YOU HAVE
JUSTIFIED AS DISCUSSED ABOVE]].

6. The disclosure of the requested snformation by the

cellular telephoﬁe service provider(s] shall begin during the

daytime on-the earlier of the day on which law enforcenent

prospeciive Cell site [and 5PS]/ fuglcive / June 22, 2007
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24 || fugitive and any desc

26 | telephone service provider for their reas

27 || incurred by the cell

28 Il the requested information and

'y
fl ¥ ] i . “‘;‘v:
officers first begin to receive inform ’

order or ten days after the date of this order, and continue for

up to 45 {TF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS} days

thereafter unless additional orders are made continuing the

period of the disclosure.

7. The disclosure of the requested information shall occur

whether the Subject Telephone([s] [is/are] located within this

District, outside of the District, or both.
8. [ - el

—— i

- - e 1
- "
= | .
e R
9. [TELEPHONE COMPANY] shall execute the Court’s order as

rer it is signed. 1£ a copy of the order
iven to any cellular telephone service provider, the copy may
y law enforcement to exclude the Target Subjects or
ription of the offenses under investigation.
10. The [AGENCY] shall reimburée the applicable cellular
onable expenses directly
ular telephone service provider in providing
any related technical assistance.

ta land GBS}/ fugitive / Jung 22, 2007
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11. To avoid prejudiée to this criminal fugit
investigation, the applicable cellular telephone se
providers and their agents and employees shall not
cause a disclosure of "this Court's oxder, O the re
information by the [AGENCY] or other law enforcemen
involved in the investigation, or the existenc?_of
investigation, except as necessary to accomplisﬁ th

hereby ordered. In particular, the cellular teleph

ive

rvice
disclose to O
quest for

£ agencies
this

e assistance

one service

providers and their agents and employees are ordered not TO make

any disclosure to the lessees of the telephone Or t

subscribers.
]

DATED:

elephone

ONORABLE [judge]

UNITED STATES MAGISTRATE_JUDGE:

prospactive Cell site {and GPS}/ fugitive / June 22, 2007
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GEORGE 5. CRRDONA
United States Attorney
THOMAS F. 0Of BRIEN i
nasistant United gtates Attorney n
Chief, Criminal Division : .
[(youj (CA Rar No.
Assistant United Sstates Attorney

X¥X00 United States Courthouse

312 North .Spring Street -

Los Angeles, california 90012

Telephone: (213) 894 =XXXX

Facsimile: (213) 894 -¥XXXX

Email: ¥XXKXGBusdo]j.gov

Attorneys for Applicant
United States of America

UNITED STATES DISTRICT COURT .

FOR THE CENTRAL DISTRICT OF CALIFORNIA

No. -

GOVERNMENT! 3 EX PARTE APPLICATION
FOR_AN ORDER AUTHORIZING THE
DISCLOSURE OF HISTORICAL CELL
SITE INFORMATION

TN RE CELLULAR
TELEPHONE [S]

(UNDER SEAL) @

F e i

1

The United States of America, by and through its couﬁsel of
record, the United States Attorney for the Central D;strﬁct of
california, hereby applies for an order pursuant to 18 U.S5.C.

§§ 2703(c) and (d) authorizing the disclosure of historical “cell

site”'information for the following cellular telephone[s} for thé

dates [DATE] through [DATE] :
{a) [ TARGET NUMBER}, 2 cellular relephone issued by

[TELEPHONE COMPANY] , subscribed to [SUBSCRIBER INFORMATION} and

believed to be used by [USER] (“Subject Telephone #17);

Cell site historical / June 22, 2007
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(by [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subject

Telephone #2, and concurrently with Subject Telephone #1 referred

to as “the Subject Telephones”) .

This application further seeks orders regarding the
reimbursement of the cellular telephone service provider and
directing the cellular telephone service provider not to disclose
rhe existence OI content of the order, except to the extent
necessary to carry cut the order.

I.
DISCUSSION

Setde A e

A, 18 13,8.C. & 2703 (¢} _and (d) permit Disclosure of Historical

cell Site Records

In the present case, the government seeks to obtain

historical cell site information for the Subject Telephone(ls].

To obtain basic subscriber information, the government needs onlyg;
s subpoena. See 18 0.8.C. § 2703(c) (2] To obtain additional
records and other information pertaihing to subscribers of an
electronic communications service, the government must comply
with the dictates of section 2703(d), which provides, in
pertinent part, that:_

I[A] court order for disclosure . . - may be

issued . . . 1f the governmental entity

of fers specific and articulable facts showing

that there are reasonable grounds to believe

that . . . the records of other information f

sought, are relevant and material to an.

ongoing criminal investigation.

cetl site historical / June 22, 2007




fo's SR RN, SR & > SR S S B A o

st
[ BN )

11
12
13
14
15
16
17
18
18
20
21
22
23
24
25
26
27
28

Here, the government seecks historical cell site records,

+hat is, information, apart from the content of any

communication, concerning the cell sites/sectors that received or

rransmitted signals to and from the Subject Telephone[s] during

the requested period.

B. Offer of Specific and Articulable Facts

in support of this application, the government offers the

following specific and articulable facts that show that there is

reasonable cause to believe that the historical‘cell site records

sought are relevant and material to an ongoing criminal

investigation. The following facts were learned from [AGENCY]

Special Agent [AGENT], who either has personal kﬁowledge of the
facts or learned them from the sources detailed below.

1. [AGENCY] is investigating possible violations of
[STATUTES AND DESCRIPTIONS] by [{TARGETS] and cothers.

2. [INSERT FACTS RELATING TO INVESTIGATION, AND HOW
HISTORICAL CELL SITE RECORDS FOR FACH SUBJECT TELEPHONE FOR THE
TIME PERIOD SOUGHT ARE RELEV%NT AND MATERIAL TO THAT
INVESTIGATION]

1T
CONCLUSION

Applicant respectfully requests +hat the Court issue the

order in the form presented herewith.

NATED: August 1, 2008 Respectfully submitted,

GEORGE S. CARDONA
United States Attorney

THOMAS P. O BRIEN

assistant United States Attorney
Chief, Criminal Divisiocn

Cell site historical / June 22, 72007
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[YOU}
Assistant United States Attorney

Attorneys for Applicant
United States of America
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GEORGE S. CARRDONA

United States Attorney

THOMAS P. O'BRIEN

Assistant United States Attorney

Chief, Criminal Pivision

[YOU] (CA Bar No. )

Assistant United States Attorney
¥X00 United States Courthouse
312 North Spring Street
Los Angeles, California 90012

v __—f.-a Yol ey e
: .

Telephone: (213) 894-KXXX
Facsimile: (213) 894-XXXX
BEmail: ¥X¥XX@usdoj.gov

Attorneys for Applicant
United States of America

UNITED S$TATES DISTRICT COURT

- FOR THE CENTRAL DISTRICT OF CALIFORNIA.

prad
[

IN RE CELLULAR

TELEPHONE [ S]
[proposed] ORDER

(UNDER SEAL)

e e S e et St "ot o o™

Upon application by the United States of America relating to
an order pursuant to 18 Jg.5.C. §8% 2703(5) and {(d) éuthorizing the
disclosure of historical cell gite information for the following
cellular telephonefs] for the dates [DATE] through EDATE]{IF MORE
THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW] :

{a) [TARGET NUMBER], a cellular telephone issued by
[TELEPHONE COMPANY], subscribed to [SUBSCRIBER INFORMATION] and

pelieved to be used by [USER] (“Subject Telephone #17); and

cell site historical / June z2, 2007
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(b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subject

Telephone #2; and concurrently with Subject Telephone #1 referred

to as “the Subject Telephones”),
THIS COURT FINDS THAT the government has offered specific

and articulablé facts showing that there are reasonable grounds
+o believe that the records or other information sought are
relevant and material-to an ongoing criminal investigation.
GOOD CAUSE HAVING BEEN SHOWN, THIS COURT HEREBY ORDERS THAT:;
1. {TELEPHONE COMPANY/IES] shall provide to the [AGENCY]
all historical call site information for the Subject Telephone [s]

+hat was gathered by the above-named cellular telephone service

provider(s] from [DATE] through [DATE}.
2. [TELEPHONE COMPANY/IES] shall execute the Court’s corder

as soon as practicable after it is signed. If a copy of the

order is given to any cellular telephone service provider, the

copy may be redacted by lav enforcement to exclude the Target

subjects and any description of the offenses under investigation.

3. The [AGENCY] shall reimburse the applicable cellular

telephone service provider[31 for [its/ their] reasonable

aypenses directly incurred by the cellular telephone service

providér in providing the requested information and any related

technical assistance.

4. To avold prejudice to this criminal investigation, the
applicable cellular telephone service provider[s] and [its/
their] agents and employees shall not disclose or cause a
disclosure of this Court's order, or the reguest for information
by the [AGENCY] or other law enforcement agencies involved in the

investigation, oOT the existence of this investigation, except as

Cell site historical / June 22, 2007
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necessary to accomplish the assistance hereby ordered. In
particular, the cellular telephone service providers and their
agents and employees are ordered not to make any disclosure to

the lessees of the telephone or telephone subscribers.
IT IS SO ORDERED.

DATED:

HONORABLE [judge]
UNITED STATES MAGISTRATE JUDGE

cell site historical / June 22, 2007,
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***Note: if you want EITHER GPS data, or cell site info for
whenever the phone iz turned on, you must include the procedures
under Rule 41 and CALIL THE ORDER A WARRANT. If you only want cell
gite info during the progress of a call, you need not follow

theze procedures.**¥*

*%kNote: if you are reguesting only cell sgite data, use this
form, the Hodor declaration, and your agent’s declaration.

you are requesting only GPS info, use this form, the Kischer
declaration, and your agent’s declaration. If you are requesting

both, use all of the declarations.*%%*

If

#**Note: if you are requesting continued information, state that
throughout, and insert into the app. that a previous Warrant was
obtained. Direct it to the same judge that signed this

warrant /order¥**

THOMAS P. O'BRIEN

United States Attorney

CHRISTINE C. EWELL

Assistant United States Attorney

Chief, Criminal Division

[vou] {CA Baxr No. )

Assistant United States Attorney
XX00 United States Courthouse
312 North Spring Street
L.os Angeles, California 90012

Telephone: (213) 894-XXXX
Facgimile: (213) 894-XXXX
Email: X¥xX@usdoj .gov

Attorneys for Applicant
United States of America

UNITED STATES DISTRICT COURT

FOR THE CENTRAL DISTRICT OF CALIFCRNIA

No.

IN RE CELLULAR
TELEPHONE [S]

£

}

)

) GOVERNMENT’S EX PARTE APPLICATION
) FOR [A WARRANT! [AN ORDER]

) AUTHORIZING THE DISCLOSURE OF

) CELL SITE INFORMATION [AND GPS
)

)

)

)

)

INFORMATION] ; DECLARATIONS OF
HENRY HODOR, ERIC A, KISCHER AND

IAGENT] .
{UNDER SEAL)

Progpective Cell site land GPS]/ imvestigatien / July 28, 2008
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The United States of America, by and through its counsel of
record, the United States Attorney for the Central District of
California, hereby applies for [a warrant] [an order] authorizing
the digclosure of cell site information, [IF WANT GPS INFO: as
well as “@Ps information”] at such intervals and times as the
government may reguest, and the furnishing of all information,
facilities, and technical assistance necessary to accomplish said
disclosure unobtrusively, which disclosure Will establish the
approximate location of the following cellular telephonefs] for a
pericd of 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]
days [IF MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW] :

(a) [TARGET NUMBER], a cellular telephone issued by
[TELEPHONE COMPANY] , subscribed to [SUBSCRIBER INFORMATION] and
pelieved to be used by [USER] (“Subjéct Telephone #1");

{b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (*“Subject

Telephone #2, and concurrently with Subject Telephone #1 referred

to as “the Subjéct Telephones”) .

[IF REQUESTING GRS INFO: This application also seeks
authorization undexr 18 U.S.C. § 3103a (b}, for reascnable cause
shown, to delay notificaﬁion of the above Warrant to the
subscriber and users of the Subject Telephone for a period of 30
days from the date that the disclosure ends. {YOU MAY ASK FOR A
LONGER PERIOD OF DELAY NOW TO A DATE CERTAIN IF YOU CAN STATE WHY
THE FACTS OF THIS CASE JUSTIFY SUCH AN ORDER, OR YOU MAY ASK FCR
CONTINUANCES OF THE DELAY AS NEEDED. IF YOU SEEK A CONTINUANCE,

GO FIRST TO THE JUDGE WHO SIGNED THIS ORDER/ WARRANT]

Prospective Cell site [and GpS]1/ investigation / July 28, 2008
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This application is based on the attached memorandum of
points and authorities, including the cexrtification by the
attorney for the government, and declarations of the following

individuals: (1) Henry Hodor {(a declaration previously prepared

outside of this district); (2) [IF REQUESTING GPS INFO: Eric A.

Kischer (a declaration previously prepared within this

district)]; and (3} [AGENT].

DATED: Respectfully submitted,

THOMAS P. OFBRIEN
United States Attorney

CHRISTINE C. EWELL
Assisgtant United States Attorney
Chief, Criminal Division’

fyoui
Assistant United States Attorney

Attorneys for Applicant
United States of America

prospective Cell site [and GPS}/ investigation / July 28, 2008

3

RT I




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

28

MEMORANDUM OF POINTS AND AOTHORITIES

I
TNTRODUCTION

By Ehis application, the government seeks {a warrant] [an
order] that cellular telephone service provider [s] Ffurnish the
[AGENCY (“INITIALS")] with cell site.[and sgps®] information for
a cellular relephone béing used by the subject of a federal
investigation, under circumstances wheie there is probable cause
to beslieve that [a federal crime is / federal crimes are] being
committed and that the information likely to be received
concerning the approximate location of the £ollowing Subject
Telephone (8], currently within the Central Dlstrlct of
california, will constitute or yield avidence of [that crime /

rhose crimes] [IF MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE

BELOW] :
(a) [TARGET NUMBER?, a cellular telephone igsued by

[TELEPHONE COMPANY] , subscribed to [SUBSCRIBER TNFORMATION] and
pelieved to be used by [USER] {*Subject Telephone #17);
(b} [REPEAT 'FOR 2ND/SUBSEQUENT PHONE] (“Subject

Telephone #2, and concurrently with Subject Telephone #1 referred

to as “the Subject Telephones” ).
The information sought by this application includes

information about the location (physical address) of the "cell

sites" linked to the Subject Telephone[s] at call origination

: Tn order for a cellular telephone to make or receive a
call, it must be within radio range of a "cell site," O cell
tower, which connects it to a carrier's wireless network. Each
tower transmits and receives radio signals across 360 degrees;

prospective Cell site [and GRS/ investigation / July 28 2008

1

R F




10
11
12
13
14
15
‘16
17
18
19
20
21

22

23

24

25

- 26

27

28

(for outbouﬁd calling), call termination (for incoming calls),?

and, if reasonably available, during the progreés of a call.

Thig information, which is acguired in the first instance by the
cellular telephone service provider, includes any information,
apart from the content of any communication, that is reasonably
available to the service provider and that is requested by the
[AGENCY], concerning the cell sites/sectors receiving and
transmitting signals to and from the Subject Telephone[s] [ONLY IF

e
%ﬁkﬁ

SEEKING GPS OR FOLLOWING RULE 41 PROCEDURES:,E¢
e %w This information is sought based on the

e

combined authority of 18 U.S.C. § 3121 et seg. (the “Pen Register

gtatute”) and 18 U.S8.C. 8§ 2701-11 (the “Stored Communications

wireless carriers typically divide that 360 degree circle into
three egqual slices of 120 degrees, each of which is callied a
"sector." Carriers control multiple towers through the use of a
"hbage station." Sensors within the base station detect which
tower and sector makes radio contact with a cellular telephone.

(Hodor Decl. 1§ 9-11, at 6-7).

-2 The telephone at "call origination" 1is the cellular

telephone that is calling another telephone. The telephone at

vcall termination” is the cellular telephone that is receiving
the call. {Hodor Decl. § 21, at 15-16).

Prospective Cell site [and GPEl/ investigation / July 28, 2088
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Act”).? The attorney for the government has made the required
certification at the end of this application.

[IF SEEKING GPS INFO, USE THE FOLLOWING TWO PARAGRAPHS: This
application further seeke latitude and longitude data gathered
for the Subject Telephonefs], including Global Positioning
gatellite ("GPS8”) and/or network timing information, and
including information from such programs as Nextel Mobile
Locator, Boost Mobile Loopt, Sprint/Nextel Findum Wireless, or &
similar program, which will establish the approximate location of
the Subject Telephonels], and which information is acquired in
the first instance by the cellular telephéne service provider
{referred to herein as “GPS information”). This information is
sought based on the authority in Federal Rule of Criminal
procedure 41(b) (1) and (2) and 28 U.S.C. § 1651 (the All Writs
Act), and will be obtained in conformity with the procedures of
Federal Rule of Criminal Procedure 41.

Also, this application seeks authorization under 1.8 U.S.C.

§ 3103a{b}, for reasonable cause shown, to delay notification of

the above Warrant to the subscriber and users of the Subject

Telephone for a period of 30 days from the date that the

3 In light of the goverament’'s showing of probable cause
herein, this application does not rely on, and this Court need
not consider the validity of, the government's continuing
pogition that courts may issue orders authorizing the government
+o obtain cell site and GPS information based on the combined
effect of the Pen Register Statute and the Stored Communications
Act even where the government does not show probable cause.
(That theory has been advanced in support of applications for
cell site information in various districts and is discussed in &
number of court opinions). The government continues to maintain
that probable cause is not required to properly request and
obtain the information it seeks herein.

prospective Cell site [and Gpg)/ investigation / July 28, 2008
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disclosure ends7 [YOU MAY ASK FOR A LONGER PERIOD OF DELAY NOW

TO A DATE CERTAIN IF YOU CAN STATE WHY THE FACTS OF THIS CASE
JUSTIFY SUCH AN ORDER, OR YOU MAY ASK FOR CONTINUANCES OF THE
DELAY AS NEEDED. AGAIN, CONTINUANCES SHOULD GC TO THE SAME
JUDGE]. As discussed in the attached declaration of [AGENT],
immediate notification of this order to the user of the Subject
Telephone [s] may have an adverse result.]

This application further seeks an order that: (1) authorizes
the disclosure of the requested information whether the Subject

Telephone [s] [is/are] located within this District, outside of

- i o
the District, or both; (2)f w7 d

Wi

;?nd (3) orders the

Fr e —

[AGENCY] to reimburse the applicable cellular telephone service
provider for its reasonable expenses directly incurred in
providing the requested information and any related technical
assistance.

The application is made in connection with an investigation
of offenses committed by [TARGET], épecifically violations of
prospective Cell site [and GPS)/ investigation / July 28, 2008
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[STATUTES AND DESCRIPTIONS], and is based upon the certification

by the attorney For the government as well as declarations from

the following individuals: (1) Henry Hodor (& declaration

previously,prepared outside of this district); (2) [IF REQUESTING

@pg INFO: Eric A. Kischer (a declaration previously prepared

within this district)]; and (3) [AGENT] .
IT

DISCUSSTION

L e b e e b

A. The Pen Register Statute and the Stored Communications Act

The Pen Register gtatute and the Storad Communications Act,

in combination, authorize the disclosure of cell site

informatlon.

1. 18 U.S.C. § 3127: The Pen Reqister Statute

The Pen Register Statute, as amended by the USA PATRIOT AcCE,

permits courts to issue ex parte orders permitting telephone

service providers oOr law enforcement officials to install and use

pen registers and trap and trace devices. The statute defines a

vpen register” as wg device or Process which records or decodes

dialing, routing, addressing, OY gignaling information
transmitted by an ipstrument or facility from which a wire or

electronic communication is transmitted, provided, however, that

guch information ghall not include the contents of any

communication.” 18 U.8.C. § 3127 (3) (emphasis added) . The

atatute defines a “trap and trace device” as “a device or process

which captures the incoming electronic or other impulses which

identify the originating number oxr other dialing, routing,
addressing, OF gignaling information reasonably likely to

prospective Cell site fand GPSI/ investigation / July 28, 2008
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identify the source of a wire or electronic communication,
provided, however, that such information shall not include the
contents of any communication.” 18 U.8.C. § 3127(4) (emphasis
added) .

The definitions of a “pen register” and a “trap and trace
device” in the Pen Register Statute include the cell gite
information the government seeks here. As explained in the Hodor
declaration, a cellular telephone transmits signals to the
nearest cell tower or towers when the user makes a call and also
transmits information to such towers when the cell phone is omnm,
even if a call is not in progress, in order for the cellular
telephone to register its presence in the network. (Hodor Decl.
{9 9-11). These transmissions constitute ‘“signaling information”
under the definitions in the Pen Register Statute, which are set -

forth above, and thus the statute permits an order for cell site

information upon an appropriate appiication by the government.

See In Re: Application of the United States for an Order for

Prospective Cell Site Location Information on a Certain Cellular

Telephone, 460 F. Supp. 2d 448, 455 (S.D.N.Y. 2006).

5. 18 U.8.C. & 2703: The Stored Communication Act

The Pen Register Statute w&uld be—enough to authorize the
gévernment's acquisition of cell site information wexe it not for
a statﬁte known as the Cbmmunications Assistance for Law
Enforcement Act of 1994 (“CALEA”), codified at 47 U.S.C. §§ 1001-
1021. CALEA creates a gtatutory impediment to law enforcement
obtaining cell site information based on.the Pen Register Statute

alone.. However, that impediment is itself overcome by the

frospective Cell site land €PS}/ investigarion / July 28, 2008
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provisions of the Stored Communication Act, which also gbverns

cell site information.

Section 1002{a) (2) of CALEA requires telecommunications
carriers to ensure that their equipment is, among other things,
capable of the following:

expeditiously isolating and enabling the govermment,

pursuant to a court order or other lawful

authorization, to access call-identifying information

that is'reasonably avallable to the carrier .

except that, with regard to information acquifed golely

pursuant the authority for pen registers and trap and

trace devices (as defined in section 3127 of Title 18),

such call-identifying information shall not include any

information that may disclose the physical location of
subscriber {except to the extentithat the location may

be determined from the telephone numbexr).

47 U.S.C. § 1002(a) (2) (emphasis added). The government
recognizes that cell site information “may disclose the physical
location of the subscriber” and that the “solely pursuant” clause
éf CALEA set forth above prevents the government from cbtaining
such cell site information pursuant to the Pen Register Statute
alone. Section 1002 does not, however, preclude entirely the
disclosure of cell site information under the Pen Register
Statute, but, rather, permits such disclosure pursuant to a -
combination of the Pen Register Statute and some additional‘
authority. That additional authority is the Stored
Communications Act.

prospective Cell site [and GPS]/ investigation / July 23, 2008

b




10
1l
iz
13
14
15
16
17
18
13
20
21
22
23
24
25
26
27

28

Section 2703 (c) (1} (B) of the Stored Communications Act
provides that “[al government entity may require a provider of
electronic communication service to disclose a record or other
information pertaining to a subscriber to ox customer of such
gervice (mot including the contentg of communiéations). . . when
the governmental entity” obtains a court order fér such

disclosure pursuant to Section 2703(d). 18 U.S.C.

§ 2703 (c) (1) (B).

The definition of terms in the Stored Communications Act
makes clear that the “record or other information” that a court
may order a providér to disclose to the g0vernmeﬁt under Secticn
2703 (d) includes cell site information. First, the Stored
Communications Act expressly adopts the_definition of statutory
terms set forth in 18 U.S.C. § 2510. §§é 18 U.8.C. § 2711 (“As
used in this chépter .. . {1) the terms defined in section 2510

of thig title have, respectively, the definitions given such

‘terms in that section”). Thus, the term “provider of electronic

communication service# used in Section 2703 {c¢) covers cellular
telephone service providers, because 18 U.5.C. § 2510{15) defines
“electronic_communicatidns service” as “any service which
provides to users thereof the ability to send or receive wire or
electronic communicatioms.” 18 U.S8.C. § 2510(15). Further,
cell site information is “a record or éther information
pertaining to a subscriber to or customer of” an electronic
communications service -- another term used in Section 2703({c¢) --

because, as indicated by the Hodor declaration, cellular

telephone service providers receive and store the information, if

Prospective Ceil site [and GPS)/ investigation / July 28, 2008
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sometimes only momentarily, before forwarding it to law

enforcement officials. (Hodor Decl. §f 14, 17-25). gee In Re:

Application of the United States for an Order for Prospective

Cell site Iocation Information on a Certain Cellular Telephone,

460 F. Supp. 2d 448, 457-60 (S.D.N.Y. 2008).

[INCLUDE THIS FOOTHNOTE ONLY IF YOU ARE NOT GETTING GP3*]

4 Ag discussed in the attached declaration. of Mr. Hodor,
this application does not seek latitude and longitude data (often
colloguially referred to as “GPS information”) either via the
shandset based” or ‘“network based” systemes. (Hodor Decl. {f 3o0-
37). Accordingly, this application is not made pursuant to
Federal Rule of Criminal Procedure 41.

Prospective Cell site [and GPS]/ investigation / July 28, 2008
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[IF SEEKING GPS INFO, USE SECTIONS B AND C:

B. Federal Rule of Criminal Procedure Rule 41 and the All Writs

Act

rederal Rules of Criminal Procedure 41(b) (1) and (2}, and
(c), as well as the above discussed sections and 18 U.s.C.

§ 2703 (c) (1) (B), suthorize the court to order the pfovision of

GpS information upon a showing of probable cause to believe that

the monitoring sought will lead to the discovexry of evidence of

identified criminal activity.® Because the @pPs information is

being sought under this authority, and because as discussed below

the procedures of Rule 41 (e} (2) (B) and (£)(2) are being followed,

the GPS information may be provided regardless of whether a call

ig in progress.
Ag detailed in the declaration of Drug Enforcement

administration Special Agent Eric A. Kischer, some, but not all,

cellular telephone service providers have the technical means to

obtain GPS information. GFS information is not generated

gpecifically for 1aw enforcement, but is the product of a federal
1aw that requires cellular telephone service providers to

maintain and access location information for emergency

. , e ]
responders. Kischer Dec., g s. [: ; Tz
[ | 1
! !
% 7 ) !
H - . !
! wlE ) P

i,
-

5 apgain, the government'does not concede that probable cause
mist be shown to obtain the ape information sought, but
nonetheless provides probable cause in this case. BSee fn. 3,

supra.

- prospective Cell site [and GP8]/ imvestigation / July 28, 2008
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In addition, the All Writs Acts permits courts to “issue all
writs necessary or appropriate in aid of their respective
jurisdictions and agreeable to the usages and principles of law.”
28 U.8.C. § 1651{a); see algo Adams v. United States ex rel,
McCann, 317 U.S. 269, 273 (1942) (“*unless appropriately confined
by Congress, a federél court may avail itself of all auxiliary
writs as aids in the performance of its duties, when the use of
such historic aids is calculated in its sound judgment to achieve
the ends of justice entrusted to it.”)i

The proposed warrant establishes a procedure that is in
conformity with Rule 41 (e} (2) (B) and (£)(2). These procedures

include obtaining a court warrant for the information that states

Prospective Cell site [and 6P8]/ investigation / July 28, 2008
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(1) the property to be tracked: (2) that the device may be used
for no longer than 45 days, unless extensions are obtained; (3)

that the device must be installed within 10 days; (4) that a

return will be provided to the court; and (5} that notice will be

provided after the use has ended, unless an order allowing

delayed notice is obtained.

. pelaved Notice

18 U.s.C. § 3103a({b) states that any notice required
following the issuance of a warrant may be delayed if, inter
alia, the court finds reasonable.cause to believe that providing
immediate notification of the execution of the warrant may have

an adverse result. An adverse result is defined in 18 U.8.C. §

2705 (a) (2} as including endangering the life or physical safety

of a persomn, flight from prosecution, destruction of or tampering

with evidence, intimidation of potential witnegses, and serious

jeopardy of an investigation. Moreover, the Advisory Committee

Noteg for Fed. R. Crim. P. 41(£f) {3) (2006 amendments) state that

delay of notice may be appropriate where wrhe officer establishes

that the investigation is ongoing and that disclosure of the
warrant will compromise that investigation.” The attached
declaration of [AGENT] provides reagonable cause to believe that
jmmediate notification of the execution of the warrant may have

an adverse result, and the proposed warrant both provides for the

giving of such notice within 30 days after the date that the
disclosure ends and prohibits, as part of the receipt of the

requested information, the seizure of any tangible property oY

prospective Cell gite [and GPS])/ investigation / July 28, 2008
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any other prohibited wire or electronic information as stated in
18 U.8.C. & 3103a{b) (2) . ]
iTx

CONCLUSION

Applicant respectfully requests that the Court issue the

warrant'in the form presented herewith.
v

CERTIFICATION

In support of this application, and pursuant to 18 7.8.C.
§ 3122, I state that I, [YOUR N2ME], am an "attorney for the
Government® as defined in Rule 1(b} (1) of the Federal Rules of
criminal Procedure. I certify that the information likely to be
obtained from the requested order/ warrant is relevant to an
ongoing criminal investigation being coﬁducted_by the
[AGENCY/IES] of [LIST MAIN TARGET (S}] for violations of [LIST
STATUTES] .

I declare under penalty of.perjury under the laws of the

United States of America that the foregoing paragraph is true and

correct.

DATE [you] '
registant United States Attorney

[INSERT SECTION] Section

Proapective Cell site tznd GPS}/ investigation / July 28, 2008
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s#%x%Note: this declaration goby is designed to ensure that the
same language that is in the application makes it into the |
declaration - it is not a gtrict structural requirement, nor are
+he headings required¥*¥*

##%*Note Also: IF YOU ARE SEEKING GPS INFC, we are following the

procedures of Rule 41 - whicl means that the agent should be
available so that the judge can make inquiries of him/her if the

judge Qants per Rule 41 (&) (2) x*>**

DECLARATION OF [AGENT]

T, [AGENT], do hereby declare and affirm:
1. [STATEMENT OF BACKGROUND/TRAINING/EXPERIENCE, ETC.] .

PURPOSE OF DECLARATION

2. This declaration is made in‘support of an application
for [a warrant] [an order] authorizing the disclosure of neell
aite” information, [as well as “GPS”‘information,] as defined
within the application, at such intervals and times as the
government may request, and the furnishing of all information,
facilities, and technical assistance necessary to accomplish said

disclosure unobtrusively, which disclosure will egstablish the

approximate location of the following cellular telephonels] for a

period of 43 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]
days [IF MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW] :

{a) [TARGET NUMBER], a cellular telephone issued by
[TELEPHONE COMPANY], subscribed to [SUBSCRIBER INFORMATION] and

believed to be used by [USER] (“Subject Telephone #17);

prospective Cell site {and GPS]/ investigation / duly 28, 2008
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(b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] {(*Subject
Telephone #2, and concurrently with Subjéct Telephone #1 referred
to as “the Subject Telephones”).

[IF REQUESTING GPS INFO: 3. I also seek authorization under
18 U.8.C. § 3103a(b), for reasonable cause shown below, to delay
notification of the proposed warrant for a period of 30 days from
the date that the disclosure ends. [YOU MAY ASK FOR A LONGER
PERICD OF DELAY NOW TO A DATE CERTAIN IF YOﬁ CAN STATE WHY THE
FACTS OF THIS CASE JUSTIFY SUCH AN ORDER, OR YOU MAY ASK FOR
CONTINUANCES OF THE DELAY AS NEEDED] ]

4. The facts set forth in this declaration are based upon
my own personal observations, my training and experience, and
information obtained during this investigation from other
sources. This declaration ig intended to show that there is
cause to obtain the information herein sought, and does not
pur?ort to set forth all my knowledge of; or investigation into,

thizs matter.
PROBARLE CAUSE

5. [INSERT PARAGRAPHS DISCUSSING WHY THERE IS PROBABLE
CAUSE TO BELIHVE THAT FEDERAL CRIMES ARE BEING COMMITTED AND THAT

THE INFORMATION SOUGHT WILL PROVIDE EVIDENCE OF THE VIOLATIONS.]

[IF SEEKING GPS INFO:
SROUNDS FOR DELAYING NOTICE

6. Baged on my training and experience and my
investigation of this matter, I believe that reasonable cause

exists to delay the service of the warrant as normally required

Prospective Cell site {and GBS]/ investigation / July 28, 2008 .
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for a period of 30 days beyond the end of the disclosure period
pecause [INSERT FACTS RELATING TO WHY GOOD CAUSE EXISTS: TINCLUDE

REFERENCE TO A PARTICULAR ADVERSE RESULT. FOR EXAMPLE:E= _q

Al

-
{ -t e
P g

A

R e
i

b7 & | ; J

o & 1 Note that for each extension of the

delay, you must make an updated showing of the need for further

delay. 11

1 declare and affirm under penalty of perjury that the
foregoing is true and correct to the best of my knowledge.

Executed on [DATE] ,' at [LOCATION], california.

[AGENT]
[AGENCY]

prospective Cell site land GeS1/ investigation / July 28, 2008
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THOMAS P. O'BRIEN

United States Attormey

CHRISTINE C. EWELL

Agsistant United States Attorney

Chief, Criminal Division

[You] (CA Bar No. )

Assigtant United States Attorney
X¥X00 United States Courthouse
312 North Spring Street
Los Angeles, California 90012
Telephone: ({213) 894-XXHX
Facsimile: (213) 8394-XXXX
Email: XXxXeusdoij.gov

Attorneys for Applicant
United States of America

UNTITED STATES DISTRICT COURT

FOR THE CENTRAL DISTRICT OF CALIFORNIA

No,

IN RE CELLULAR

TELEPHONE [S] [proposed] [WARRANT] [ORDER]

{UNDER SEAL)

et e Tt N gl et M

Upon application by the United States of America, supported
by the declarations of Henfy Hodor, [IF REQUESTING GPS INFO: Eric
A. Kischer], and [AGENT], for [a warrant and] orders relating to
the following cellular telephone [g] [IF MORE THAN ONE, USE

SUBPARAGRAPH STRUCTURE BELOW] :
(a) [TARGET NUMBER], a cellular telephone issued by

[TELEPHONE COMPANY], subgeribed to [SUBSCRIBER INFORMATION] and

believed to be used by [USER] (“Subject Telephone #1”); and

Prospective Cell site [and @ps]/ investigaticn / July 28, 2008
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(b} [REPEAT PFOR 2ND/SUBSEQUENT PHONE] (“Subject
Telephone #2, and concurrently with Subject Telephone #1 referred
to ag “the Subject Telephones”),

THIS COURT FINDS THAT there ig probable caﬁse to believe
that cell site information, [as well as GPS information,] likely
to be received concerning the approximate location of the Subject
Telephone[s], currently within the Central District of '
Caiifornia, will constitute or yield evidencé of violations of
[STATUTES AND DESCRIPTIONS], being committed by {TARGET] [and
others [known and] unknown] .

THIS COURT FURTHER FINDS TﬁAT, pursuant to 18 U.S.C. § 3123,
the attorney for the government has certified that the
information 1likely to be obtained is relevant to an ongoing
criminal investigation of [LIST MAIN TARGET(S}] being conducted
by the [AGENCY/IES] for violations of [LIST STATUTES] . '

[IF SEEKING GPS INFO: THIS COURT FURTHER FINDS reasonable
cause exists to believe that providing immediate notification of
this warrant to the user of the Subject Telephonels} may have an

adverse result.]

GOOD‘CAUSE HAVING BEEN SHOWN, THIS COURT HEREBY ISSUES THIS
WARRANT AND FURTHER ORDERS THAT:

1. [TELEPHONE COMPANY] shall disclose, at such intexrvals
and times as directed by [AGENCY], information concerning the
location (physical addresé) of the cell site at call origination
(for outbound calling)} call termination (for incoming calls),
and, if reasonably available, during the progress of a call, for

the Subject Telephonel[s], as well as such other information,

Prospective Cell site [and GPS1/ investigaticn / July 28, 2008
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apart from the content'of any communication, that is reasonably
available to the cellular telephone service provider and that is
requested by the [AGENCY] or aﬁy law enforcement agency working
with the [RGENCY], concerning the cell sites/sectors receiving

and transmitting signals to and from the Subject Taelephone [s]

h1&

p1E 1.

)

[IF REQUESTING GPS INFO, ADD PARAGRAPHS 2 THRQUGH 5:

2. [TELEPHONE COMPANY] shall disclose at such intervals
and times as directed by [AGENCY], latitude and longitude data
gathered for the Subject Telephone [s] ., inclﬁding Global
positioning Satellite (*GPS”) and/or neﬁwork timing information,

and including information from such programs as Nextel Mobile

Locator, Boost Mobile Loopt, Sprint/Nextel Findum Wireless, or a

similar program, which will establish the approximate location of

the Subject Telephone{s] (referred to herein as “GPS

information”), and shall furnish all information, facilities, and

technical agssistance necessary to accomplish said disclosure
unobtrusively.

3. aAs part of the receipt of the requested GPS
information, the [AGENCY] is prohibited from seizing any tangible
property pursuant to this warrant, or any other prohibited wire
or electronic information as stated in 18 U.S.C. § 3103a(b) (2).
The [AGENCY] is not prohibited from doing so in relation to any
other investigation authorized by law.

4. The [AGENCY] is permitted to delay service of this

warrant for GPS information to the subscriber[s] of the Subject

prospective Cell site [and GPS)/ investigation [/ July 25, 2068
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Telephone [s] [for a period of 30 days frﬁm the date that the
disclosure ends] [until DATE] [USE LATTER ONLY IF YQU HAVE
JUSTIFIED AS DISCUSSED ABOVE]]. Any requests for a continuance
of this delay should be filed with this Couxt, unless directed to
the duty United States Magistrate Judge by this Court.

5. The [AGENCY] shall ﬁake a return of this warrant forx
GPS information to this Court (unless directed to the duty United
States Magistrate Judge by this Court) within 10 calendar days
after the disclosure of information ceases. The returxrn shall
state the date and time the telephone company began providing
information pursuant to this warrant, and the.period during which
information was provided, including pursuant to any orders
permitting continued disclosure. ,

6. The disclosure of the requested information by the
cellular telephone service provider[s] shall begin during the
daytime_on the earlier of the day on which law enforcement
officers first begin to receive information pursuant to this
warrant or ten days after the date of this warrant, and dontinue
for up to 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST GOVDAYS]
days thereafter unless additionalucrders are made continuing the
period of the disclosure.

7. The disclosure of the requested information ghall occour

whether the Subject Telephone(s] [is/are] located within this

District, ocutside of the District, or both.

P

5. L v
§= ] | gt
é hIEE ianged telephone number (s) assigned to an

T

Prospective Cell site (and GPS}/ investigation / Juiy 28, zvos
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9. [TELEPHONE COMPANY] shall execute the Court’s warrant as

scon as practicable after it is signed. If a copy of the warrant

is given to any cellular telephone service provider, the copy may

be redacted by law enforcement to exclude the Target Subjects and

any description of the offenses under investigation.
10. The [AGENCY] shall relmburse the applicable cellular

telephone service provider for their reasonable expenses directly

incurred by the'cellular telephone service provider in providing

the reguested information and any related technical assistance.

11. To avoid prejudice to thig criminal investigation, the

applicable cellular telephone service providers and thelyr agents

and employees shall not digclose to or cause a disclosure of this

Court's warrant and orders, or the request for information by the

[AGENCY] or other 1aw enforcement agencies involved in the

investigation, or the existence of this investigation, except as

necegsary to accompllsh the assistance hereby ordered. In

particular, the cellular telephone service providers and their

prospective Cell site [and GES]/ jnvestigation / July 2B, 2008 ‘
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agents and employees are ordered not Lo make any disclosure to

the lessees of the telephone or telephone subscribers.

HONORABLE [judgel
UNITED STATES MAGISTRATE JUDGE

DATE/ TIME OF ISSUE:

AFFTIANT NAME/ AGENCY:

Prospective Cell site [and GPS]/ investigation / July 28, 2008
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i RETURN FOR GPS / CELL SITE WARRANT

This return is being submitted pursuant to Federal Rule of
Criminal Procedure 41(f)(2) in relation to the court Warrant in

cagse [INSERT CASE NUMBER OF ORIGINAL WARRANT, e.g., "08-

6 ll0441 {a)M"*] (the "Warrant"). The Warrant was signed on [DATE] by

7 lehe Bon. [INSERT MAG., JUDGE WHO SIGNED Warrant], United States

'8 [Magistrate Judge.
The Warrant authorized the disclosure of GPS and /or cell

site information relating to the following Telephone(s) (the

11 {|"Target Telephone(s)"): [I¥ PHONES DEFINED WITH SHORT NAMES IN

ORIGINAL WARRANT, insert the following: Target Telephone [# X]

12
13 |{and Target Telephone # Y], as described in the Warrant.] [ ¥EN
e [
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24 [FOR BOTH OPTIONS ¥O.1 AND NO, 2 - IF NO INFORMATION
25 [RECEIVED ON ONE OR MORE PHONES ADD: No information was obtained

2¢ |For [NaAME OF PHONE. e.d. nTarget Telephone gni.
27 [IF ORIGINAL APP. AND Warrant FILED UNDER SEAL ADD: The

28 lwarrant was filed under seal. Therefore, I request that this
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return be filed under seal as well} for the reasons set forth in

the Warrant, and to protect the integrity of the ongoing criminal

investigation.]

I swear that this is a true notation of the date and time of
installation and the period of use for the Target Telephone(s)

pursuant to the Warrant.

[Agency] [Special Agent] [Agent Name] Date

[TF UNDER SEAL REQUESTED ADD: This return is received and shall
be sealed for the same reasons set forth in the original

Warrant. ]

Subgcribed, sworn to, and returned to me on this date.

United States Magistrate Judge . Date

flePs/ cell Site Return Form: 7/28/08
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xx*Note: iLf you want EITHER GPS data, or cell site info for
whenever the phone is turned on, you must include the procedures
under Rule 41 and CALL THE ORDER A WARRANT. If you only want cell
gsite info during the progress of a call, you need not follow

those procedures.***

***Note: if you are requesting only cell site data, use this
form, the Hodor declaration, and your agent’s declaration. If

you are requesting only GPS info, use this form, the Kischer
declaration, and your agent’s declaration. If you are requesting

both, use all of the declarations.**¥*

x#%*Note: if you are requesting continued information, state that
throughout, and insert into the app. that a previous Warrant was
obtained. Direct it to the same judge that signed this

warrant/order***

THOMAS P. O'BRIEN

United States Attorney

CHRISTINE C. EWELL

Aggistant United States Attorney

Chief, Criminal Division :

[YOoU] {CA Bar No. )

Assistant United States Attorney
XX00 United States Courthouse
312 North Spring Street '
Los Angeles, California 90012

Telephone: (213) 894-XXXX
Facgimile: (213) 894-XXXX
Email: XXxXeusdoj .gov

‘Attorneys for Applicant

United States of America

UNITED STATES DISTRICT COURT

FOR THE CENTRAL DISTRICT OF CALIFORNIA

No.

IN RE CELLULAR

TELEPHONE [S] GOVERNMENT'S EX PARTE APPLICATION

)
)
)
) FOR [A WARRANT] [AN ORDER]

) AUTHORIZING THE DISCLOSURE OF
) CELL SITE INFORMATION [AND GBS
)

)

)

)

)

INFORMATION[gDECLARATIONS oF
HENRY HODOR, ERIC A. KISCHER AND

[AGENT]
(UNDER SEAL)

Prospective Cell site [and @Ps]/ investigation / August 27, 2008
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- period of 45

The United States of America, by and through its counsel of

record, the United States Attormey for the Central District of

California, hereby applies for [a warrant] [an order] authorizing

the disclosure of cell site information, [IF WANT GPS INFO: as

well as “GPS information”] at such intervals and times as the

government may request, and the furnishing of all information,

facilities, and technical assistance necegsary to accomplish said

disclosure unobtrusively, which disclosure will establish the

approximaté 1ocation of the following cellular telephone [s] for a

[IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]
days [IF MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW] :

(a) [TARGET NUMBER], a celiular telephone issued by

[TELEPHONE COMPANY], subscribed to [SUBSCRIBER INFORMATION] and

believed to be used by [USER] (vSubject Telephone #17) ;
(b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] {“Subject

Telephone #2, and concurrently with Subject Telephone #1 referred

to as “the Subject Telephones”).
[IF REQUESTING GPS INFO: This application also seeks

authorization under 18 U.S.C. § 3103a(b), for reasonable cause

shown, to delay notification of the above Warrant to the

subscriber and users of the Subject Telephone for a period of 30

days from the date that the disclosure ends. [YOU MAY ASK FCR A

LONGER PERIOD OF DELAY NOW T0 A DATE CERTAIN IF YOU CAN STATE WHY

THE FACTS OF THIS CASE JUSTIFY SUCH AN ORDER, OR YOU MAY ASK FOR

CONTINUANCES OF THE DELAY AS NEEDED. IF YOU SEEK A CONTINUANCE,

GO FIRST TO THE JUDGE WHO SIGNED THIS ORDER/ WARRANT]

Cell site [and GPSI/ investigation / August 27, 2008
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This application is based on the attached memorandum of
points and authorities, including thé certification by the
attorney for the government, and declarations of the following
individuals: (1) Henry Hodor (a declaration previously prepared
outside of this district); (2) [IF REQUESTING GPS INFO: EricrA.
Kischer (a declaration previously prepared within this
district)]; and (3) [AGENT].

DATED: Respectfully submitted,

THOMAS P. O’BRIEN
United States Attorney

CHRISTINE C. EWELL
Assistant United States Attorney
Chief, Criminal Division

[YOU]
Assistant United States Attorney

Attorneys for Applicant
United States of America

Prospective Cell site [and GPS]/ investigation / August 27, 2008
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MEMORANDUM OF POINTS AND AUTHORITIES

I

INTRODUCTION

By this application, the government seeks [a warrant] [an

order] that cellular telephone service provider [s] furnish the

[AGENCY (“INITIALS”)] with cell site [and “GPS"] information for

a cellular telephone being used by the gubject of a federal

investigation, under circumstances where there is probable cause

to believe that [a federal crime is / federal crimes arel] being

committed and that the information likely to be received

concerning the approximate location of the following Subject

Telephone [s], currently within the Central District of

california, will constitute or yield evidence of [that crime /

those crimes] [IF MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE

BELOW] :
(a) [TARGET NUMBER], a cellular teléphone iggued by

[ TELEPHONE COMPANY] , subscribed to [SUBSCRIBER INFORMATION] and

pelieved to be used by [USER] (“Subject Telephone $17) ;

(b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subject

Telephone #2, and concurrently with Subject Telephone'#l referred

to as “the Subject Telephones”) .
The information sought by this application includes

information about the location (physical address) of the neell

aiteg"t linked to the Subject Telephone [s] at call origination

1 Tn order for a cellular telephone to make or receive a

call, it must be within radio range of a "cell site," oOr cell
'+ to a carriexr's wireless network. Each

tower, which connects 1
tower transmits and receives radio signals across 360 degrees;

Prospective Cell site [and GPS]/ investigation / August 27, 2008
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2
I

(for outbound calling), call termination (for incbming calls)

and, if reasonably available, during the progress of a call.

This information, which is acquired in the first instance by the

cellular telephone service provider, includes any information,

apart from the content of any communication, that is reagonably

svailable to the service provider and that is requested by the

[AGENCY] , concerning the cell gites/sectors receiving and

transmitting signals to and from the Subject Telephone[s][lbﬁa_:s

C _ Wt & L ‘)
~ - .

- Wl & :
|

This information is sought based on the combined

. we 3
authority of 18 U.8.C. § 3121 et seq. (the “Pen Registexr

gtatute”) and 18 Ug.8.C. §§ 2701-11 (the “Stored Communications

wireless carriers typically divide that 360 degree circle into
three equal slices of 120 degrees, each of which is called a
"sector." Carriers control multiple towers through the use of a
"hase station." Sensors within the base station detect which
tower and sector makes radio contact with a cellular telephone.

(Hodor Decl. Y 9-11, at 6-7) .
2 The telephone at "call origination" ig the cellular

telephone that is calling another telephone. The telephone at
veall termination” is the cellular telephone that is receiving

the call. (Hodor Decl. ¢ 21, at 15-16).

Prospective Cell site [and GPS1/ investigation / August 27, 2008
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Act”).? The attorney for the government has made the required
cértification at the end of this application.

[IF SEEKING GPS INFO, USE THE FOLLOWING TWO PARAGRAPHS: This
application further seeks latitude and longitude data gathered
for the Subject Telephone[s], including Global Positioning
gatellite (*GPS”) and/or network timing information, and |
including information from such programs as Nextel Mobile
Locator, Boost Mobile Loopt, Sprint/Nextel Findum Wireless, or a
gimilar program, Which will establish the approximate location of
the Subject Telephone[s], and which information is acquired in
the first instance by the cellular telephone service provider
{referred to herein as “GPS information”). This information is
sought based on the authority in Federal Rule of Criminal
srocedure 41(b) (1) and (2) and 28 U.S.C. § 1651 (the All Writs
Act), and will be obtained in conformity with the procedures of
Federal Rule of Criminal Procedure 41.

Also, this application seeks authorization under 18 U.S.C.
8 3103a(b),.for reasonable cause shown, to delay notification of

the above Warrant to the subscriber and users of the Subject

Telephone for a period of 30 days from the date that the

3 In light of the government’s showing of probable cause
herein, this application does not rely on, and this Court need
not consider the validity of, the government's continuing
pogition that courts may igsue orders authorizing the government

to obtain cell site and GPS information based on the combined

effect of the Pen Register Statute and the Stored Communications
show probable cause.

Act even where the government does not

(That theory has been advanced in support of applications for
cell site information in various districts and is discussed in a
number of court opinions). The government .continues to maintain
that probable cause is not required to properly request and

obtain the information it seeks herein.

Prospective Cell site [and @gps]/ investigationm / August 27, 2008
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disclosure‘ends. [YOU MAY ASK FOR A LONGER PERICD OF DELAY NOW

TO A DATE CERTAIN IF YOU CAN STATE WHY THE FACTS OF THIS CASE
JUSTTIFY SUCH AN ORDER, OR YOU MAY ASK FOR CONTINUANCES OF THE
DELAY AS NEEDED. AGAIN, CONTINUANCES SHOULD GO TO THE SAME

JUDGE] . As discussed in the attached declaration of [AGENT],

immediate notification of this order to the user of the Subject

Telephone [s] may have an adverse result.]

This application further seeks an order that: (1) authorizes

ted information whether the Subject

the disclosure of the reques

Telephone [s] [is/are] located within this District, outside of

the District, or both; (2(: ' = jj
C ‘ e L ]
S p1E - 3

¢ . W ) j

- ] . @E _ . 0

C e } ]

C ne L ]

el -

= ie ] LA
T s |
(A Ve . . .. .
L neE ‘ﬂ.and (3) orders the

[AGENCY] to reimburse the applicable.cellular'telephone gervice
provider for its reasonable expenses directly incurred in

providing the requested information and any related technical

asgistance.

The application is made in connection with an investigation

of offenses committed by [TARGET], specifically violations of

Prospective Cell site [and @rg]/ investigation / August 27, 2008
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[STATUTES AND DESCRIPTIONS], and is based upon the certification
by the attorney for the government as well as declarations from
the following individuals: (1) Henry Hodor (a declaration
previocusly prepared outside of this district); (2) [IF REQUESTING
GPS INFO: Eric A. Kischer (a declaration previously prepared
within this district)]; and (3) [AGENT].
IT
DISCUSSION

A. The Pen Register Statute and the Stored Communicationsg Act

The Pen Register Statute and the Stored Communications Act,
in combination, authorize the disclosure of cell gite

information.

1. 18 U.S.C., § 3127: The Pen Reqister Statute

The Pen Register Statute, as amended by the USA PATRIOT Act,

permits courts to issue ex parte orders permitting telephone

service providers or law enforcement officials to install and use

pen registers and trap and trace devices. ‘The statute defines a

“pen register” as “a device or process which records or decodes

dialing, routing, addressing, or signaling information

transmitted by an instrument or facility from which a wire or
electreonic communication is transmitted, provided,_however, that
such information shall not include the contents of any
communication.” 18 U.S.C. § 3127 (3) (emphasis added). The
statute defines a “trap and trace device” as “a device or process
which captures the incoming electronic or other impulses which

identify the originating number or other dialing, routing,

addregsing, or signaling information reasonably likely to

Prospective Cell site [and GPS]/ investigation / August 27, 2008
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identify the source of a wire or electronic communication,
provided, however, that such information shall not include the
contents of any communication.” 18 U.S.C. § 3127{4) {(emphasis
added) . |

The definitions of a ‘“pen register” and a “trap and trace
device” in the Pen Regilster Statute include the cell site

information the government seeks here. AS explained in the Hodor

declaration, a cellular telephone transmits gignals to the

nearest cell tower or towers when the user makes a call and also
transmits information to such towers when the cell phone is on,

even if a call is not in progress, in order for the cellular

telephone to register its presgence in the network. (Hodor Decl.

€9 9-11). These transmissions constitute “signaling information”
under the definitions in the Pen Register Statute, which are set
forth above, and thus the statute permits an order for cell site

infoxrmation upon an appropriate application by the government.

Gee Tn Re: Application of the United States for an Order for

Prospective Cell Site Location Information on a Cerxrtain Cellular

Telephone, 460 F. Supp. 2d 448, 455 (8.D.N.Y. 2006).
2. 18 U.S.C. § 2703: The Stored Communication Act

The Pen Register Statute would be enough to authorize the
government’s acquisition of cell site information were it not for

a statute known as the Communications Assistance for Law

Enforcement Act of 1994 (“CALEA”), codified at 47 U.S.C. §§ 1001-

l1021. CALEA creates a statutory impediment to law enforcement
obtaining cell site information based on the Pen Register Statute

alone. However, that impediment is itself overcome by the

Prospective Cell site fand @p8}/ investigation / August 27, 2008
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provisions of the stored Communication Act, which also governs

cell site information.

gection 1002(a) (2) of CALEA requires telecommunications

carriers to ensure that their equipment is, among other things,

capable of the following:

expeditiously isolating and enabling the government,
pursuant to a court order or other lawful |
authorization, to access call-identifying information
that is reasonably available to the carrier

except that, with regard to information acquired gsolely
pursuant the authority for pen registers and trap and
trace devices (as defined in section 3127 of Title 18),

such call-identifying information shall not include any

information that may disclose the physical location of

subscriber (except to the extent that the location may

be determined from the telephone number) .

47 U.S.C. § 1002 (a) (2) (emphasis added) . The government

recognizes that cell site information “may disclose the physical

jocation of the subscriber” and that the “solely pursuant” clause

of CALEA set forth above prevents the government from obtaining

such cell site informaticn pursuant to the Pen Register Statute

alone. Section 1002 does not, however, preclude entirely the
disclosure of cell site information under the Pen Register
gtatute, but, rather, permits'such disclosure pursuant to a

combination of the Pen Register statute and some additiomal
authority. That additional authority is the Stored
Communications Act.

st 27, 2008
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Section 2703 (c) (1) (B) of the Stored Communications Act
provides that “[a] government entity may require a provider of
electronic communication service to disclose a record or other

information pertaining to a subscriber to or customer of such

service (not including the contents of communications) . when

the governmental entity” obtains a court order for such

disclosure pursuant to Section 2703(d). 18 U.s.C.

§ 2703 {c) (1) (B}.

The definition of terms in the Stored Communications Act
makes clear that the “record or other information” that a court

may order a provider to disclose to the government under Section

2703 {d) includes cell site information. First, the Stored

Communications Act expressly adopts the definition of statutory

termg set forth in 18 U.8.C. § 2510. See 18 U.S.C. § 2711 (“As

used in this chapter (1) the terms defined in section 2510

of this title have, respectively, the definitions given such

terms in that section”). Thus, the term “provider of electronic

communication service” used in Section 2703 (¢) covers cellular
telephone'service providers, because 18 U.S.C. § 2510(15) defines
"electronic communications service” as “any service which

provides to users thereof the ability to send or receive wire or

electronic communications.” 18 U.S.C. § 2510(15). Further,

cell site information is “a record or other information

pertaining to a subscriber to or customer of” an electronic

communications service -- another term used in Section 2703(c)
because, as indicated by the Hodor declaration, cellular

telephone service providers receive and store the information, if

Prospective Cell site [and Gr381/ investigation / August 27, 2008
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sometimes only momentarily, before forwarding it to law

enforcement officials.

(Hodor Decl. §§ 14, 17-25). BSee In Re:

Application of .the United States for an Order for Progpective

Cell Site Location Tnformation on a Certain Cellular Teleplhione,

460 F.

Supp. 2d 448, 457-60 {(8.D.N.Y. 2006].

[INCLUDE THIS FOOTNOTE ONLY IF YOU ARE NOT GETTING @pPs®]

[

this applica
colloguially referred to as

As discussed in the attached declaration of Mr. Hodor,
tion does not seek latitude and longitude data (often
wapg information”) either via the

shandset based” or “network based” systems. (Hodor Decl. 99 30-

37}).

Accordingly, this application is not made pursuant to

Federal Rule of Criminal Procedure 41.

Prospective Cell site [and GPg]/ investigation / August 27, 2008
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[IF SEEKING GPS INFO, USE SECTIONS B AND C:

B. Federal Rule of Criminal Procedure Rule 41 and the ALl Writs

Act
Federal Rules of Criminal Procedure 41(b) (1) and (2), and
(¢), as well as the above discussed sections and 18 U.S.C.
§ 2703{c) (1) (A), authorize the court to order the provision of
GPS information upon a showing of pr@bable cause to believe that

the monitoring sought will lead to the discovery of evidence of
identified criminal activity.® Because the GPS information is
being sought under this authority, and because as discugsed below
the procedures of Rule 41{e) (2} (B) and (f) (2) are being followed,

the GPS information may be provided fegardless of whether a call
is in progress.

As detailed in the declaration of Drug Enforcement

Administration Special Agent Eric A. Kischer, some, but not all,

cellular telephone service providers'haﬁe the technical means to
obtain GPS information. GPS information is not generated
specifically for law enforcement, but is the product of a federal
law that requires cellular telephone service providers to

maintain and access location information for emergency

responders. Kischer Dec., § 5.(j kﬁff

il
<  mE e -
C; e ) ] ]
g

PR - .- . ~
1 rofE 5

5 pgain, the government does not concede that probable cause
must be shown to obtain the GPS information sought, but
nonetheless provides probable cause in this case. See fn. 3,

supra.

pProspective Cell site [and @ps]/ investigatiom / August 27, 2008
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Tn addition, the All Writs Acts permits courts to “issue all

'

writs necessary or appropriate in aid of their regpective
jurisdictions and agreeable to the usages and principles of law.”

28 U.S.C. § 1651(a); see also Adams v. United States ex rel.

McCann, 317 U.8. 269, 273 (1942) (“unless appropriately confined
by Congress, a federal court may avail itself of all auxiliary
writs as aids in the performance of its duties, when the use of
such historic aids is calculated in its sound judgment to achieve
the ends of justice entrusted to it.”).

The proposed warrant establishes a précedure that is in

conformity with Rule 41(e) (2) (B) and (£f) (2). These procedures

‘include obtaining a court warrant for the information that states

Prospective Cell site [and GPS]/ investigation / August 27, 2008
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(1) the property to be tracked; (2) that the device may be used

for no longer than 45 days, unlegs extensions are obtained} (3)
that the device must be installed within 10 days; (4) that a
return will be provided to the court; and (5) that notice will be
provided after the use has ended, unless an order allowing

delayed notice is obtained.

C. Delayed Notice

18 U.S.C. § 3103a(b) states that any notice required

following the igsuance of a warrant may be delayed if, inter

alia, the court finds reasonable cause to believe that providing

immediate notification of the execution of the warrant may have

an adverse result. An adverse result ig defined in 18 U.S.C. §

2705 (a) (2) as including endangering the life or physical safety

of a person, flight from prosecution, destruction of or tampering

with evidence, intimidation of potential witnesses, and serious

jeopardy of an investigation. Moreover, the Advisory Committee

Notes for Fed. R. Crim. P. a1 (f) (3) (2006 Amendments) state that

delay of notice may be appropriate'where wthe officer establishes

that the investigation ig ongoing and that disclosure of the

warrant will compromise that investigation.” The attached

declaration of [AGENT] provides reagonable cause to believe that

immediate notification of the execution of the warrant may have

an adverse result, and the proposed warrant both provides for the

giving of such notice within 30 days after the date that the

disclosure ends and prohibits, as part of the receipt of the

requested information, the seizure of any tangible property or

prospective Cell site [and GPps] / investigation / August 27, 2008
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any other prohibited wire or electronic informdtion as stated in
18 U.S.C. § 3103a(b} (2}. ]
ITT
CONCT.USION
Applicant respectfully requests that the Court issue the
warrant in the form presented herewith.
v
CERTIFICATION
In support of this_application, and pursuant to 18 U.S.C.
§ 3122, I state that I, [YOUR NAME] , am an "attorney for the

Government" as defined in Rule 1(b) (1) of the Federal Rules of

Criminal Procedure. I certify that the information likely to be

obtained from the requestéd order/ warrant is relevant to an
ongoing criminal investigation being conducted by the
[AGENCY/IES] of [LIST MAIN TARGET (8)] for violations of [LIST
STATUTES] . | |

T declare under penalty of perjury under the laws of the

United States of America that the foregoing paragraph is true and

correct.

DATE [youl
' Assistant United States Attorney

[INSERT SECTION] Section

Prospective Cell site [and GPS)/ investigation / August 27, 2008
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x%*Note: this declaration goby is designed to ensure that the

same language that is in the application makes it into the

declaration - it is not a strict structural requirement, nor are

the headings required****

***Note Also. IF YOU ARE SEEKING GPS INFO, we are following the
procedures of Rule 41 - Wthh means that the agent should be
avallable so that the judge can make inquiries of him/her 1f the

)****

judge wants per Rule 41(d)(2

DECLARATION OF [AGENT]

T, [AGENT}, do hereby declare and affirm:
1. [STATEMENT OF BACKGROUND/TRAINING/EXPERIENCE, ETC.].

PURPOSE OF DECLARATION

2. This declaration is made in support of an application

for [a warrant] [an order] authorizing the disclosure of “cell

aite” information, [ag well as'“GPS”'informatidn,l ag defined

within the application, at such intervals and times as the

government may requést, and the furnishing of all information,

facilities, and technical assistance necessary to accomplish said

disclosure unobtrusively, which disclosure will establish the

approximate {ocation of the following cellular telephonel[g] for a

period of 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]

days [IF MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW]
(a) [TARGET NUMBER], a cellular telephone issued by

[TELEPHONE COMPANY], subscribed to [SUBSCRIBER INFORMATION] and

believed to be used by [USER] (*Subject Telephone #17) ;

Prospective Cell gite [and GES)/ investigation / Bugust 27, 20608
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(b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subject

Telephone k2, and concurrently with Subject Telephone #1 referred

to as “the sSubject Telephones”) .
[IF REQUESTING gps INFO: 3. I also seek authorization under

18 U.S.C. § 3103a(b), for reasonable cause shown below, to delay

notification of the proposed warrant for a period of 30 days from

rhe date that the disclosure ends. [YOU MAY ASK FOR A LONGER

PERIOD OF DELAY NOW TO A DATE. CERTAIN IF vOU CAN STATE WHY THE
FACTS OF THIS CASE JﬂSTIFY SUCH AN ORDER, OR YOU MAY ASK FOR

CONTTNUANCES OF THE DELAY AS NEEDED]]
4. The facts set forth in this declaration are based upon

my OWI personal observations, my training and experience, and

information obtained during this investigation from other

sources. This declaration is intendéd to show that thexe is

cause to obtain the information herein sought, and does not
purport to set forth all my knowledge of, or investigation into,

rhis matter.

PROBABLE CAUSE
5. [INSERT PARAGRAPHS DISCUSSING WHY THERE IS‘PROBABLE
CAUSE TO BELIEVE THAT FEDERAL CRIMES ARE BEING COMMITTED AND THAT

THE INFORMATION SOUGHT WILL PROVIDE EVIDENCE OF THE VIOLATIONS.]

[IF SEEKING GPS INFO:
GROUNDS FOR_DELAYING NOTICE

6. Based on my training and experience and my

investigation of this matter, I believe that reasonable cause

exists to delay the service of the warrant as normally reguired

Prospective Cell site [and GPS)/ investigation / August 27, 2008
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for a period of 30 days beyond the end of the disclosure period

because [INSERT FACTS RELATING TO WHY GOOD CAUSE EXISTS; INCLUDE
REFERENCE TO A PARTICULAR ADVERSE RESULT. FOR EXAMPLE:{ J7& |

—

b1E2

b1

i =

E\"I‘
i

e

(11}

W

Ei?ﬁr
g 5T

—

L h1& } Note that for each extension of the

delay, you must make an updated showing of the need for further

delay.]l]

I declare and affirm under penalty of perjﬁry that the
foregoing is true and correct to the best of my knowledge.

Executed on [DATE], at [LOCATION], California.

[AGENT]
[AGENCY]

Prospective Cell site {and GPS]/ investigation / August 27, 2008
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THOMAS P. O’BRIEN

United States Attorney

CHRISTINE C. EWELL

assistant United States Attorney

Chief, Criminal Division

[You] (CA Bar No. )

Assistant United States Attorney
XX00 United States Courthouse
312 North Spring Street
Los Angeles, California 90012
Telephone: (213) 894 -XXXX
Facsimile: (213) 894 -XXXX
Email: X¥xxXeusdoj . gov

Attorneys for Applicant
United States of 2merica

UNITED STATES DISTRICT COURT

FOR THE CENTRAL DISTRICT OF CALIFORNIA

‘No.

IN RE CELLULAR

TELEPHONE [8] [proposedl [WARRANT][ORDER]

(UNDER SEAL)

R it

Upon application by the United States of America, supported

by the declarations of Henry Hodor, [IF REQUESTING GPS INFO: Eric

A. Kischer], and [AcENT], for [a warrant and] orders relating to
the following cellular telephone [s] [IF MORE THAN ONE, USE
SUBPARAGRAPH STRUCTURE BELOW] : |

(a) [TARGET NUMBER] , a cellular telephone issued by

[TELEPHONE COMPANY], subscribed to [SUBSCRIBER TNFORMATION] and

believed to be used by [USER] (“Subject Telephone #17) ; and

Prospective Cell site fand GPS1/ investigation / August é?, 2008
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(b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subject

Telephone #2, and concurrently with Subject Telephone #1 referred

to as “the Subject Telephones”),

THIS COURT FINDS THAT there i1g probable cause to believe

‘that cell site information; [as well as GPS information,] likely

to be received concermning the approximate location of the Subject
Telephone [s], currently within the Central District of
California, will conétitute or yield evidence of violations of
[STATUTES AND DESC?IPTIONS], being committed by [TARGET] [and

others [known and] unknown].

THIS COURT FURTHER FINDS THAT, pursuant te 18 U.s.C. § 3123,

the attorney for the government has certified that the
information likely to be obtained is relevant to an ongoing
criminal investigation of [LIST MAIN TARGET (S)] being conducted
by the [AGENCY/IES] for violations of [LIST STATUTES].

[IF SEEKING GPS INFO: THIS.COURT‘FURTHER FINDS reasonable
cause exists to believe that providing immediate notification of
this warrant to the user of the Subject Telephone [s] may have an

adverse result.]

VGOOD CAUSE HAVING BEEN SHOWN, THIS COURT HEREBY ISSUES THIS
WARRANT AND FURTHER ORDERS THAT:

1. [TELEPHONE COMPANY] shall disclose, at such intervals
and timeé as directed by [AGENCY], information concerning the
location (physical addfess) of the cell site at call origination
(for outbound calling), call termination {(for incoming calls),
and, if.reasopably available, during the progress of a call, for

the Subject Telephone([s], as well as such other informatiomn,

Prospective Cell site [and GPS]/ investigatien / August 27, 2008
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apart from the content of anyrcommunication, that is reasonably
available to the cellular telephone éervice provider and that is
requested by the [AGENCY] or any law enforcement agency working
with the [AGENCY], concerning the cell sites/sectors receliving

and transmitting signals to and from the Subject Telephone (s8]

R

- b1

R
b
iy

Il

e )
[IF REQUESTING GPS INFO, ADD PARAGRAPHS 2 THROUGH 5:

2. [TELEPHONE COMPANY] shall disclose at such intervals
and times as directed by [AGENCY], latitude and longitude data
gathered for the Subject Telephonel[s], including'Global
pogsitioning Satellite (“GP8”) and/or network timing information,
and including information from such programs as Nextel Mobile
Locator, Boost Mobile Loopt, Sprlnt/Nextel Findum ereless, or a

similar program, which will establlsh the approximate location of

the Subject Telephone[s] (referred to herein as “GPS
information”), and shéll furnish all information, facilities, and
technical assistance necessary to accomplish said disclosure
unobtrusivély.

3. As part of the receipt.of the reguested GPS

information, the [AGENCY] is prohibited from seizing any tangible

property pursuant to this warrant, or any other prohibited wire

or electronic information as stated in 18 U.S5.C. § 3103a(b) (2).

The [AGENCY] is not prohibited from doing so in relation to any

other investigation authorized by law.

Prospective Cell gite [and 65Ps]/ investigation / August 27, 2008
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4, The [AGENCY] is permitted to delay service of this

warrant for GPS information to the subscriber[s] of the Subject

Telephone [s] [for a period of 30 days from the date that the

disclosure endsl [until DATE] [USE LATTER ONLY IF YOU HAVE

JUSTIFIED AS DISCUSSEDVABOVE]]. any reguests for a continuance

of this delay should be filed with this Court, unless directed to

the duty United States Magistrate Judge by this Court.
5. The [AGENCY] shall make a return of this warrant for

GPS informatlon to this Court (unless directed to the duty United

States Magistrate Judge by this Court) within 10 calendar days

after the disclosure of information ceases. The return shall

state the date and time the telephone company began providing

information pursuant to this warrant, and the period during which

information was provided, including pursuant to any orders

permitting continued disclosure.
6. The disclosure of the requested information by the

cellular telephone service provider{sl shall begin during the

daytime on the carlier of the day on which law enforcement

officers first begln to receive information pursuant to this

warrant or ten days after the date of this warrant, and continue

for up to 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]

days thereafter unless additional orders are made continuing the

period of the disclosure.
7. The disclogure of the requested information shall occur

whether the Subject Telephone [s] [is/arel located within this

District, outside of the District, or both.

rell site fand @pS)/ investigation / Aucuat 27, 2008
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9. [TELEPHONE COMPANY] shall execute the Court’s warrant as

soon as practicable after it is signed. If a copy of the warrant

is given to any cellular telephone service provider, the copy may
be redacted by law enforcement to exclude therTarget Subjects and
any description of the offenses under investigation.

10. The [AGENCY] shall reimburée the applicable cellular
telephone service provider for their reasonable expenses directly
incurred by the cellular telephone service provider in providing
the requested information and any related technical assistance.

11. To avoid prejudice to this criminal investigation, the
applicable cellular telephone service providers and their agents
and employees shall not disclose to or cause a disclosure of this
Court's warrant and orders, or the request for information by the
[AGENCY] or other law enforcement agencies involved in the
investigation, or the existence of this investigation, except as

necessary to accomplish the assistance hereby ordered. K In

Prospective Cell site [and GPS]/ investigation / August 27, 2008
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|| AFFIANT NAME/ AGENCY:

particular, the cellular telephone service providers and their
agents and empléyees are ordered not to make any disclosure to

the lessees of the telephone or telephone subscribers.

HONORABLE [judge]
UNITED STATES MAGISTRATE JUDGE

DATE/ TIME OF ISSUE:

Prospective Cell site [and éPs}/ investigatien / August 27, 2008
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1
U.S. Department of Justice

l

United States Atforney .
Eastern District of New York

United States Attorrey's Qffice
610 Federal Plaza
Central Islip, New York 11722-4454

September 9, 2005
BY HAND

The Honorable James Orenstein
United States Magistrate Judge
Bastern District of New York
Long Island Federal Courthouse
924 Federal Placza
Central Islip, New York 11722-4454 .
»
Re: In re Application For Pen Register
and Trap and Trace Device With
Cell Site Location Authority,
Magistrate's Docket No. 05-1093(J0)

Dear Magistrate Judge Orenstein:

The government respectfully moves the Court to
reconsider its Memorandum and Order entered August 25, 2005,

F. Supp.2d __, 2005 WL 2043543 (E.D.N.Y. Aug. 25, 2005) (the
SAugust 25 Order”), denying the government's application for an
order to disclose cell-site records relating to a specified
cellular telephone number. For the reasons stated pelow, the
government's application dated August 23, 2005 should be granted
consistent with § 103 of the Communications Assistance for Law
Enforcement Act (“CALEA"), P.L. 103-313, 108 stat. 4279 (1994),
codified at 47 U.S5.C. § 1002(a) (2) (B}, under authority of 18
U.5.C. § 2703(d) of the Stored Communications Act (™SCA”) and 18
U.5.C. §§ 3121 et sed. (the pen register/trap and trace statute,
or “Pen/Trap statute”).

f A motion for reconsideration of a court- order

determining a motion in a civil matter may be made within ten
days of the entry of the order, excludlng holidays and weekends.
Fed. R. Civ. Proc. 59(e) and Loc. CiVv. R. €.3. Loc. CiWw. R. 6.3,
Reconsideration under these rules is applicable to decisions of
maglistrate judges, and tolls the time for appeal to the district
court. See Norex Petroleum, Ltd. v. Access Indus., Inc., 2003 WL
21872389, *1 (S.D.N.Y. 2003); Egual Emplovment Opgortunlty
Commigsion v. Venator Group, 2001 WL 24¢376, *4 (S.D.N.Y. 2001};
Yurman Design v. Chaindom Enterprises, 2000 WL 1871715, *1




[N

A. Qverview

The August 25 Order holds that disclosure of cell site
information can only be compelled by a search warrant issued on a
showing of probable cause. The Court has apparently concluded
that because cell-site information is transmitted as “electronic
communication,” 18 U.S.C, § 2510(12), it is also the “contents of
an electronic communication,” 18 U.S.C. § 2510(8), 'unless it is
the product of a “tracking device,” 18 U.$.C. § 3117. August 25
Order at *1. We respectfully submit that these holdings are
legally erroneous, for Congress has legislated to the contrary.

As we demonstrate below, an “electronic communication”
may provide either “contents,” see 18 U.8.C. §§ 2703(a) and
2703 (b)), or “information pertaining to a subscriber,” see 18
U.s.C. § 2703 (c). Cell-site information constitutes “information
pertaining to a subscriber” under U.S.C. § 2703 (c}, not “con-
tents” under U.S.C. § 2703 (a} or (b), and is not the product of a
“tracking device” or communications from it. Moreover, upon a :
showing under 18 U.S.C. § 2703 (d) of specific and articulable
facts demonstrating reasonable grounds to believe the information.
sought is relevant and material to an ongoing investigation, 18
g.5.C. § 2703(d) authorizes the Court to order cellular telephones
providers to disclose existing cell-site usage records. .

In addition, the Court is authorized to order
disclosure of cell-site information on a prospective basis where,
as here, the government's application is made not only under
authority of SCA, but also under the Pen/Trap statute in a manner
~ that demonstrates the prospective data to be relevant and
material as the SCA reguires; 3ee 18 U.S.C. § 2703(d). CALEA
prohibits the government from acquiring cell-site information
prospectively if it 1s obtained “solé&ly pursuant” to the Pen/Trap

(S.D.N.Y. 2000); - Brown v. Mingta, £.D.N.Y., order issued March
22, 2005, at p- 5 n.5. Reconsideration is also authorized in
criminal matters, either by extension of these rules or under
common law principles. See United States v. Ibarra, 502 U.S. 1, °
4 (1991); United States ¥. Dieter, 429 U.S. 6, 8 (1976); United
states v. Healy, 376 U.S. 75, 78-80 (1964). While there is scme
question whether reconsideration of a distridét court decision in
a criminal matter must be sought within 10 days or 30 days, see
Canale v. United States, 969 F.2d 13 (24 Cir. 1992} ;: Uniged
States v. Gross, 2002 WL 32096592, *]-*3 (E.D.N.¥Y. 2002), this
motion is made within 10 days, excluding holidays and weekends,
and is therefore timely on either view. '




statute, 47 U.S.C. § 1002(a){2) (B} (emphasis added). In
contrast, however, an order that directs disclosure of cell~site
information prospectively under authority of the SCA as well as
the Pen/Trap statute complies with CALEA.

B. Cell-Site Data Constitutes “Records
Or Other Information” Accessible To
The Government_Pursuant to the SCA

The holding of the August 25 Order is based on two
erroneous conclusions: (1) that 18 U.S.C. § 2703 provides no
authority for the Court to order disclosure of data relating to
cell-site usage by a cellular telephone (“cell-site informa-
tion”), August 25 Order at *1-2; and (2) that CALER prohibits any
use of the Pen/Trap statute to acquire cell-site information;
August 25 Order at *3-4.

In reaching the first of these conclusicns, the Court
 stated that “the only one” of 18 U.S.C. § 2703's provisions “that
appears arguably to permit the disclosure of cell site location
informatrion is the language permitting the disclosure of 'the
contents of a wire or electronic communication.'” August 25
Order at *1-2. The Court rejected that hypothesis, however, on
the grounds that cell-site information constitutes’a “communica-
tion from a tracking device,” which is specifically exempted from
the class of “electronic communications” discoverable under 18
U.s.C. §§ 2703(a) and 2703 (b). August 25 Order at *1-2, relying
on 18 U.S8.C. § 2711(1) (incorporating by reference exceptions to
definitions of “electronic communication,” codified.at U.S.C.

§ 2510(12), including communications from “tracking devices”
under 18 U.S.C. § 3117). :

While other aspects of the above rationale are also
open to question,? we respectfully submit that the decisive error
occurs at the outset: the August 25 Drder ignores the controlling
authority of 18 U.S.C. § 2703{g) (1) (B). In tandem with 18 U.S5.C.
§ 2703(d), 18 U.S.C. §§ 2703(c) (1) (B) authorizes the government
to apply for an order and for the court to compel disclosure of
“record[s] or other information pertaining to a subscriber or
customer of such service (not including the contents of

2 As further discussed below, we respectfully submit that

a cellular telephones cannot properly be characterized as a
“tracking device” since the cell-site information that results
from its use is far less precise than the information obtained by
" bona fide tracking devices under 18 U.S5.C., § 3117, such as GPFS
transponders and “bumper beepers.”



communications).” 18 U.8.C. § 2703{(c) (l). The government's
original application as well as its renewed application in this
case (at 99 3, 10 and 11 of both applications) specifically
relied on 18 U.S.C., § 2703 (c} (1).

The “record[s] or other information” available to the
government pursuant to 18 U.S.C. §§ 2703 (c) include cell-site
information. As a threshold matter, cell-site information is not
the “contents c¢f a communication” within the meaning of 18 U.S5.C.
§§ 2703(a) and 2703(b). In general, such “contents” includes
only the “substance, purport, or meaning” of an electronic
communication. 18 U.S.C. § 2510(12), incorporated by reference in
the SCA at 18 U.S.C. 8§ 2711(1). By contrast, cell-site informa-
tion conveys what neighborhood or locale a person is in or is
passing through when he operates a cellular telephone rather than
what he said. Thus, cell-site information constitutes “informa-
tion pertaining to a subscriber,” rather than the “contents of a
communication.” ‘

Secondly, the structure of the SCA, as first enacted
and as later amended by CALEA, demonstrates an intention to
authorize courts to order disclosure of a broad array of non-
content information, including cell-site information. When it
was first enacted, the SCA permitted the disclosure pursuant to
court order {or subpoena) of the category of the catch-all
category of “record[s] or other information pertaining to a
subscriber or customer of such service (not including the
contents of communications),” now codified at 18 U.S.C. §
2703{c) (ry. S8ee P.L. 99-508, 100 Stat. 1848, 1862 (1986).

The accompanying 1986 Senate report -emphasized the breadth of the-’
“record or other information” language: “[t]lhe information
involved is information about the customer’s use of the service
not the content of the customer’s communications.” S. Rep. No.
541, 99th Cong., 2d Sess., at 38 (1986}.

Moreover, while Congress 1ncreased privacy protectlons
with respect to detailed, non-~content telephone transactional
records when it enacted CALEA in 1294, CALEA's amendments to the
SCA preserved the government's right of access to such data,
including cell-site information. CALEA created a distinction
between basic subscriber records (e.g., subscriber name and
address, duraticn of call) and more detailed transactional data.
Basic subscriber information could still be subpoenaed without
notice, gee 18 U.S.C. § 2703{c) (2). The government's access to
“record[s] or other information pertaining to a subscriber to or
customer of such service (not including the contents of
communications)” and outside the scope of basic subscriber
records was conditioned, however, on its obtaining a search



warrant or alternatively, a 2703 (d) order, as newly defined by
CALEA. See P.L. 103-322Z, Title XXXIII, 330003(b) {1994); P.L.
103-414, Title II, § 207 (a) (199%4).

As the Bugust 25 Order acknowledges (at *1}, under the

sCA as amended by CALEA, courts are empowered to issue a 2703(d)
order if the government offers “specific and articulable facts
showing that there are reasonable grounds to believe that the

records or other information sought are relevant and
material to an ongoing criminal investigation.” 18 U.s.C.
§ 2703(d}. Congress intended this new “intermediate standard, ”
midway between the standard reguired for issuance of a subpoena
and for a search warrant, H.R. Rep. No. 827 (1), 103rd Cong., 2d
Sess., (“House CALEA Report")_at,31 {19%94), to apply to detailed
transactional data, including cell-site information. In discuss-
ing the newly-added provisions of 18 U.5.C. §§ 2703(c) (1), the
House Report emphasized that the drafters understood that
“transactional records from on-line communication services reveal
more than telephone records or mail records.” House CALEAR Report
at 31. Accordingly, the government nenceforth would be permitted
to obtain the addresses used in emzil messadges if (at minimum) it
satisfied the “reasonable grounds” requirements of 18 U.s.Cc. §
2703(d). House CALEA Report at 31. ' .

If anything, an individual's privacy interest in the
identity of his email correspondents exceeds his privacy interest
in the identity of the neighborhood or locale infwhich he
operates a cellular telephone. That Congress expressly stated
that the SCA as amended by CALEA was intended to;authorize?
disclosure of email address information upon a p@oper showing
under 18 U.S.C. § 2703(d), demonstrates that Corngress likewise
intended 18 U.S.C. § 2703(d) to govern arguably sless intrusive
categories of detailed, non-content telephone transactional
records -- including cell-site information. ;

C. CALEA's Ban On Cell-Site Data Acquired
vgolely Pursuant” To The Pen/Trap Statute -
Is Satisfied By An Order Issued Under
Dual Authority Of § 3123 and § 2703 (d)

The August 25 Order, at *3, states that “[t]lhe
government . . . does not rely on the pen register statute” and,
in any event, “Congress appears to have prohibited it from doing

so” to obtain cell-site information. As to the first point, we _

respectfully submit that the government did in, fact invoke the
authority of the pen/Trap statute in its original and renewed
applications for, inter alia, a cell-site location order. To the
extent that there was previously a lack of clarity on that score;
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we seek to dispel it now. The govérnment seeks by this applica-
tion to obtain authority under authority of both the SCA and the
Pen/Trap statute.

As further explained below, cell-site information that
the government seeks to obtain on a prospective basis is both
“racords or other information,” see 18 U.S.C. §§ 2703(c), access
to which is conditioned on a court issuing an order that complies
with 18 U.S.C. § 2703(d) of the SCA, and information -that
"requires installation of a pen register, access to which is con-
ditioned on a court issuing an order under 18 U.S.C. §§ 3122 and
3123 of the Pen/Trap statute. Accordingly, each time in the
government's applications (see 99 1,6, 7 thereto) that we invoked
18 U.S.C. §8 3122 and 3123 to seek pen register data in applica-
‘tions (see M9 3, 10 and 11 thereto) that also sought disclosure
of cell-site information under the SCA, the citatilons to the
Pen/Trap statute were likewise for the purpose of obtalnlng cell-
51te information.

As to the assertion that Congress has banned any use of
pen registers to obtain cell-site information, we respectfully
submit that the conclusion is at odds with CALEA's careful-
phrasing. CALEA authorizes the use of a pen register in
circumstances such as these, in which the SCA's requisites of
articulate facts demonstrating reasonable grounds are also
satisfied. See 18 U.S.C. § 2703(d).., The provisiog'of CALEA that
the Bugust 25 Order cited to deny the government' sfappllcatlon
provides as follows:

{a) ... a telecommunlcatlons carrier -shall ensure that
its equipment, facilities, or services that prov1de a
customer or subscriber with the ability to orlglnate,
terminate, or direct communications are capable of -

(2) expeditiously isolating and enabling the
government, pursuant to a court order or other
lawful authorization, to access call-identifying
information that is reasonably avallable to the
carrier-

except that, with regard to information acquired solely
pursuant to the authority for pen registers and trap
and trace devices (as defined in section 3127 of title
18, United States Code), such call-identifying
information shall not include any information that may
disclose the physical location of the subscriber
(except to the extent that the location may be
determlned from the telephone number).



CALEA § 103(a), codified at 47 U.8.C. § 1002 (emphasis: added) .
t

There is no dispute that w[i]nformation that may
disclose the physical location of the subscriber” includes cell-
site information of the kind in issue here. Congress' prohibi-
trion on the use of pen registers to obtain cell-site information,
however, is limited to circumstances in which that data is
“acquired solely pursuant” to the authority of 18 U.S.C. § 3127
of the Pen/Trap statute. Moreover, CALEA contains not only the
wgolely pursuant” clause governing the Pen/Trap statute, but also
the provisions discugsed above (at 3-4) that amend the SCA to
authorize the disclosure of cell-site information, provided the
government articulates facts demonstrating “reasonable grounds to
believe” that the information sought 1s “relevant and_material”;
18 U.S.C. § 2703(d}. "accordingly, by amending the SCA, CALEA !
created authority distinct from the Pen/Trap statute -- i.e., not
wsolely pursuant” to that statute -- that authorizes the release
to the government of “information that may disclose the physical
location of” a cellular telephone subscriber.”

In this case, as is our practice, the government has
not sought -to acquire cell-site information “solely pursuant” to
the Pen/Trap statute, but as well under the more demanding
regquirements of the SCA. Under the Pan/Trap statute, a court is
empowered to authorize the installation of a pen register or trap
and trace device upon the mere finding that a law enforcement
officer “has certified . . . that the information sought is
likely to be obtained . . - is relevant to an ongoing investi-
gation. 18 U.S.C. S 3123(b). We do not seek authorization to
obtain cell-site information based on a mere finding that the
government has certified the information's likely relevance.
Rather, we have sought it based on the provisions of the SCA that
require the government Lo articulate and for a neutral magistrate
to find “reasonable grounds to believe” that the information
sought 1is wrelevant and material to” that investigation. 18
U.s.Cc. § 2703(d). See Point B above.

That is not to say that the order that we propose could
or should issue based solely on authority of the SCA. We agree
with those portions of the August 25 Order (at *3-4) that
recognize the Pen/Trap statute plays a governing role in the
igssuance of orders requiring. the prospectilve disclosure of cell-
site obtained from the installation by & provide of a special
device or process. 2s amended by the USA PATRIOT ACT,> the terms

3 p.L. 107-56, 115 Stat. 272 (2001).

-



wpen register” and “trap and trace device” now include “dialing,
routing, addressing and signaling information.” See 18 U.5.C. 8§
3127(3) (pen register) and 3127(4}) {trap and trace device).
service providers use cell-site information for several of those
functions and in particular, the routing of calls from their
point of origin to thelr intended destination. Accordingly,
orders directing the prospective collection of cell-site
information must issue under the complementary authority of the
pen/Trap statute and == to comply with CALEA -- of the SCA.

D. Cell-Site Information Does Not
Convert A Cellular‘Telephone Into
A “Tracking Device” Reguiring A Warrant

The August 25 Order expresses concern that disclosure
of cell-site information pursuant o 18 U.5.C. § 24103 “would
effectively allow the installation of a tracking device without
the showing of probable cause normally reguired for a warrant”
August 25 Order at *2 . Underlying this concern is the assertion
that cell-site information is the functional egquivalent of .
physical surveillance of the cellular telephone because Mit
reveals that person's location at a given rime” Id. We respect-
fully submit that these concerns are unfounded.

First, it is not the general rule that a “tracking
device” requires a search warrant. For example, there is no
requirement that 1aw enforcement obtain a warrant for a proximity
beeper installed in a car tracked on the open road. 3See United
States v. Knotts, 460 U.S. 276 (1983). second, although future
improvements in cell-site technology may permit the location of a
cellular phone user to be pinpointed, that is not the present
state of the technology. Cell-sites only reveal the general
vicinity of the person using a cellular telephone and the general
direction in which they are moving if they are in transit.

Thus, it is inaccurate to say & law enforcement
officer's access tO cell-site information gives him a virtual
view of a target's location. Rather, it only gives him access Lo
routing information of the kind that is ordinarily used by the
telephone service provider and as to which a subscriber has at
best a limited privacy interest. See Smith v. Marvland, 442 U.S.
735, 744 (1973) (no “seizure” within meaning of Fourth Amendment
occurred when police obtained data obtained via pen register
installed on hardline telephone) .* Accordingly, Congress'

4 TIn Smith, the defendant wassumed the risk” that
telephone numbers he dialed would be disclosed by telephone
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decision to authorize the disclosure of cell-site information é__
upon the showings required by the SCA and the Pen/Trap statute'%s v
entirely appropriate. - ' %

£

Respectfully submitted,-

ROSLYNN R. MAUSKOPF
United States Attorney .

,
By:

Burton T. Ryan. Jr.
Assistant U.3. Attorney.
(631) 715~7853 -
Jonathan E. Davis _
Assistant U.S. Attorney
(718) 254-6298 '

cc:  Clerk of the Court (J0O)

company, since “the switching equipment that processad those
numbers is merely the modern counterpart of the operator who, in
an earlier day, personally completed calls for the subscriber”,
1d. ' : '



