
PUBLIC UNCLASSIFIED BNEF 

IN THE UNITED STATES COURT OF APPEALS 
FOR THE SIXTH CIRCUIT 

AMERICAN CIVIL LIBERTIES UNION, et al., 
Plaintiffs - Appellees/Cross-Appellants, 

NATIONAL SECURITY AGENCY, et al., 
Defendants - Appellants/Cross-Appellees. 

ON APPEAL FROM THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF MICHIGAN 

APPELLANTS' REPLY BRIEF AND 
CROSS-APPELLEES' RESPONSIVE BRIEF 

PAUL D. CLEMENT PETER D. KEISLER 
Solicitor General Assistant Attorney General 

GREGORY G. GARRE DOUGLAS N. LETTER 
Deputy Solicitor General THOMAS M. BONDY 

ANTHONY A. YANG 
DARYL JOSEFFER Attorneys, Appellate Staff 

Assistant to the Solicitor Civil Division, Room 7513 
General U.S. Department of Justice 

950 Pennsylvania Ave., N.W. 
Washington, D.C. 20530 
Telephone: (202) 514-3602 



TABLE OF CONTENTS 

... 
TABLE OF AUTHORITIES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  111 

INTRODUCTION AND SUMMARY OF ARGUMENT . . . . . . . . . . . . . . . . . . .  1 

5 REPLY BRIEF FOR APPELLANTS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  , 

I. THIS CASE MUST BE DISMISSED BECAUSE IT CANNOT 
BE LITIGATED WITHOUT DISCLOSING STATE SECRETS . . . . . . . .  5 

11. PLAINTIFFS CANNOT ESTABLISH THEIR STANDING TO 
. . . . . . . . . . . . . . . . . .  SUE WITHOUT DISCLOSING STATE SECRETS 9 

A. Plaintiffs' Allegations Of Subjective Chill Are Insufficient 
To Establish Article 111 Standing . . . . . . . . . . . . . . . . . . . . . . . . . . .  10 

B. Plaintiffs Cannot Establish Prudential Standing To Assert 
. . . . . . . . . . . . . . . . . . . . . . .  Fourth Amendment And FISA Claims 20 

111. FACTS PROTECTED BY THE STATE SECRETS PRIVILEGE 
. . . . . . .  ARE NECESSARY TO THE RESOLUTION OF THE MERITS 24 

A. Plaintiffs' Fourth Amendment Claim Cannot Be 
. . . . . . . . . . . . . . . . .  Adjudicated Without Disclosing State Secrets 24 

. . . . . . . . . . . . . . . . . . . . .  1. The Foreign Intelligence Doctrine 25 
. . . . . . . . . . . . . . . . . . . . . . . . . .  2. The Special Needs Doctrine 28 

B. Plaintiffs' First Amendment Claim Cannot Be Adjudicated 
. . . . . . . . . . . . . . . . . . . . . . . . . . .  Without Disclosing State Secrets 32 

C. Plaintiffs' FISA And Separation-Of-Powers Claim Cannot 
Properly Be Litigated In Light Of The State Secrets 
Privilege . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  33 

. . . . . . . . .  IV. THE DISTRICT COURT'S INJUNCTION IS OVERBROAD 48 



RESPONSIVE BRIEF FOR CROSS-APPELLEES . . . . . . . . . . . . . . . . . . . . . . . 49 

CONCLUSION . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  53 

CERTIFICATE OF COMPLIANCE 

CERTIFICATE OF SERVICE 



TABLE OF AUTHORITIES 

Cases: 

Air Courier Con$ v. American Postal Workers Union, 
498U.S.517(1991) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  23 

Al-Haramain Islamic Found. Y .  Bush, 
451F.Supp.2d1215(D.Or.2006) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12 

Bennett v. Spear, 
520U.S.154(1997) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

Blodgett v. Campbell, 
508U.S.1301(1993) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15 

Board of Educ. v. Earls, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  536U.S.822(2002) 2 8,29 

CAMP Legal Defense Fund, Inc. v. City of Atlanta, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  451 F.3d 1257 ( l l t hc i r .  2006) 15,16 

Chicago & S. Air Lines v. Waterman S.S. Corp., 
333U.S.103(1948) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44 

City of Lakewood v. Plain Dealer Publ'g Co., 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  486U.S.750(1988) 33 

Clark v. Library of Congress, 
750 F.2d 89 (D.C. Cir. 1984) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16 

DairnlerChrysler Corp. v. Cuno, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . .  - U.S. -3 126 S .  Ct. 1854 (2006) 21 

Department of Navy v. Egan, 
484U.S.518(1988) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  42 

Ellsberg v. Mitchell, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . .  709 F.2d 51 (D.C. Cir. 1983) 10, 11,52 



Ferguson v. City of Charleston, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  532U.S.67(2001) 29,30 

Fifth Avenue Peace Parade Comm. v. Gray, 
480 F.2d 326 (2d Cir. 1973) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14 

Fletcher v. Peck, 
20 U.S. (6 Cranch) 87 (1810) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  39 

Freedman v. Maryland,, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  380U.S.51(1965) 33 

Friends of the Earth, Inc. v. Gaston Copper Recycling Corp., 
204 F.3d 149 (4th Cir. 2000) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18 

Friends of the Earth, Inc. v. Laidlaw Envtl. Sews. (TOC), Inc., 
528U.S.167(2000) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18 

Gibson v. Florida Legislative Investigation Comm., 
372U.S.539(1963) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  32 

Gordon v. -W-rren Consol. Bd. of Educ., 
706 F.2d 778 (6th Cir. 1983) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  32 

GrifJin v. Wisconsin, 
483U.S.868(1987) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  29 

Halkin v. Helms, 
1980WL570314(D.D.C.June5,1980) . . . . . . . . . . . . . . . . . . . . . . . . . .  1 1  

Halkin v. Helms ("Halkin Il"), 
690 F.2d 977 (D.C. Cir. 1982) . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10, 1 1,27 

Hamdan v. Rumsfeld, 
- U.S. . . . . . . . . . . . . . . . . . . . . . . . . . .  -7 126 S. Ct. 2749 (2006) 47,48 

Hamdi v. Rumsfeld, 
542 U.S. 507 (2004) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  36,37,40,48 



Hamilton v. Dillin, 
88  U.S. (21 Wall.) 73 (1874) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  43 

Hepting v. AT&T Corp., 
439 F. Supp.  2d 974 (N.D. Cal. 2006) . . . . . . . . . . . . . . . . . . . . . . . . .  50,51 

Initiative & Referendum Inst. v. Walker, 
450 F.3d 1082 ( 1  0th Cir. 20061, petl'tior, for cert. ,/iled, 
75 U.S.L.W. 3220 (U.S. Oct. 13,2006) (No. 06-534) . . . . . . . . . . . . . . . .  16 

Interfaith Community Org. v. Honeywell Int 7, Inc., 
399 F.3d 248 (3d Cir. 2005) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18 

International Union v. Finters, 
385 F.3d 1003 (6thCir. 2004) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  29 

Jabara v. Kelley, 
476 F. Supp. 56 1 (E.D. Mich. 1979), vacated on other grounds 
sub nom. Jabara v. Webster, 69 1 F.2d 272 (6th Cir. 1982) . . . . . . . . .  17,32 

Joyner v. Mofford, 
706F.2d1523(9thCir.1983) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15 

Katz v. United States, 
389U.S.347(1967) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28 

Lac Vieux Desert Band v. Michigan Gaming Control Bd., 
172 F.3d 397 (6th Cir. 1999) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21 

Laird v. Tatum, 
408 U.S. l (1972) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13, 14, 15, 17,18 

Little v. Barreme, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6U.S. (2 Cranch) 170 (1804) 47 

Lujan v. Defenders of Wildlife, 
504U.S.555(1992) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11,15 



Mac Wade v. Kelly, 
460 F.3d 260 (2d Cir. 2006) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  29 

Marcus v. Search Warrants of Property, 
367U.S.717(1961) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

Marshall v. Bramer, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  828 F,2d 355 (6th Cir. 1987) 32 

Meese v. Keene, 
481U.S.465(1987) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16 

Ex Parte Milligan, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  71 U.S. (4 Wall.) 2 (1866). 43 

Molerio v. FBI, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  749 F.2d 815 (D.C. Cir. 1984) 52 

Morrison v. Olson, 
487U.S.654(1988) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  42 

Nationai Credit Union Admin. v. First Nat'l Bank & Trust Co., 
522U.S.479(1998) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

Ozonoff v. Berzak, 
744 F.2d 224 (1st Cir. 1984) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  17 

Paton v. La Prade, 
524 F.2d 862 (3d Cir. 1975) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  17 

Presbyterian Church v. United States, 
870 F.2d 5 18 (9th Cir. 1989) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16 

The Prize Cases, 
67 U.S. (2 Black) 635 (1 862) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44 

Rakas v. Illinois, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  439U.S.12(1978) 22 



Reichelderfer v. Quinn, 
287U.S.315(1932) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

Samson v. California, 
U.S. . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  -9 126 S. Ct. 2193 (2006) 24 

Schlesinger v. Reservists Committee to Stop the War, 
418U.S.208(1974) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  20 

In re Sealed Case, 
. . . . . . . . . . . . . . . . . . . . . . .  310 F.3d 717 (FIS Ct. ofRev. 2002) 40,44,45 

Sharpe v. Cureton, 
319 F.3d 259 (6th Cir. 2003) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  48 

Sierra Club v. Adams, 
578 F.2d 389 (D.C. Cir. 1978) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  22 

Sierra Club v. Morton, 
405U.S.727(1972) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  22 

Sinciair v. Schriber, 
. . . . . . . . . . . . . . . . . . . . . . . . .  916 F.2d 1109 (6th Cir. 1990) 13,14, 17,21 

Socialist Workers Party v. Attorney General, 
419U.S.1314(1974) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15 

Sterling v. Tenet, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  416 F.3d 338 (4th Cir. 2005) 51,52 

Tenenbaurn v. Simonini, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  372 F.3d 776 (6th Cir. 2004) l , 5 , 50  

Tenet v. Doe, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  544U.S. l(2005) 6,7,49,50,52 

Terkel v. AT&T Corp., 
441 F. Supp. 2d 899 (N.D. Ill. 2006) . . . . . . . . . . . . . . . . . . . . . . . . . .  49,50 

- vii - 



Terry v. Ohio, 
392U.S.1(1968) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  27 

Totten v. United States, 
92U.S. 105 (1875) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6,7,44,50 

United Presbyterian Church v. Reagan, 
738 F.2d 1375 (D.C. Cir. 1984) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14 

United States v. Biasucci, 
786 F.2d 504 (2dCir. 1986) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26 

United States v. Brown, 
484 F.2d 418 (5th Cir. 1973) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44 

United States v. Buck, 
548 F.2d 871 (9th Cir. 1977) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44 

United States v. Butenko, 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  494 F.2d 593 (3d Cir. 1974) 44 

United States v. Curtiss- Wright Export Corp., 
299IJ.S.304(1936) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44 

United States v. Ehrlichman, 
546 F.2d 910 (D.C. Cir. 1976) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  27,28 

United States v. Mesa-Rincon, 
911 F.2d 1433 (10thCir. 1990) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26 

United States v. Reynolds, 
345U.S.1(1953) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  52 

United States v. Richardson, 
418U.S.166(1974) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  20 

United States v. Sweeny, 
157U.S.281(1895) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  43 

- viii - 



United States v. Truong, 
629 F.2d 908 (4th Cir. 1980) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44 

United States v. U.S. District Court ("Keith"), 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  407U.S.297(1972) 25 

Vernonia Sch. Dist. 47J v. Acton, 
515U.SC646(19?5) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  27 

Warth v. Seldin, 
422U.S.490(1975) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21 

Weinberger v. Catholic Action of Hawaii/Peace Educ. Project, 
454U.S.139(1981) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6 

Whitmore v. Arkansas, 
495U.S.149(19?0) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13 

Youngstown Sheet & Tube Co. v. Sawyer, 
343U.S.579(1952) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  43,46 

U.S. Constitution: 

Article I 
Section 8, cl. 10- 11 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  47 

Amendment IV, cl. 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26 



Statutes: 

Authorization for Use of Military Force ("AUMF"). 
Pub . L . No . 107.40. 115 Stat . 224 (2001) . . . . . . . . . . . . . .  4. 34. 36. 37. 39. 

40.42.44. 47 

Preamble . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  36.37. 44 
Section2(a) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  34.  37 

Foreign Intelligence Surveillance Act of 1978 ("FISA"). as amended. 
50U.S.C. 1801 etseq . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  passim 

50 U.S.C. 1802(a)(l) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  24, 26 

50 U.S.C. 1809(a) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  23.33. 39 

Title 111. Omnibus Crime Control and Safe Streets Act of 1968. 
as amended. 18 U.S.C. 2510 et seq . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  39 

Uniform Code of Military Justice ("UCMJ"). as amended. 
10 U.S.C. 801 et seq . 

Article 2 1 (1 0 U.S.C. 82 1) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  47 

18 U.S.C. 4001(a) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  40. 48 

Legislative Materials: 

. H.R. Rep . No 95-1283 (1978) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  23, 26 



Miscellaneous: 

. . . . . . . . . . . .  Morris Greenspan, The Modern Law of Land Warfare (1 959) 37 

Morton Kondracke, "NSA data mining is legal, necessary, Chertoff 
says," Martinsville Reporter-Times, Jan. 25, 2006, available at 
http://www.reporter-times.com/?module=displaysto&story - id= 
30032&f~rmat=html . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 

Press Briefing by Attorney General Alberto Gonzales and General 
Michael Hayden, Principal Deputy Director for National Intelligence 
(Dec. 1 9,2005), available at http://www.whitehouse.gov/news/ 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  releases/2005/12/2005 12 19- 1 .html 35 

U.S. Department of Justice, Legal Authorities Supporting the 
Activities of the National Security Agency Described by the 
President, Jan. 19, 2006 ("White Paper"), available at 

. . . . . .  http://www.usdoj.gov/opa/whitepaperonnsalegalauthorities.pdf 8, 34 



IN THE UNITED STATES COURT OF APPEALS 
FOR THE SIXTH CIRCUIT 

AMENCAN CIVIL LIBERTIES UNION, et an., 
Plaintiffs - Appellees/Cross-Appellants, 

NATIONAL SECURITY AGENCY, et al., 
Defendants - Appellants/Cross-Appellees. 

ON APPEAL FROM THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF MICHIGAN 

APPELLANTS' REPLY BRIEF AND 
CROSS-APPELLEES' RESPONSIVE BRIEF 

INTRODUCTION AND SUMMARY OF ARGUMENT 

Plaintiffs do not dispute the district court's conclusions that the Government 

"appropriately invoked" the state secrets privilege, and that "the privilege applies 

'because a reasonable danger exists that disclosing the information in court 

proceedings would harm'" the national security of the United States. Op. 12 (quoting 

Tenenbaum v. Simonini, 372 F.3d 776, 777 (6th Cir. 2004)). As explained in the 

classified materials provided to the judges of this Court ex partelin camera, 

disclosure of highly classified information concerning the Terrorist Surveillance 



Program ("TSP") would cause grave damage to national security by jeopardizing the 

effectiveness of a foreign intelligence-gathering program that the President and his 

top national security advisors deem vital to prosecuting an ongoing war. 

Like the district court's decision, plaintiffs' contention that this case may 

nonetheless be litigated based on a few general facts the Government has publicly 

disclosed rests on a fundamental misinterpretation of settled legal principles. When 

those principles are properly applied, it is clear that this litigation cannot proceed 

without impermissibly jeopardizing vital state secrets. 

At the outset, plaintiffs cannot prove their standing, and the Government 

cannot refute it, because facts concerning whether plaintiffs' communications have 

been or likely will be intercepted fall squarely within the state secrets privilege. 

Instead, plaintiffs argue that, based on conjecture that their communications are being 

intercepted, plaintiffs and others have refrained from communicating. It is settled that 

allegations of such a subjective chilling effect fiom the possibility of surveillance are 

insufficient to establish standing. Plaintiffs' inability to establish an injury-in-fact 

without disclosure of the central fact of whether they are subject to surveillance under 

the TSP alone compels dismissal of this action. 

Even if subjective chill were a cognizable injury, plaintiffs still could not 

establish any likelihood that this injury would be redressed by enjoining the TSP. As 

plaintiffs allegedly desire to communicate with suspected terrorists overseas whose 
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communications may well be intercepted under the Foreign Intelligence Surveillance 

Act ("FISA"), by means other than "electronic surveillance," or by foreign 

governments, plaintiffs cannot satism the redressability requirement for standing. 

Adjudicating the merits of plaintiffs' claims would likewise require state 

secrets. While plaintiffs do not defend the district court's holding that the Fourth 

Amendment always requires a warrant for a search, they assert broad and artificial 

limitations on the Fourth Amendment's reasonableness requirement in an effort to 

avoid consideration of the facts. Those contentions lack merit, The touchstone of the 

Fourth Amendment is reasonableness, and the overarching rule in this context is that 

reasonableness is determined in light of the "totality of the circumstances" by 

weighing the degree to which a search intrudes on an individual's privacy against the 

degree to which the search is needed for iegitimate governmental purposes. Without 

highly classified and specific facts concerning the contours and application of the 

TSP, including the targets of surveillance, no such balancing can be undertaken. 

Just as plaintiffs do not defend the district court's holding that the Fourth 

Amendment always requires a warrant, they make no attempt to defend its holding 

that the First Amendment is violated merely because the Fourth Amendment is 

violated. Plaintiffs' contention that judicial warrants are nonetheless required to 

protect First Amendment interests is not only unsupported by law, it is legally 



indefensible because it would effectively erect theper se warrant requirement that the 

Supreme Court has repeatedly rejected in the Fourth Amendment context. 

Plaintiffs rest primarily on their contention that the TSP violates FISA, and 

therefore the separation-of-powers doctrine. That claim-which was not fully 

resolved by the district court-is no more susceptible to sweeping rules than 

plaintiffs' Fourth and First Amendment claims. At the outset, plaintiffs cannot show 

that any relevant surveillance activity is "electronic surveillance" governed by FISA 

without disclosing state secrets. Even ifthey could, Congress's Authorization for Use 

of Military Force would authorize the interception of a1 Qaeda's international 

communications because such surveillance of the enemy in wartime is a time-honored 

incident of warfare. Moreover, plaintiffs could prevail only by showing not only that 

Congress purporteci to prevent the President as Commander-in-Chief fkom conducting 

surveillance of the international communications of the enemy during wartime 

outside of the FISA framework, but that such a serious incursion on the President's 

ability to defend and protect the Nation is constitutional. Any reasoned consideration 

of that grave constitutional question would require careful consideration of the facts 

surrounding the TSP, which are protected by the state secrets privilege. 

Finally, plaintiffs' cross-appeal is meritless. Plaintiffs allege that the 

Government is not only intercepting a1 Qaeda's international communications, but is 

also undertaking a broad "datamining" program. The district court correctly 
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dismissed that claim because the Government has never admitted, described, or 

denied any datamining. As such, the very subject matter of plaintiffs' claim is a state 

secret, and plaintiffs cannot establish a prima facie case consistent with the state 

secrets privilege because they cannot even show that the allegedly unlawful activity 

is occurring. Plaintiffs' contrary contentions rest on pure speculation based on news 

reports that do not undermine the Government's invocation of state secrets privilege. 

REPLY BRIEF FUR APPELLANTS 

I. THIS CASE MUST BE DISMISSED BECAUSE IT CANNOT BE 
LITIGATED WITHOUT DISCLOSING STATE SECRETS. 

Plaintiffs do not dispute the district court's conclusion that the Government 

"appropriately invoked" the state secrets privilege, and that "the privilege applies 

'because a reasonable danger exists that disclosing the information in court 

proceedings would harm national security interests, or would impair national defense 

capabilities, disclose intelligence-gathering methods or capabilities, or disrupt 

diplomatic relations with foreign governments."' Op. 12 (quoting Tenenbaum, 372 

F.3d at 777). Thus, plaintiffs effectively concede that disclosing the relevant 

information would endanger national security. 

[REDACTED TEXT-PUBLIC TEXT CONTINUES ON PAGE 61 



Plaintiffs suggest (Br. 55,56) that the state secrets privilege "is usually invoked 

and evaluated in response to particular discovery requests, not as the basis for 

dismissal of legal claims." But as plaintiffs ultimately concede, "dismissal on the 

basis of the state secrets privilege is proper" if the "very subject matter" of the suit 

is a state secret, or if plaintiffs "cannot present aprima facie case, or th[e] defendant 

cannot present a valid defense, without resort to privileged evidence." Br. 56-57. 

Both bases for dismissal are present here. 

A. This suit must be dismissed because its very subject matter is a state secret 

and litigation would inevitably result in disclosing state secrets. See, e.g., Tenet v. 

Doe, 544 U.S. 1, 8 (2005); Totten v. United States, 92 U.S. 105, 107 (1875). 

Although plaintiffs argue (Br. 57 n.52) that the Totten doctrine is confined to cases 

invoiving asserted espionage agreements, the Supreme Court has applied Totten 

outside that specific context. For example, in Weinberger v. Catholic Action of 

Hawaii/Peace Education Project, 454 U.S. 139, 146-47 (1 98 1)-which the Court 

cited in Tenet, 544 U.S. at 9-the Court invoked Totten in dismissing a challenge 

under the National Environmental Protection Act ("NEPA"), where the determination 

whether the Navy complied with NEPA would "'inevitably lead to the disclosure of 

matters which the law itself regards as confidential."' 454 U.S. at 147 (quoting 

Totten, 92 U.S. at 107). Nor is there any principled reason to constrain the doctrine 

to cases involving espionage agreements. 
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While plaintiffs contend that the TSP itself is not a state secret, their own 

pleadings have repeatedly recognized that they "challeng[e] the legality of a secret 

government program." Pls.' Opp. to Mot. for Stay Pending Appeal at 1 (filed Oct. 2, 

2006) (emphasis added). See also, e.g., R.4 Mem. in Supp. of Pls.' Mot. for Partial 

Surnm. J. at 1 (same). Moreover, plaintiffs do not dispute that, while the Government 

has publicly disclosed the existence of the TSP, the methods and means of the 

Program's operation remain highly classified. In that regard, this case is directly 

analogous to Totten and Tenet. 

In Tenet, for example, not only was the Government's use of spies during the 

Cold War publicly known, but the existence of the program-"PL 1 10"-pursuant 

to which plaintiffs allegedly were brought to the United States was also publicly 

.known. 544 U.S. at 4 n.2. The Court nonetheless held that the plaintiffs' claims were 

subject to dismissal because spies' identities and assignments-i.e., the specific 

contours of the espionage program at issue-were state secrets. As the Court 

explained, the litigation could not proceed because "the fact that was central to the 

suit"-i.e., the existence of a specific espionage relationshipwas a state secret. Id. 

at 9. So too here, the identities of the targets and the specifics of the TSP remain 

highly classified, and a fact that is "central to the suit" (ibid.)-i.e., whether plaintiffs 

have been or are likely to be surveilled under the Program-remains a state secret. 



Plaintiffs claim (Br. 58) that invocation of the state secrets privilege does not 

require dismissal because "Government officials have publicly promoted and 

defended the legality, scope, and basis for the program." Beyond acknowledging that 

the TSP intercepts without warrants at least some international communications to or 

from individuals the Government has reasonable grounds to believe are associated 

with a1 Qaeda, the Government has not revealed any information regarding the 

Program, including its methods and means. To the contrary, as explained in the 

classified declarations, the Government has vigorously sought to prevent disclosure 

of the Program's operational detai1s.g 

Plaintiffs contend (Br. 59-60) that "[tlhe mere fact that this suit concerns 

foreign intelligence gathering is * * * insufficient to transform the subject matter into 

a state secret." But that grossly rnischaracterizes the Government's position. The 

Director of National Intelligence and the NSA's Signals Intelligence Director 

formally invoked the state secrets privilege, and explained that "[tlo disclose 

additional information regarding the nature of the a1 Qaeda threat or to discuss the 

Similarly, the Justice Department's "White Paper" (available at http:l/ 
www.usdoj .gov/opa/whitepaperonnsalegalauthorities.pd discusses the legality of 
the TSP only in broad generalities without reference to evidence protected by the 
state secrets privilege, and does not remotely suggest that the legality of the TSP 
could properly be the subject of courtroom litigation. See id. at 34 n. 18 (noting that 
"a full explanation of the basis for" the Program "cannot be given in an unclassified 
document"). 


































































































