UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
CENTER FOR CONSTITUTIONAL RIGHTS,
PHYSICIANS FOR HUMAN RIGHTS,
VETERANS FOR COMMON SENSE AND :

VETERANS FOR PEACE, . ECF CASE

Plaintiffs,
04 Civ. 4151 (AKH)
V.
. SECOND DECLARATION
DEPARTMENT OF DEFENSE, AND ITS . OF STEWARTF. ALY
COMPONENTS DEPARTMENT OF ARMY, :
DEPARTMENT OF NAVY, DEPARTMENT OF:
AIR FORCE, DEFENSE INTELLIGENCE
AGENCY; DEPARTMENT OF HOMELAND
SECURITY; DEPARTMENT OF JUSTICE,
AND ITS COMPONENTS CIVIL RIGHTS :
DIVISION, CRIMINAL DIVISION, OFFICE OF :
INFORMATION AND PRIVACY, OFFICE OF :
INTELLIGENCE POLICY AND REVIEW,
FEDERAL BUREAU OF INVESTIGATION;
DEPARTMENT OF STATE; AND CENTRAL
INTELLIGENCE AGENCY,

Defendants.

X

STEWART F. ALY, pursuant to 28 U.S.C. § 1746, declares as follows:

1. I am Associate Deputy General Counsel (Legal Counsel) in the Office of the
General Counsel (the “OGC”) of the Department of Defense (“DoD”). I have served in the OGC
as either the Acting or Associate Deputy General Counsel since 1993. My areas of responsibility
include the management and release of information under statutes such as the Privacy Act and
the Freedom of Information Act (“FOIA”). I personally review FOIA requests, appeals, and

cases in litigation as part of my official duties, and I have authority to make determinations



regarding release of records of the OGC. Among my other responsibilities, I serve as counsel to
the Office for Freedom of Information and Security Review, which is the office responsible for
formulation and promulgation of DoD’s FOIA policy.

2. [ am familiar with the FOIA requests submitted by the plaintiffs in this case
(“Plaintiffs”). I am also familiar with the complaint, answer and other materials filed in this
litigation. The statements in this declaration are based upon my personal knowledge and upon
my review of information available to me in my official capacity. This declaration is intended to

supplement my declaration of October 15, 2004.

Plaintiffs’ Requests for Documents Relating
to the International Committee of the Red Cross

3. Among Plaintiffs’ seventy specific FOIA requests, Plaintiffs have made six
requests for documents relating to the International Committee of the Red Cross (the “ICRC”) in
Requests 8, 13, 49, 50, 51 and 58.

4. Request 8 seeks “[a]ll reports of the International Committee for the Red Cross
concerning treatment and detention of Detainees in Iraq,” approximates the date of the records as
February 2004, and cites an internet address as the source of the description of the documents.
The documents responsive to Request 8 are listed in the index attached at Exhibit A. DoD is
withholding the responsive documents.

5. Request 13 seeks a “[r]esponse to concerns raised by the ICRC regarding the
treatment of Detainees” but does not approximate the date of the record or records. It cites an

article from the June 14, 2004 edition of the Washington Post, titled “A Look Behind the ‘Wire’




at Guantanamo,” as the source of the description of the document. Thus, only documents
concerning detainees held at Guantanamo are responsive to this request. The documents
responsive to Request 13 are listed in the index attached at Exhibit B. DoD is withholding the
responsive documents.

6. Request 49 seeks a single “[1]etter from military lawyers over the signature of
Brig. General Janis Karpinski to the [ICRC] responding to its concerns about conditions at Abu
Ghraib,” and approximates the date of the letter as December 24, 2003. It cites an article from

the June 9, 2004 edition of the New York Times, titled “Documents Build a Case for Working

Outside the Laws in Interrogations,” as the source of the description of the document. The
requested document 1s a three-page letter signed by General Karpinski dated December 24, 2003
that is addressed to the ICRC Protection Coordinator. DoD is withholding the responsive
document.

7. Request 50 seeks a “[m]emorandum for MP and MI personnel at Abu Ghraib”
from a United States Army officer “Re: New plan to restrict Red Cross access to Abu Ghraib,”
and approximates the date of the memorandum as January 2, 2004. It cites a draft Congressional
subpoena proposed by Senators Leahy and Feinstein as the source of the description of the
document.

8. In connection with Request 50, and in response to other inquiries about the
document described in the request, we have searched locations where copies of the requested
document could reasonably be expected to be found, but no such document matching Plaintiffs’
description has been located. We also have searched the files in the office of the Deputy General

Counsel (International Affairs), where the compilation of documents relating to the ICRC is



maintained, but no such document has been located. Finally, we have contacted the named
author of the memorandum, and he unequivocally denied signing any document matching the
description provided by Plaintiffs.

9. Request 51 seeks a “[m]emorandum from a top legal adviser to Lt. Gen. Ricardo
S. Sanchez, to military intelligence and police personnel at the Abu Ghraib prison, regarding a
new plan to restrict Red Cross access [to] Abu Ghraib,” and approximates the date of the
memoraﬁdum as January 4, 2004. It cites an article from the June 18, 2004 edition of the New
York Times, titled “Rumsfeld Admits He Told Jailers to Keep Detainee in Iraq Out of Red
Cross,” as the source of the description of the document. We have searched locations where such
a document could reasonably expect to be located, including the office of the Deputy General
Counsel (International Affairs), but no such document has been found.

10. As aresult of our searches, and our contact with the named author of the
document described in Request 50, the office of the Deputy General Counsel (International
Affairs) has concluded that the documents described in Requests 50 and 51 do not exist. Our
office did, however, locate a four-page memorandum dated January 8, 2004 that memorializes
confidential communications from the ICRC related to a visit to Abu Ghraib. It is not, however,
addressed to military police or military intelligence personnel, and it makes no reference to
Lieutenant General Ricardo S. Sanchez. In addition, it does not address a “New plan to restrict
Red Cross access to Abu Ghraib.” It is signed by the Deputy Commander, Headquarters 205"
Military Intelligence Brigade and Forward Operating Base Abu Ghraib, and it memorializes

communications from the ICRC related to a January 2004 visit to a detention facility, including a



discussion of ICRC access to detainees. DoD is withholding that document as non-responsive,
and, even it were responsive, it would be exempt from disclosure as discussed below.

11.  Request 58 seeks “[a] complete set of documents reflecting discussions between
the ICRC and military officers at Guantanamo Bay,” but does not approximate the dates of the
records. It cites the news article referred to in Request 13 as the source of the description of the
documents. The documents responsive to Request 58 are listed in the index attached at Exhibit
C. Idirected a review of the responsive documents to determine whether any of the documents
contain any “reasonably segregable portion” of non-exempt information responsive to the
plaintiffs’ FOIA request. DoD has produced to Plaintiffs redacted copies of the responsive
documents. The redactions were made to withhold from disclosure confidential information
provided by the ICRC or produced in cooperation with the ICRC or to withhold information that

is inextricably intertwined with exempt information.

The Confidential Dialogue between the ICRC and DoD

12.  The ICRC has requested opportunities to visit United States detention facilities in
Guantanamo Bay, Cuba, and in Iraq in order to ascertain the conditions of confinement of
detainees, to interview detainees, and to meet with officials who are responsible for the detention
facilities. The United States granted those requests. As a result of such visits, ICRC employees
have communicated to DoD, verbally and in writing, the ICRC’s observations and findings
regarding detainees and their conditions of detention. DoD officials have responded to the ICRC

in writing, as well as orally in the course of meetings or telephone conversations. The documents



responsive to Requests 8, 13, 49, 50, 51 and 58 contain observations and findings made by ICRC
representatives at Guantanamo and in Iraq as well as DoD responses to the ICRC.

13.  Under long-standing practice, the ICRC requires and maintains confidentiality as
to its communications with governments regarding the ICRC’s observations and findings to
ensure that the ICRC maintains continued access to detainees and detention facilities. Consistent
with its general practice of confidentiality, the ICRC has stated that it treats as confidential its
observations and findings regarding detainees at Guantanamo and in Iraq, and that it has
provided such information on the condition that DoD not release such information to the public.
In a letter from the ICRC Deputy Head of Delegation for United States and Canada, Finn Ruda,
to me dated March 9, 2005, the ICRC confirmed that ““all records of communications from the
ICRC or its representatives regarding detainees at Guantanamo and Iraq have been provided by
the ICRC to the DoD on condition that the documents not be released to the public,” and that
“the ICRC itself is withholding such documents from public disclosure.” A copy of this letter is
provided at Exhibit D. In addition, the ICRC has stamped the reports it has submitted to DoD as
“strictly confidential and intended only for the authorities to whom it is presented.”

14. An operational update issued by the ICRC emphasizes the importance of the
confidentiality of its dialogue with the United States as follows:

Dialogue with the US authorities

The ICRC regularly discusses its findings concerning Bagram and
Guantanamo Bay with the military authorities in the camps as well as with
the appropriate US representatives in Kabul and Washington. While the
ICRC has felt compelled to make some of its concerns public, notably
regarding the legal status of the detainees, the primary channel for
addressing issues related to detention remains its direct and confidential
dialogue with the US authorities.

Confidentiality. Why?



Whenever the ICRC visits places of detention, its findings and
observations about the conditions of detention and the treatment of
detainees are discussed directly and confidentially with the authorities in
charge. Bagram and Guantanamo Bay are no exceptions. The ICRC’s
lack of public comment on detention issues must therefore not be
interpreted to mean that it has no concerns.

Confidentiality is an important working tool for the ICRC in order to
preserve the exclusively humanitarian and neutral nature of its work. The
purpose of this policy is to ensure that the ICRC obtains and, importantly,
maintains, access to tens of thousands of detainees around the world held
in highly sensitive situations of armed conflict or other situations of
violence.

The ICRC is also concerned that any information it divulges about its
findings could easily be exploited for political gain.

The ICRC’s operational update is attached to Plaintiffs’ moving memorandum as Exhibit H.

15. The Secretary of Defense (the “Secretary”) established the required treatment of
ICRC reports in a directive issued in the form of a Memorandum dated July 14, 2004 (Subject:
Handling of Reports from the International Committee of the Red Cross). The directive states
that all ICRC communications must be marked: “ICRC communications are provided to DoD as
confidential, restricted-use documents. As such, they will be safeguarded the same as SECRET
NODIS information using classified information channels. Dissemination of ICRC
communications outside of DoD is not authorized without the approval of the Secretary or
Deputy Secretary of Defense.” A copy of the directive is provided as Exhibit B to the
Declaration of Charles A. Allen, Deputy General Counsel (International Affairs) in DoD’s OGC,

dated March __, 2005.



FOIA Exemption 3 Applies to the ICRC Documents

16.  Asdescribed below, all of the ICRC documents are exempt (or, in the case of the
redacted documents produced in response to Request 58, partially exempt) from production
under 10 U.S.C. § 130c(b), incorporated by Exemption 3.

17.  FOIA Exemption 3(B) permits the withholding of records that are “specifically
exempted from disclosure by statute . . . provided that such statute . . . establishes particular
criteria for withholding or refers to particular types of matters to be withheld.” 5 U.S.C.

§ 552(b)(3)(B). Information “provided by, otherwise made available by, or produced in
cooperation with” the ICRC is generally exempt from release by statute, specifically 10 U.S.C.

§ 130c (“Nondisclosure of information: certain sensitive information of foreign governments and
international organizations™). To be exempt, the ICRC also must be withholding the requested
information from disclosure and one of three conditions must exist: (i) the ICRC requests in
writing that the information be withheld, (i1) the ICRC provided the information on condition
that it not be released to the public, or (iii) the information is covered by regulations that
prescribe that the release of such information would adversely affect the ability of the United
States to obtain the same or similar information in the future. See 10 U.S.C. § 130c(b).

18.  The documents responsive to Request 8 are exempt from disclosure because all
ICRC reports were provided to DoD officials by the ICRC, the ICRC has represented in writing
that it is withholding the information contained in those reports from public disclosure, the ICRC
has requested in writing that the United States withhold the information, the ICRC provided the

reports on condition that the United States not release the reports to the public, and the



Secretary’s directive regarding ICRC c.ommunications prohibits dissemination of such
communications outside of DoD.

19.  The documents responsive to Request 13 and 49 are exempt from disclosure
because any response by DoD to ICRC “concerns” regarding the treatment of detainees was
produced “in cooperation with” the ICRC, and any ICRC “concerns” and any United States
responses are covered by the ICRC’s written representations that it is withholding its
communications from public disclosure and that its “dialogue” with the United States is
“confidential.” Further, as noted above, the ICRC has requested that the United States withhold
such information, the ICRC provides its observations and findings on condition that the United
States not release them to the public, and the Secretary’s directive regarding ICRC
communications prohibits dissemination of such communications outside of DoD.

20.  Asnoted above, we have concluded that no document responsive to Requests 50
and 51 exists. In any event, even if the January 8, 2004 memorandum described above were
responsive, it is exempt from disclosure. The memorandum memorializes communications to
DoD from the ICRC relating to detainees, the ICRC has requested in writing that all such
communications be kept confidential, the ICRC has requested that the United States withhold the
information, the ICRC provides its observations and findings on condition that the United States
not release them to the public, and the Secretary’s directive regarding ICRC communications
prohibits dissemination of such communications outside of DoD.

21. The documents responsive to Request 58 have been produced in redacted form,
and the redacted material is exempt from disclosure or is not reasonably segregable from material

that is exempt from disclosure. The redacted material is information provided by the ICRC or



produced in cooperation with the ICRC relating to detainees at Guantanamo Bay, the ICRC has
affirmed in writing that it is withholding such information from public disclosure and has
requested in writing that DoD withhold such information. Moreover, the ICRC provided such
information to DoD on condition that it not be released to the public, and the Secretary directed
that it not be disseminated outside of DoD.

22.  DoD’s response to Plaintiffs’ requests for ICRC documents is consistent with the

approach DoD took in litigating the exempt status of ICRC-related documents in Gerstein v.

Dept. of Defense, Case No. 03-05193 JF (HRL) (N.D. Cal.).

Description of Documents Concerning Interrogation Techniques

23.  Among Plaintiffs’ seventy specific FOIA requests, Plaintiffs have made six
requests for documents relating to interrogations techniques in Requests 4, 37, 39, 40, 41, and 42.
Item 4 seeks an “Interim Policy put into effect by Lt. General Sanchez, based upon the
Guantanamo Bay policy set forth in General Miller’s report.” Item 37 requests “[d]Jocuments
showing that Lt. Gen. Richardo Sanchez approved the use of high-pressure interrogation
techniques by senior officials at Abu Ghraib without requiring them to obtain prior approval
from outside the prison.” Item 39 seeks a “[m]emorandum from Combined Joint Task Force
(CJTF-7), Re: Applicability of Army Field Manual 34-52 and sensory deprivation.” Item 40
seeks “[d]Jocument regarding ‘Interrogation and Counter-Resistance Policy’ listing interrogation
tactics approved by Combined Joint Task Force- 7.” Item 41 seeks a “[d]irective of Lt. Gen.
Richardo Sanchez entitled “Interrogation and Counter-Resistance Policy.” Item 42 seeks an

unspecified “[m]emorandum from CJTF-7 on interrogations.” The descriptions of these items in

10



the list of 70 refer either to news media reports or a “Congressional subpoena proposed by
Senators Leahy and Feinstein.”

24.  After receiving Plaintiffs’ list of seventy requests, I determined that any
documents responsive to these six requests could reasonably be expected to be found in the
records of three organizations within the Department Defense: the Joint Staff, located in the
Pentagon; the headquarters of United States Central Command, located at MacDill Air Force
Base in Florida; and the headquarters of the Multi-National Force Iraq in Baghdad. The
Chairman of the Joint Chiefs of Staff has statutory and regulatory responsibilities for transmitting
communications to these commands. Accordingly, after [ consulted with the Office of Legal
Counsel to the Chairman, the Deputy General Counsel (Legal Counsel) of the Department of
Defense asked the Director of the Joint Staff to direct a search for any documents matching these
descriptions. The results of the searches in Florida and Iraq were returned to me, and my
consultation with The Office of Legal Counsel to the Chairman confirmed my conclusion that the
descriptions of these six items greatly overlapped and, in fact, only two documents are responsive
to Requests 4, 37, 39, 40, 41, and 42.

25.  The first responsive document is dated September 14, 2003. It consists of a cover
memorandum and two attachments totaling six pages. It was originally classified as SECRET. It
has been declassified, and a copy of the document is provided at Exhibit E.

26.  The second responsive document is dated October 12, 2003. It consists of a cover
memorandum and two attachments totaling six pages. It was originally classified as SECRET. It
is one of the attachments to the Taguba Report, Annex 94, which has been declassified. A copy

of the document is provided at Exhibit F.
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I declare under penalty of perjury that the foregoing is true and correct.

%MM’ P I/«Hﬂ

Date: Washington, DC
March L3 2005

STEWARTF. AL Y

12
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Paper Abu Ghraib
Working February 2004 Working Paper re Feb-04 4
Paper Camp Bucca
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Brigade Paper 31st Combat Support Hospital

CJTF-7 Working  March 2004 Working Paper re Mar-04 5
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CJTF-7 Working  March 2004 Working Paper re Mar-04 5
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