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IN THE CIRCUIT COURT OF THE SECOND JUDICIAL CIRCUIT
IN AND FOR LEON COUNTY, FLORIDA

STATE OF FLORIDA
CASE NO. 08 CF 03350
VS. Division A
SPN 175470
JAMES THOMAS,
Defendant.

ACLU’S MOTION FOR PUBLIC ACCESS TO SEALED JUDICIAL RECORDS

Pursuant to Florida Rule of Judicial Administration 2.420(j), the American
Civil Liberties Union of Florida, Inc., (“ACLU”) moves to unseal the transcript of
the August 23, 2010, suppression hearing in this case and to intervene, as
necessary, to move for this relief. The ACLU states as follows in support of this

motion:

INTRODUCTION

On August 23, 2010, this Court held a hearing on Defendant James
Thomas’s amended motion to suppress and motion to compel disclosure of
evidence, in which he raised questions about the Tallahassee Police Department’s
(“TPD”) warrantless use of cell phone tracking technology to track a cell phone
signal into his apartment, and the subsequent warrantless search of the apartment

and arrest of Mr. Thomas. Without providing advance notice to the public or
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issuing a publicly available opinion justifying closure, the Court closed that
hearing and sealed the hearing transcript. In light of the strong presumption of
public access to judicial proceedings under the state and federal constitutions and
Florida law, that closure was in error. This Court should order the hearing
transcript unsealed so that the public may learn about the “allegations of
misconduct by police and prosecution that raise constitutional issues” in this case.

Miami Herald Pub. Co. v. Lewis, 426 So. 2d 1, 8 (Fla. 1982).

FACTS

1. On September 13, 2008, Tallahassee police responded to a woman’s
report that she had been raped and her cell phone stolen. See Thomas v. State, 127
So. 3d 658, 659-60 (Fla. 1st DCA 2013). Approximately 24 hours later, police
tracked the cell phone to the “specific apartment” Mr. Thomas shared with his

girlfriend, Deidre Simmons. Id.

2. The TPD did not seek a warrant or court order authorizing police to

track the location of the phone.

3. Instead of applying for a warrant to search the apartment, police
approached the apartment and knocked on the door. Ms. Simmons answered the
door and denied consent to search upon learning that police lacked a warrant.

Police then forced their way into the apartment, removed Ms. Simmons, searched
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the premises, and seized Mr. Thomas and a cell phone believed to have been stolen

from the complainant. Id. at 660-61.

4, In pretrial discovery, counsel for Mr. Thomas tried to learn how
police tracked the cell phone to Mr. Thomas’s apartment. During the deposition of
Investigator Christopher Corbitt, counsel asked what investigatory technique was
used to locate the cell phone. Investigator Corbitt responded only that “[c]overt
investigative techniques were used to locate the cell phone.” Corbitt Dep. 6,

excerpt attached to Def.’s Mot. to Compel Disclosure of Evidence, Aug. 2, 2010.

5. Investigator Corbitt explained that he was unwilling to divulge how
police tracked the cell phone because “it is a Department philosophy not to reveal
covert surveillance techniques” and that “we attempt to keep those techniques, the
nature of them, the specific nature, covert so as that they remain effective in their

use.” Id. at 7.

6. On August 2, 2010, Mr. Thomas’s counsel filed an amended motion
to suppress, challenging the warrantless entry into the apartment, and a motion to
compel disclosure of evidence, seeking disclosure of the techniques used to track
the cell phone. Mr. Thomas “d[id] not object to such disclosure in camera or under
seal in order to protect the integrity of the techniques.” Def.’s Mot. to Compel

Disclosure of Evidence 2, Aug. 2, 2010.
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7. This Court held a hearing on the motion on August 23, 2010.
Although the Court ordered disclosure to defense counsel, it closed the hearing to
the public. A docket entry dated January 14, 2011, states that the hearing transcript

IS sealed.

8. This Court orally denied Mr. Thomas’s motion to suppress the fruits
of the warrantless apartment search on the grounds that police entry was justified
by officer safety concerns, and that Ms. Simmons later provided valid consent to
search. See Thomas, 127 So. 3d at 661; see also Case Comments from Court Event
(docketed Aug. 23, 2010) (“MOTION TO SUPPRESS: DENIED.”). On appeal,
the First District Court of Appeal held that Ms. Simmons’s consent was
involuntary and therefore invalid, and reversed the trial court. Thomas, 127 So. 3d
at 665—-66. Neither court “rul[ed] on the legality of the cell phone tracking

methods.” 1d. at 660 n.2.

9. In its opinion in this case, the First District provided additional
explanation of the TPD’s decision not to seek a warrant to search the apartment,

quoting from the sealed suppression hearing transcript:

They did not want to obtain a search warrant because they did not
want to reveal information about the technology they used to track the
cell phone signal. “[T]he Tallahassee Police Department is not the
owner of the equipment.” The prosecutor told the court that a law
enforcement officer “would tell you that there is a nondisclosure
agreement that they've agreed with the company.” An investigator
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with the technical operations unit of the Tallahassee Police
Department testified: “[W]e prefer that alternate legal methods be
used, so that we do not have to rely upon the equipment to establish
probable cause, just for not wanting to reveal the nature and
methods.” He also testified: “We have not obtained a search warrant
[in any case], based solely on the equipment.”

Thomas, 127 So. 3d at 660 (alterations in original).

10. At oral argument for the appeal, Judge Makar further stated that “this
record makes it very clear [TPD] were not going to get a search warrant because
they had never gotten a search warrant for this technology.” See Oral Arg. at 17:58,
May 14, 2013, Thomas v. State, No. 1D11-6156." Judge Benton added that “200

times they had not” gotten a warrant. Id. at 18:04.

11. Later during the same argument, counsel for the government provided
a brief description of the device used to locate the phone: “this machine tracked, it

detected, only the cell phone signals.” 1d. at 28:26.

12.  Based on the foregoing information about TPD’s investigation, it
appears that police used a “cell site simulator” to track the phone to Mr. Thomas’s
apartment. Cell site simulators are sometimes called “digital analyzers” or “IMSI
catchers,” in reference to the unique identifier—or international mobile subscriber

identity—of wireless devices. They are also known as “Stingrays,” after the

! Video available at
http://oavideo.1ldca.org/OAPlayer.aspx?ID=1416&CaselD=30919&File=116156.smil.
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leading model produced by the Melbourne, Florida-based Harris Corporation.
Other models of cell site simulators marketed by the Harris Corporation include

the “Triggerfish,” “Kingfish,” and “Hailstorm.”

13. A cell site simulator impersonates a wireless provider’s cell tower,
prompting cell phones and other wireless devices to communicate with it.* The
devices are small enough to fit in a police vehicle or even to be carried by hand.”
Cell site simulators can identify the telephone numbers, unique identifying
numbers, and locations of all cell phones in range, and can log the phone numbers
called and texted by a connected phone.® Cell site simulators are commonly used in

two ways: to collect unigue numeric identifiers associated with all phones in a

2 See Ryan Gallagher, Meet the Machines that Steal Your Phone’s Data, Ars Technica
(Sept. 25, 2013), http://arstechnica.com/tech-policy/2013/09/meet-the-machines-that-steal-your-
phones-data/.

1d.

4 See, e.g., Hannes Federrath, “Protection in Mobile Communications,” in Multilateral
Security in Communications 349-64 (Gunter Mller et al. eds., 1999) (“possible to determine the
IMSIs of all users of a radio cell”), available at http://epub.uni-
regensburg.de/7382/1/Fede3_99Buch3Mobil.pdf; Daehyun Strobel, “IMSI Catcher,”
Seminararbeit, Ruhr-Universitat, Bochum, Germany 13 (July 13, 2007) (“An IMSI Catcher
masquerades as a Base Station and causes every mobile phone of the simulated network operator
within a defined radius to log in.”), available at
http://www.emsec.rub.de/media/crypto/attachments/files/2011/04/imsi_catcher.pdf.

> See John Kelly, Cellphone Data Spying: It’s Not Just the NSA, USA Today (Dec. 8,
2013), http://www.usatoday.com/story/news/nation/2013/12/08/cellphone-data-spying-nsa-
police/3902809/ (*A Stingray is a mobile device that masquerades as a cellphone tower. It’s
usually mounted in a police surveillance vehicle.”).

®1d.
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given area, or to ascertain the location of a phone when the officers know the
numbers associated with it but don’t know precisely where it is. When used in the
latter way, cell site simulators can pinpoint an individual with high precision, in
some cases “within an accuracy of 2 m[eters].”” In this case police were able to
locate the “specific apartment” in which the phone was located. Thomas, 127

So. 3d at 660.

14.  Some models of cell site simulators have the capacity to intercept the
contents of cell phone communications, in addition to logging phone identity,

location information, and call routing data.?

15.  The federal government has disclosed its use of cell site simulators in
criminal investigations, including in specific cases. See, e.g., United States v.
Rigmaiden, No. CR 08-814-PHX-DGC, 2013 WL 1932800, at *15 (D. Ariz. May
8, 3013) (“[T]he government has stipulated . . . [that] [t]he mobile tracking device

used by the FBI to locate the aircard functions as a cell-site simulator. The device

" See, e.g., PKI Electronic Intelligence GmbH, “GSM Cellular Monitoring Systems”
brochure 12 (device can “locat[e]... a target mobile phone within an accuracy of 2 m[eters]”),
available at http://www.docstoc.com/docs/99662489/GSM-CELLULAR-MONITORING-
SYSTEMS---PKI-Electronic-#.

8 See Dep’t of Justice, Electronic Surveillance Manual 41 (June 2005) (“Digital
analyzers/cell site simulators/triggerfish and similar devices may be capable of intercepting the
contents of communications and, therefore, such devices must be configured to disable the
interception function, unless interceptions have been authorized by a Title I11 order.”), available
at http://www.justice.gov/criminal/foia/docs/elec-sur-manual.pdf.
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mimicked a Verizon Wireless cell tower and sent signals to, and received signals
from, the aircard.”); In re the Application of the U.S. for an Order Authorizing the
Installation & Use of a Pen Register & Trap & Trace Device, 890 F. Supp. 2d 747,
751-52 (S.D. Tex. 2012) (denying government application for order authorizing
use of cell site simulator); Application of U.S.A. for an Order Authorizing Use of a
Cellular Tel. Digital Analyzer, 885 F. Supp. 197, 198-99 (C.D. Cal. 1995)
(government applied for an order permitting use of a digital analyzer, which “can
detect the electronic serial number (“ESN”) assigned to a particular cellular
telephone, the telephone number of the cellular telephone itself, and the telephone

numbers called by the cellular telephone™).

16. The U.S. Department of Justice has also publicly released documents
governing law enforcement use of cell site simulators and explaining the purported

legal authority for their use.’

17.  Florida law enforcement agencies both large and small have also

publicly disclosed their purchase and use of cell site simulators. For example, the

% See, e.g., EPIC v. FBI — Stingray/Cell Site Simulator, Electronic Privacy Information
Center, https://epic.org/foia/fbi/stingray/ (collecting documents released by Department of
Justice relating to FBI’s use of cell site simulators); Dep’t of Justice, Electronic Surveillance
Manual 41 (June 2005) (“pen register/trap and trace order must be obtained by the government
before it can use its own device to capture the ESN or MIN of a cellular telephone”), available at
http://www.justice.gov/criminal/foia/docs/elec-sur-manual.pdf; id. at 44-48 (discussing use of
cell site simulators); Elec. Investigative Techniques, U.S. Attorneys Bull., Sept. 1997, at 13-14
(discussing use of digital analyzers and cell site simulators), available at
http://www.justice.gov/usao/eousa/foia_reading_room/usab4505.pdf.
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Florida Department of Law Enforcement has released records explaining that it
“has spent more than $3 million buying a fleet of Stingrays,” which it makes
available to local law enforcement agencies.”® The Miami Police Department has
posted documents to its website detailing its communications with the Harris
Corporation about purchase of equipment to augment its existing Stingray
devices.!" Likewise, the Sunrise Police Department posted documents to its
website detailing its purchase of a Stingray and related equipment from the Harris
Corporation last year for more than $143,000.™ In a report based substantially on
documents obtained through public records requests submitted by a consortium of
Gannett newspapers, Florida Today recently explained that “[I]Jocal and state
police, from Florida to Alaska, are buying Stingrays with federal grants aimed at
113

protecting cities from terror attacks, but using them for far broader police work.

The report cites Assistant State Attorney Wayne Holmes of Brevard and Seminole

19 Cell Tower Dumps Not Used Locally, Fort Myers News-Press, Dec. 8, 2013, at A6.

1 etter from Lin Vinson, Harris Corporation, to Raul Perez, City of Miami PD, Aug. 25,
2008, available at http://egov.ci.miami.fl.us/Legistarweb/Attachments/48003.pdf.

12 Harris Quotation, Sunrise Police Department, Mar. 13, 2013, available at
dms.sunrisefl.gov/public/AttachmentViewer.ashx?AttachmentiD=10781&ItemID=3408.

13 John Kelly & Britt Kennerly, Special Report: Police Agencies Can Grab Data from
Your Cellphone, Florida Today (Dec. 9, 2013),
http://www.floridatoday.com/article/20131208/NEWS01/312080020/Special-Report-Police-
agencies-can-grab-data-from-your-cellphone.
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Counties explaining that he has “weighed frequent police requests for . . . Stingray

surveillance.”**

ARGUMENT

By this motion, the ACLU, as a member of and on behalf of the public,
seeks the unsealing of the transcript of the hearing held in this case on August 23,
2010. Unsealing is required by the First Amendment, common law, Florida

precedent, and court rules.

It is well established that the First Amendment and the common law protect
the public’s right of access to judicial proceedings and records, including
preliminary hearings in criminal cases. Press-Enterprise Co. v. Superior Ct. of Cal.
for Riverside Cnty. (“Press-Enterprise 11"”), 478 U.S. 1, 10 (1986) (“the right of
access applies to preliminary hearings”); see also Richmond Newspapers, Inc. v.
Virginia, 448 U.S. 555, 577 (1980) (Burger, J.) (the right of access is “assured by
the amalgam of the First Amendment guarantees of speech and press” and their
“affinity to the right of assembly”); id. at 585 (Brennan, J., concurring) (First
Amendment secures “a public right of access.”). As the Florida Supreme Court has
explained, “both civil and criminal court proceedings in Florida are public events

and adhere to the well established common law right of access to court proceedings

4.
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and records.” Barron v. Florida Freedom Newspapers, Inc., 531 So. 2d 113, 116
(Fla. 1988). Indeed, “[t]he Florida Constitution mandates that the public shall have
access to court records, subject only to certain enumerated limitations . .. .” Inre
Amendments to Fla. R. of Judicial Admin. 2.420-Sealing of Ct. Records & Dockets,

954 So. 2d 16, 17 (Fla. 2007) (per curiam) (citing Art I, 8 24, Fla. Const.).

Ensuring public access to court proceedings and records serves important

values:

Public access to the courts is an important part of the criminal justice
system, as it promotes free discussion of governmental affairs by
imparting a more complete understanding to the public of the judicial
system. Such access gives the assurance that the proceedings were
conducted fairly to all concerned. Aside from any beneficial
consequences which flow from having open courts, the people have a
right to know what occurs in the courts. The Supreme Court of the
United States has noted repeatedly that a trial is a public event. What
transpires in the courtroom is public property. Public access also
serves as a check on corrupt practices by exposing the judicial process
to public scrutiny, and protects the rights of the accused to a fair trial.
Finally, because participating lawyers, witnesses and judges know
their conduct will be subject to public scrutiny, it is fair to conclude
that they will be more conscientious in the performance of their roles.

Miami Herald Pub. Co. v. Lewis, 426 So. 2d 1, 6-7 (Fla. 1982) (citations omitted).
For these reasons, judicial hearings and records are presumptively open to the
public and may be closed or sealed only following an evidentiary hearing, specific

findings of compelling need, and a public justification offered by the court.

Page 11 of 27



In this case, the Court failed to observe the procedural requirements for
closing a suppression hearing and sealing its transcript. More importantly, there is
no compelling reason to keep the hearing transcript sealed, and it should be made

available to the public immediately.

l. The ACLU Has Standing to Challenge Continued Sealing of the
Hearing Transcript

The ACLU is a nonprofit, nonpartisan organization with approximately
18,000 members in the state. It frequently litigates issues of judicial and
governmental transparency in state and federal courts with the goal of making
information and records available to its membership and the broader public.” The
Florida Supreme Court has made clear that “both the public and news media shall
have standing to challenge any closure order.” Barron, 531 So. 2d at 118; see also
Fla. R. Judicial Admin. 2.420(e)(5), (f)(1) (permitting motions by non-parties to
unseal judicial records). The ACLU therefore has standing, as a member of the
public and on behalf of the public, to challenge this Court’s closure of proceedings

and sealing of transcripts and other records.

> For example, the ACLU of Florida was an amicus curiae in United States v. Ochoa-
Vasquez, 428 F.3d 1015 (11th Cir. 2005), a case involving access to judicial proceedings and a
secret docketing system employed by a federal district court. The ACLU of Florida is currently
amicus in State v. Womack, Case No. 2D13-1915 (Fla. 2nd DCA) a case involving sealing of
judicial dockets and records.
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I1.  Public Access to the Suppression Hearing in This Case Serves Vital
Interests

While public access to all stages of a criminal trial serves an essential
function, there are particularly important reasons to preserve the public’s right of
access to pretrial suppression hearings. As the Florida Supreme Court has

explained,

The issues considered at such hearings are of great moment beyond
their importance to the outcome of the prosecution. A motion to
suppress involves allegations of misconduct by police and prosecution
that raise constitutional issues. Such allegations, although they may
prove to be unfounded, are of importance to the public as well as to
the defendants. The searches and interrogations that such hearings
evaluate do not take place in public. The suppression hearing is the
only opportunity that the public has to learn about police and
prosecutorial conduct. It is important that a decision of the trial judge
on a motion to suppress be made on the basis of evidence and
argument offered in open court, so that all who care to see or read
about the case may evaluate for themselves the propriety of the
exclusion.

Lewis, 426 So. 2d at 8.

These reasons for openness resonate powerfully in this case. Without
obtaining a warrant or court order, police apparently used powerful cell site
simulator technology to track cell phone signals into a private home. Relying on
the result of that search, and again without a warrant, police entered the home
without consent, seized evidence, and arrested Mr. Thomas. These activities

implicate core concerns of the Fourth Amendment, including:
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Whether a warrant or other order is required for use of a cell site simulator,
and whether law enforcement is obtaining such warrants or orders, see In re
the Application, 890 F. Supp. 2d at 751-52 (denying government
application for order authorizing use of cell site simulator);

Whether people have a reasonable expectation of privacy in their location
information revealed by their cell phones, and whether the government
respects that expectation of privacy in criminal investigations, see
Commonwealth v. Augustine,  N.E.3d __, 467 Mass. 230, at *1, *12
(2014) (holding that there is a reasonable expectation of privacy in cell site
location information and requiring a warrant before police can obtain it from
wireless carriers); cf. United States v. Jones, 132 S. Ct. 945, 964 (2012)
(Alito, J., concurring in the judgment) (“[T]he use of longer term GPS
monitoring in investigations of most offenses impinges on expectations of
privacy.”); id. at 955 (Sotomayor, J., concurring) (same);

Whether use of a cell site simulator to track the location of a person’s phone
violates the Florida Constitution, cf. Peter Caldwell, GPS Technology in
Cellular Telephones: Does Florida’s Constitutional Privacy Protect Against
Electronic Locating Devices?, 11 J. Tech. L. & Pol’y 39 (2006);

Whether government transmission of electronic signals through the walls of
a private home in order to force a cell phone to register its identity and
location within the home violates the Fourth Amendment, see Kyllo v.
United States, 533 U.S. 27, 34 (2001) (“[O]btaining by sense-enhancing
technology any information regarding the interior of the home that could not
otherwise have been obtained without physical ‘intrusion into a
constitutionally protected area,’ constitutes a search—at least where (as
here) the technology in question is not in general public use.” (citation
omitted)); United States v. Karo, 468 U.S. 705, 714-15 (1984) (holding that
use of an electronic beeper to infer facts about the interior of a private
residence not visible to the naked eye violates a reasonable expectation of
privacy);

Whether the government has and is following minimization rules and
retention limitations to protect innocent third parties whose cell phone
location information and other data is swept up by cell site simulators, cf. In
re Application of U.S. for an Order Pursuant to 18 U.S.C. § 2703(D)
Directing Providers to Provide Historical Cell Site Location Records, 930 F.
Supp. 2d 698, 702 (S.D. Tex. 2012) (denying government application for
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“cell tower dump” in part because the government’s application contained
“no discussion about what the Government intends to do with all of the data
related to innocent people who are not the target of the criminal
investigation” and “in order to receive such data, the Government at a
minimum should have a protocol to address how to handle this sensitive
private information”);

Whether the government is being candid with courts about its use of cell site
simulators and the capabilities of those devices, see Ellen Nakashima, Little-
Known Surveillance Tool Raises Concerns by Judges, Privacy Activists,
Wash. Post, Mar. 27, 2013 (“Federal investigators in Northern California
routinely used a sophisticated surveillance system to scoop up data from
cellphones and other wireless devices in an effort to track criminal suspects
— but failed to detail the practice to judges authorizing the probes.”);

Whether the government’s desire to conceal its use of cell site simulators
from courts and the public is prompting it to conduct further searches of
homes and other constitutionally protected areas without seeking warrants,
in violation of the Fourth Amendment, see Thomas, 127 So. 3d at 660; and

Whether in cases where the government seeks search or arrest warrants
based in whole or in part on information learned from use of cell site
simulators, it is accurately describing the source of that information in its
warrant applications, cf. John Shiffman & Kristina Cooke, Exclusive: U.S.
Directs Agents to Cover Up Program Used to Investigate Americans,
Reuters, Aug. 5, 2013"7 (describing law enforcement use of “parallel
construction” in later stages of investigations and prosecutions to conceal
investigative methods initially leading to suspects).

The closure of the August 23, 2010 hearing and the indefinite sealing of the

hearing transcript deny the public vital information about all of these questions.

16 Available at http://www.washingtonpost.com/world/national-security/little-known-

surveillance-tool-raises-concerns-by-judges-privacy-activists/2013/03/27/8060e906-9712-11e2-
97cd-3d8clafe4fOf story.html.

17 Available at http://www.reuters.com/article/2013/08/05/us-dea-sod-

iIdUSBRE97409R20130805.
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I11.  The Closure of the Suppression Hearing and Sealing of the
Transcript was Procedurally Improper

The Florida Supreme Court has repeatedly held that judicial hearings,
including suppression hearings and other pretrial proceedings, are presumptively
open to the public and may be closed only after the court makes specific findings
based on record evidence and with an opportunity for public participation. See
Lewis, 426 So. 2d at 8. Likewise, court records, including hearing transcripts, may
be sealed only upon a written notice and motion, public hearing, and written ruling
of the court. Fla. R. Judicial. Admin. 2.420(b)(1)(A) (defining “court records” to
include “transcripts filed with the clerk”™); id. 2.420(d)(2)—-(4), (f)(1) (providing
procedures for sealing of confidential court records). None of these requirements

were observed here.

A party seeking to close hearings or seal records bears the burden of proving

each element of the three-part test set out by the Florida Supreme Court:

1. Closure is necessary to prevent a serious and imminent threat to the
administration of justice;

2. No alternatives are available, other than change of venue, which
would protect a defendant's right to a fair trial; and

3. Closure would be effective in protecting the rights of the accused,
without being broader than necessary to accomplish this purpose.

Lewis, 426 So. 2d at 6; see also Florida Freedom Newspapers, Inc. v. McCrary,

520 So. 2d 32, 35 (Fla. 1988) (“[T]he factors set out in Lewis are relevant to a
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finding of cause and should be considered in determining whether public access to
a judicial public record should be restricted or deferred.”). The court must hold a
hearing on the propriety of closure or sealing, and must make specific findings,
based on the showing made by the moving party, “that closure is necessary to
prevent a serious and imminent threat to the administration of justice” and that “no
less restrictive alternative measures than closure are available.” Lewis, 426 So. 2d
at 7-8; see also In re Amendments, 954 So. 2d at 21 (discussing need for hearings
on motions to seal judicial records). The high threshold for closure means that the
parties’ mere desire for secrecy, even if shared, does not absolve the court of the
requirement to hold a hearing and issue an explanatory opinion before closing a
hearing or sealing a record. See Florida Freedom Newspapers, Inc. v. Sirmons, 508
So. 2d 462, 464 (Fla. 1st DCA 1987) (reversing trial court’s closure order when
based merely on the fact that “one of the parties wished to conduct the proceedings
in private to prevent the disclosure of certain information the party would
otherwise prefer not be made public”), aff’d sub nom. Barron, 531 So. 2d 113.
Indeed, “judges frequently refuse to allow materials that both sides to a lawsuit
wish sealed to be sealed, because of the presumption that judicial proceedings are

public.” In re Cudahy, 294 F.3d 947, 952 (7th Cir. 2002) (Posner, C.J.).

In order to serve the goal of judicial transparency and facilitate appellate

review, a decision to close hearings or seal records must be explained in a written
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opinion available to the public. See Lewis, 426 So. 2d at 8-9 (“The trial judge shall
make findings of fact and conclusions of law so that the reviewing court will have
the benefit of his reasoning in granting or denying closure.”); Carter v. Conde Nast
Publ’ns, 983 So. 2d 23, 25 (Fla. 5th DCA 2008) (explaining that Fla. R. Judicial
Admin. 2.420 permits sealing of records only upon an order that contains “express
findings” of “the particular grounds for making the court records confidential, that
the closure is no broader than necessary, and that there are no less restrictive
measures available.”); Fla. R. Judicial Admin. 2.420(f)(1)(B) (“The Court shall
Issue a written ruling on a motion . . . within 10 days of the hearing on a contested

motion or within 10 days of the filing of an agreed motion.”).

Finally, to ensure that the public’s interest in judicial access is considered,
“[n]Jotice must be given to at least one representative of the local news media when
a motion for closure is filed and when it is heard by the court.” Lewis, 426 So. 2d
at 8. Even if the parties do not request it, the court must hold “a hearing on the
motion to restrict access in which the media has an opportunity to participate and
present evidence. Only after such a hearing may the court enter an order limiting
access to judicial public records.” WESH Television, Inc. v. Freeman, 691 So. 2d

532, 535 (Fla. 5th DCA 1997).
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Here, there was no written motion for closure or sealing and no public
hearing on such motion. Although the parties apparently agreed to closure of the
suppression hearing and sealing of the transcript, there is no record of any notice
provided to the public or the press, nor of an opportunity for public or press
participation. The Court’s decision to close the hearing and seal the transcript was
not memorialized in writing, and no explanation for the closure is available to the
public. These deficiencies constitute a violation of procedural due process.
Sarasota Herald-Tribune v. J.T.J., 502 So. 2d 930, 931 (Fla. 2nd DCA 1987). It is
too late to permit public access to the suppression hearing itself, but this Court
must ameliorate the violation by permitting public access to the hearing transcript.
The proper remedy for the procedural violations described above is to “quash the
[closure and sealing] order which was entered without proper notice and hearing”
and release the sealed transcript to the public or hold a prompt public hearing on

continued sealing where the public’s right of access may be considered. Id.

IV. Sealing of the Hearing Transcript is Not Justified

Even if the Court had observed the procedural and substantive requirements
for closure of the suppression hearing, there was no valid reason to seal its
transcript and to keep it permanently hidden from the public and the press. As the

United States and Florida Supreme Courts have recognized, where the initial
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closure of a suppression hearing is justified, the First Amendment requires

subsequent release of the transcript so that the press and the public may have “‘a
full opportunity to scrutinize the suppression hearing.”” Lewis, 426 So. 2d at 5
(quoting Gannett Co., Inc. v. DePasquale, 443 U.S. 368, 393 (1979)). In such
circumstances, “[t]he news media have no first amendment right to attend the
pretrial hearing as long as when closure is ordered, the transcript of the hearing is

made available to the news media at a specified future time, when the danger of

prejudice will be dissipated.” Id. at 8 (emphasis added).

Thus, even where a hearing is ordered closed, he hearing transcript is
presumed to remain publicly accessible. “The Florida Constitution mandates that
the public shall have access to court records, subject only to certain enumerated
limitations.” In re Amendments, 954 So. 2d at 17 (citing art. I, § 24, Fla. Const.).
The Florida Supreme Court “has adopted rules of procedure recognizing this right
of public access to court records.” Id. (citing Fla. R. Jud. Admin. 2.420). “These
rules identify a narrow category of court records where public access is
automatically restricted by operation of state or federal law or court rule . . . [and
otherwise] strongly disfavor court records that are hidden from public scrutiny.” Id.
Under the rules, records are deemed confidential if they are “made confidential
under the Florida and United States Constitutions and Florida and federal law,” “by

courtrule.. . ., by Florida Statutes, [or] by prior case law of the State of Florida
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....” Fla. R. Judicial Admin. 2.420(c)(7)—(8). Otherwise, records may only be

sealed if:

(A) confidentiality is required to

(i) prevent a serious and imminent threat to the fair,
impartial, and orderly administration of justice;

(i1) protect trade secrets;

(iii) protect a compelling governmental interest;

(iv) obtain evidence to determine legal issues in a case;
(v) avoid substantial injury to innocent third parties;

(vi) avoid substantial injury to a party by disclosure of
matters protected by a common law or privacy right not generally
inherent in the specific type of proceeding sought to be closed,;

(vii) comply with established public policy set forth in the
Florida or United States Constitution or statutes or Florida rules or
case law;

(B) the degree, duration, and manner of confidentiality ordered
by the court shall be no broader than necessary to protect the interests
set forth in subdivision (A); and

(C) no less restrictive measures are available to protect the
interests set forth in subdivision (A).

Fla. R. Judicial Admin. 2.420(c)(9)."

Because there was no publicly available motion to seal the transcript, no

public hearing on such a motion, and no written opinion or public explanation for

18 These factors “are derived from the holding of Barron[, 531 So.2d at 118].” In re
Amendments, 954 So. 2d at 20 n.8.
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making the transcript confidential, it is impossible to know the grounds on which
the Court sealed the transcript. Although two possible purported grounds for
sealing are suggested in the public materials, neither meets the requirements of
Rule 2.420 and the First Amendment. And even if these or another reason provided
a colorable justification for sealing, continued sealing would require the Court to
solicit briefing from the parties, hold a public hearing, and issue a public opinion

and order.

One possible ground for the Court’s decision to seal the transcript is that the
Tallahassee Police Department signed a nondisclosure agreement with the private
company that supplied the cell site simulator device to it. See Thomas, 127 So. 3d
at 660. However, “[a] public record cannot be transformed into a private record
merely because an agent of the government has promised that it will be kept
private.” Nat'l Collegiate Athletic Ass'n v. Associated Press, 18 So. 3d 1201, 1208
(Fla. 1st DCA 2009). Likewise, a secrecy agreement with a private corporation
does not constitute a “compelling governmental interest” sufficient to justify
sealing. Fla. R. Judicial Admin. 2.420(c)(9)(A)(iii). “What transpires in the
courtroom is public property.” Lewis, 426 So. 2d at 7 (citing Craig v. Harney, 331
U.S. 367, 373-74 (1947)). The government cannot sign away the public’s right to
access court proceedings merely because a corporation desires to shield some

aspect of its relationship with the government from public view. That a litigant
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deems information filed or discussed in court to be confidential does not control
the court’s determination of what information may be withheld from the public.
See Carter, 983 So. 2d at 26 (holding that documents alleged to be confidential by
a party and filed with the court “would be treated as confidential [only] until the
court could determine if the documents, or any of them, were entitled to be exempt
from public disclosure™). The nondisclosure agreement may affect what the TPD
says publicly about cell site simulators in the course of its procurement activities,
but it has no bearing on what parts of the Court’s official business may be hidden

from public view.

A second possible ground for sealing is that “it is a [TPD] philosophy not to
reveal covert surveillance techniques.” Corbitt Dep. 7, excerpt attached to Def.’s
Mot. to Compel Disclosure of Evidence, Aug. 2, 2010. Were an investigation in
this case still ongoing, the Court might have grounds to seal “[a]ctive criminal
intelligence information [or] active criminal investigative information.”
§8119.071(2)(c)(1), Fla. Stat.; id. § 119.011(3)(d) (defining “active”); see also State
v. Buenoano, 707 So. 2d 714, 718 (Fla. 1998) (“[If] documents are exempt from
public access under chapter 119, they are likewise exempt under rule [2.420].”).
But the underlying investigation ended more than seven years ago, and there is no
active investigation to be harmed by disclosure of information about the law

enforcement actions that led to Mr. Thomas’s arrest.
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The transcript is also not properly sealed as containing “information
revealing surveillance techniques or procedures.” 8 119.071(2)(d), Fla. Stat. To the
extent this category of records falls within Florida Rule of Judicial Administration
2.420(c)(7)-(8), see Buenoano, 707 So. 2d at 718, it must be “construed narrowly
and limited to [its] stated purpose.” Marino v. Univ. of Fla., 107 So. 3d 1231, 1233
(Fla. 1st DCA 2013); accord Times Publ’g Co. v. State, 827 So. 2d 1040, 1042
(Fla. 2nd DCA 2002); Christy v. Palm Beach Cnty. Sheriff’s Office, 698 So. 2d
1365, 1366 (Fla. 4th DCA 1997). The fact of the TPD’s use of a cell site simulator
does not in itself reveal “techniques or procedures.” Rather, it reveals police
investigatory conduct that may well be in violation of the Fourth Amendment to
the U.S. Constitution and Art. I, Sec. 12 of the Florida Constitution. Moreover,
even if some information about cell site simulator use could have been properly
redacted in 2010, it no longer may be in 2014, when use of the technology by
police has been widely reported in the press and acknowledged by law
enforcement agencies across Florida and the country. See supra FACTS {f 12—

17.1°

% To the extent this Court determines that § 119.071(2)(d), Fla. Stat., bars release of all
or part of the transcript, such application of the statute violates the public’s First Amendment
right of access because the closure and sealing is not narrowly tailored to meet a compelling
governmental interest. See Richmond Newspapers, Inc., 448 U.S. at 582-84; Press-Enterprise
Co. v. Superior Court, 464 U.S. 501, 510 (1984) (“Press-Enterprise 1”); Press-Enterprise 11, 478
U.S. at 13-14.
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If the government sought to rely on these or other grounds to seal the
transcript, it should have filed a motion to that effect. Fla. R. Judicial Admin.
2.420(F)(1). Nevertheless, in light of the instant motion to unseal the suppression
transcript, this Court must either unseal the transcript directly or hold an open
hearing on the motion “as soon as practicable but no later than 30 days” from this
date to determine the propriety of continued sealing, and then must order the

transcript unsealed as soon as possible thereafter. 1d. 2.420(e)(5), (f)(1).

V.  Even if Some Information in the Transcript were Properly Ruled
Confidential, the Court Must Narrowly Tailor the Sealing Order to
Release Non-Confidential Information

Even if the transcript contained some information that was properly
determined to be confidential, sealing of the entire document would not be
justified. In order to comport with the First Amendment, “a closure order must be
drawn with particularity and narrowly applied,” Barron, 531 So. 2d at 117, and
there must be “no less restrictive alternative measures than closure,” Lewis, 426
So. 2d at 8. As the Rules of Judicial Administration explain, “[t]o the extent
reasonably practicable, restriction of access to confidential information shall be
implemented in a manner that does not restrict access to any portion of the record
that is not confidential.” Fla. R. Judicial Admin. 2.420(b)(4). Although information

properly determined to be confidential may be redacted, those redactions must be
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no broader than necessary, and the remainder of the record must be released to the

public. Times Publ’g Co., 827 So. 2d at 1042.

Accordingly, after redaction of any words or sentences that constitute
confidential information, this Court must unseal the balance of the transcript and

make it available to the public.

WHEREFORE, for the foregoing reasons, the ACLU respectfully requests

the following relief:

A.  Conduct a hearing at which the ACLU, the parties, and affected non-
parties may present arguments, pursuant to Florida Rule of Judicial Administration

2.420(j)(3);

B.  Grant public access to the transcript of the hearing held on August 23,

2010 in the above-captioned case, State v. Thomas, Case No. 08 CF 03350;

C.  To the extent necessary for the ACLU to request this relief and
present arguments to the Court at any hearing, grant the ACLU permission to

intervene in this matter.
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CERTIFICATE OF FACTUAL AND LEGAL BASIS

Pursuant to Florida Rule of Judicial Administration 2.420(j)(2)(D), the
undersigned certifies that this motion is made in good faith and is supported by a

sound factual and legal basis.

CERTIFICATE OF SERVICE

| HEREBY CERTIFY that I have supplied today a true and accurate copy of
the forgoing to the following via U.S. Mail at the following addresses:

State Attorney’s Office
Attn: Kathy Ray, ASA
Leon County Courthouse
301 S. Monroe St., Ste. 475
Tallahassee, FL 32399-2550

Tallahassee Police Department
Attn: Lewis Shelley, City Attorney
234 East Seventh Avenue
Tallahassee, FL 32303

Respectfully Submitted,

s/Benjamin James Stevenson
Benjamin James Stevenson
Fla. Bar. No. 598909

ACLU Found. of Fla.

Post Office Box 12723
Pensacola, FL 32591-2723
T. 786.363.2738

F. 786.363.1985
bstevenson@aclufl.org

Regional Counsel 1st District
Attn: Daren L. Shippy

226 S. Palafox Place

Seville Tower, 3rd Floor
Pensacola, FL 32502

February 26, 2014

Nathan Freed Wessler

Pro hac vice motion pending
American Civil Liberties Union
Foundation

125 Broad Street, 18th Floor
New York, NY 10004

T. 212.549.2500

F. 212.549.2654
nwessler@aclu.org

Counsel for ACLU
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