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Open Letter to School Administrators, Superintendents, and Board Members

Re:  Discriminatory Internet Filtering

You have been given this letter because the web filtering software used by your school district appears to be improperly configured – whether intentionally or unintentionally – to block websites providing information about lesbian, gay, bisexual, and transgender (“LGBT”) people and educational resources for LGBT students.  Through our “Don’t Filter Me” campaign the American Civil Liberties Union (“ACLU”) has spoken with schools across the country that did not realize their software was improperly configured in this manner.  This letter provides background information about how this type of improper filtering occurs and explains why you could be held legally liable if you do not reconfigure your software to filter in a viewpoint-neutral manner.

I. Factual Background  

Many school officials are surprised to learn that some web filtering software contains a special category that specifically blocks websites about LGBT issues that are not sexually explicit in any way.  Most types of web filtering software include viewpoint-neutral categories such as “pornography” or “adult” that block all sexually explicit material regardless of sexual orientation.  But some software includes an additional category for LGBT-related websites that are not sexually explicit in any way.  These categories usually have names like “LGBT,” or “gay or lesbian,” or “lifestyles.”  These categories are not required by Children’s Internet Protection Act (“CIPA”) and are not designed to filter out sexually explicit or pornographic content.

As part of our “Don’t Filter Me” campaign we have reached out to many software companies to encourage them to eliminate their non-sexual LGBT categories or to clarify that the categories do not include sexually explicit content and should not be blocked by schools.  In response, many companies have removed their non-sexual LGBT categories or released statements alerting their public- school customers that these non-sexually explicit categories do not have to be blocked in order to comply with CIPA.  You can find links to several of these clarifying statements on the ACLU’s website:  www.aclu.org/dont-filter-me-web-content-filtering-schools.

Because no filtering software is perfect, every now and then a website with sexually explicit material may be misclassified.  If you have reason to believe that a non-sexual category in your web filtering software improperly includes sexually explicit content, please alert your software company so the website can be properly categorized.  Many software companies have online forms that allow customers to notify them when they believe a website has been placed in an improper category.

II.
Legal Analysis

The First Amendment prohibits public schools and libraries from using web filtering software that is configured to discriminatorily block access to viewpoints that are supportive of LGBT people and their legal rights.  Public school students have a First Amendment right to access ideas in a school library, including information that supports LGBT people.  “[J]ust as access to ideas makes it possible for citizens generally to exercise their rights of free speech and press in a meaningful manner, such access prepares students for active and effective participation in the pluralistic, often contentious society in which they will soon be adult members.”  Bd. of Educ. v. Pico, 457 U.S. 853, 868 (1982) (plurality) (internal quotation marks and citations omitted); see also Fricke v. Lynch, 491 F. Supp. 381, 385 (D.R.I. 1980) (holding that First Amendment protects non-sexual expression of a student’s gay sexual orientation).

These First Amendment rights apply just as strongly when students seek to access ideas through the Internet in a school library.  CIPA requires that public schools and libraries receiving certain federal funding must use Internet filtering software to block access to website that would be obscene with respect to minors.  But at the same time, schools also have a constitutional obligation to ensure that their filtering software has been configured in a viewpoint-neutral manner in accordance with the First Amendment.  See Bradburn v. N. Cent. Reg’l Library Dist., 231 P.3d 166, 180 (Wash. 2010) (holding that web filters for pornography are constitutional only if they are “viewpoint neutral” and “make[] no distinctions based on the perspective of the speaker”); cf. United States v. Am. Library Ass’n, 539 U.S. 194 (2003) (plurality) (rejecting facial challenge to filtering system that blocked pornography on a viewpoint-neutral basis and not based on any viewpoint about sexuality).

A federal court recently reaffirmed that these principles in Parents, Family, and Friends of Lesbians and Gays (“PFLAG”) v. Camdenton R-III School District, 853 F. Supp. 2d 888 (W.D. Mo. 2012).  The court held that Camdenton R-III School District violated students’ First Amendment rights by using web filtering software that was configured to systematically block websites that expressed positive viewpoints about LGBT people and their legal rights while allowing free access to websites that condemn homosexuality or oppose legal protections for LGBT people.  The court also rejected the school district’s argument that it could avoid constitutional problems by unblocking LGBT-supportive websites on a case-by-case basis.  Camdenton R-III School District ultimately paid $125,000 for plaintiffs’ costs and legal fees, on top of the money the district had already paid to its own attorneys for defending the case.
Allowing students equal access to LGBT-related websites is not just a legal duty; it also makes sense from a safety perspective, particularly in light of the epidemic of LGBT youth suicides and bullying.  Blocking access to LGBT websites is especially problematic because many students do not have computers or Internet access at home and can access the Internet only at school.  As one court put it, “as any concerned parent would understand, this case [holding that members of the Gay-Straight Alliance must be permitted access to the school’s resources in the same way as other clubs], may involve the protection of life itself.”  Colin v. Orange Unified Sch. Dist., 83 F. Supp. 2d 1135, 1148 (C.D. Cal. 2000). 

III.
Conclusion

You can find more materials about the “Don’t Filter Me” campaign and the improper use of discriminatory web filters on the ACLU’s website:  www.aclu.org/dont-filter-me-web-content-filtering-schools.  We strongly encourage you to fix this problem and ensure that your software is filtering websites on a viewpoint-neutral basis.  Please feel free to contact us if you have any questions.

Sincerely,

Joshua A. Block

Staff Attorney
