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1. Scope

Purpose: (U//FOUQ) To provide comprehenswe policy regarding Confidential Human
Sources (CHS).

Background: (U/FOUQ) Under the authority of the new Attorney General’s _
Guidelines Regarding the Use of FBI Cognfidential Human Sources (AGGs CHS), the PTE
Directorate of Intelligence (DI) reated this Manual, so the Federal Bureau of
Investigation (FBI) can meet its mission of inteiligence coilection in order to respond to
investigative program priorities and to national level and FBI intelligence collection

requirements. Furthermore, this Manual comprehensively addresses all CHS

administration.

(U//FOUQ) This Manual was validated and approved by all relevant substantive
divisions and the Office of General Counsel.

Intended Audience: (U/FOUQ) This Manual is intended for all FBI pérsonnel who
have a role in the administration of CHSs.

1.1.  Overall Program Directives

1.1.1. Responsibility for the Development and Operation of Confidential Human
Sources

(U//FOUQ) The FBI operates CHSs to meet its mission of intelligence collection in

order to respond to investigative program priorities and to national level and FBI
intelligence collection requirements I _ | bTE

[ Therefore, the Assistant Director in Charge (ADIC) or

Special Agent in Charge (SAC) of each Field Office' (FO) in the FBI is responsible for
ensuring that the FO has a viable CHS Program that contributes to the FBI's collective
Human Intelligence (HUMINT) base. ADICs, SACs, and members of the FO's
Investigative and Intelligence Operations management staff, to include Assistant Special
Agents in Charge (ASAC) and Supervisory Special Agents (SSA), are to ensure that the
FO fulfills its intelligence collection and information dissemination mission in
compliance with FBI’s protocols, rules, and regulations, including those contained in this
Confidential Human Source Policy Manual (CHSPM). SACs shall implement a
comprehensive periodic training of respective personnel regarding the AGGs CHS and
CHS policy.

(U) 1tis a core responsibility of each Special Agent (SA) to develop and maintain a CHS
base from which to collect vital information on FBI investigative and national
intelligence priorities, , . BIE

'(U) This Manual refers to all FBI Field Offices and Field Divisions as FO in order to d1stmgu1sh
them from FBIHQ components.

9
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(U//FOUQ) No member of the FBI's management staff or non-Agent personnel shall be
the Case Agent (CA) for the operation of a CHS. Only FBI SAs shall serve as CAs
whereas SSAs and other management staff are responsible for the oversight and
management of the CHS program. SAs serving as Co-CAs have all the same duties and
responsibilities as CAs. Legal Attaches (Legat) and Assistant Legat Attaches (ALAT) are
allowed to operate CHSs when circumstances dictate. CHS management responsibilities
may not be delegated to non-Agent personnel,

1.2.  Use of the Confidential Human Source Program

~ (U) Use of the CHS program is warranted when it is prudent and necessary to provide
protection to (a) the identity of the CHS of needed information, (b) the information itself,
or (c¢) the CHS's relationship with the FBI. For purposes of this Manual, a CHS is any
individual who is believed to be providing useful and credible information to the FBI for
any authorized information collection activity, and from whom the FBI expects or intends
to obtain additional, useful, and credible information in the future and whose identity,
information, or relationship with the FBI warrants confidential handling,

(U) In general, an individual should not be opened as a CHY| |
when there is no logical reason for confidentiality or when the individual holds a position
that would normally compel him/her to provide the information, such as a U.S. law
enforcement officer or a U.S. public official. Exceptions would include instances

(U) Nothing in this policy manual is intended to create or does create an enforceable
legal right or private right of action by a CHS or any other person.

b7E

1.3. Automated System Entry of Confidential Human Source Files
(U) Allcommunicationemust he entered inia the FRI's antomated case management

system

b7E

1.4.  Sharing of Intelligence

(U) CHS information that has intelligence valué should be shared with other squadé,
FQs, FBI Headguarters (FBIHQY) !

[See Section 2, FBI’s Gengral Policy for

Intelligence Dissemination of the FBI’s Intelligence Policy Manual.)l | b7E

[Pissemination is the
responsibility of thq |or the appropriate substantive units at
FBIHQ. '

(U) When an FBI FO determines that information from any CHS affects investigative
matters in another FBI FO, then that information_ must be forwarded to the other FO

10
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under the substantive case caption (see Section 15, Dissemination and Disclosure of the
Confidential Human Source's Identity).

1.5. Classified Information

(U) If the CHS's background information or the information reported reflects matters of
national security requiring classification, that information must be appropriately
classified based on an a ational security that its unauthorized
disclosure would cause

(See Section 16.2, Files) (See the DI Security Classification Guide for additional
guidance.)

1.6.  Principles of Confidentiality

(U) Protection of the true identity of any CHS is always the pnmary concern in any
decision related to disclosure. This principle extends even to decisions to disseminate the
identity within the Department of Justice (DOJ) and among task force partners. SAC
approval may be required for disclosure of a CHS’s identity or information that the CHS
has provided which would have the tendency to identify the CHS as designated in this
manual. An FBI employee's obligation to maintain the identity of and information from
or regarding any CHS as confidential continues after leaving his/her employment with the
FBI. FBI Agents may advise CHSs that a CHS’s disclosure of his/her relatlonshlp with
the FBI may jeopardize the relationship and its effectiveness.

1.7.  Confidential Human Source Coordinator (CHSC)

(U) Each FO has at least one SA and one alternate SA who serve(s) as the FO’s full-time
Confidential Human Source Coordinator (CHSC), and who would be assigned to the FO's
FIG SSA orthe ASAC for intelligence matters. It is at the discretion of the SAC/ADIC
whether additional personnel would be assigned to these duties.

(U) CHSCs are responsible for the oversight and compliance matters of the FO’s CHS
program. (See Field Office Intelligence Handbook, Annex 3: Human Source
Coordination.) However, ultimate responsibility for CHS management must lie with FBI
supervisors who are in a position of authority over the management of the CHS.

(U) Independently, the AGGs CHS mandate that DOJ appomt aCHSC who is a
supervisory Federal Prosecuting Ofﬁce (FPO) Attorney” designated by each Chief

}U) Federal Prosecuting Offices include the following DOJ components: United States
Attorney Offices, the Criminal Division, the National Security Division, or any other litigating
component of the Department of Justice with authority to prosecute federal criminal offenses, including
the relevant sections of the Antitrust Division, Civil Division, Civil Rights Division, Environmental and
Natural Resources Division, and the Tax Division.

*(U) FPO Attomey is an attorney employed by or working under the direction of an FPO.
11
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Federal Prosecutor* (CFP) to facilitate compliance with the AGGs This Manual refers to
these individuals as DOJI’s CHSC.

1.8. r | bIE

1.9. Conveying Information to the Confidential Human Source

l ‘ ]

b7E

1.10. Approvals, Authorities, and Delegation

(U) Unless specified otherwise in this manual (i.e., may not delegate), all approval

_authorities may be delegated to any FBI Agent in a supervisory position. Approval
authorities may be provided by anyone in an acting capa01ty ora hlgher ranking position
than that required.

1.11. Audio and Video Recordmg
. b7E
_(U/Fouoj ]
L |
.1.12. Prohibitions

(U//FOUO) At all times when interacting with a CHS, an FBI employee must conduct
himself/herself professionally according to FBI standards and instructions regarding FBI
employee conduct. (See Manual of Administrative Operations and Procedures [MAOP],
Part I, Section I-1 and The Employee Handbook, Page 26 of 11/2003 edition.)

(U//FOUQ) FBI Agents shall not be opened as CHSs,

(U//FOUQ) FBI personnel difecting, overseeing the direction of, or closely involved
with the operation of a CHS may never:

.

. b7E

. “(U) A CFPisthehead ofa Federai Prosecuting Office.

: 12
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Interfere with, inappropriately influence, or impede any criminal investigation, arrest,
or prosecution of that CHS or any civil action in which the CHS is a litigant or
witness

b7E
Provide to or receive from the CHS anything of more than nominal value (See
Section 1.13., Exceptions.)
Authorize a CHS to participate in an act of violence,l [ bTE
bTE

ﬁ]to a CHS unless necessary for CHS operations

Socialize with the CHS, except 1o e exiell necessaly and approprmate for operational
reasons. Meals with CHSs for rapport building and conducting business are
considered appropriate. (See Section 1.13., Exceptions.)

13
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b7E
authorized to do so by the CFP or his/her designee and after consulting with the SACj l
1.13. Exceptions
(U/EQUO |
b7E

(U/FOUO) If an FPO is participating in the conduct of an investigation or prosecution®
utilizing the CHS, the FBI shall provide written notice (with a copy to the CHS file) to
the FPO Attorney, in advance whenever possible, if the FBI approves such an exception
or if an FBI Agent socializes with the CHS in a manner not permitted.
1.14. Removing CJIS Division/NCIC “Stop Notices”
(U/FOUO)] | _

, . bTE

1
il

Stop notices are removed by CIIS, upon

notification by HIMU, when the CHSs are closed.

$(U) Any FPO employing or directing an FPO Attorney assigned to a matter whose approval is
necessary pursuant to the AGGs CHS, or whose approval was sought or obtained regarding any
investigative or prosecutorial matter including the issuance of a search or arrest warrant, electronic
surveillance order, subpocna, indictment, ot other related matter.

14
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2. Opening a Confidential Human Source

2.1. - Opening Communication

(U) Aspart ofth the CA must prepare an opening

~ communication approved by an SSA with notification to the Human Intelligence
Management Unit (HIMU) for information. Upon receipt, HIMU conducts a universal
query to determine whether the CHS has been opened in another FO. FOs are expected to
conduct local queries and more comprehensive searches, if readily available. '

(U) Inaddition to other requirements, which must be addressed when opening (see
Section 4, Instructions To Be Discussed with a i i

i i s, and Section 6

the following information must be documented in the

CHS's file:

.

15
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(U) Investigative classification(s)/type of information on which the CHS reports

(U) If known, subject or group on whom the CHS reports.

b7E
.
L
e (U) CA and Co-CA's name, and state whether FBI, Task Force Officer (TFO),
b7E
e (U) FO-and squad handling the CHS
* (U)l I
X bl
. : . b7E
.l |
* | (Ui fl b7E
. _ ~ |
v (0] N
"B7E
« U
16 \
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(U//FOUO) Whether special approvals are required for this CHS pursuant to Section 5
(Special Approval Requirements) of this Manual|

~ {Ifthe CHSisina
special approval category and is expected to provide purely criminal (and not national b7E

security/Internatiorial Terrorism) information, then a lead must be sent to HIMU to notify

the Human Source Review Committee ( HSRC)

CHSs who are expected to report on national security/International Terrorism matters
‘need not be referred to the HSRC.

2.2.  Additional Information Required within First 90 Days of Opening

b7E

(U) The following information or requests for information | |must
be documented in the CHS's main file no later than 90 days after the opening date:
¢ (U) All required and applicable instructions must be completed (prior to

utilization/tasking but no later than 90 days after opening) and reviewed by the SSA’

during Quarterly SSA Source Report (QSSR) reviews (See Section 4.1, Instructions).
. U] |

‘ b7E

o (U)l I including

the same information required for| [(See Section 2.1., Opening

Communication)
) I
. : b7E
+ (U)
) | |
e (U) Documentation showing that the Co-CA has met the CHS (this can be any

documentation that reflects that the Co-CA has met with the CHS, e.g., Source

reporting documents, payment receipts, instructions)

() -(\S{/NF) SAs may use their own discretion{ |
b7E
17

FOR OFFICIAL FBIINTERNAL USE ONLY—DO NOT DISSEMINATE

) 20417

ACLURMO003452




Confidential Human Source Policy Manual

_SECRETZNOPORIZRIALL

o anl : : : |

) .
[ ]
. (U . |
o« (NI ) I
l |
. O
. ) .
. ol lif relevant and if possible to
ascertain)
o ISP
|
o (U/FOUO)| i
L KThis guideline 1s not
mandatory.)

2.3.  Criminal Justice Information Services (CJIS) Division/NCIC “Stop Notices”

O]

6 (U) An émigré is.a person who departs from histher counﬁy for any lawful reason, with the
intention of permanently resettling elsewhere.

18
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BTE
2.4. Positive Records Checks/Concurrence to Operate , '
Wi |
R [the Agent attempting
fo open the CHS shall coordinate with the FO conducting the investigation. The
rrence to operate must be documented in the CHS’s main file b7E -
_ enthe CAmuS
document that fact and the individual may be opened as a CHS|
6.11. Also, an FPO may have to be notified (see Section 9.7.2., Notification to DOJ of
Investigation or Prosecution).
2.5. Additional Requirements for Certain Confidential Human Sources
auEauol | b7E
| (See Section 5, Special Approval Requirements.)
MIF OUQ) Additionally, other CHSs may require approval from or notification to
FBIHQ and/or someone outside of the FBIL Yet other CHSs may require that additional
""" - ~—instructions.be discussed at the CHS” S Of enm Soms ex hat fall into
. these cateoories are: N
[ _ b7E
LTE

(U) While the above listed types of CHSs are examples, more comprehensive guidance
is-found in Section 4, Instructions; Section 5, Special Approval Requirements; Section 6
The Development and Use of Sensitive Confidential Human Sources; Section 7,| I
and Section §

_ 19
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3. Confidential Human Source Validation

3.1. Validation

[The FBI should utilizd ‘ ' |—|

efforts, or reports. Every CHS shall be subject to the Confidential Human Source
Validation Standards Manual (CHSVSM), which provides for a Jat

FBIHQ. For each CHS, CAs complete and submit a Field Office Annual Source Report
(FOASR) to FBIHd Iin the appropriate FBIIjQ&naaﬁmale ion. Field
division heads are responsible for establishing an appropriat that
includeq of FOASRs. Executive review of the FOASR can be delegated
to an SSA. See the CHSVSM. :

(U/EOUO)]

phall be promptly reported to an

FBI Superviéor and then recorded and maintained in the |

(U/FOUQ) On a quarterly basis, a FO SSA conducts a QSSR for each CHS. QSSR
' |(See Section 16.9.,

Quarterly SSA| - . | _
(U//FOUO) All FOASRs shall be forwarded to the FBIHJ |in the

appropriate FBIHQ operatj i Yl |
FBIH i ent of review. All
s would be subject to .
|

|
|

|FBIHQ provides feedback to

the FOs containing one of the following: Findings to Continue Operation, Findings to

|or Findings to Close. An appeals process is detailed in

the CHSVSM.

auEquon] ' - , |
l - 1S, the
l

FRIHO

to the CHSVSM. The DI shall notify DOJ's National

Security Division (NSD) Withid bf the FBIHQ's approval of the continued use of
CHSs in the] The Assistant Attorney General

(AAG) for the NSD shall designate FPO Attorneyq
' (See Section 5, Special Approval Requirements and the AGGs

CHS.)

20
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4. Instructions to be DiscusSed with a Confidential Human
Source ‘

4.1. Instructions

(U//FOUQ) The AGGs CHS require that at opening and thereafter at least annually or
more often if circumstances warrant, at least one FBI Agent and a witness who is either
another FBI Agent or other government official must advise the CHS of all applicable
instructions detailed in this Manual (the advising Agent must be an FBI Agent).
Recognizing that the opening process may take some time, the instructions must be
discussed with the CHS at any time prior to the first operational use but no later than 90
days after the date of opening, '

For pumosesrwmmmwmmmw b7E
the FBI until

. In these situations, the file may be opened to maimtain all
Tequests and the 1le opening date will still be used as the original opening date for
validation requirements. Once the outside approvals are obtained, the FBI Agent must
deliver the instructions consistent with this Manual. The delivering FBI Agent and
witness shall document that these instructions were given and that the CHS
acknowledged the instructions and his/her understanding of them. The FBI Supervisor
shall review such documentation at the QSSR review. Such documentation must be
maintained in the CHS's main file. The content and meaning of the following provisions
must be clearly conveyed: ' '

o The CHS's assistance and the information provided to the FBI are entirely voluntary.

e The CHS must abide by the instructions of the FBI and must not take or seek to take
any independent actions on behalf of the U.S. Government.

e The CHS must provide truthful information to the FBI.

¢ The US Government will strive to protect the CHS's identity but cannot guarantee it
will not be divulged.

4.2.  Additional Instructions

(U/FQUOQ) If applicable to the particular circumstances of the CHS, or as they become
applicable, the AGGs CHS require that additional instructions must be provided to the
CHS, and the delivering FBI A gent and witness must document in the CHS's file that
they have been provided and that the CHS acknowledged his/her receipt and
understanding of the instructions. The content and meaning of the following instructions
must be clearly conveyed:

e The FBI on its own cannot promise or agreé to any immunity from prosecution or
other consideration by an FPO, a state or local prosecutor, or a Court in exchange for
the CHS’s cooperation because the decision to confer any such benefit lies within the

21
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exclusive discretion of the prosecutor and the Court. However, the FBI will consider
(but not necessarily act upon) advising the appropriate prosecutor of the nature and
extent of the CHS's assistance to the FBI. (This instruction should be given if there is
any apparent issue of criminal liability or penalty.)

o L —lthe CHS is not authorized to engage in any

criminal activity and has no immunity from prosecution for any unauthorized
criminal activity.

L lThis instruction should be repeated if the CHS is suspected of .
committing unauthorized illegal activity. See Section 9.7.1., Notification to DOJ of

Unauthorized Illegal Activity, and Section 10, CHS Participation in Illegal Activity.)

e The CHS is not an employee of the U.S. Government and may not represent .
- himself/herself as such except under those circumstances where the CHS has
previously been, and continues to be, otherwise employed by the U.S. Government.

o The CHS may not enter into any contract or incur any obligation on behalf of the U.S.

Government| |or under those
circumstances where the CHS 1s otherwise authorized o enter Info a contract or incur

an obligation on the behalf of the United States.

o The FBI cannot guarantee any rewards, payments, or other compensation to the CHS,

Each time a CHS subject to the AGGs CHS receives any rewards, payments, or other

compensation from the FBI, the CHS shall be advised at the time of payment that he/she
_ is liable for any federal, state, or local taxes that may be owed on that compensation. All
HSs operating domestically (in any U.S. territory) and] .
.S.) case are subject to the AGGs

CHS and must be provided this instruction.

22
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4.2.3.
4.2.4.
aFouol i

|
4.2.5.
EQUDT]
4.2.6.
urFouoy|
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5. Special Approval Requirements

5.1. Special Approvals
(U) The H 1v to all CHSs’ domestic (U.S. territory) activity. The AGGs

AGGs CHS must be evaluated to determine whether special ¢ approval for continued use
by DOJ is required as follows:

(U) CHSs who are expected to report on criminal matters (and not on national security,
including International Terrorism and other matters govermed by the NSIGs and who do
not already have an FPO involved) would be reviewed by a HSRC, a committee

comprised of DOJT and FBI representatives that convenes pursuant to the AGGs CHS, if
* the CHS falls into any of the |
—

|
L ]These CHSs may be
opened or approved for continued use by the FO’s SSA: however, the FO must n&l
HIMU of all special approval category CHSs so tha can refer them to the
FOs must notlf)l on the opening communication and on the FOASR (or in writing

any time the CHS’s status changes thus making him/her subject to the HSRC review).

Within 60 days of a CHS's utilization who fallg i (or within 60 .
days of FBIHQ’s approvalfarcagtinued use of hnust seek b1E
written approval from th for continued use unless an FPO attorney has existing

oversight of a CHS because the CHS has agreed to testify in a federal criminal

prosecution. Howeverl Iwould be referred to th regardless

of whether the CHS has worked with an FPO). Relevant information concerning the use

of the CHS, except for the identity of the CHS unless the Deputy Assistant Director

(DAD) chairing thei l’ln coordination with the FO's SAC determines that compelling
reasons exist to warrant such a disclosure, shall be provide The CHS may
continue to be operated while such approval is pending. Th pproval process

shall be completed no more than 45 days after the FBI submitted the request.

(U) CHSs whoreport on national security matters, inclydine International Terrorism or

other activities under the NSIGs are not reviewed by ths Rather, these CHSs

would be reviewed by a DOJ Attomey deTgna.te.d_b;ub.f.ﬁA' G of DOJ's NSD. This

review does not occur at opening, Instead fFBIHQ approving the

continued use of a CHS who was subjected to thq ~ |

of the] | the DI provides notice to a designated FPO Attorney in the NSD BTE

(see Section 3.1 ] Afxﬁs CHS). Unon reguest from the NSD Attorney,
the FBI shall make available at FBIHQ SD's
objections to the continued use of the CHS would be forwarded to the Deputy Attorney
General (DAG); however, the FBI would be allowed to utilize the CHS pending the

resolution. The CHS's identifying information is not disclosed unless the Assistant

24
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Director (AD) or the DAD of the division using the CHS determines that compelling
_reasons warrant such a disclosure.

b7E
i.For additional information
about these DOJ reviews and the further appeals process, see the AGGs CHS.
5.2. Special Approval Categories _
MINF) All requests seekin inued use of s who meet any of
the definitions i this Section
_—
f inal matters shall be subiiited (o
and then reviewed and approved by th except when the FPO is involved
with the CHS. This exception does not apply tq | CHSs expected to
report on [nternational Terrorism or matters governed by the NSIGs are not referred to b7E
the HSRC (See Section 5.1, Special Approvals). Instead, these CHS
lD.QE;.NSD after FBIHQ recommends continued use pursuant to af
5.2.1. | , |
bTE

52.2. | ! b7E -
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52.3. |

524. |

3.24.1. I I
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5.2.4.2. -
5.2.4.3.
b7E
D.2.4.4.
I
. 5.2.5. | I
b7E
5.2.6. | [
b7E
27
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6. The Development and Use of Sensitive Confidential
Human Sources ' '

6.1. L ’ ] | . b7E

bT7E

6.1.1.

. //FOJm_mmmmmmmMmMminvesﬁgaﬁon by the FBI in b7E
‘which ‘ vould be utilized asa CHS  ~
or would be working with such CHSs in connection with the prosecution, the FBI shall

notify the FPO Attorney assigned to the matter prior to using the person as a CHS.
62. |

U/EQUOY ] |
b7E
aEQron | - _|
2
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See Section 6.2.2., Written Approval Commumcé.’aon).
6.2.1. Additional Approvals to Utilize| |
(UUEQUQ) |

(U//FOUO) However, OEO policy does not require OEO approval if:

//FOUO)|

30
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b7E

6.2.2. 'Written Approval Communication

(U//FOUQ) The CA shall prepare a communication approved by the SAC to HIMU,
which coordinates with the substantive unit and obtains OEO approval. If there are
exigent circumstances, an immediate oral response can be obtained from OEQ by FBIHQ -
with the written approval to follow. The communication to HIMU uses the CHS's file
number as the Case ID number. As required by OEOQ, the FO shall provide HIMU with
the following information in a Letterhead Memorandum (LHM) format appropriate for
dissemination to OEOQ:

b7E
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* bTE

6.3.

BB

b7E
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*
(U//FOUO
632, |
(U//FOUQ) If an FPO is participating in the conduct of an investigation by the FBI in
which al ; Iwonld be
ilj uld be working with 2| ' , biE
connection with the prosecution, the FBI shall notify the FPO
Attorney assigned to the matter prior to using the person as a CHS. :
6.4. | B
i/EOU0)| ' |
DTE
.
L ]
. bTE
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*
. b7E
[ ]
[ ]
[ ]
6.5.L|
66. | |
. b7E
6.7.
L ]
b7E
[ ]
[
[ ]
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65, 1 ]

(U//EQUOY A court order is required before] I

| Jif he/she is going
to provide information on either employees of, or patients in, such a program (see 42
Code of Federal Regulations Section 2.67). If the individual is being opened for the

urpose of obtaining information unrelated to his/her employment, employees, O4C'F[S—'_']
| Ithen this fact shall be documented to the S
main file, and a court order is not required.
6.9.

(U//FOUO) The FBI may accept information concerning alleged violations of lawor
other matters within FBI jurisdiction from| IThe FBI may not target b7E

CHSs for the sole purpose of collecting information concerning the political beliefs or
l hLi.U.nTt knowingly influence or attempt to

influence any action of 4

unless in furtherance
l_LmLe_m.m_mLa_]_jn,mm_t.jfinvestigation plans any activity which ma

the CA must consult with the CDC. bl
S —— b7E

6.10.

(U/FOUO)] ' |

wFEQUON

b7E

UIFOUO) |

6.10.1. FO Responsibility

(U//FOUQ) The FO must send an Electronic Communication (EC) to the HIMU at
FBIHO. HIMU then nrepares al |

b7E
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s Full name (First, Middle, Last)
¢ Date-of-birth

s Place-of-birth

¢ SSAN

b7E

Anticipated CHS activities/tasking

+ The results.of the completed background investiga_tilon

o FBI point-of-éontact and|
6.10.2. FBIHQ Responsibility
(U//EQUQ) Upon receipt of the FO's EC, HIMU coordinates with the substantive unit

anc_ll I J

b7E

(UIFOUOL____ 1

The results of FBIHQ indices checks

-

A request for concurrence in the utilization of the person as a CHS

U//[FQUO] |

b7E

37
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¢ The results of FBIHQ indices checks

- |

JIFOUO) ,
L7E
‘s The results of FBIHQ indices checks
s A request for concurrence in the utilization of the person as a CHS
L]
[ ]
b7E
//FQUQ)
-(U//FOUO) 4 |is an individual: v
e For whom| | bTE
l I
“s For whoma| [and
o For whom the] - is willing, if necessary, to seek his/her

(U//FOUQ) The CA may communicate with a current or former CHS who isl——_l
only if:

e The communication is part of a legitimate

. ThDHS initiates the communication; or
¢ Approved, in advance whenever possible, by a Supervisor of any federal, state, or

IJmHmanmL@muﬂthhas _ I_I bIE

(U//FOUO) An SA who communicates with a| ' Jmust promptly

report such communication to the SSA and to the appropriate federal, state, or local
enforcement agency L’md document

that communication in the CHS's file.
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6.12. |

(U//FOUO) To opend :

HS, a detailed justification explaining the reason this mdividual requires
the protection of the FBI's CHS program must be presented to the SAC and approved
prior to opening (this approval requirement may not be delegated). All instructions apply
J£ opened as

CHSs.

J/EOUQ) SSA approved payments tq |
re restricted to reimbursements for expenses incurred in direct

support of an mvestigation and relocation expenses if justified and necessary.
Compensation to these individuals for services as a CHS, to include lump sum payments,
must be approved by the SAC (this approval may not be delegated). The CA should
consult with the CDC who may confer with the Office of the Chief Acquisition Officer,
Finance Division (FD) at FBIHQ to determine whether af

hould be used. If applicable, an FPO Attorney participating in the conduct of the
Investigation must be consulted regarding these payments.

(U//FOU O)I , Jhat person to
] |Generally,

]
contac
[a FBIHJ. See Section 6.13] _Jmthe

CHSPM. See Section 11.8 in the Undercaver Operations Manual, NFIPM, Section 28,
and Sections I1.C and III in the AGGs for

6.13. .
(U//FOUO) When considering the use of CHSs or any individual inl |

onsult thh the FO's UC Coordinator and/or with the| |
Ial‘FBIHQ'Tlor cither rity matters. If an individua .

» | meets the definition of ay
I - |
| |1'n this Manual), that on must not be designated as a CHS. Instead, the
person must be designated as a . Further, if an
individual meets neither the definitionl Inor the requirements to be designated
as an FBI CHS, th : '

ecessary for a CHS to be involved in an operation covered by the
the activity requires approval by the|

urther invesfigation which pofentially
mvolves sensitive circumstances as defmed by the{ must be referred
to the FO's CDC for review before SAC approval 1s granted for the CHS to participate in
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the investigation. The CDC's assessment and SAC's approval must be documented in the
CHS's main file :

. _
51| ] —
(U//FOUO) The FBI’s issuance of a lis only
allowed in extraordinary circumstances in accordance with the following policy:

(U//FOUO) If the individual qualifies as:thjn the CHS must be closed and
i nstead. This may constitute a :

For additional information |—|
" lor see thel
[(See Section 6.12.] |
I
//FOQUO) If, however, the CHS does notl. : the FO may request that
be issued to the CHS. Becaus4 : 0 a CHS constitutes an

extraordinary circumstance, these requests are only granted under limited simations The
CA must submit a written communication, approved by the SAC ang
the appropriate substantive unit, the appropriate FBIHQ

fond
that the CHS could not be designated as ar] [could not be issued
itten fustificati detail the reason(s) the CHS requires an
AFID
I ' : | following the procedures detailed in
this Manual. :

(U//FOUQ) As an extraordinary request, approval lies within the discretion of FBIHQ
and is not guaranteed. Approval for must be granted by the Section
Chief responsible for the CHS Program (this authority may not be delegated). Other
approvals are required by the policies of the substantive division(s) ami |HIMU
coordinates all FBIHQ approvals and notifies the FO of the final decision.

(U/FOUO] - 1

The FO must utilize other methods to provide protection

(U//FOUO) Ifad . » lthe FO is responsible for complying with all
ouidance from thd

. 40
FOR OFFICIAL FBI INTERNAL USE ONLY—DO NOT DISSEMINATE .

W

bl
b7E

b7E

bTE

b7E

b7E

ACLURMO003475




Confidential Human Source Policy Manual -

6.15,

(U//FOUO}
b7E

6.16. | - | _

(U//FQUQ) If the CHS is an| he FO must

noti personnel of this facf] [notifies the AD of the substantive division

and the substantive unit. If the AD has questions or concerns about the opening of the

CHS, the AD may contact the FO or the substantive unit to resolve the issues. .

6.17. | " | - PIE

(U//FOUQO) |

I L »
S — I I b1
(S) ><5 18 Citizens of _:l bIE
(8)-
(8)-

bl
b7E
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| 8. Immigration

8.1, :
8.1.1. FBI Policy

: (U/FOUO) 1t is the policy of the FBI to attempt'td lhe status of a CHS who is
known to be an] ‘ |

8.1.2. Requirements

(U//FOUQ) The SSA must authorize the opening of a;jl_l | and that

authorization must be documented in the CHS's main file.

JustliZe1ete)) _ I

//EOQUQ) If a determination is made to close the CHi

(U//FOUOI lcoordinates these matters with the substantive divisions at FBIHQ
as necessary. ' :

8.1.3. Operation

-

U//FOUO]
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(U//F OUO\I
bTE
L _ ; |
8.2. |
A1/EQTION |
b7E
(U//FOUO]
//FOUQO) | I :
b7E
J/FOUO] ‘ I
b7E
(U/fFOUO) To initiate a request i i followin
i i roval t »
_ equests foy Inust be on a DOJ supplementai
48
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Significance of the investigation

» Significance of cooperation PTE

* Basis of request od—lstatus

. | . . I(if applicable)

. Assesément of threat to the witness |

» Pre-existing grounds of excludability (i.e., pending criminal charges) 4
WIEQUO) ] 1 "
.

.

.

.

* b7E
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W/EQUOY

fll//FOUO) Upon the initial submission of thq Japplication to DOJ,|

(UIFOUO)| ' |
lare effective-tools for law enforcement and intelligence

operations that involve

—
[CHS, T, Tiame, alien

number, sex, date-of-birth, and country-of-birth). Alj ]NCIC, an

L
83. | |

U/FQUOY

- 1
(U//FOUO) To initiate { [request, FOs should contact] for check the DI
Intranet site for examples of the way to document the request and for current application
procedures to obtain| :

(U//FOUO) I:are the responsibility of the sponsoring FO. FOs must make
their best effort to ensur indivi i i

The CA]
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bl
(S//NF) ‘ | bl
SUNF) v 1
(5)-.
bl
b7E
8.5.
_(U//F (5Ud IlS an administrative remedy of the last resort td—_—l
1 Jand as such, all appropriate administrative relief
should be exhausted before considering deferred action] |does not confer
L for any
purposq b7E
51
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(U//FOUO) To iniﬁate a:reéuest, FOs should contacd |or check

the DI intranet site for ways to document the request and to access current application
procedures to request deferred action.

8.6.

(U/FOUO) | |granted by the District Director for ICE's District Ofﬁbe,

(U//FOUO)

(S/NF

(S//NF) | I
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9. -Utilization of Confidential Human Sources

9.1, Confidential Human Sources Who Testify in a Court or Other Proceeding

(U//FOUQ) Whenever it becomes apparent that a CHS may have to testify in a court or
other proceeding, the CA must advise the CHS of that possibility. This advisement must
be documented in the CHS's main file. Additionally, written documentation of FPO
concurrences with certain aspects of further CHS operation, which may be at issue in
court, must be documented in the CHS's main file (e.g., payments, Tier I illegal activity).

(U//FOUQ) If the CA gives the CHS instructions to gather physical or documentary
- evidence or make consensual recordings which will be used in trial, that CHS may be
required to testify, and the CHS should be informed by the CA prior to the tasking.

(U//FOUO) Unanticipated situations may arise, however, that cause a CHS to testlfy
even though the CHS has not prev10usly agreed to do so. For example]

L Tt be necessary for the CHS to testify. If there is a possibility that a Court b7E
may Tequire '

9.2.

(U/FOUO)| —lmust comply with the Attorney
's Procedures fo

| Per FBI policy) ' frequires SAC
_approval. CDC concurrence s required for sensitive circumstances as outlined in the
| The CA shall ensure that all appropriate documentation
required for| ‘ |
The FO is required to maintain records for each [that it has
conducted. DOJ approval is also required (see below).

(U//FOUOQ) The CDC may review requests fo] ~ Jfor privilege
issues, evidentiary issues, issues involving represented persons, and similar legal
considerations based on current case law. The CA should consult with the CDC for
guidance any time such issues or concerns arise.

(U//FOUO) In sensitive circumstances as defined by the[ : '_J
written approval from DOJ/OEO is required. The FO sends thd
request to the substantive unit, which obtains OEQ approval and notifies the FO of such.

. In non-sensitive circumstances, the FO obtains oral approval from a DOJ attorney, either
an AUSA or an attorney from the Criminal Division of DOJ, designated by the AAG.
However, if the investigation is being conducted pursuant to-the NSIGs, then DOJ
approval is not required. Instead, only the CDC’s or OGC’s approval is required. In
national security investigations, Agents should consider consulting with FPO/DOJ
Attorneys if any are assigned.

b7E

b7E
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(U/fFOUO) In exigent circumstances, when DOJ approving officials can not be reached,

authorization may be given by the SAC or ASAC. In this situation, the FO must notify
the substantive unit. The substantive unit then must notify OEQ as soon as practical, but
no later than three working days after the approval.

%%%//FOUO? The CHS must be present at all times to ensure the |

If the CHS makes a| kthat at the time is intended to be

i the CHS must have agreed to testify| I
in which a CHS may be present should consider whether that CHS has
agreed to testify. Documentation of the CHS's agreement to testify must be in the CHS's
main file,

9.3, |

(U//FOUO) |

9.4, flﬁgmm&(ination about aI _ l

(U//FOUOQ) If4 [who is facing

pending cﬁwﬁwmmmw
attached, the

regarding the pending charges. A subject'’s Sixth Amendment right attaches whena
prosecution is commenced (i.e., at or after the initiation of adversarial judicial criminal
proceedings—whether by way of formal charge, preliminary heanng, indictment,
information, or arraignment). ‘

~(U/FOUOQ) Nevertheless. a CHS mav be directed to] |

//FOUO) In certain circumstances, a :
but against whom charges are not pending may be limited by other laws (see
the Citizen's Protection Act codified at 28 USC § 53OB) On any occasion when
IltlS

. recommended that the CA consult with the FO's CDC.

(U//FOUQ) Finally, a CHS should be i i i ject!
Iattornev/cli ent relationship. For exampl

54
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L |

(U//FOUO) Using a CHS to| ' rJ

lI'he CA cannot accept communication contents
and records in violation of the Electronic Communications Privacy Act (ECPA). Court
orders may be required to obtain such information. Guidance on these issues may be
provided by the substantive unit, CDC, OGC, the Cyber Division, and any relevant FPO.

9.6. Information fromL I
(U/,/F OUO)l |are individuals from whor:l |I he
CHﬂ [reports the information directly to the are not

| | are not operated at the direction of the FO, and cannot be controlled
by the FBIL. Additionall |

| - |Therefore, in order to prevent

intelligence from being mistakenly disgermi ithin the Intelligence Community with
the impression that it i deri |the information must be
appropriately attributed hose reliability is unknown. CHS reporting must
accurately describe the reliability of the information or its origin.

9.7.  Special Notification of Information to DOJ

9.7.1. Notification to DOJ of Unauthorized Illegal Activity

(U//FOUO) If an FBI Agent has reasonable grounds to believe that a CHS has engaged
in unauthorized criminal activity (other than minor traffic offenses), the FBI shall
promptly notify DOJI’s CHSC or the assigned FPO Attorney. In turn, the DOJI’s CHSC or
assigned FPO Attorney shall notify the following FPOs of the CHS's criminal activity
and his/her status as a CHS: '

¢ The FPO in whose district the criminal activitﬁl primarily occurred, unless a state or
local prosecuting office in that District has filed charges against the CHS for the
criminal activity and there is no basis for federal prosecution in that District;

» The FPO Attorney, if any, who is participating in the conduct of an investigation that
is utilizing the CHS or who is working with the CHS in connection with a prosecution;
and

e The FPO Attomney, if any, who authorized the CHS to engage in OIA.

(U//FOUQO) Whenever such notifications are provided, the CFP and the FBI SAC, with
the concurrence of each other, shall notify any state or local prosecutor's office that has
jurisdiction over the CHS's criminal activity and that has not already filed charges against
the CHS for the criminal activity of the fact that the CHS has engaged in such criminal
activity. The CFP(s) and the SAC(s) are not required, but may, with the other’s
concurrence, also notify the state and local prosecutor's office of the person's status as a
CHS. These notifications should be documented in the CHS's file.
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(U//FOUQ) If the SAC determines that the CHS will continue to be utilized, then an FBI
Agent shall re-admonish the CHS that he/she is not authorized to participate in an illegal
activity and has no immunity for participation in such unauthorized illegal activity. This
admonishment should be witnessed by another FBI Agent, government official, and/or
TFO. The admonishment must be documented in the CHS's file consxstent with the
requirements in Section 4.1., Instructions.

(U/F OUO) See Section 9.7.8., Exceptions to the Special Notification Requirements, for
exceptions to the FPO DOJ notification requirements.

9.7.2. Notification to DOJ of Investigation or Prosecution

(U//FOUQ) If an FBI Agent has reasonable grounds to believe that the alleged felonious
activity of a current or former CHS is, or is expected to become, the basis of a
prosecution or investigation by an FPO or a state or local prosecutor's office, the FBI
Agent must immediately notify a DOJ CHSC or the assigned FPO Attorney of that
individual’s status as a current or former CHS. However, with respect to a former CHS
whose alleged felonious activity is, or is expected to become, the basis of a prosecution
or investigation by a state or local prosecutor’s office, no notification obligation shall
arise unless the FBI Agent has reasonable grounds to believe that the CHS’s prior
relationship with the FBI is material to the prosecution or investigation.

(U//FOUO) Whenever such a notification occurs, the DOJ’s CHSC or the assigned FPO
Attorney shall notify the CFP. The CFP and the FBI SAC, with the concurrence of each

" other, shall notify any other federal, state, or local prosecutor's office or law enforcement

agency that is participating in the investigation or prosecution of the CHS.

(U//FOUQ) See Section 9.7.8., Exceptions to the Special Notification Requirements, for
exceptions to the FPO DOJ notification requirements. :

9.7.3. Notification to DOJ Regarding Certain Federal Judicial Proceedings

(U//FOUO) The FBI shall immediately notify an appropriate DOJ CHSC or the assigned
FPO Attorney whenever an FBI Agent has reasonable grounds to believe that:

e A current or former CHS has been called to testify by the prosecution in any federal
grand jury or judicial proceeding;

o The statements of a current or former CHS have been, or will be, utilized by the

prosecution in any federal judicial proceeding; or

+ AnFPO Attorney intends to represent to a Court or jury that a current or former CHS
is or was a co-conspirator or other criminally culpable participant in any criminal
activity.

(U//FOUQ) See Section 9.7.8., Exceptions to the Special Notification Requirements, for

exceptions to the FPO DOJ notification requirements,
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9.7.4. Notification to DOJ of Privileged or Exculpatory Information

(U//FOUQ) If an FPQ is participating in the conduct of an investigation by the FBI that
is utilizing a CHS or working with a CHS in connection with a prosecution, the FBI shall
notify the FPO Attorney assigned to the matter, in advance whenever possible, if the FBI
has reasonable grounds to believe that the CHS will obtain or provide information that is
subject to, or arguably subject to, a legal privilege of confidentiality belonging to
someone other than the CHS. '

(U//FQUQ) - Whenever (regardless of whether an FPO is assigned or participating in the
conduct of a related investigation) an FBI Agent knows or reasonably believes that a
current or former CHS has information that is exculpatory as to a target of a federal, state,
or local investigation, or as to a defendant (including a convicted defendant) in a federal,
state, or local case, the FBI Agent shall disclose the exculpatory information to either the
assigned FPO Attorney that is participating, or had participated, in the conduct of that
investigation or to the DOJ CHSC.

(U//FOUQ) In turn, the assigned FPO Attomney or the DOJ CHSC shall disclose the
exculpatory information to all affected federal, state, and local authorities. In the event
the disclosure would jeopardize the security of the CHS or seriously compromise an
investigation, the FPQ Attorney or the DOJ CHSC shall refer the matter to the HSRC for
consideration, except such matters with respect to an International Terrorism
investigation, national security investigation, or other activity under the NSIG shall be
referred to the AAG of the NSD or his/her designee.

(U//FOUQ) See Section 9.7.8., Exceptions to the Special Notification Requirements, for
exceptions to the FPO DOJ notification requirements.

9.7.5. B

(U//FOUQ) The FBI shall nof

. | ~ [would endanger that person's life or
otherwise jeopardize an ongomg investigation; or

o L [based on his/her suspected
involvement in unauthorized criminal activity.

(U/[FOUQ) Inthe event the ltae CA must inform

the FPO Attorney making the application and the Court to which the application is made

(U//FOUQ) See Section 9.7.8., Exceptions to the Special Notification Requirements, for
exceptions to the FPO DOJ notification requirement.
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b7E

exact amounts are given (e.g., the CHS was paid a modest fee for information).

b7E
)

s Any other Brady/nmpeachment information.

(U//F OUO) Agents are encouraged to consult with the CDC and/or the Nat10na1 Security
Law Branch (NSLB) regarding details of the above information.

9.7.7. Responding to Requests from FPO Attorneys Regarding a Confidential
Human Source

(U//FOUQ) In any criminal matter arising under, or related to, the AGGs, upon request
by an appropriate FPO Attorney, the FBI shall promptly provide the FPO Attorney all
relevant information concerning the CHS, including whether he/she is a current or former
CHS for the FBI.

(U/FOUO) Ifthe FBI SAC has an objection to providing such information based on
“specific circumstances of the case, he/she shall explain the objection to the FPO making
the request and any remaining disagreement as to whether the information should be
provided shall be resolved pursuant to Section 20, Exceptions and Dispute Resolution of
the AGGs CHS.

(U/FOUO) See Section 9.7.8., Exceptions to the Special Not1ﬁcat1on Requirements, for
exceptions to the FPO DOJ notification requirements.

9.7.8. Exceptions to the Special Notifications Requirements

(U//FOUO) The Director of the FBI, with the written concurtence of the DAG, may

withhold any notification required pursuant to the following sections of this Manual:

Section 9.7.1., Notification to DOJ of Unauthorized Illegal Activity; Section 9.7.2.,

Notification to DOJ of Investigation or Prosecution; Section 9.7.3., Notification to DOJ

Regarding Certain Federal Judicial Proceedings; Section 9,7.4.; Notificationto DOJ of -

Privileged or Exculpatory Information; Section 9.7.5. . BIE
| Iand Section 9.7.7., Responding to Requests From FPO

Attorneys Regarding a CHS. Such concurrence must be based on a determination that the
identity, position, or information provided by the CHS warrants extraordinary protection -
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for sensitive national security reasons. Any such determination to withhold notification
shall be documented and maintained in the CHS's main file along with the concurrence of
the DAG.

9.7.9. DOJ Review of FBI Confidential Human Source Files

(U//FOUO) If the FBI discloses any information about a CHS to an FPO Attorney
pursuant to Sections 9.7.1.,9.7.2,,9.7.3.,9.7.4,9.7.5., and 9.7.7., the SAC and the CFP
shall consult to facilitate any reviewing and copying of the CHS's files by the FPO that
might be necessary for an FPO Attorney to fulfill his/her disclosure obligations.

9.7.10. Designees

(U//FOUQ) An SAC and a CFP may, with the concurrence of each other, designate
particular individuals in their respective offices to carry out the functions assigned to
them in paragraphs 9.7.1. - 9.7.9., excluding 9.7.8., Exceptions to the Special
Notification Requirements.
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10. Confidential Human Source

10.1. _ b7E
(U/FOUOY 1
L ]
[ ]
L4 bTE
L ]
b7E
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b7E
10.2. Authorization Requirements
//FOUQ) The SAC or ASAC (see Section 10.5., Designee Section) must authorize all
y an FBI CHS and the authorization, and all subsequent re-authorizations, must be
ocumented in the CHS's file (see Section 10.11, Record Keeping Procedures).
b7E
b7E
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b7E

10.3. | |

b7E
[ ]
L]
*
L4
[
[ ]
. o ' b7E
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10.5. Designees

(U//EOUO) The FBI SAC and the CFP may agree to designate particular individuals at
the supervisory level in their respective offices to carry out the approval functions
assigned to them. However, this FBI policy provides that the SAC may no

approval authority to any position lower than ASAC. :

10.6. Emergency Authorization

In exceptional circumstances, the SACl ~ |and the
| : ' Without

complying with the documentation requirements when they determine that a highly
significant and unanticipated investigative opportunity would be lost were the time taken
to comply with these requirements. In such an event, the documentation requirements, as
well as written justification for the oral authorization, shall be complet |
or as soon as practicable, of the oral approval and maintained in the CHS's file.

10.7. |

L .
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L7E
10.10. Renewal and Expansion of Authorization .
(U//FOUO) If the FBI seeks tq_ | for an additional time after the
expiration of the authorized time period or after revocation of authorization, or if the FBI _
seeks to expand the scope of any CHS'Y | then the FBI shall b7E
document the circumstances of the renewal and/or expansion and must seek the
appropriate level off ] See Section 10.2, Authorization
Requirements.
10.11. Record Keeping Procedures
(U//FQUO) The FBI chall |
J(Although the AGGs CHS
| |tracked and reported annually to
DOJ.) FOs shall fin a separate sub-file for more accurate
accounting measures, FOs should be prepared to provide such information upon request. _b7'
bE

(U//F OUO) At the end of each calendar year, the FBI shall report to the AAG of the
he NSD the total number of times each FBI FO authorized a CHS
the overall nationwide totals.

(U//FOUQ) Ifrequested, the FBI shall provide to the AAG of the Criminal or NSD a

copy of any written authorization, finding, or instruction| 1
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11. [ ' BIE

11.1. -Requirements .

B

bl |
bTE

11.1.1. Field Office

A approval for the initiation and continuation off i b7E
must be obtained and documented in the CHS's main

nile

_ssser] _ 1

1
b7E
11.1.2. Substantive Unit
(SINF)| ] b1
b7E
(U} e '}{//NF) If the Legat has questions or concerns about the contact, the substantive unit
' must coordinate between the FO and the Legat to address the concerns. Also, the
substantive unit must obtain FBIHQ approval, as required. The substantive unit shall
advise the FO when all appropriate approvals are obtained and notifications/concurrences
(8 are complete.
11.1.3. Legat otification .
. ‘ b1
(SI/NF) b7
. 66 -
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11.1.4. Documentation '
{5 --'---------------------»------M/FOUO)----Substantive-unit‘andLegat-amovalJ' I'Jotiﬁcations as
' required must be documented. Al [to and from the
CHS rpust be placed in the CHS's main file. Any intelligence information within|:]
ust be reported in a manner that does not tend to
identify the CHS and placed into the appropriate sub file. '
11.1.5. Security

(U//FOUO) Whet ' [with a CHS, consideration
should be give [fo the extent possible through the use of -
| Additional guidance can be provided by the
substantive divisions or through the ~ |at FBIHQ.
67
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12. Domestic Travel

(U//FQUO) The SAC or designee may authorize operational travel between FOs by a
CHS with the concurrence of the SAC or designee of the FO covering the location to be
visited. The concurrences of all relevant FOs should be documented in the CHS's main
file. '
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13._Qnerational Travell b7E

(8. .
bl
(S) | ‘ _ ' b7E
(U//FOUO) The DOJ and FBI are currently revising all] -

When these new AGGs CHS become available, they will be included in the Manual as
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14. Joint Operation with Federal, State, Local and Tribal
Agencies

. 14.1. Primary Responsibility

(U/FOUO) CHSs may be worked with any other government agency or with another
FBI FO (see Section 15, Dissemination and Disclosure of the CHS’s Identity). If the FBI
is directing the CHS or if the CHS is primarily supporting an FBI investigation, the
operation of and information from the CHS must comply with FBI instructions and be
subjected to the FBI validation process.

(U//FOUO) FBI Agents have the primary responsibility for the operation of an FBI CHS,
e CHS has been turned over to another agency foi
Factors to consider to determine whether the ¥BI has control of'a CHS
are as follows: whether the FBI or other agency serves as the CHS’s primary point of
contact while outside the United States; the degree of contact the CHS maintains with the
FBI; whether the FBI pays for the travel or related expenses; whether the FBI is directly

tasking the CHS; and whether the particular operation of the CHS primarily supports a
specific FBI investigation |

(U//FOUO) If the CA is unavailable, either the CA, Co-CA, or the SSA may designate,
on a temporary basis, another SA to handle CHS operation and administration.
Ultimately, the CA is responsible for the maintenance and accuracy of the CHS's file.
Originals or copies of all records available to the FBI regarding CHS reporting,
payments, and administrative matters must be maintained in FBI files. The CA must
make reasonable efforts to determnine whether the CHS was paid by any other agency.

14.2. Joint Operationsl

~(U/FOUO) For joint operations| lsee thy |

14.3. Joint Operations with Multiple FBI FOs

(U//FOUO) A CHS may work jointly with two or more FBI FOs. If the CHS resides,
moves, or works in another FO's territory, then the CHS must have documented
concurrence from all of the involved FOs’ SACs or designee. The Office of Origin (OO)
must notify the other FO of the CHS's opening and the area of anticipated reporting. The
CA and Co-CA may be located in different offices. The OO is responsible for
maintaining the file and, if jointly operated, the other office must designate copies of all
reports of information received from the CHS, as well as any required documentation
(e.g., payment information and receipts), to the OO file. Similarly, both offices must keep
the other apprised of information impacting the FQ's investigative programs, as well as
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any change in the status of the CHS. To make payments to the CHS being operaied by
another FO, see Section 17.10., Payments to CHSs by Other Field Offices.

144, TFO as Co-Case Agent

(U//FOUQ) The SSA of the OO may authorize an official from an outside agency who

has been detailed to an FBI task force to act as a Co-CA. A TFO, however, may not be a
‘CA. In those instances in which a CHS is referred to the FBI by a TFO, that fact must be
indicated in the CHS's opening communication. ‘

(U//FOUQ) TFOs that have been authorized to act as.a Co-CA may be present at CHS
debriefings, may be present when payments are made to the CHS, and may have access
to the CHS's file. A non-FBI Co-CA may meet with a CHS without being accompanied
by an FBI Agent, provided that each such contact is fully documented by the TFO and
placed in the CHS's file. However, an FBI Agent must witness all CHS payments that
derive from FBI funds. Pursuant to the AGGs CHS, instructions (see Section 4,
Instructions) must be completed by at least one FBI Agent.

14.5. TFO Co-Case Agent Responsibilities

(U//FOUO) Any TFO who has been designated as a Co-CA must be advised of and
follow all relevant FBI policies regarding the development and operation of FBI CHSs as
described in this manual.
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15.. Dissemination and Disclosure of the Confidential Human
Source's Identity

15.1. Policy -

(U/FOUO) Protection of a CHS's identity is of primary importance and disclosure
should only be approved when it is absolutely necessary to achieve important '
Investigative, public policy, and safety goals. FBI policy requires that the CHS's identity
and relationship with the FBI be protected from disclosure except to those who need to
know this information in order to carry out their official duties and except as legally
required. This policy is firmly recognized in federal law and the FBI will do everything

" within its lawful authority to enforce the policy.

15.1.1. Approvals for Disclosure of a Confidential Human Source's Identity
(U//FOUOQ) SAC approval is required to disclose the identity of a CHS.
(U//FOUQ) Notwithstanding any other provision, SAC approval is not required for:

»  FBI SAs to disclose the identity of the CHS to other FBI SAs who have a need-to-
know

e DOJ personnel to make appropriate disclosures when the CHS has agreed to testify in
a grand jury or judicial proceeding

 Any DOJ personnel, which includes FBI employees, to disclose the identity of the
CHS when required by court order, law, regulation, the AGGs CHS or other DOJ
policies

(U//FQUO) For the purposes of this section, SAC authority to disclose the identity of a
CHS may be accomplished through the delegation of authority to an SSA to approve
operational or administrative requests that by their very nature require disclosure of a
CHS's identitv (e e ] ]

| b7E

iApproval of operational or

administrative requests also serves as documentation of authorization to disclose the
CHS's identity, and no separate documentation is required.

(U//FOUO) Disclosures to anyone not included in the above operational or
administrative approvals require prior SAC approval. Approvals must be documented in
- the CHS's main file. _

(U//fFOUOQ) No one to whom disclosure has been made is authorized to make further
disclosures of the CHS's identity except when required by court order, law, regulation,
AGGs CHS, or other DOJ policies.

(U//FOUO) Aﬂyone making a disclosure has the responsibility to advise the recipient of
the information that further disclosures or contact with the CHS is not authorized without
the expressed consent of the FBL :
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15.2. Required Disclosure to an FPO

(U//FOUOQ) If the FBI presents a case for prosecution and a CHS is expected to or may

. testify, the SA must reveal the identity of the CHS to the prosecutor. Pursuant to the
AGGs CHS, FPOs must coordinate with the handling agent of the CHS in order to obtain
SAC approval prior to revealing the identity of the CHS to any additional third party
unless otherwise required by law or policy.

15.3. Responding to Requests from FPOs

(U//FOUQ) In any criminal matter arising under, or related to, the AGGs, upon request
by an appropriate FPO Attorney, the FBI shall promptly provide the FPO Attorney all
relevant information concerning the CHS, including whether he/she is a current or former
CHS for the FBIL

(U//FOUO) If the FBI SAC has any objection to providing such information, see Section
9.7.7., Responding to Requests from FPO Attomeys Regarding a CHS and Section 9.7.8.,
Exceptions to the Special Notifications Requirements.

15.4. Record of Information Dissemination or Disclosure of Identity

(U//FOUQ) Identifying information about a CHS shall not be disclosed without proper
approvals or as required by law. Potentially identifying information or identifiers shall be
redacted if contained on a document that is disseminated, unless disclosure of the
dissemination is approved.

(U//FOUO) A record of the dissemination of any CHS reporting should be maintained in
the CHS's file to include the name of the person or agency to which the information was
disclosed and a description of the information disclosed. This documentation may be
completed on a statistical accomplishment form noting the file and serial number of the
disseminated information or description of the information that was disclosed. If an

_ Intelligence Information Report (IIR) was disseminated, then the IIR number alone will
suffice. Dissemination of reporting information is'encouraged and should be made to law
enforcement, IC, or tribal authorities with proper clearance and a need-to-know.

(U//EOUQ) The fact that the CHS's reporting was utilized in a court document must be
documented. If the CHS testified in a court proceeding, this fact must also be
documented. A statistical accomplishment form may be used to document this fact. If a
statistical accomplishment form is used, then no other form of documentation would be
required.

15.5. Legally Required Disclosure

(U//FOUQ) All DOJ personnel must disclose the identity of a CHS, and the information
that the CHS has provided, when required by court order, law, regulation, AGGs CHS, or
other DOJ policies. DOT personnel may make appropriate disclosures when the CHS has
agreed to testify in a grand jury or judicial proceeding. If time permits, in response to any
subpoena, court order, or request bearing on the identification of a CHS or the production
of any part of a CHS's file, the SAC may seek to determine whether an attempt should be
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made to assert appropriate administrative or legal objections to the request, demand, or
order. In matters involving national security and other situations as appropriate, a request
may be made to have the CHS's file reviewed in camera by a judge. In certain

_ circumstances, the FBI may refuse disclosure of either the CHS's identity or information
provided by the CHS. Such an action could result in the dismissal of the pending -
prosecution and must be coordinated with appropriate officials from the FPO. Any
decision to withhold CHS information shall be coordinated with the appropriate FPO and
decisions must be documented in the CHS's main file.
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'16. Administration of Confidential Human Sources

16.1.

~16.2. Files

(U//FOUQ) Thd

.

I
!
!

' |
in the CHS's main filel |

l

i Information not reported on an FBI form or that cannot be uploaded should be
ed int

kopies filed in the appropriate f necessary.

(U//FOUQ) CHS files have been designated by the National Archives and Records
Administration for permanent retention. Therefore, records relating to CHSs cannot be

OCUITMEents contaimin Tu cd in the

deleted or destroyed. Additional guidance or information regarding the retention of these

records can be obtained from HIMU.

163. | - - |
U/FOUO)| br has

intelligence value, whether received orally or otherwise)

from

.t.thHs.f‘ | A .
(e.g Examples of personal information include the CHS's|
|

(U//FQUO) If information provided by the CHS is intelligence or is testimonial in

rnm_nmuﬂ_bglreported onaCHY
CHS reporting documenty

CHS reporting documents shall be appropriately classified and filed in the CHS's sub-file

and appropriate substantive case files,

(U/FOUQ) Information not obtained from the CHS’s reporting (e.g., Agent

observations, taskings, disclosures of information to the CHS) must be documented on a

Il

[ |in the CHS's file.

(U//FOUQ) All FBI personnel must exercise due diligence to avoid disclosing
information to a CHS other than what is necessary and appropriate for operational
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reasons. If it is operationally necessary to disclose confidential investigative information
toa CHS, then a]_ Jshall be used to document the information that is
disclosed. Contact report forms must be filed in thel

16.4. Co-Case Agent Responsibilities
(U//FOUQ) SAs that have been authorized to act as a Co-CA |

| : 4___|._]
|ﬂplete all other administrative duties for the CHS; and may]
: )

The Co-CA may meet with a CH
FBI SAs who serve as Co-CAs have all the same duties and responsibilities as the CA.

16.5. Responsibility for Confidential Human Source Debriefing

(U//FOUQ) Responsibility for handling and debriefing FBI CHSs, gathering evidence
and intelligence from CHSs, and generating documents based on those activities is the
FBI's CA responsibility. However, there may be times when the CA is unavailable to
attend debriefings, etc. of the CHS. Therefore, the Co-CA, TFOs, and Agents/officers
from other government agencies that may be operating the CHS jointly with the CA may
debrief the CHS and report on the information obtained. Generally, analysts who
participate in debriefings should not be put into positions that cause them to be the
primary or only alternate fact witness concerning the information generated from the
CHS.

16.6.

| |within the FO. Thd [

1

The assignment of thé' ﬁnust be documented in the CHS's main file. It
should not appear in any disseminable document except for communications to DOJ.

1687 | I

16.8. Setting Leads
(U/FQUO) Anf leads concerning a CHS to be set to substantive units other {]

HI and th must be sent using a substantive case file number and|
i:llf there is no substantive case file number or if the communication contains
~Information which identifies the CHS, in those limited instances, thl _ ’ I
Leads for payment requests should be sent to specific personnel within ihe
budget section of the substantive unit. These payment requests may use the CHS’s file

number, and the budget unit personnel may be granted access to the CHS’s file for
approval purposes.
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16.9. Quarterly SSA Source Report Reviews

(U//FOUQ) Only SSAs conduct QSSR reviews of all CHS files assigned to Agents under
their supervision every 90 days. QSSR review responsibilities may not be delegated to
non-Agent personnel. These reviews must be documented in the CHS's file by the
reviewing SSA. An acting SSA (A/SSA) may conduct file reviews in the absence of an
SSA. However, during the acting period, an ASAC must conduct the file reviews of the

- A/SSA's own CHSs. :

(U//FOUO) When conducting file reviews, SSAs-shall ensure required information, -
requests, and database checks are filed as required at opening, at 90 days from opening,
annually, and any other appropriate time. SSAs shall ensure that instructions are
documented and are timely, early approval and} pre properly
authorized, FBIHQ notifications are made as appropriate, and AUSA concurrences are
provided if appropriate. Also, particular attention should be given to any CHS who is
paid | or has engaged in unauthorized illegal activity.
SSAs shall document financial audit information for each payment (see Section 17.7., bIF
SSA Financial Audit of Payments). SSAs shall ensure that payments are approved and
commensurate with the value of the information being provided. SSAs should determine
that statistical accomplishments are appropriately claimed, and that dissemination of a
CHS's.information or identilgz is agpranately documented. SSAs shall review CHS
information used in suppo Title TTTs search warrants, affidavits, etc. SSAs
shall ensure that approvalg
appropriately documented. Documentation of approvals from FPO, DOJ/OEO, Legat,
and CIA as required shall be reviewed. SSAs shall close the CHS if an application was

not made to legalize immigration status within 90 days of opening. Furthermore, the
SSAs shall ensure that propex! |
SSAs shall énsure comphance with the AGGs. .

16.10, |
(U//FOUQ) Queries of]

WW&__ .
|The {: nducted shall BTE

be noted on the FOASR. Other]
should be conducted annually if applicable to the CHS's situation.
Derogatory information obtained must be documented in the CHS's file.

16.11| ‘ ' ]
(U//FOUOQ) Physical possession of a CHS's original file is never to be transfened to any
individual outside the FBII_ |

|I i _ - - J "b7E

(U//FOUO) Should FBIH(f or a FO require another FO's original CHS file, in whole or
in part, with SAC approval

[ ~ Jfor
shipping classified FBI information. . '
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16.12. Requirements for Re-Openings

(U//FOUO) In order to re-open a CHS who has been previously closed, the FO must
generate a new opening communication with all updated information normally required
at opening. The| | The opening communication
must include all required] [were
being opened for the first time, The opening communication must indicate that the
individual is being re-opened and include an explanation of the reason the CHS was
previously closed. Other requxred checks must be completed Wlthln the first 90 days as
required with an mmal opening.

(U//FOUQ) Approval levels to re-open the CHS are the same as when the CHS was

or if the CHS's status has changed such that additional approval is required (i.e.

originally opened, unless the CHS was closed for cause (see Section 19, Closinf a CHS%

16.13. Closed Confidential Human Sources Re-Opened by Another FO

(U//FOUQ) When a closed CHS from one FO is re-opened in another FO, the previous
00 will furnish the new OO with copies of any documents in the file that are not
available electronically. A copy of the entire file would be sent to the new OO upon
request. Any information that reflects negatively upon the reliability of the CHS must be
promptly furnished to the FO operating the CHS.

16.14. Undisclosed Participation (UDP)

WU/FOUOY

o] : —

wrouo] -

/8
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16.14.1. Levels of Approval ,
16.14.1.1. SAC Approval with CDC Review

(U/FOUO]

16.14.1.2. Substantive AD Approval with OGC Review

(U/ROUO)| - |

16.14.1.3. Director Approval

wrFouo) |
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16.14.21_I land FBIHQ Determinations

(U/FQUO :

16.15. | .

(U//FOUO) | | may open and operate CHSs as permitted by |
' |

(U/FOUDY|

16.15.1) |

(U/FOUO) Approval levels foi Iare as follows: where this manual calls for SSA

approval, the Unit Chief a esponsible for that s the appropriate

approving official; ASAC approval may be obtained Irom the Section Chief aD and
SAC approvals may be obtained from the AD at[__Jin addition:

¢ Where CDC consultation is required (e.g., the operation of a Privileged CHS), OIO
shall consult with OGC, FBIHQ. '

= As consistent with this Manual approval authorities may be delegated unless
otherwise stated and approvals may be provided by those in an acting capacity or by
any above-ranking official. v
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16.16. Confidential Human Sources
(U//FOUO) |
b7E
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17. Payments to Confidential Human Sources

e FBI mav pay CHSs for services and expenses includin those for CHSs b7E
This policy

dictates the use of CHS funds. For case fund expenditures, contact the substantlve unit.
CHS payments shall be subject to the FBF’s audit procedures.

(U//FOUQ) CHS payment documentation may be filed in the main file or in
| owever, documents containing th
‘ {Redacted copies may be filed in other sub-files.)

17.1. Confidential Human Sources Funding and Spending Authoi-ity

~ (U//FOUQ) SAC's payment authority per CHS is automatically renewediF oTE
the beginning of each FY. In the event the SAC's annual payment authorj
is expended, the FO may request additional pavment authori I Requests '
must be submitted to the attention of evaluates the request in
coordination with the FBIHQ substantive unit. Such requests mayl ___ fwhen
operational considerations necessitate. In these situations, the request must set forth
adequate justification for the enhanced spending authority. The communication must
include: .
b7E
3| |

e The dollar amount of the additional payment authority requested
e Supporting justification
17.2. Prohibitions

(U//FOUQ) Under no circumstances shall any payments to a CHS be contingent upon
the conviction or punishment of any individual.

(U//FOUO) In determining the way to classify a particular payment as a service or an
expense to a CHS, the CA should not consider whether or not that classification might
result in a basis for an impeachment at trial. '

17.3. Services vs. Expenses

(U//FOUQ) The payment request must distinguish between payments for services and
expenses. Payment for services shall not be characterized or submitted as a payment for
expenses and vice versa.

17.3.1. Services

(U//FOUQ) Payments to CHSs shall be commensurate with the value of services
rendered by gathering information or by their active involvement in FBI investigations.
CHSs must be advised that such payments are considered taxable compensation by the

B(U) These threshold amounts and approval authorities may be reviewed periodically and
amended as deemed appropriate by the FBI Director.
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Internal Revenue Service (IRS). Therefore, the FBI has an obligation to report such
compensation payments, upon request by the IRS, for income tax purposes. All CHS
payments for services should be made after the services have been rendered.

(U/FOUO) The CHS may pay his/her own personal expenses, which are not directly in
support of an FBI investigation, out of funds received for services. However, such
personal expenses unrelated to the CHS's cooperation with the FBI may not be used to
justify service payments.

17.3.2. - Expenses

(U//FOUO) The FBI’s reimbursement of expenses incurred by a CHS shall be based on
the actual expenses incurred, except that relocation expenses may be based on the
estimate of the expenses (see Section 17.18, Relocation). A CHS expense is a reasonable
cost incurred due to the CHS's support of an authorized mvestlgatxve or intelligence
matter and for which the

such expenditures include

|at the FBI's request. The CA shall

reasonably determine the amount of the expenses. Vendor receipts, copies, or the CHS's
explanation for the absence of receipts shall be obtained.

(U/FOUOQ) CHS funds may be used for reasonable expenditures in support of the CHS's
activities in investigations. The FO shall ensure that the amount reimbursed or paid for

such expenses is reasonably justified based on the use or need related to the investigation.

(U//FOUO) AlthougH
L Jwhen it is deemed to be cost effective and operationally justifiable.
FOs shall pay the funds to the CHS and the CHS shal]__ fn the
CHS's own name. The SAC and CDC must approve of such a purchase.

(U/FOUO) Ifiti , ~ bfanFBI
investigatio fficial use and 1 furtherance of an FBI
investigation, the CHY This rental may be reimbursed from CHS
funds as an expense. If the CHS does not have funds for the rental, an advance of funds
can be given to the CHS. Upon receipt of the rental receipt, the FBI may reimburse the
CHS for the expense or, if an advance was pa1d reconcile the advance w1th the draft
office.

(U//FOUQ) The FBI may reimburse a CHS for the basic maintenance of a vehicle (e.g.,

" oil changes, tire replacement) to the extent reasonably proportionate to the vehicle's use
in furtherance of an FBI investigation. These reimbursements must be reflected as an
expense.

(U//FOUO) inw i ul of'his/her cooperation with
the FBI (e.g. the costs are
reimbursable to the CHS upon receipt o1 thq [These retmbursements would .
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“ be classified as CHS expenses. Generallv, treatment for any|

b7E
ltc are not reimbursable. However, 1f it 1s in the FBI's best
Interest In order to further an ongoin mvestlgatlonl lcan be paid with
FBIHQ approval through both| lmd OGC.
U/FOUO) |
b7E

for the expense of |
case law has held that inducements to
government witnesses may compromise a defendant's right to a fair trial. Therefore, FOs

shall ensure that the government obtains the primary benefit and that reimbursements are bTE
not excessive.

//EOUO) CHS funds may be used to - |
or operational use. The CHS may retain the property if the value has diminished

over the duration of the investigation to approximatel] |If the value
: exceeds this amount, the property should be recovered and inventoried or the CHS may
f - keep th:]and the remaining va]ue must be considered a service payment and
' be documented as such.

17.4. Payment Request and Approvals

(U//FOUO) If an FPO Attomney is participating in the conduct of an investigation or
prosecution that is utlhzmg a CHS who is expected to testify, the FBI shall coordinate
with the FPO Attorney, in advance if practicable, the payment of monies to the CHS.
This can be done by obtaining the FPO's approval for a potential range of aggregate CHS
payments which could be made for the duration of an investigation. If the payment is for
services and the FPO Attorney objects, then no payment can be made until the dispute
has been resolved through appropriate channels (see Section 20, Exceptions and Dispute
Resolution, which requires that the outcome of the dispute resolution be’ documented m
the CHS’s main file).

//FOUO)} An SAC or ASAC can approve CHS cumulative payments up to
ber CHS vper Fiscal Year (FY). To exoeed! the FO must request

approval fro (which coordinates with the substantive unit for final approval).

bTE

(U//FOUO) Payments to CHSs are requested by |
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» The substantive case title(s) and file number(s) for which the CHS provided the
information

» The date the CHS file was opened and/or re-opened
¢ The total amount previously paid to the CHS during the current FY

'« The total payment history that includes the total amount previously paid to the CHS

by any FO of the FBI (aggregate total). If the CHS was re-opened, then include the
total amount of payments as of the prior closing date(s).

¢ The total amount of this payment request. Payment requests for services and expenses
may be included on the same draft request, although the amount for each must be

specified (services vs. expenses). If a CHS is to be paid for] : |
| the SA must specify payment amourlxti(m
raxnancac) allatted far sach nragram in the cover camamunication (e g
. A{ ‘|for the requested payment
.| pertinent to the payment request

(U//FOUQ) Vendor receipts for any CHS expense are to be obtained whenever feasible
and must be attached as supporting documentation to the draft request. Exceptions
include instances when requesting a receipt from the vendor would endanger the CHS or
disclose the CHS's relationship with the FBI.

(U//FOUO) If an original vendor receipt cannot be attached to the draft request because
it reflects the CHS's true name, the Agent must attach a copy of the receipt with the
CHS's name redacted. The original vendor receipt with the CHS's true name shall be
maintained in the CHS's main file.

(U//FOUO) If an original vendor receipt cannot be attached a copy is sufficient. The

. copy must be maintained in the CHS's main file, Additional cop1es may be made as

necessary to attach to the draft request.

(U//FOUO) If, for any reason, it is not possible to obtain either an original or a copy of a
vendor receipt, the CA must submit a statement that the CHS advised him/her of the
amount spent, note the date(s) and the reason(s) the original receipt could not be
provided, and the reasonableness of the expense. For further guidance, contact HIPSPU.

(U/fFOUQ) Original receipts must be maintained in the CHS's file. Copies of the receipts
can be maintained in the draft office, if necessary. Before submitting the receipt, the CA
must write the CHS’s file number on the receipt. If the receipt bears the true name of the
CHS, a redacted copy shall be submxtted to the draft office with the original filed in the
CHS's main file.

17.5. Paying a Confidential Human Source

(U//FOUO) After obtaining approvals outlined in the Payment Request and Approvals
section above (17.4.), the CA, or any FBI Agent, obtains a payment check from the draft
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office. The SA may cash the check or otherwise convert it to another form of payment to
provide to the CHS| j

n
es, which must be.documented in the CHS's file,
: The SAC must provide prior approval whenever

Teasible. IT the SAC approval could not be obtained prior to the payment, then the SAC

must be notified as soon as possible thereafter. The approval or notification must be - bIE
documented in the CHS’s file. Such waivers must be payment specific, rarely granted,

and must be the exception rather than the rule. Also, in extenuating circumstances, the

C may approve payments that are nof |
' JFBI Agent and another government official,

and the CHS's| v ~ lin the CHS's file.

_(U//FOUO) The CHS| ~ |
‘ |

(U//FOUO) All CHSs who are required to pay U.S. taxes and who recéive compensation
from the FBI for their services must be advised that such compensation must be reported
as income by them when filing federal income tax forms or other appropriate tax forms.
(Complete details of any problems the CHS has encountered with the taxing authorities in
relation to CHS payments should be promptly furnished to the substantive unit and
HIPSPU). '

(U//FOUQ) The CHS’d } |

- L ] b7
| The receipt must be maintained E

in the CHS’s file. »
- (U/FOUO) Ifit becomes necessary tq |
L R

L )

17.6. Advance Expense Payments

(U//FQUQ) The SAC may approve advance payments to a CHS for up't, ;
payment for expenses totaling no more than b Y. In sitnations where a
CHS incurs expenses in connection with his/her operation or in order to obtain b7E
information for the FBI, such Ithe SAC may authorize payments in

advance for these expenses prior to the expenses actually being incurred by the CHS.

‘When funds are advanced in this manner, the FO must ensure that: 1) the actual expenses

incurred by the CHS are supported with vendor receipts or, in rare instances where the

receipts cannot be obtained, a CA statement as to the reasonableness of the expense and

the reason given by the CHS for his/her inability to provide receipts; and 2) the actual

expenses are reconciled with the advance of funds. After the CHS submits the vendor

receipts and any unused funds, the CHS must sign a second receipt that reflects the actual

amount spent and any funds returned by the CHS to the CA.
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17.7. SSA Financial Audit of Payments

(U//E OUC) At every QSSR review, the SSA shall ensure that the following requirements
for paying a CHS have been completed: ' '

» Receipt must be signed by the paying FBI Agent and witnessed by an additional
government official. SAC approval or notification to waive the witness requirement
must be filed if no witness was present.

¢ The receipt must be signed and dated by the CHS.
e The period covered must be indicated on the receipt.
o The receipt must classify the type of expenditure as services. or expenses.

¢ The payment request rhay contain more than one program; however, the request must
state the amount attributed to each program, i.e., Criminal, Cyber, Counterterrorism,
or Counterintelligence.

Approval for the payment to the CHS must be documented.

17.8. . |
(UIFGUO) 4 |
may be utilized in circumstances in wh; ation and BTE
services on a regular, predictable basis : )
for the CHS. The amount of the payment must be based on the value of the
services and information being provided by the CHS _ etween the FBI
: ayments may

ljs—: ffff f]fl_z ?3 approve |attached to the draft request. Approved

justify each payment made without the need to comply with the detailed
requirements in the Payment Request and Approvals section of this Manual (see Section
17.4., Payment Request and Approvals). SSAs are required to ensure that cooperation
provided by the CHS warrants the payment, '
(U//[F OUOI . lare usually appropriate when a CHS’s cooperaﬁorf

%mmm, f
critical and valuable that the FBI requires the CHS t____
the CHS's previous income can be used to justify the amounf Proof of ,

Tncome must be provided to support 4_ [Payment for b7E
services as documented in thffilis contingent on the CHS's performance. If the ft_l%
fails to provide services and/or mformation warranting the amount of payment, the

may be discontinued at the FO's discretion.

aEouoN lare usually appropriate when the FBd::I
I ‘ Thes Iboth parties and may be

used whether or not the individual 15 a CHS.
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(U//FOUO) Consultation with the CDC,I |the appropriate substantive unit at

FBIHQ, the ]?Rmmmmmmmjon of the CHS, if applicable, and either the
I the is recommended to determine whether.a

s appropriate in-a given case. FOs should consider that PSAs/Contracts
may preclude th . bt the

conclusion of the investigation Japproved bi: the ASAC or
above. Alﬂ |must be submitted to| ill coordinate

approval with the appropriate substantive unit and FBIHQ’s Finance
Division/Procurement Section.

17.9.  Lump-Sum Payments

(U//FOUO) Lump-sum payments may be paid from FBIHQ’s budget (coordinated
through the budget unit of the appropriate substantjve division) or the FO’s budget
(subject to the FO spending authority not to exceedq - er CHS per FY). AFO
may request a lump-sum payment for a CHS at the conclusion of any investigation in
which the CHS has made significant contributions to FBI investigative matters and has
not previously been compensated for those contributions. Such requests must be
approved by the ASAC and submitted to HIPSPU’s attention.

(U//FOUO) Each funding request concerning any investigative program would be
considered strictly on the merits of the case and the significance of the CHS's
contributions to that investigation, The following issues must be addressed in any request
for a lump sum payment:

o Title and character of the case to which the CHS contributed information
¢ Significance of the investigation

o Justification for lump-sum payment (must be for assistance not previously
compensated) ‘

. L httributed to the CHS's information or assistance and
supporting the lump-sum payment

»  Whether the CHS suffered any financial loss (not previously compensated) as a result
of his/her cooperation

« Total amount of services and total amount of expenses paid to the CHS

o Ifthe CHS is to testify or has testified, state whether the assigned FPO concurs with

the payment.

e Value of seized or forfeited property obtained as a result of his/her cooperation and
whether the CHS has received or would be nominated for an award or nominated for
a payment resulting from forfeited assets

o Whether the CHS has or will receive any payment for services or expenses from any
other law enforcement agency(s) in connection with the information or services that
he/she provided to the FBI '

. 88
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17.10. Payments to Confidential Human Sources by Other Field Offices

(U//FOUQ) To ensure aggregate payments do not exceed payment authority, all
payments to a CHS by another FO must be coordinated with the OO. The payment may
be made by either another FO or OO. However, payment authority always remains the
responsibility of the OO.

17.11.] |

(U//FOUQ) In limited circumstances, with written SAC approvalj I
~ pttached to the approved b1E

payment request and purchase of thelewe———Imust be charged to the file number of the
_CHS as a pavment for services. The Agent and a witness must document that th

17.12. Rewards

(U//FOUQ) CHSs may accept rewards offered as a result of their assistance. Rewards
shall be commensurate with the value of the CHS’s information or assistance. SAC
approval is required to disclose the CHS’s identity. If it is necessary for an Agent to
receive the reward on behalf of the CHS in order to protect the CHS's identity, the Agent
shall document the receipt of the reward and release the reward to the CHS. The Agent's
release of the reward to the CHS shall be witnessed, and the CHS shall sign a receipt, as
with any other payment. SAC or designee approval is necessary before participating in
such receipt of rewards,

17.13. Forfeiture Awards

(U/FOUQ) A\CHS may receive an award from a forfeiture even if he/she has already
been compensated for an action or for providing information which led to the forfeiture.
However, any such award shall be offset by any previous payments for information or
assistance which led to the seizure, excluding expense payments.

(U/FOQUO) A CHS may receive compensation up tol
' |

(U//FOUQ) If an award from a forfeiture is requested for a CHS, the FO must submit a
communication to HIPSPU upon receipt of the final order of forfeiture and prior to any
equitable sharing. HIPSPU then coordinates the approval of the request with the _
Forfeiture and Seized Property Unit, FD and also prepares the approval communication
and coordinates the necessary transfer of funding.

(U//FOUO) The communication must be submitted to HIPSPU under the CHS number
and request approval of a forfeiture award. The communication must include the
following:

¢ Approval by an SAC or ASAC
o A copy of the final order of forfeiture

I bTE
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o If applicable, the name and opinion of the AUSA involved in the operation of the

CHS regarding payment to the CHS with forfeited proceeds
o Total value of the forfeited property

e Amount of actual cash or residual proceeds

e Percentage of equitable sharing (the percentage of sharing is based on the remaining

funds after all expenses have been deducted to include forfeiture awards)

o A detailed justification for the payment of an award including the information or
assistance provided by the CHS which directly resulted in the seizure/forfeiture of the

property

e Verification that the USMS has been notified of the FBI‘s intent to pay an award on
the forfeited property (the forfeiture personnel in a FO are responsible for forwarding
a communication to the USMS documenting the FBI's intent to pay an award based
on the forfeiture and checking the award block on the sharing forms [DAG 72, Block

F])

» State the total amount of services and total amount of expenses paid to the CHS for’

the FY in which the property was seized or forfeited

e Verification that the CHS has not been previously compensated for the information or

assistance which led to the seizure/forfeiture of the property for which the

award is

being sought, or if prior payments have been made for such information or ass1stance

identify such payments

(U//FOUQ) If the forfeited property is being placed into official use, the appraised value
would be used to determine the award. All other property must be sold and the proceeds

deposited by the USMS prior to a determmauon of the award amount.
17.14] |

(U) FBIHQ ammummm_&ﬁﬁs to be compensated for services and
expenses with provided that all operational costs have

- been covered. Upon ASAC approval and concurrence of the FPO Attorney in;

vedin

the operation of the CHS, if applicable, FOs must submit a communication to

stating that all operational costs-have been covered the anticipated amount to
. be paid to the CHS, the name of the FPO Attorney and opinion, and the length of time for
which the authogj d/or from CHS

funds; however,)

17.15] - |

(U//FOUQ) With the exception of funds paid for goods and services rendered in

L

the FB1.

ﬁst be turned over T

Disposition of such funds would be coordinated between the FO and

with

90
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program authority over the substantive investigation (also see the NFIPM Section 30-14.
for additional guidance).
17.16. Paymeants to a Closed Confidential Human Source

(U//FOUQ) Generally, CHSs cannot be paid if they are in a closed status.

(U//FOUO) In the event a one-time only payment must be made to a CHS who has been
closed, a request must be approved by the SAC. If more than one payment must be made
to a CHS who has been closed, the CHS must be re-opened according to the requirements
of Section 2, Opening a CHS, and Section 19.5., Future Contacts with a Closed CHS.

17.17. Vehicles
(U//EQOUQ) CHSs are prohibited]

funder waich the Fbl
is obligated. The FBI may pay the reasonable cost of a vehiclq hsed to
assist the FBI. (See Section 17.3.2.. Exnenses,) The FBI may reimburse CHSs for
reasonable expenses related to the On rare occasions, _
[The CHS must bTE

[See Section 17.3.2., Expenses). Prior approval

by the SAC (may not be delegated 1%!&1111&1&3&@2@%1@%?““ be
he CHS's file for the e CHS
%@MEMMI
' f the

value exceeds this amount, thel ]

L ' hind

must be documented as such. Consultation with the CDC is recommended.

(LATY I

(U//FOUOQ) If the CHS-or ‘his/her family is in danger because of the CHS's coopefation

with the FBI, then the FBI should determine whether thq [see Section
1. Snonsormg a CHS into {l BTE

(U//FOUO) The justification for thel is the thr i ) the
CHS's cooperation with the FBI..

bTE
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as a guide for determining reasonable expenses for lodging, meals, and incidentals;
however, these rates are not binding.

(U//FOUQ) Payments intended for| [require at least three estimates
for moving household goods, if necessary. The estimates obtained must be maintained in
the CHS's main file. To support the total amount of funds requested, amounts of the

b7E

] .

l_f;tmmted C0sts ma;
ptc. Because the relocation payment is based on an
estimation of the actual costs the CHS is not reqmred to submit receipts for actual costs
incurred. .

(U/FOUO) While this Manual governs the use of CHS funds, FOs may con51der using
case funds and should consult with the substantive units.

(U//FOUOQ) Liability associated with the move and the new location, as well as

additional costs, is the responsibility of the CHS/{ .

b7E

17.19. One Time Non-Confidential Human Source Payment

(U//FOUQ) With SAC approval, only one payment may be made to any individual who
has provided information to the FBI in furtherance of an FBI investigation, but who has
never been opened as a CHS for the FBI. The limits and requirements described in this
section apply to non-CHS payments. For payments inexcessof |
communication requesting the amount desired with justification must be submitted to
HIPSPU for approval. A non-CHS may only be paid for services rendered and/or -
expenses of that individual as defined above in Section 17.3., Services vs. Expenses.
Payments to non-CHSs are charged to the CHS budget using the substantive case ﬁle
number.

(U//FOUQ) Before approving a payment to a non-CHS, the SAC should weigh the

b7E

bTE

(U/FOUQ) Non-CHS payments may not be used for reimbursing expenses of Agents or
other law enforcement/intelligence community officials.

(U//F QUO) The FO HSC must open a file dedicated to tracking payments to non-CHSs

in order to capture that person's information and to help prevent more than ohe payment

being made to a non-CHS.

X 92
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17.20. iﬁgymgmg to Individuals Who Are Not FBI Confidential Human Sources for
(U//FOUO) CHS funds may not be used for th , individuals
who have never been opened as an FBI CHS but who require

I&se of their cooperation with the FBI o '

Draft requests, payment requests, thel Ietc should .
not use the term CHS or "non-CHS" when referring to these individuals. Payments to
these individuals must be made from the budget of the FO or substantive investigative
program., )

93
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18. Requirements When a Confidential Human Source is
Injured or Killed

(U//FOUO) When a CHS is seriously injured or killed as a result of his/her cooperation
with the FBI, the FO operating the CHS must immediately notify[ ___Jand the
substantive unit. A communication explaining the details surrounding the incident must
be forwarded to both th and the substantive unit as soon as possible.

94
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19. Closing a Confidential Human Sourc‘e

19.1. Closing Communication

(U) The list of reasons for closing CHSs is a guide but does not mandate the closing of a
CHS under any particular circumstance. When a determination has been made to close a
CHS for any reason (see Section 19.2., Coordination with the FPO), a communication
documenting the reason for closing must be included in the CHS's main file.

(U) General Reasons for Closing are: ‘

o Confidentiality unintentionally revealed

» Cooperation completed |

o Death

s Approval to operate was denied by FBIHQ B
L l , . b7E

e Poor health

. Requésted termination
s Transfer of Agent

= Relocated/Unavailable
e Unproductive

* CHS no longer in a position to report

)
b7E
. .

(U) Upon closing, the CA or iaﬂ.mﬂm.&tb&mmnmml.nﬁdalﬂmnon
_present must be an FBI Agent that

95
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witnessed by at least one FBI Agent, and one other government official. SSAs must
review all closing documentation. Furthermore, if the]
| ~ » |
_ | I(See Section 10.9., Revocation of Authorization.) :

19.2. Coordination with the FPO

(U) Ifan FPO Attorney had participated in the conduct of an investigation utilizing a
CHS, the CA or Co-CA shall coordinate with the FPO attorney, in advance, whenever
possible, regarding any decision to close a CHS.

19.3. Delayed Notification

(U) In the event the CA or Co-CA has determined that there is sufficient reason to close
a CHS and that providing ai* l

b7E

b7E

| [ That decision and the reasons supporting 1t must
be documented in the CHS's file. '

(U) Ifan FPO Attorney had participated in the conduct of an investigation utilizing a
CHS, the CA or Co-CA shall coordinate with the FPQ attorney, in advance, whenever
possible, regarding any decision to delay notification of closing to the CHS.

19.4. Future Contacts with Closed Confidential Human Sources

(U) Absent exceptional circumstances that are approved by an SSA, in advance

IJaLhmsLemsiblﬁ an FBI Avenil ,
: ] Such approval must be documentéd in

the CHS's main file. Further, if approved, such contact must be coordinated, in advance
whenever possible, with an FPO, if any, who is participating in the conduct of an
investigation which utilizes that CHS or if the CHS is expected to testify.

(U) CHSs who were closeft Imay be re-contacted without prior
approval. New information may be documented to a closed CHS file; however, the CHS
should be reopened if the relationship between the FBI and the CHS would be ongoing.

(U) To make payments to a closed CHS, see Section 17.16., Payments to a Closed CHS.

b7E

i
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' 20. Exceptions and Dispute Resolution

(U//FOUQ) As provided by the AGGs CHS, whenever an FBI AD, ADIC, SAC, CFP, or
their respective designe_e(s) believes that extraordinary circumstances exist that warrant
an exception to any provision of the AGGs CHS, or whenever there is a dispute between
or among entities regarding the AGGs, an exception must be sought from, or the dispute
shall be resolved by, the DOJ’s AAG for the Criminal Division or the NSD, whichever is
appropriate, or his/her designee. Disagreements thereafter shall be resolved by DOJ’s
DAG, AG, or designee.

(U//FOUQO) Whenever there is a dispute with the AAG for either the Criminal Division
or NSD of the DQJ, such dispute shall be resolved by the DAG or his/her designee.

(U//FOUO) Any exception granted or dispute resolved pursuant to Section 20,
Exceptions and Dispute Resolution, shall be documented in the CHS's main file.
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Appendix Al C b

(U//FOUQ) The DOJ and FBI are currently revising all |
When these new AGGs CHS become available, they will be contained herein as

Appendix A.
SINF |
bl
(31| o
U//FOUOQ) The administrative requirement to obtain| as
DTE
All other

authorizations, coordination, and approvals must still be obtained from the appropriate
substantive division, Legat, Chief of Mission and/or DOJ Office of International Affau's
as appropriate. Procedures for those requests remain the same.

A-l
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" Appendix C: Legal Authorities

(U//FOUOQ) The new Attorney General’s Guidelines Regarding the Use of FBI
Confidential Human Sources, signed on December 13, 2006, eliminated various types of
cooperating witnesses, confidential informants, and assets covered under FBI policy.

(U//FOUO) Under the authority of the new Attorney General’s Guidelines Regarding the
Use of FBI Confidential Human Sources; this Confidential Human Source Policy Manual
was required in order to implement and comply with mandates to comprehensively
address all CHS administration. ‘

. C-l .
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Appendix D: Sources of Additional Information

[.B.ﬂasudmmaﬁm;mm.uﬂutﬁl,igence’s web site for additional information: -
' b6

b7C
b7E

Directorate of Intelligence :
Human Intelligence Policy and Special Programs Unit, Unit Chief]

D-1
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Appendix E: Key Words and Acronyms

Key Words

Confidential Human Source: Any 1nd1v1dua1 who is believed to be prowdlng useful and
credible information to the FBI for any authorized information collection activity, and
from whom the FBI expects or intends to obtain additional, useful, and credible
information in the future, and WhOSeJ identity, information, or relationship with the FBI -
warrants confidential handling.

Attorney General’s Guldelmes Regarding the Use of FBI Confidential Human

Confidential Human Source Validation Standards Manual

Acronyms ;

AAG Assistant Attormey Gejneral

AD Assistant Director |

ADIC Asgistant Director in ¢harge
ALAT Assistant Legat Attac};xes

AGG Attorney General’s Guidelines
AGG CHS

Sources

ASAC Assistant Special Agent in Charge
A/SSA Acting Supervisory Spemal Agent
AUSA Assistant United Statess Attorney
BOP Bureau of Prisons |

CA Case Agent ;

CDC Chief Division Counsel

CE Confidential Expendiéupes

CFR Confidential File Room

CFpP Chief Federal Pro secu:tor

CHS Confidential Human éource
CHSC Confidential Human S:ourcé Coordinator
CHSPM Confidential Human Source Policy Manual
CHSVSM

CIP Criminal Informant Pr;ogram-|

E-1
FOR FBI INTERNAL USE ONLY—DO NOT DISSEMINATE

!

SECRET/NOFQRN//20320437

b7E

ACLURM003533




Confidential Human Source Policy Manual

SUCRET/SOTQRN#209207TT

E-2
\ :
FOR"FBI-NT_E\R}S[;\L USE ONLY—DO NOT DISSEMINATE
. T TE

CIS | Citizenship and Immigration Services
DAD Deputy Assistant Director
DAG Deputy Attorney General
DEA - Drug Enforcement Administration
DD Deputy Dirsctor
DHS Department of Homeland Security
DI Directorate of Intelligence
DO Doctor of Osteopathy
DoD Department of Defense
DOE Department of Energy
DOJ Department of Justice
DOS Department of State
EC Electronic Communication _
ECPA Electronic Communications Privacy Act
ELSUR  Electronic Surveillance |
FBI Federal Bureau of Investigation
FBIHQ Federal Burean of Investigation Headquarters
FD ' Finance Division ’
FO Field Office
FOASR Field Office Annual Source Report
_FPO Federal Prosecuting Office
FY * Fiscal Year
HSRC Human Source Review Committse
HUMINT Human Intelligence

—

—
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ICE Immigration and Customs Enforcement
IR Intelligence Information Report
I .

INR Bureau of Intelligence and Research

INS Immigration and NatﬁralizatiOn Service

IRS Internal Revenue Service

LHM Letterhe‘ad Memorandum v

MAOP  Manual of Administrative Opérations and Procedures

MD Doctor of Medicine

MIOG Manual of Investigative Operatiohs and Guidelines
MOU ‘Memorandum of Understanding |

|

NCIC . National Crime Information Center

NFIPM National Foreign Intelligence Policy Manual

NFPO ‘No Foreign Policy Objection -

NSD National Security Division

NSIG National Security Investigation Guidelines

NSLB . National Security Law Branch

OCA Office of Congressional Affairs

OCDETF  Organized Crime Drug Enforcement Task Force

ODNI Office of the Director of National Infelligence

OEO Office of Enforcement Operations

0GC Office of General Counsel

0)(0] Office of International Operations

00 Office of Origin

PSA Personal Service Agreement

SA Special Agent

SAC Special Agent in Charge

E-3
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SSA Supervisory Special Agent
SSN Social Security Number
TFO Task Force Officer ‘
uccC Undercover Coordinator
UCE Undercover Employee
UCo Undercover Operation
UN United Nations
UNI Universal Index
USA United States Attorney
USAM United States Attorney Manual
UsS United States -
USPC United States Parole Commission
USAO United States Attorney’s Office
USMS United States Marshal Service

E-4
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