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• TOP SECRET//511/REL USA, AUS, CAN, GBR, NZL 

4 (TS//51//REL) Only R&T Analysts can submit QUANTUMTHEORY Tasking to the 
QUANTUM team. TOPI Analysts can submit QUANTUMNATION Tasking through 
Target Profiler. The biggest difference is QlUANTUMTHEORY deploys a stagel implant 
called VALIDATOR (soon to be COMMONDEER) and QUANTUM NATION deploys a 
stageO implant called SEASONEDMOTH (SMOTH). SMOTHs die within 30 days of 
deployment unless requested to extend the life. 

4 (TS//51//REL) This presentation does not cover FAA QUANTUM, but if you identify an 
active selector, compare the SIGAD in Marina to the SIGAD on the GO QUANTUM wiki 
page to see if FAA QUANTUM is an option. 

" (TS//51//REL) This presentation is geared towards targets seen at US- . If you are 
unfamiliar with this SIGAD, it is equivalent to a TS//NF SIGAD that cannot be 
mentioned in this PowerPoint. You can contact the POC of this brief for more 
information. 
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TOP SECRET//COMINT/IREL TO USA, FVEY 

Web Browsing (Exploit with QUANTUM 
• The concept man-on-the-Side) 

• QUANTUM is a man-on-the-side capability. If your target has a selector 
that is active in the last 14 days, vulnerable to the QUANTUM technique, 
and seen by an 550 site that has QUANTUM capabilities, then there might 
be the opportunity to detect that communication in real-time and piggy 
back with the requested content back into the target's network and 
implant the host. 

• QUANTUMTHEORY can be used only if a TAO Project is set up (must 
coordinate with your R& T Analyst) 

• QUANTUM NATION can be used regardless of a TAO Project (TOPI does the 
tasking in Target Profiler) 

• The biggest difference is QUANTUMTHEORY deploys a stagel implant 
called VALIDATOR (soon to be COMMONDEER) and QUANTUMNATION 
deploys a stageO implant called SEA50NEDMOTH (SMOTH). 5MOTHs die 
within 30 days of deployment unless requested to extend the life. The 
exploit technique is the same. 

TOP SECRET//COMINT//REL TO USA, FVEY 

!==~~-~ t.: ·- • .... . . ,,. 

3 
SPIEGEL ONliNE 
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What is QUANTUM? 

QUANTUM Generic Animation - High Level of How It Works 

Internet Router 

Target 

SSOSite 

Yahoo's 
Web Server 
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TOP SECRETT/SU/REL USA, AUS, CAN, GBR, NZL 

What is QUANTUM? 

QUANTUM Generic Animation - High Level of How It Works 

1. Target logs into his 
Yahoo account 

Target 

SSOSite 

Yahoo's 
Web Server 
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TOP SECRETI/511/REL USA, AUS, CAN, GBR, NZL 

What is QUANTUM? 

QUANTUM Generic Animation - High Level of How It Works 

1. Target logs into his 
Yahoo account 

Target 

SSOSite 

2. SSO site sees !he 
QUANTUM tasked Yahoo 

selector's packet and forwards 
it to TAO's FOXACID Server 

Yahoo's 
Web Server 
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TOP SECRET/1511/REL USA, AUS, CAN, GBR, NZL 

What is QUANTUM? 

QUANTUM Generic Animation - High Level of How It Works 

Target 

Internet Router 

sso Site 

4. Yahoo seNer receives the 
packe t requesting email content 

Yahoo's 
Web Server 

TAO FOXACID 
Server 

3. FOXACID injects a FOXACID uri 
into the packet and sends it back to 

the target's computer 
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TOP SECRETIISUIREL USA, AUS, CAN, GBR, NZL 

What is QUANTUM? 

QUANTUM Generic Animation - High Level of How It Works 

X+---
Target 

5. FOXACID packet beats the 
Yahoo packet back to the 

end int 

SSOSite 

Yahoo's 
Web Server 

TAOFOXACID 
Server 
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TOP SECRET//SII/REL USA, AUS, CAN, GBR, NZL 

What is QUANTUM? 

QUANTUM Generic Animation - High Level of How It Works 

X+----
Target 

6. The targers Yahoo webpage is 
loaded but in 1he background the 

FOXACID URL loads which 
redirects to 1he FOXACID Exploit 

server SSOSite 

Yahoo's 
Web Server 

TAOFOXACID 
Server 

l 
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TOP SECRET/ISU/REL USA, AUS, CAN, GBR, NZL 

What is QUANTUM? 

QUANTUM Generic Animation - High Level of How It Works 

Target 

X+----

SSOSite 

Yahoo's 
Web Server 

TAO FOXACIO 
Server 

7. If the browser is exploitable 
and the PSP is safe, FOXACID 
deploys a Stage 1 implant back 

to the target 
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TOP SECRET/ISU/REL USA, AUS, CAN, GBR, NZL 

What is QUANTUM? 

QUANTUM Generic Animation - High Level of How It Works 

X+----
Target 

Yahoo's 
Web Server 

Target Implanted! 

SSOSite 
TAO I=OXACID 

Server 
7. If the browser is exploitable 
and the PSP is safe, FOXACID 
deploys a Stage 1 implant back 

~--------------------------------ro-let~get 
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TOP SECRET//COMINT/IREL TO USA, FVEY 

QUANTUM Capabilities - NSA 
{TS//511/REL) NSA QUANTUM has the greatest success against <yahoo>, <facebook>, 
and Static IP Addresses. New QUANTUM realms are often changing, so check the GO 
QUANTUM wiki page or the QUANTUM SpySpace page to get more up-to-date news. 

NSA QUANTUM is capable of targeting the following realms: 
• • 1Pv4 public • mailruMrcu 
• • alibabaForumUser • msnMaiiToken64 
• • doubleclickiD • qq 
• • emaiiAddr • facebook 
• • rocketmail • simbarUuid 
• • hi5Uid • twitter 
• • hotmaiiCID • yahoo 
• • linkedin • yahooBcookie 
• • mail • ymail 
• • mailruMrcu • youTube 
• • msnMaiiToken64 • WatcheriD 
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TOP SECRET/ICOMINT/IRE~ TO USA, FVEY 

QUANTUMTHEORY- GCHQ 
If a Partnering Agreement Form (PAF) is set up with GCHQ for 
the CNO project, then the R& T Analyst can utilize GCHQ 
QUANTUMTHEORY to include additional capabilities such as: 

• • ALIBABA • AOL 
• • BEBO EMAIL • DOUBLE CLICK - -
• • FACEBOOK CUSER • GOOGLE PREFID 
• • GMAIL • HIS 
• • HOTMAIL • LINKEDIN 
• • MAIL RU • MICROSOFT MUID - -
• • MICROSOFT ANONA • RAMBLER 
• • RADIUS • SIMBAR 
• • TWITTER • YAHOO B 
• • YAHOO_L!Y • YANDEX_EMAIL 
• • YOUTUBE • IP Address 

More information on: https://wiki.gchqt=-­
lf you cannot get to the link try: http:n _ 

/QUANTUM_BISCUIT 
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TOP SECRET//COMINT/IREL TO USA, FVEY 

(Ts//9J}L~~I~~!'~'L~!9c iPtJtXo~ t2t <lfah~o. 
Yahoo B Cookies, Facebook, Hotmail, etc) using Marina, NSA or 
GCHQ QFDs. 

NSA SATC QFDs: 
I o • I .t 

ALTEREGOQFD L

1 

__ ...., 

G C H C Queried Selector 

(J.tue.!Sol> 

<itue • I 6~> 

DOGCOLLAR QFD: 

Selector 

<fareboob 

Alternne Selector 

<fMel>oob 

<yohoo> 

Enrichment V31Ue 

DIS PLAY IA!t 

Skip to Step 5 once you have all of your selectors ... 

TOP SECRET//COMINT//REL TO USA, FVEY 

Queried Altem3te Intersection Score 
Selector Selector (1 ·100) 
Degree Degree 

~ 5 ~ 40 

• z z 60 

67 439 61 59 

Observltions First seen Date Lm seen Da~ 

m 2012/osm 2013/03/21 
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TOP SECRET/1511/REL USA, AUS, CAN, GBR, NZL 

QUANTUM SIGDEV- Marina 
Step 1: Skip to Step 5 if you used the QFDs to identify alternate selectors 

• (TS//SI//REL) If you do not use the GCHQ or NSA QFDs you can use Marina. Run a 
Marina Selector/Identifier Profile (Federated) search for a 3 month range to look for 
additional selectors. 

. _,._,... 
• ..J~u.r ._......,. ·---.. _JO'wtf .. ..,..,_ 
• C1>l( 

:'lll .. ~ .. 
XI,...,,_.~~ 

JJ. HCIIIOr\....,... 
JJ~Prd­
n~~le .. _, ...... 

il0,)5otd~ ,._,_..., 
sj atUiw Ac.Nl' ·..J­
.il t.:IY~ 

"--'• • Q.ln~J"Y r.e.:t • 4 fdltdy .... ..eM " .. ~ J' l.oQI:Il6. .............. ----~c.~ '20111110 ., OO:Olie .., 

~·-· 
\),., 0~ v~ 
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QI;AOr•"""---------------------
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TOP SECRET//511/REL USA, AUS, CAN, GBR, NZL 

• (TS//SI//REL) Once the query finishes, look at the Equivalent IDs section. This will show 
you other selectors that your target is using. This is determined by linking content 
(logins/email registrations/etc). It is worth verifying that these are indeed selectors 
associated to your target. NSA QUANTUM works best against <yahoo> and 
<facebook>. Although, it is worth making note of a <gmail> selector for possible GCHQ 
QUANTUM support or for your own notes. 

Sclec.tot Summary: <= I & 

Wf"b r 111 f"h o~· ' 

... >:J Equlv_,t 10$: S 

Page 1 ot 1 

0 Appli<.&n 

o ..... 
2 o-
) QoMail 

• 0"" 

New Selector I 
Entity 0 

~ Fte< (...,.,J I.6YOIA(tlelM) • • Vl>vOIIUio\ • S6¥e ... • - · 

Entity A / .A ® ) ..r, ~ f Actway 

<~n> 
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TOP SECRETI/511/REL USA, AUS, CAN, GBR, NZL 

• (TS//SI//REL) If your search was on a <yahoo> email address, then click on Machine 
IDs and look for a recent <yahooBcookie>. YahooBcookie's are unique to a specific 
computer and can hold other <yahoo> addresses that are being logged into on that 
computer as long as the user does not clear browser cookies. If you see multiple 
<yahooBcookie> pick the most recent Last Heard date. Also higher the Num Heard is, 
the more likely that selector does not change. 

~tea:•Yed MeuiiiOM! < = n 

l091M!'<= l2 

' o• 
~ o,... 
' De,~ 

0'""' 
.-a~--

• o-
' D""' 

~'( ,. 
'Cy;/oo) 

.-.y$oo.> ·-· :,~ ----.,...,., 
<y,tly,o) 

Unique Selectors Eoynd: 

New Selector 

"' 

rtl>oo"'tit~.2.0 ~ :;:;::-:::=-­
.... ~~~t.-5.5) 

~-ht'»_t:~!IIJI"Lnd_...,..,*:)) I 

<y.t>clt$:01:1&..> 

<yahoo> (Known Selector) 
@gmail.com<google> (New Selector) 

~~=--.....;;... <yahooBcookie> (New Selector) 

;mJ!II lf>IJS.ZtW: .2Ull l!OOI~ 

.20Jtt2(J5t0J1t8Z Zl>t 112C5 1011321 

:i!IJ!I:!~ !tott l! :O!I l!C!II:O:r..-+! 

·- ---------·-
:O!III tbll:&t!i! 20!11m6100tt6Z 

20lll1151~ <911Jro5!(0ll02 

.<OIUI7.S051Wli XII I II)S~l 
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.... 4:;) f'owiv"'~ fO~~ New <google> selector 

z. 

3 

' 

Pe9eo I 011 

D Ap pi'<:<M_.. 

o­o_, 
D ..... 
cjtM 

• ~ flll!)r ('tone u~ (Oof&vii:J - - ~an - :&we>"'* -- bn -

t.:~<ty A );r: ~ ® > ..,.. Q . A.ct:Wiil)' l.ntll;y . 

(TS//SI//REL) Since @gmail.com<google> is a new selector, you will want to 
do a Marina Selector Profile query on it to see if there are additional accounts 
associated to the target. Remember NSA QUANTUM cannot target the <google> 
selector. 

(TS//SI//REL) 
You can do 

this by 
clicking on the 
selector, scroll 
down to Selector 
Profile, and click 
Range. 

~ P$Q8- 1 ot 1 ~ Filet' (None) • Layo!A (Oet.,tt) • • V'u;t•.-z.e n • S«\•e A.s • ~ • St~· l otw::! CM4llet$ 

~~D~~Ap~~-'_•~--"------~E~nucy~A~~~ -----~Q·,~~~<g~~-:====~--~~~~-tl-ty_B __ 
O fMai! .0"q,, =iJ.Uifllt:(l~~._,') 1 <y· OO> 

z 0~1 (y~hoo:> ,. 
0"""' ~V'l·'f!, ·:OII)<OOOJk.; • ~~ 

=- -:- G\'1>'US.. > 

Ch"'s • 
< 

~I;OrPtof~ Whdow (+/· WMrU:es) 

font«d Conlc~(t.):: <- :)2 Nld!i>lnQ.>>Y 0Gy (+/4 12~:s) 

.::; ~everse Contacts: 6 
U.. At1Nl:y Year (·l vear) 

~ sent Messaoes: 2 
Pr~nee Event 

!t~I Detal 

R"'oc 

RecetvedMessages: <-= 29 

l.ogin.J: <= 2.2 Find [n • 
Pass..ol'ds: u 
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TOP SECRET//$1//REL USA, AUS, CAN, GBR, NZL 

(TS//51//REL) Change the query to search for the last 3 Months and click SUBMIT 

.. Stlector Prollle search 

Seied:or Pl'oflle 

~h~me: 

Mttlcatlon: 

Selectors 

S<iector Ploflle [·- - - -:o>gnal.ccm<goo;je>) 

20111110 [3 OD:OO:OO v End D.to: 

'bd>y ~ 

Yeste«Jay 
<oi) Add @ Remove ~c .. ,.,.,. 1hl< -
----~d-en-tif-i~-------------------------------~--m-----------._L~--~ L~W~ 

L 
[J 

El ._.-~-""O!!"·gmaf.co:n 
[J 

E 
t:l 

google 

skypeM~ 

googlo 

skypeMaJ'blcM 

sk.ypeM~ll:.*.en 

skyper.,.lbken 

~gmol .com google 

Quiet Add: I Ercer ~or rrore- seleclot! sep~rate.:1 by (OO!mst and ht enter 

Authority Filtus 

1hi:>Month 
Parcrreters 

LMt Nonlh 
Parilmetefs l 0ay 

Par<meters 2 t»ys 

ParM'let«s 3 ~ 5.,.,. 
P¥.snetus. 1 Oays 

P.v~s 140ays 

Pararwet.:ers J M>tth 

o 3r...w 
6Monlhs 

l v~-~~ 

v 

7 

~ 
I > 
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TOP SECRET/ISII/REL USA, AUS, CAN, GBR, NZL 

4 (TS//SI//REL) Once the query finishes, look at the Equivalent IDs section and make 
note of any new <yahoo>, <hotmail>, <yahooBcookie>, and <facebook> selectors and 
do the same process to identify additional selectors. 

J• ~ 1 of1 

0 
0 e!'lai 

z 0"""' 
, n ""'' 
' 0 ..... 

~ 0'*"' 
6 o~'liiJ 

~O£t.tal 

• 0 "'~' 
~ _Q dl<\ll 

10 0 ..... 
11 OIOI'\Im 

12 0 ~t!J 

13 0 ~laJ 

Entity A 

Q'Mf.(OO"'~> 

- @a-Mi.comcoooge> hasd~tl~nr..e 

h os ck;p!{)Vnr..c 

ho:sdog/(lyn.,.,. 

Mf.4i;~;P~~~ 

lilcF.:.I.Co)Fr·<~> 

~-wm~> 

~·WI"<9'N9e> 

.......,an.-..com<oc«k> 
do~ebook> 

~leon\<.~> 

~.«~~'!'\~) 

'he.& dsrt;,y-AO{foe 

~~--;ha:>diSfiolYnarr.e 
h«o.:.t~ 

----hos.t.<i 

re~$terech.,.th 

he.t:4ttl 

kMald 

All Unique Selectors Found From Both Searches: 

• 

<yahoo> (Known Selector 

@gmail.com<google> (New Selector) 
<yahooBcookie> (New Selector) 

<facebook> (New Selector) 

EnUtyB 

New Facebook Selector 

I 
~v-~o> 

.:f.stebook.) 

~l.(;om«p.:~> 

<.y.shc6> 

~I!(> 
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•. (TS//SI//REL) Once you have a list of your selector(s), you wil l want to look at each one 
separately to check for the likelihood of successfully exploiting your taroet via NSA 
QUANTUM. We are checking to see if the ttarget itself is seen at US- and if it is active. 

2. (TS//SI//REL) First we want to run a Marina Active User/Presence (Federated) search on 
<facebook> for the past 14 days. 

;;;! ill _.,.._, 

r:MQRor::~ Mtll:~: 
~::l~~tt.-e~~~., 
~!:IA~u..tt(Pt"o~~Hnr;t(F*'-'1~ ~tDete-: 201·30319 

:JGOtQPre~ C""!\t llY IP A~c ftestrio!t Lo0d0ote CW(I 0 
E~Pte~ E'>'llnt BVS~rtor Selectors 

.i@JAAd-
~ILJ&Ul\IS 
Gtli)CM tts 

;JI Ia,J~di~(OWice~lc~ 
:.it(JPSC 

.JtWPt~ 

~ G::u~ .. ~OI'(~·tt.t~n) 
.-faSporllePony 
~I:.)SI.Imrn.)'y 

:illJ~>Jer Activty (S~MJ~tfle01 MIY 
a~O"Mr«haw 
J.iO Y<ed'ltsho9 

£Mbi&M't R~: (] 

Aul.honl;y filten. 

MotaM: fStOth (lpUMS 

rMI,ll;ltMI.Ital"'t l)oth(AIITOt_$): ~ 

1. . 00:00:00 "' f'1ld Dete: 

...... , 
'"" 

If you have OVSCl700, che1:k this 
box to search GCHQ databases 
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• (TS//SI//REL) You will either have results or not have results. The key is to look at the 
SIGAD for the results and if the SIGAD is capable of doing QUANTUM then you most 
likely have a vulnerable target! To check for SIGADs that NSA and GCHQ QUANTUM 
can target, type GO QUANTUM in your browser. If GCHQ QUANTUM is needed, then 
work with your R&T Analyst to follow the appropriate steps on the wiki to set up a PAF. 

• (TS//SI//REL) You will want to look at the Marina results and make note of the most 
frequent SIGAD/IP CIDR for each Active User/Presence (Federated) query 

1} Selector 
a) SIGAD 

b) Active User IP CIDR- The CIDR wil l be added to the TLN's Whitelist. 

-A TLN's Whitelist is a list containing the IP CIDRs your target uses. It is where the 

FOXACID server will only continue with exploitation if the externaiiP Address of 
the target/redirection is on the Whitelist for the TLN your R& T Analyst requests. 

:::~...._ .... ~ !,; t- .• , .. -. ,,, .- - ~ . . .. . . . - . 
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TOP SECRET//COMINT//REL TO USA, FVEY 

Is My Selector Tasked for 

If you sent your R&T a9y'sl~!i!I~}~~slfor 
QUANTUMTHEORY and you want to see if it has been tasked yet, 
you can enter the selector in Target Profiler and if you see "tasked 
for survey" and the Technique to be QUANTUMTHEORY or 
QUANTUM NATION then it is tasked! You can also see when the last 
FOXACID redirection took place. 

<yahoo> rec~ived em oil t. 2013-Avr-01 11:08:31 Z r!! 

i v,.;lnM411ble 4 

a taosked for 

~ 
A Tasked f or Survey .... ~ 

Technique; QUANT\JMTHEORY 

TOP SECRET//COMINT//REL TO USA, FVEY 

Activi ty 

,<yahoo> sent email 11 2013-Aoo·· Ol 11: 11:2\J l B' 

a tasked for SUr'\l'ey • 
~ 
0 

Tasked for Sut·vey 
~ 

T.chnique: Q UAHTUMNATIOtf 

Tasked,2013-Jan-29 (-

Ta•· Last Attemp-t: 201 3·Feb·1 9 (su cce ss) 

ts Activity 

n: 

·-·---~· .. -· 
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TOP SECRET//COMINT//REL TO USA, FVEY 

QUANTUM NATION 
QUANTUM NATION uses new TAO CNE tradecraft and automation to drive broad 
scale initial access, specifically an SSG cloud-analytic to identify selectors in SSO 
passive collection that are viable for end-point access, and the use of lightweight 
CNE implants to obtain initial access and survey data delivered to the TOP! offices 
via corporate SIGINT repositories. For More Information on QUANTUMNATION check 
the QUANTUMNATION wiki page 

Target Profiler now shows if a selector is vulnerable to a QUANTUM exploit. If your 
target is valid for QUANTUM NATION, A "Vullnerable" link in Target Profiler will 
appear. Simply click the link that sends an email to request QUANTUMNATION 
tasking. 

<f aceb00k> I'CQJ>torOd with I' 2013~Ft•h·22 13; 5.1:00 l ~ • ' . ' 
ll ,.oulno,.~bl~ • 

g Vulnerabilitie s 

I Yu~11>bf.;e U,; 9yj n tum f!J (12 doilyi itOO) 

Tar1 ~:::/'"uen\: t•lot ill• / 5 .0 ( iP•d; CPU 0$ S_O_.i li ,._e M• (C Oi X) A,ppleWebKiV53'.11 . 46 (KMTML l<ke <h d<.o) V et • ion/5, 1_ Mobile/9A405 

Note: QUANTUMNATION and standard QUANTUM tasking results in the same 
exploitation technique. The main difference is QUANTUMNATION deploys a stage 0 
implant and is able to be submitted by the TOPL Any ios device will always get 
VALIDATOR deployed. 

TOP SECRET//COMINT//REL TO USA. FVEY 
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) TOP SECRET/ISII/REL USA, AUS, CAN, GBR, NZL 

4 (TS//SI//REL) Once you have a selector, SIGAD, and IP CIDR, you are ready to start 
the process for a FOXACID TLN and Tag request. 

4 (TS//SI//REL) Depending on the teams, either an R&T analyst or the Branch Chief can 
create a TLN (Twisty Lobby Number). Contact your Branch Chief for information on 
creating a TLN for each selector you want to target. 

4 (TS//SI//REL) Note: You will need 1 TLN and 1 FOXACID Tag per selector you task with 
QUANTUM. 

~==~..._ .... ~ ~ , ...... ~. ' . . - - - . .. .. . ' . - . 
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TOP SECRET//Sif/REL USA, AUS, CAN, GBR, NZL 

Step 8: 
• (TS//SI//REL) Once you have a TLN, you will need to submit a FOXACID Tag request. 
• (TS//Sii/REL) Go to https:/ .nsa/cgi-binl and fill out the appropriate 

information in the top and within the body of the ticket update this information accordingly. Here is an example: 

- CT or Non-CJ: Non-CT 

Second Party/Partnering: No 

- Country Regjon/Type: ::::==:-~~ 

- FISA Target: No 

- Type of Op: QUANTUM 

Utilizing wpu No 
- project Name: 
- IJ...tt.12345 a Insert Your TLN 

IP Range: a Insert Your Active User IP CIDR I WHITELIST 

MAC Addresses: Unknown 

- payload Requested: Val 

- Start Date: 20130401 

- pocs;-
- MSQ Support· No 

~==~"L...-4·~ ~ t· - .. ,., ... . - - - . . .. . . . - . 
19 

SPIEGEL ONLINE 



, 
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TOP SECRET//511/REL USA, AUS, CAN, GBR, NZL 

• (TS//SI//REL) Once the ticket is completed , you wil l receive an email with the FOXACID 
Tag for your TLN. 

• (TS//SI//REL) Go to https:// .nsa.ic.gov.C:: lindex.php and 
fil l out the appropriate information in the form to task your selector and tag for 
QUANTUM. 

• (TS//SI//REL) Once your selector is tasked for QUANTUM you will see the status 
changed to complete. 

• (TS//SI//REL) The last step it to monitor the TLN in FOXSEARCH 
https:/ .nsa -=:-:o::=" to look for 
redirections and update the plugins or WHITELIST if needed. 

• (TSI/SII/REL) De-task your QUANTUM request when you hook your target! 

~==~-...-~ ~ , .. ••t .• • •• . - - - . . .. . ' . - . 
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to 

TOP SECRET/1511/REL USA, AUS, CAN, GBR, NZL 
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