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4+ (TS/ISI/REL) Only R&T Analysts can submit QUANTUMTHEORY Tasking to the
QUANTUM team. TOPI Analysts can submit QUANTUMNATION Tasking through
Target Profiler. The biggest difference is QUANTUMTHEORY deploys a stagel implant
called VALIDATOR (soon to he COMMONDEER) and QUANTUMNATION deploys a
stage0 implant called SEASONEDMOTH (SMOTH). SMOTHs die within 30 days of
deployment unless requested to extend the life.

4+ (TS/SI/REL) This presentation does not cover FAA QUANTUM, but if you identify an
active selector, compare the SIGAD in Marina to the SIGAD on the GO QUANTUM wiki
page to see if FAA QUANTUM is an option.

4+ (TS/HSIIREL) This presentation is geared towards targets seen at US-i= = . If you are
unfamiliar with this SIGAD, it is equivalent to a TS//NF SIGAD that cannot be
mentioned in this PowerPoint. You can contact the POC of this brief for more
information.
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Web Browsing xpioit with QuANTUM

+ The concept man-on-the-side)

QUANTUM is a man-on-the-side capability. If your target has a selector
that is active in the last 14 days, vulnerable to the QUANTUM technique,
and seen by an SSO site that has QUANTUM capabilities, then there might
be the opportunity to detect that communication in real-time and piggy
back with the requested content back into the target’s network and
implant the host.

QUANTUMTHEORY can be used only if a TAO Project is set up (must
coordinate with your R&T Analyst)

QUANTUMNATION can be used regardless of a TAO Project (TOPI does the
tasking in Target Profiler)

The biggest difference is QUANTUMTHEORY deploys a stagel implant
called VALIDATOR (soon to be COMMONDEER) and QUANTUMNATION
deploys a stage0O implant called SEASONEDMOTH (SMOTH). SMOTHs die
within 30 days of deployment unless requested to extend the life. The
exploit technique is the same,
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What is QUANTUM?

QUANTUM Generic Animation — High Level of How It Works

Internet Router ﬁ
!« e -

Yahoo's
Target Web Server

550 Site

4
SPIEGEL OMLIME




TOP SECRETIISI/IREL USA, AUS, CAN, GBR, NZL

What is QUANTUM?

QUANTUM Generic Animation — High Level of How It Works

1. Target logs into his

Yahoo account Internet Router ﬁ

Yahoo's
Target Web Server

SS0 Site
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What is QUANTUM?

QUANTUM Generic Animation — High Level of How It Works

1. Target logs into his

Yahoo account Internet Router E
R— &5 —\
1 Yahoo's

Web Server
S50 Site

2. SSO site sees the
QUANTUM tasked Yahoo
selector's packet and forwards
it to TAO's FOXACID Server

Target
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What is QUANTUM?

QUANTUM Generic Animation — High Level of How It Works

4. Yahoo server receives the
!ﬂ g

packet requesting email content
Target

Internet Router

Yahoo's
Web Server

S50 Site

TAO FOXACID
Server
3. FOXACID injects a FOXACID url
into the packet and sends it back to
the target's computer
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What is QUANTUM?

QUANTUM Generic Animation — High Level of How It Works

>
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Target

Internet Router

5. FOXACID packet beats the
Yahoo packet back to the
endppint

S50 Site

TAD FOXACID
Server
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What is QUANTUM?

QUANTUM Generic Animation — High Level of How It Works

.
x_

Target

Intermet Router

6. The target's Yahoo webpage is
loaded but in the background the
FOXACID URL loads which
redirects to the FOXACID Exploit

Server. S50 Site

TAO FOXACID
Server
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What is QUANTUM?

QUANTUM Generic Animation — High Level of How It Works

Internet Router E

Yahoo's
Target Web Server

S50 Site

TAO FOXACID
Server
7. If the browser is exploitable
and the PSP is safe, FOXACID
deploys a Stage 1 implant back
to the target
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What is QUANTUM?

QUANTUM Generic Animation — High Level of How It Works

Internet Router ﬁ

Yahoo's
Target Web Server

Target implanted!

S50 Site

TAO FOXACID
Server
7. If the browser is exploitable
and the PSP is safe, FOXACID
deploys a Stage 1 implant back
to the target
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QUANTUM Capabilities - NSA

(TS/ISI//IREL) NSA QUANTUM has the greatest success against <yahoo>, <facebook>,
and Static IP Addresses. New QUANTUM realms are often changing, so check the GO

QUANTUM wiki page or the QUANTUM SpySpace page to get more up-to-date news.

NSA QUANTUM is capable of targeting the following realms:
* » |[Pv4 _public
» * alibabaForumUser
« + doubleclickID
« « emailAddr
» » rocketmail
« « hi5Uid
» « hotmailCID
* « |inkedin

* *« mail

* e mailruMrcu
» » msnMailToken64

TOP SECRETHCOMINT/REL TO USA, FVEY

* mailruMrcu
 msnMailToken64

» facebook
e simbarUuid
o twitter
* yahoo
* yahooBcookie
* ymail
* youTube
» WatcherlD

L
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QUANTUMTHEORY - GCHQ

If a Partnering Agreement Form (PAF) is set up with GCHQ for
the CNO project, then the R&T Analyst can utilize GCHQ
QUANTUMTHEORY to include additional capabilities such as:

 ALIBABA - AOL

 « BEBO_EMAIL * DOUBLE_CLICK
* « FACEBOOK _CUSER e+ GOOGLE_PREFID
« « GMAIL * HI5

« HOTMAIL * LINKEDIN

« MAIL RU  * MICROSOFT MUID
« MICROSOFT_ANONA  « RAMBLER
« RADIUS  « SIMBAR

« « TWITTER « YAHOO B
« « YAHOO L/Y « YANDEX_EMAIL
* « YOUTUBE * |P Address
More information on: https://wiki.gchg/mss= »=w/QUANTUM_BISCUIT
If you cannot get to the link try: http://. = 8 oms B

TOP SECRETHCOMINTIREL TO USA, FVEY I8
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(TSH%UANTUM SIGDEV - QFDS

REL) Find all Selectors associated to your target (Yahoo,
Yahoo B Cookies, Facebook, Hotmail, etc) using Marina, NSA or
GCHQ QFDs.

NSA SATC QFDs:

atereco orp: BB el (B (T 2 "L ST OGN

G C H C Guerled Selector Alternate Selector Queried Alternate Intersection Score
Selector Selactor {1-100)
Degree Degree
citus, 164> cfacebook> 1 8 2 40
citue, 1 b4 Cimsi> B A i 50
<itue, 164 <ynhoas &7 438 k1 59

DOGCOLLAR QFD: |
Selestor Tipe Enrichment Value Observations First Ssen Date  Last Seen Date

«facahook> DISPLAT FAE - a LT 11 R 1 7

Skip to Step 5 once you have all of your selectors...

e .SDS. 0T
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QUANTUM SIGDEV — Marina

Step 1: skip to Step 5 if you used the QFDs to identify alternate selectors

4 (TS/ISI/REL) If you do not use the GCHQ or NSA QFDs you can use Marina. Run a
Marina Selector/Identifier Profile (Federated) search for a 3 month range to look for
additional selectors.

: ==
Cifarina
S pima o Smarch | Remks O Begorie = L Ingary L Pesdack = A5 Idantity 7 Prefesences o teln = 9F Logout
Serarrh Cleshar Puolde
iy Samh Kame
ol __ Bl T e
- ki 20011110 2 Docoop0 (v EndDatmt  ompaoin 3 235950 v | aMonths v
-l ¥
a _Jibratis L T
o _harts
1l imadine of Add il Femarve ) Correlabe it
al | R (R R g FL
—— i Tt
L] Forsegn. Dol Bosman Frofle
] 1P Metwvorh Profie P Dacodetndan
L] Hinctuten Prisils Cuack Aaks Fri v Maii 0 Samrch
1] Sedecton Profills
o _fsacto Al hority Fiters
il ) gk Py
Sy al Akl Rl
ol e Gobaby e ftorky
= Wrel_Fuser
A [ Visthtahap T
m
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+ (TSHSI//REL) Once the query finishes, look at the Equivalent IDs section. This will show
you other selectors that your target is using. This is determined by linking content
(logins/email registrations/etc). It is worth verifying that these are indeed selectors
associated to your target. NSA QUANTUM works best against <yahoo> and
<facebook>. Although, it is worth making note of a <gmail> selector for possible GCHQ
QUANTUM support or for your own notes,

Selector Summary: <= 16
Web Cam Photos: 0

mmp . Equivalent IDs: 5 New Selector Known Selector
Page 1 of1 ¢ wl & | FRer(None) Lavoit (Defsuf)> oo = Vistalizeln< Save As* Toois v #memm
[ Application Entity A |/ FR O IEN - Activity A Entity B
l ] et (e, Lo gt - & Pz 2% il Ao
2 [ emal yahon> has display name
[] wiail Digeria, o< ganhe & s &k id <yahon s
S| ™ <Sloypalises > has &t d <eloypeitadicken =

g
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+ (TS/HSH/REL) If your search was on a <yahoo> email address, then click on Machine
IDs and look for a recent <yahooBcookie>. YahooBcookie's are unigue to a specific
computer and can hold other <yahoo> addresses that are being logged into on that
computer as long as the user does not clear browser cookies. If you see multiple
<yahooBcookie> pick the most recent Last Heard date. Also higher the Num Heard is,
the more likely that selector does not change.

Heceived Messages: <= 29
Logins: = 22

Psemerds 0

..{, Harhine 104 18

i Page'1 pdd i ..':_" Filtar (elanel = | irvod {Dusteul = o WEiakredn m Sawie AT Roie - Bhatus

Mew Selector

5 oY
& Anplicatian Aitive Usor L@ Y.LMY raachine &® » L PW  FrstHeard Last Heard =
R T ka0 [compatitle; pae B.0; windows nt 201t [ SL11208 1065522
E ] Craion® S k’v-rr > UNNE
el SO cyahocBrookes
et ; -c;r-: o szl ;-ﬂ. L:;‘."';ni-\."llil'. e 5,51
[ vt yshadis et Wik Eratiadtioe_mpl_mansgecid. |
| ol AT cyahi oo e o
Unique Selectors Found:
| = L <yahoo> (Known Selector)
2 @gmail. com<google> (New Selecior)
3 P <yahooBcookie> (New Selector)
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)
! MNew <google> selector
‘ o Bopivalent Ts; 5
i i Pasa | 1 af 1 | -:_.,_" Fl!l'{mh% Layoud (Detach) = = Wizaslrain T Seve As T Tobis T Sl Lo Cimglets
: [ Apphcation Entity A 1A dis = > - P Bctivity Emtity W
-: :-_: ’: - it . -I -,.'. -.u.-*.-l'.l:.-. = g :—;:- ;ll: .-: o = sloypeidalloken >
i (TSHSIIREL) Since w@gmail.com=<google= is a new selector, you will want to

do a Marina Selector Profile query on it to see if there are additional accounts
associated to the target. Remember NSA QUANTUM cannot target the <google>

selector.
. (TSHSH/REL)  ©tauvatencios:s mmp
You can do N (Pape 1 b | 2 Fiker (Nane) = Layoul (Detat) - o171 Visuskze v Save Asx Tooks v Stabus Load Corpiete
thiS tl}l’ 7 g—r .I..l:lpll:al‘.iun = sl | o Egmail.com < google > | dlmm?ﬂ
1 efa] el comsgoele T
C|IC|(II'IQ on thE : [[] enail cyateon = . Selector Detalls e
selector, scroll 2" s B rrouizdoe . <yohoo>
down to Selector Anchtis .
i i ch b
Profile, and click =
< Selector Profie W[ wndow(er-aommees) |
Range: Forward Contacts: <= 32 Rk 1 g Dy (+/- 12 Hours) |
3 Reverse Contacts: & Lbsesr vty b Ypari-1 yaar) |
£ Sent Messages: 2 Prasanee Event () R_mm_ = _|
Traval Catal [
Received Messages: <= 29 I
Logins: == 23 Find In [ |

Passwords: 0

e e R
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+ (TS/ISI/REL) Change the query to search for the last 3 Months and click SUBMIT

B} selector Profile Search %
Selector Profile -
Search Mame: Sedactar Profila | a®gmall.com<google= ]

JustFication: = et - bl
Stark Date: 20111110 [3 oo:ooipo |~ EndDate:  opnopzin (8 (235959 (v (B
Seleckors
o Yesterday
o Add S Remove W Correlate This Wieek £ 7
Idantifier Heaim Irgat LastiWesk )
This Markh |
i@gmall.com google Parameters
Last Month
E | skypemaifolen Parameters: | Day
| wEgmad.com: googis Parameaters: 2 Days
F skypaailoksn Pararnebess: 3 DOYS
i o Dave
& skypeMalioken Parameters 3
skypeMaioken Paranietess. |4 nays
i@yl com guogle Parameters: 1 Month
Guick Add: | Enter ona or more 2alectors separated by commas and hit enter -g_al : i
. & Months
Authority Filbers 1 Year o
b
i A

i ' 3 ] 11
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+ (TS/ISI/REL) Once the query finishes, look at the Equivalent IDs section and make
note of any new <yahoo>, <hotmail>, <yahooBcookie>, and <facebook> selectors and

do the same process to identify additional selectors.

) quivalent IDs: 16

Pame 1 of1 ¢ #i | &Y Files (None) = Leyoul (Defau) = = Visumiie h= Savess~ Teolsr | Slelus Loodng Entchments.., \Waking for seryer respamae

Fl Apphication Entity A &a® » L B9 Activity Entity B
1 ] etal Fnpmal Comsgoogle Fies dsphay name

[ =ttad i oroad oo Sigoogle has dispéay name

[7] =ai poma. o groge hes dsphay name

D eilal igmal .com<google has depay name
7 D eilal Famal . com=google: has dispay ngme
6 [Jerl Digma comnE google = hes-at il Mew Facebook Selector

D efal il = e (s gf.l.ll'.lt':?' :Il'::i dEplay nane ’r
B [ et ifpre . comecgoogle > hes display neme

] el Bl comegooges ' hesatid I}! cvaho s
(o el i omll com <igoogie > b ak id <facehook >
11 |'= Forum <hacsbock = repsbered wth Dgmail com<google =
12 | [ el 5ol comcgoale > hee sk id avahoo=
13 | [ el EEiorn i com =geaghe hizs sk il <ameallle =

All Unique Selectors Found From Both Searches:
1 ¥<yahoo>  (Known Selector

)
{@gmail.com<google> (New Selector)
3 e 28 <yahooBcookie> (New Selector)
<facebook= {Mew Selector)
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1 (TS//ISI/IREL) Once you have a list of your selector(s), you will want to look at each one
separately to check for the likelihood of successfully exploiting your target via NSA
QUANTUM. We are checking to see if the target itself is seen at US- " and if it is active.

2 (TS//SI/IREL) First we want to run a Marina Active User/Presence (Federated) search on
<facebook> for the past 14 days.

14 Days
search Active User/Prosence (Federated)
=] E] Saarch Mame: Facebook 1D
I Recent Just Frcation; L = € 2
=i s Llcsr Frsosn s I 3
N At et Prasence (raderatedy | Tt Dat= 20130319 |CF ooooioo (22 Edekes | Gpiapqol (B EEisms0 | dDavs e
SCIGOHG Prasance Evant By IF Addre | Rastrict Load Dats Cndyt |
3| OHG Pra panca Event By Selachor P ———
& |_Fanchary
3 L} Erutus ol 2ot g Ramove | gk Coneinte | (B} Foreman || svary recints seiectes e Selectors:
& [icharts ;
i (o Hea i (it o Bachian] | fderkEier Reapkn Trgut ® & P
@ (3PsC | Facshock Tt é
i [ ) Prafila
3 (IR chor (Corratation] Quick Bokt | Ermer o M E =lecior s seps s 1y ¥ e bl erd s o Bl
4 |3 5perkiePony Enabiie Ay Frealen: o
= || Sy
3 [ Huser Activicy. (Selactorfidentfiar sty | Mstharity Filbers
3 [} weinadThim g =
| Yachtshop i
Suthorky
e If you have OVSCL1700, check this
i ; box to search GCHQ databases
Includa Mutant Brothiall TDTs]: [
Teikibanes Topie: SHERT Development o
Intaligance Topic Digragh: .

Submit et Opan Mew Window: 7]
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+ (TS//SI//REL) You will either have results or not have results. The key is to look at the
SIGAD for the results and if the SIGAD is capable of doing QUANTUM then you most
likely have a vulnerable target! To check for SIGADs that NSA and GCHQ QUANTUM
can target, type GO QUANTUM in your browser. If GCHQ QUANTUM is needed, then
work with your R&T Analyst to follow the appropriate steps on the wiki to set up a PAF.

+ (TS//SI//REL) You will want to look at the Marina results and make note of the most
frequent SIGAD/IP CIDR for each Active User/Presence (Federated) query

1) Selector
a) SIGAD

b) Active User IP CIDR — The CIDR will be added to the TLN's Whitelist.
-A TLN's Whitelist is a list containing the IP CIDRs your target uses. It is where the

FOXACID server will only continue with exploitation if the external IP Address of
the target/redirection is on the Whitelist for the TLN your R&T Analyst requests.

14
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Is My Selector Tasked for
UANTUM?

If you sent your R&T agyst a selector to task for
QUANTUMTHEORY and you want to see if it has been tasked yet,
you can enter the selector in Target Profiler and if you see “tasked
for survey” and the Technique to be QUANTUMTHEORY or
QUANTUMNATION then it is tasked! You can also see when the last
FOXACID rEdII‘ECtIDI’I took place

":ya 100> received email £ 2013-8pr-01 11:08:31 2 (7

villn erabls
tasked for sursey [ Overview BRI 0L

Tasked for Survey

coar

L=
Technigue: QUANTUMTHEDRY
Tasked: 2012-Dac-26 -]
il ! ma<yahoo0> sentemail ® 2013-Apr-01 11:11:20 7

Tari Last Attempt: Z013-Mar-0L (Fail) -
1-'-_7.":l""|""".!'.-'-‘\. 4
&1 | i
g | Tasked for Survey s Activity
I Technigue: O LANTUMNATION
| Tasked: 2013-1an-29 (I
Tar‘l‘; Last Atbempt: 2013-Feb-19 (success) %“"
I:J'!I'II: L — i
TOP SECRET/COMINT/REL TO USA, FVEY A5
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QUANTUMNATION

QUANTUMNATION uses new TAO CNE tradecraft and automation to drive broad
scale initial access, specifically an SSG cloud-analytic to identify selectors in SSO
passive collection that are viable for end-point access, and the use of lightweight
CNE implants to obtain initial access and survey data delivered to the TOPI offices
via corporate SIGINT repositories. For More Information on QUANTUMNATION check
the QUANTUMNATION wiki page

Target Profiler now shows if a selector is vulnerable to a QUANTUM exploit. If your
target is valid for QUANTUMNATION, A "Vulnerable" link in Target Profiler will
appear. Simply click the link that sends an email to request QUANTUMNATION
tasking.

<facebook> regivtered with @ 2013-Fab-22 13:51:00 &
B .otz '
3 Yulnerahilities

Vulmerabibe to: Qusntum 8 (12 davs ago)
User Agent: Mozilla/ 5.0 [iPad; PU 0% 5 0 1 like Mac ©F X)) fpplewebEitf/S34, 46 (KHTML like decka) Verrion/S.1 Mobilef/ 34405
Safarl/7S34.498,.3

Tari

Note: QUANTUMNATION and standard QUANTUM tasking results in the same
exploitation technique. The main difference is QUANTUMNATION deploys a stage 0
implant and is able to be submitted by the TOPI. Any ios device will always get
VALIDATOR deployed.

TOP SECRETHCOMINTAREL TO LISA, FVEY £
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+ (TS/ISI/REL) Once you have a selector, SIGAD, and IP CIDR, you are ready to start
the process for a FOXACID TLN and Tag request.

+ (TS/ISI//REL) Depending on the teams, either an R&T analyst or the Branch Chief can
create a TLN (Twisty Lobby Number). Contact your Branch Chief for information on
creating a TLN for each selector you want to target.

+ (TS/ISI/REL) Note: You will need 1 TLN and 1 FOXACID Tag per selector you task with
QUANTUM.

SPIEGEL ©NLINE
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Step 8:
+ (TS/HSI/REL) Once you have a TLN, you will need to submit a FOXACID Tag request.
+ (TSHSIHIREL) Go to https:/ nsa/cgi-hin/ and fill out the appropriate

information in the top and within the body of the ticket update this information accordingly. Here is an example:
- CTorNon-CT, Non-CT

- Second Party/Partnering: No

- EISA Target: No

- Type of Op: QUANTUM

- Utilizing WPTT. No

3 ELQJﬁ.LILLﬂE[li s =.

- TLN; 12345 = Insert Your TLN

- |P Range: = Insert Your Active User IP CIDR | WHITELIST
- MAC Addresses: Unknown

- Payload Requested: Val

- Start Date: 20130401

- pocs

- MSQ Support: No

18
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+ (TS/ISI/REL) Once the ticket is completed, you will receive an email with the FOXACID

Tag for your TLN.

4+ (TS//SI//REL) Go to https://® == B s nsa.ic.govEmy/index.php and
fill out the appropriate information in the form to task your selector and tag for
QUANTUM.

+ (TS//SI//REL) Once your selector is tasked for QUANTUM you will see the status
changed to complete.

+ (TS//SI/REL) The last step it to monitor the TLN in FOXSEARCH
hitps://s=EPeP.nsa SRR s s cme cwm {0 ook for
redirections and update the plugins or WHITELIST if needed.

+ (TSHSIIREL) De-task your QUANTUM request when you hook your target!
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to at nsa.ic.gov

n

L 4 If you have any questions or comments about this presentation, please send an email
i C e

)

1

|
m
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