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(TS/#COMINT/ X 1) Special Collecdon Senice (SCS). Coven SIGINT
collection abroad from official U.S. Government establishmerts, typically U.S.
embassies and consulates. The NS A partners withthe ClIA in the SCS
constma in which NSA employees under diplomat ic cover conduct SIGINT
colleciion. Special Collection Sites provide cansiderahl e perishable
intelligence on leadership commu nications laigely facilitated by site presence
within a national capital. Depicted are the cunent SCS sites, effective 1
January 2002.

O Approximaely 65 sites - in 1988 had 88 sites, our peak.
O SCS has always opened and dosed sites based on productivity. even prior
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CLOSE ACCFSS SIGADS

Closxe Acoeas SIGADs

All Clone Access damesiic collection uses the US-1138 SIGAD wath a unique tao-ketier
suffiz for each Lrpet locstion sod mitsion. Close Access overseas GENIE collection has
boen aasigned the US-1137 SIGAD wunth a rao- letier suffis.

{Note: Targets muthed with an * have erther beon dropped or are alxted o
bec drapped 1n the nest fuhure. Please check with TAORTD/ROS
{961-15785 ) regarding authorites stalus.)

SIGAD USs-1114

Suffix Target Country Looaton Coventerm Mission
|REDACTED]

su - laly. Emb Wash, DC ARUNEAL [IFFSAYER
L Inly Tk Wash, DC HEMLOCK HIGHLANDS
PD Close Acoesa New York ConpP

US.3138 = STARRLUBY (rnhn )

Ceneral Term Descriptions

HIGHLANDS: Calloction from {mplants

VAGRANT. Collection of Compuier Screans

MAGNETIC: Semor Collertion of Magnetx: Frnana boms

MINFRALIZFE: Collecton froen LAN Imnplant

OCEAN: Ogtical Collection Sywicen for Rastor- Rased Computer Scrvens
{IFFSAVER - fmagieg of the Hard Drive

GENIE Muki-sage operation, jumnping the sirgap ex.
ALACKIUTART Callecuon feoem an FRI Implani

PRX Pubbc Hranch Fxchange Swrich

CRYPTO ENARLED Collection denved from Ay efforts 1o enable crypio

Dervod Fram NSACSSM |-52
Dmted 20041123
Nex g fy Ox- 20291123
TOP SECRET 'COMINT NOFORN 20291121
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DROPMIRF
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TOP SECRET COMINT. NOUORN /201911 2]

paive col lection of emananons wung sn snignns

Customs apporausmnes (not LIEFESAVER)

|_aser primier collechon, pusely proximal accens (**NOT**

USR (Univerial Senal Rua) hardware hoat 12p that peovides
COVERT link aver USH link 1nio a target nctuork

Operstes w/RF relay subsystem io provade wircieas

Arudge o Larpet network.

Ri-directional host tap that can ingext Fthernet packets onlo the
same target. Allows bi-derectional exploitation of
Menied networks wang siandard on-nat tools.

TOP SFCRET COMINT . NOTORN. 20191121




