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U.S. Department of Justice

Executive Office for United States Attorneys
Freedom of Information/Privacy Act Staff
600 E Street, N.W., Room 7300
Washington, D.C. 20530

202-616-6757 Fax 202-616-6478

Requester:_Catherine Crump

Request Numbers: 07-4122: 07-4123: 07-4126; 07-4127; 07-4129:07-4130; 07-4132: 07-4135; and,
07-4136

In Re: ACLU et al. v. Dep’t of Justice, No. 08-1157 (D.D.C.) JUN 18 7008

Dear Requester:

Pursuant to the parties’ Joint Motion To Amend Briefing Schedule, enclosed are copies of the
Bates-stamped material, which the EOUSA has generally released in part in response to your FOIA
request. Also enclosed is a revised Vaughn Index that reflects the Bates range associated with each
document listed in the Vaughn Index. The enclosure does not include the material that EOUSA
withheld in full; therefore, the Bates stamping is not in sequential order. However, all of the material
that EOUSA reviewed in response to your request has been Bates-stamped and is addressed in the
revised Vaughn Index, with the exception of documents released in full.

Also enclosed is additional material, consisting of 11 pages, that the EOUSA has determined,
after conducting a foreseeable harm analysis, is appropriate for discretionary disclosure under the terms
of the Attorney General’s March 19, 2009 Memorandum on the FOIA.

Sincerely,
Wl ZZ/L f%l/tt/btééﬁfmb %fi
William G. Stewart II

Assistant Director

Enclosure(s)
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February 2607

The Cell Site/Pen Register Working Group (including John Glang, Steve Jigger, Pete
Axelrod and Tim Lucey) has been working on updated pen register applications and orders to
address some recent cell site and other issues raised in the NDCA, and around the country.

The S Drive includes revised templates for an Application and proposed Order for the
installation of a pen register and trap and trace device in this district. (Goto: S
Drive/NDCA/Forms/Pen Register & Trap Form)

There are two forms (1) no cell-site information (either real-time or historical) and no
GPS tracking information is being requested; and (2) cell-site information (either real-time or
historical) and no GPS tracking information is being requested. [Presently there is no GPS form
because there only two providers for GPS information and due to some more technical legal
issues. If you need GPS information, please consult with the working group which can advise

. based on the facts of your case.]

For the no-cell site and ro-GPS form, the templates are on the S Drive listed as:

PenApplication2007.standard noncellorGPS.wpd ; and
PenOrder2007 .standard.noncellorGPS.wpd

_ For the cell site and no-GPS form the templates are on the S Drive listed as:
PenApplication2007.standard.cell.nonGPS.wpd ; and PenOrder2007.standard.cell nonGPS. wpd)

Please note that the following changes have been made:

(1) There is now only one proposed Order (for each form). The new Order provides
that the identity of any targets of the investigation and the possible violations
thereof may be redacted on the copy of the Order which is served on the service

provider;
@) The itemized list of service providers (which is current) and the name of the
investigating agency appear only once in each document. Inclusion of the list of

o
o1E

{
y
\
L

(3)  Consistent with the amendment in the PATRIOT Act to 18 U.S.C.§
3123(b)}(1)(C), the tracing operations authorized by the Order are without

geographical limits;

(4) Techmcal terms and ACTOILYINS such as “pen reglster” “trap and trace“(-i-é%fice”,
“VoIP”, “ESNs”, “SIMs”, “IMSIs”, “IMEIs”, and “UFMIs” are defined in

footnotes in the Application;
(5  Thereare separate Certifications in the Application under both 18 U.S.C.§§ 3122

. P1




and 3123 and 18 U.S.C. § 2703;
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(%) If you make any changes to the model forms & ' DTE
’ L b7 "~ )\ the judges have asked that modifications be

highlighted in a cover letter.

We hope these forms are useful in your cases and investigations. Please let the Cell Site/Pen
Register Working Group know of any constructive comments or suggestions you may have.
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UNITED STATES DISTRICT COURT

1
2 FOR THE NORTHERN DISTRICT OF CALIFORNIA
3 SAN FRANCISCO DIVISION
4
5 || INRE TELEPHONE ) No.
INFORMATION NEEDED FOR A )
6l CRIMINAL INVESTIGATION ) SEALED ORDER
)
7 ) _
8 Before this Court is an Application under 18 U.S.C. §§ 2703(c), 2703 (d), 3122, and 3123,
9 | by Assistant United States Attorney [Name of AUSA], an attorney for the Government as
10 || defined by Fed. R. Crim. P. 1(b)(1)(B), requesting an Order authorizing the [installation and]
11 || [continued] use of a pen register and trap and trace device on the instrument or facility currently
12 |f utilizing the following subject telephone number, (hereinafter, the “Target Device”):
13 Telephone number:
-Service provider:
- 14 Subscriber: .
Address: "
15 '
Upon review of the Application, the Court hereby FINDS that:
16 .
Pursuant to 18 U.S.C. § 3123, Applicant has certified that the information likely to be
17 ‘ .
obtained by such use is relevant to an ongoing criminal investigation being conducted by the
18
: {insert name of agency] (hereinafter the “Investigative Agency”) in connection with possible
19
Il violations of [insert code sections] by-flistnames. of targets| and-others.. . . - ..
20 .
Pursuant to 18 U.S.C. §§ 2703(c)(1)(B) and 2703(d), Applicant has offered specific and
21
articulable facts showing that there are reasonable grounds to believe that records or other
22 -
information identifying subscribers or customers (not including the contents of communications)
23
for telephone numbers identified through the pen register and trap and frace devices on the Target
24

Device, changes in service regarding the Target Device, and records or other information

the Target Device are relevant and material to an ongoing criminal investigation of the specified

offenses. .
THEREFORE, IT IS HEREBY ORDERED, pursuant to 18 U.S.C. § 3123, that agents of

SEALED ORDER

{,‘. - . -:“
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the Investigative Agency may [in_stall, or cause to be installed, and] [continue to] use a pen
register to record or decode dialing, routing, addressing, or signaling information transmitted’
from the Target.Device, to record the date and time of such dialings or transmiséions, and to
record the length of time the telephone receiver in question is “off the hook™ or connected for
incoming or outgoing calls and attempts, for a period of sixty (60) d.;ays from the date this Order

is filed by the Court,* Drovidqd, however, that such information shall not include the contents of

10

11

12

13

14

15

16

17

18

19

20

21

any communication;

* IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123, that agents of the
Investigative Agency may [install, or cause fo be installed, and] [continue to] use a trap and
trace device on the Target Device to capture and record the incoming electronic or other impulses
which identify the originating numbers or other dia}ing: routing, addressing, or signaling
information® reasonably likely to identify the source of a wire or electronic communication, and
to record the date, time, and duration of calls created by such incoming impulses, for a period of
sixty (60) days from the date this Order is filed by the Court, provided, however, that such
information shall not _include the contents of any comMcati_on; |

ITIS FURTHER ORDERED,V pursuant to 18 U.S.C. §8 2703(c)(1)(B), 2703(c)(2),
2703(d), 3122, and 3123 that Adelphia Communications, Adelphia Long Distance, Allegiance
Telecom of California, Inc., Astound, AT&T California, AT&T Local Service, AT&T Long
Distance, AT&T Midwest, AT&T Nevada, AT&T Southwest, Bell South Telecommunications,
Brdadwing Coinmunications,‘Cé-lil-c;)‘ Partnershlpdo1ngbusmessasVenzon ereless, Cellular

One, Central Wireless Partnership doing business as Sprint PCS, Cingular Wireless, Comcast,

22
23
24

25

[N
EERINN

26
27

28

2 As used herein, “the date this Order is filed by the Court” is the date indicated by
the clerk’s file stamp on the first page of the Order.

y This includes the same information described in footnote 2 above,

SEALED ORDER 2 @
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Cox Communications, Dobson Cellular, Dobson Communications, Edge Wireless LLC, Eiectric
Lightwave Inc., Embarg, Ernest Communications, Evans Telephone Company, Frontier: A
Citizens Commuﬁications Company, Genesis Communications International, ICG
Communications, ICG Telecom Group, Locus Communications, Metrocall, Metro PCS,
Mpower, Nationwide Paging, Navigator Tel@communications LLC, Network Services LLC,

Nextel Communications, NI Communications, Pac West Telecomm Incorporated, Qwest

10
11
12
13
14
15
16
17
18
19
20

21

Communications, RCN Communications, Roseville Téleph'one Company, Skype, Sprint-Nextel,
TelePacific Communications, Teligent, Time-Warner Telecom, T-Mobile USA Inc., USA '
Mobility, US Cellular, US TelePacific Corp. doing busméss as TelePacific Communications,
Verizon California, Verizon District of Columbia, Verizon Maryland, Verizon New Jersey,
Verizon New York, Verizon Northwest, Verizon Texas, Vonage, Weblink Wireless, West Coast
PCS LLC doing business as Sure West Wireless, Western Wireless Corporation, Xd
Communications, and any and all other telephone service providers (including any Internet
service provider or other electronic communications provider providing voice-over IP telephony
[VCIP]) (cotlectively, “the Telephone Service Providers™), and any and all other persons or
entities providing wire or electronic communications service in the United States whose
assistance may facilitate the execution of this Order, shall disclose or provide, upon oral or
written demand by agents of the Investigative Agency:

1. | For the Target Device, records or other information pertaining to subscriber(s) or
'c';ustomer(-s), inciudmg toll or call detaﬂrecordsE I 137 s jfor
the sixty (60) days prior to the date this Order is filed by the Court (but not including the contents

23

24

25

of COTHIUICE OIS ;
2. Pursuant to 18 U.S.C. § 2703(c), after receipt and storage®, the following
subscriber records and other information for all published, non—published, or unlisted dialing,

routing, addressing, or signaling information captured by the pen register and trap and trace

26

27

28

device on the Target Device:

! “After receipt and storage” is intended to ensure that the information authorized
under subsection 2 herein is information that is first captured and recorded by the provider before
being sent to the Investigative Agency.

SEALED ORDER 3 .
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1 1) name;
(i)  address;
2 (1) local and Jong distance telephone connection records, or records of session
times and durations with Target Device;
3 (v) length of service (including start date) and types of service utilized; and
(v)  telephone or Instrument number or other subscriber number or identity
4 including any temporarily assigned network address; and
5 3. Any and all changes (including additions, deletions, and transfers) in service
6 || regarding the Target Device, including telephone numbers; other unique identifiers such ag
7 |} |
3 | &
9 I : :
10 {1 i
11 IT IS FURTHER ORDERED that this authorization for the [inétallation and]
12 || [continued] use of a pen register and trap and trace device applies not onlﬁf to the Target Device,
13 i '
14 -
15 1=
16 e e i e e e
17 - T pmE ’
18 WG jTarget Device within the 60-day period authorized by this Order and
19 || further, that, pursuant to 18 U.S.C. § 3123 (1Y), the tracing operations authorized by this
20 | Order be without géograpilicéi_-.lﬁﬁts;' oo
21 IT IS FURTHER ORDERED, pursuant to 18 U’.S.C. §§ 3123(a)(1) and § 3123 (b)2),
22 ttwat, BpUITService ofﬁsﬁnmqﬁgﬁm?ﬁﬁ@}mﬁmﬁdmﬁmﬂ furrisir
23 | agents of the Investigative Agency with all information, facilities, and technical assistance
24 || necessary to accomplish the installation and use of the pen register and trap and trace devices,
25 || unobtrusively and with minimum interference with the services that are accorded the persons
26 Wi&ﬁréépect to whom the installation and use is to take,place. S
27 IT IS FURTHER ORDERED that the Target Device’s Telephone Service Providers shall
28 |l furnish the results of the pen register and trap and trace devices to agents of the Investigative

SEALED ORDER . 4

-
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Agency as soon as practicable, twenty four (24) hours a day for the duration of the Order.

P7

1
2 - ITIS FURTHER ORDERED that the Target Device’s Telephone Service Providers be
3 | reasonably compensated by the Investigative Agency for reasonable expenses directly incurred in
4 | providing information, facilities, and assistance.
5 Good cause having been shown, IT IS FU“RTHER ORDERED, pursuant to 18 U.S5.C. §§
6 Il 2705(b) and 3123(d), that this Order and the Applicétion be SEALED until otherwise ordered by
7 |l the Court, that the identity of any targets of the investigation and the possible violations thereof
8 | may be redacted from any copy of the Order served on-any seﬁice provider or other person, and
.9 that the Target Device’s Telephone Service Providers and any other Telephone Service Provider
10 || which provides service to a telephone mumber that either places telephone calls to, or receives
11 || telephone calls from, the Target Device, shall not disclose in any manner, directly or indirectly,
12 || by any action or inaction, the existence of this Order, in full or redacted form, of the ‘
13 || pen register or trap and trace devices, or of this investiéatioﬁ, to the listed subscribers for the
14 ||/
15 i ///
16 || Target Device, or to any other person unless otherwise ordered by this Court,
17 )
18 ||
19 || DATE UNITED STATES MAGISTRATE JUDGE
"o S B
21
22 -
23
24
25
26 ———— — S S

27 7
28

. 5 .




JOSEPH P. RUSSONIELLO (CABN 44332)

communication, provided, however, that such information not include the. contents of any

.
P

APPLICATION (UNDER SEAL) ;
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1
United States Atforney
2
BRIAN J. STRETCH (CABN 163973)
3 || Chief, Crimiral Division
4 || AUSA (CABN
Assistant United States Aftorney
450 Golden Gate Ave., Box 36055
6 ‘San Francisco, California 94102
Telephone: (415)-436-__
7 Facsimile: (415)-436-7234
E-Mail: AUSA@usdoj.gov
8
9 | Attorneys for Applicant
10 .
11 UNITED STATES DISTRICT COURT
12 FOR THE NORTHERN DISTRICT OF CALIFORNIA
13 SAN FRANCISCO DIVISION
14
15 |j IN RE TELEPHONE ) No.
INFORMATION NEEDED FOR A )
16 || CRIMINAL INVESTIGATION ) APPLICATION
)
17 )
' ) (UNDER SEAL)
18 -
19 || A. INTRODUCTION
20 " 1, [Name of AUSA], an Assistant United States Attorney in the Northem District of
21 || California, hereby apply to'the Couz:t for an order:
22 T Pursuant to 18 H-5-€-§§-3122 amd 3123 authorizmg the {instattztionand]
23 [conﬁnued] use of a pen register and trap and trace device,' on the instrument or facility
24
25 : A “pen reglster 1s a “devme or process whmh records or decodes dialing, routmg,
26 || electronic commumeatlon is transmltted prov1ded however that such mformaﬁon shall not include
57 || the contents of any communication ...” 18 U.S.C. § 31 27(3). A “trap and trace device” is “a device
" || or process which captures the incoming electronic or other impulses which identify the originating
28 || number” or other identifiers “reasonably likely to identify the source of a wire or electronic




- i—

Gunentiy utilizing the following subject telephone numbes(s), (hereinafter, the “Target Device™):

1
2 Telephone number:
‘ Service provider:
3 Subscriber: [eptional]
‘ Address: [optional]
* 2. v Pursuant to 18 U.S.C. §§ 2703(c), 2703(d), 3122, and ‘3123' , directing Adelphia
> Communications, Adelphia Long Distance, Allegiance Telecom of California, Inc., Astound,
o AT&T California, AT&T Local Service, AT&T Long Distance, AT&T Midwest, AT&T Nevada,
7 AT&T Southwest, Bell South Te_leconnnunicatiqns, Broadwing Communications, Cellco
¢ Partnership doing business as Verizon Wireless, Cellular One, Central Wireless Partnership
’ doing business as Sprint PCS, Cingular Wireless, Com;ast, Cox Communications, Dobson
+0 Cellular, Dobson Communications, Edge Wireless LLC, Electric Lightwave Inc., Embarg, Emest
: H Communications, Evans Telephone Company, Frontier: A Citizens Communications Company,
e Genesis Communications International, ICG Communications, ICG Telecom Group, Locus
+ Communications, Metrocall, Metro PCS, Mpower, Nationwide Paging, Navigator
e Telecommunications LI.C, Network Services LLC, Nextel Communications, NII
1o Communications, Pac West Telecomm Incorporated, Qwest Communications, RCN
e Communications, Roseville Telephone Compansr, Skype, Sprint-Nextel, TelePacific
7 Communications, Teligent, Time-Warner Telecom, T-Mobile USA Inc., USA Mobility, US
e Cellular,-US TelePacific Corp. doing business as TelePacific Communications, Verizon
+o -California, Verizon District of Columbia; Verizen Maryland; Verizen New Jersey, Verizon New
20 York, Verizon Northwest, Verizon Texas, Vonage, Weblink Wireless, West Coast PCSLLC
= déing business as Sure West Wireless, Western Wireless Corporation, XO Communications, and -
zz any and all other telephone service providers® (including any Internet service provider or other
24 communication.” 18 U.S.C. § 3127(4).
26 |} ) hﬁ'é‘ '
27 |l '
28 |
ZPLICATION (UNDER SEAL) | 2 g
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APPLICATION (UNDER SEAL) 3 Lo

1
- ) - " - - g
3 Lg - - - - ‘:‘)‘? E ’ - — I .—J
4 a. For the Target Device, records or other information pertaining to
5 | subscribers or customers, including cell site information® and toll or call detail records’
6 ’/ iE ' ?for the sixty (60) days prior to the date the Order is
L_ ~L
7 |l filed by the Court® (but not including the contents of communications).
8 b. For the Target Device, after receipt and storage,’ records of other
9 | information pertaining to subscribers or customers, including (1) the means and source of
10
11 | carrier, but the telephone number and subscriber information remain the same.
12
3. YolP is essentially a type of hardware and/or software (provided, for example, by
13 || Qwest Communications, SBC Communications, Sprint-Nextel, and Verizon Wireless) that allows
14 people to use the Internet as a transmission medium for telephone calls. In general, this means
sending voice information in the form of digital packets of information rather than sending itthrough
15 || the traditional public switch telephone network.
16 * A cell phone must send aradio signal to an antenna tower which, in turn, is connected
to the provider's network. The area covered by thé tower varies depending, inter alia, on the
17 population density of the area. This area is often divided into thirds, or 120 degree sectors. “Cell
1 g || site information” as used in this Application refers to the antenna tower and sector to which the cell
phone sends its signal. This includes the physical location and/or address of the cellular tower and
19 || identification of the particular sector of the tower recelving the signal. This information does not
20 | provide the specific or precise geographical'coordinates‘-ofthef_l?-arget--Deviee.- e :
T 5
21 ||/
29 ‘. s
/ Wt
23 ||
1 3
24 l\ _ ’
25 é As used herein, “the date the Order is filed by the Court” is the date indicated by
== "ﬂ.‘.l.c—(/lva.}.\.’q ﬁlu utu-l‘u.“ o1R-=n HSEP ;: COI=EHE 4 J i
26 i
27 7 «After receipt and storage” is intended to ensure that the information authorized
under paragraphs 2b and 2c is information that is first captured and recorded by the provider
28 | before being sent to the Investigative Agency.

P10




payment for the service and (2) cell site information, provided to the United States for (a) the -

1
2 || origination of a call from the Target Device or the answer of a call to the Target Device and (b)
3 || the termination of the call (but not including the contents of the communications.)
4 c. Pursuant to 18 U.S.C. § 2703(c), after receipt and storage, the following
5 |l subscriber records and other information for all published, non-published, or un{lfis_tgg\dialing,
6 | routing, addressing, or signaling information captured by the pen register and trap and trace
7 | device on the Target Device:
8 (D nAme;
' (i)  address; A '
9 (i)  local and long distance telephone connection records, or records of
- session times and durations with Target Device;
10 (iv)  length of service (including start date) and types of service utilized;
© eand -
11 (v) telephone or instrument number or other subsctiber number or
identity, including any temporarily assigned network address; and
12 . —
. d. = _ I
13 N . |
14
15 1’9 1 ' ;
16 i
17 - J
18 ____ K
g 1 F e
19 L - R - -
20 ° WiE A
21§
ool
22 N e
Iy
23 0 i
24l{l’
25 [
e - - — o
10 Py
21| ol S
( YyTE
28l VE . L
APPLICATION (UNDER SEAL) 4
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L.

APPLICATION (UNDER SEAL) 5 - -

f—
o

e
[4
-

1 || published, listed, or unlisted) associated with these service changes.

2 3. This Application does not seek (1) a ’ Rigi= B

3 [ | R

4 Q;"g g

5

6 e - -

T wE J

8 ‘ B CERTIFICATION PURSUANT TO 18 U.S.C. §§ 3122 AND 3123

9 4, 18 U.S.C. § 3122(b)(2) provides that a court may issue an order for a pen register

1.0 | or a trap or trace device when an attomey for the government certifies that “the information likely '

11 || to be obtained is relevant to an ongoing criminal investigation being conducted by (a law

12 || enforcement agency.)” In support of this Application, [ state the following:

13 5. 1 am an “attorney for the Government” as defined in Rule 1(b)}(1)(B) of the

14 || Federal Rules of Criminal Procedure, and therefore, pursuant to 18 U.S.C. § 3122, may apply for

15 | an order authorizing the instaﬂati.on and use of pen registers and frap and trace devices.

16 6. 1 certify that the information likely to bé obtained from the pen register and trap

17 || and trace device on the Target Device is relevant to an ongoing criminal investigation being

18 | conducted by thevlnvestigative Agency in connection with possible violations of federal criminal

19 { statutes, including [insert code sections] by [list names of targets] and others.

Ny R

21 . 4 '

- C Wi i

o L SV hﬁiﬁ? - ,\

24 l ' m;z \,

| 25 | N Tt | ] “1 ‘
P T - —TE

21 e |

!
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7 Therefore, based upon the above Certification, and pursuant to 18 U.S.C. §§ 3122

1
2 || and 3123, 1 request that the Court issue an order authorizing:
3 a. The Tnvestigative Agency [to install, or cause the provider to install,
4 || and ase,] [to continue to ﬁse] a pen register device to record or decode dialing, routing,
5 | addressing, or signaling information transmitted" f_rom‘the Target Device, to record the date and
6 |l time of such dialings or transmissions, and to record the length of time the telephone receiver in
7 || question is “off the hook” or connected for incoming of outgoing calls, for a period of sixty (60)
s | days from the date the order is filed by the Court,
9 b. The Investigative Agency [to install, or cause the prbvider to install,
10 || and use,] [to continue to use] a trap and trace device on the Target Device to capture and record
11 || the incoming electronic or other impulses which identify the originating numbers or other
12 || dialing, routing, addressing, or signaling informatioﬁ” ’reasonably likely to identify the source of
13 || a wire or electronic connnunic;ation and to record the date, time, and duration of calls created by
14 || such incoming impulses, for a period of sixty (60) days from the date the Order is filed by the
15 || Court.
16 c. That, pursuant to 18 U.S.C. § 3 123(b)(1)(c), the requested [installatioﬁ
17 || and use] [continued use] of a pen register and trap and trace device permit the use of each not
18 || only on the Target Device, but alsoE bie X 3 - -
19 |
20 §: LQH o )
{ e
21 \
224~ — -
23 B
e |f 13 _ _ !
el e
26
27 i‘ . _ -
| ) I
28 f—
1" This inchudes the same information described in footnote 13 above.
APPLICATION (UNDER SEAL) 6 . o
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10
11
12
13
14
15
16
17
is8
19
20

21

LY

“‘k

1

8. I further request, pursuant to 18 U.S.C. §§ 3123(a)(1) and 3123(b)(2), that the

Order direct that the furnishing of information, facilities, and technical assistance necessary to

r

| accomplish the installation and operation of the pen register and trap and irace device by the

Target Device’s Telephone Service Providers (includil%_g any Internet service provider or other
electronic communications provider providing VoIP), and any and all other telephone service
providers, persons, ot entities providing wire or electronic communications service in the United
States whose assistance may féicilitaté the execution of the Order, occur unobtrusively and with a
rminimum of inferference with the services that are accorded the persons with respect to whom
the installation and use is to take placé, with reasonable compensation to be paid by the
IﬁVestigative Agency for reasonable expenses directly incurred in providing such information,
facilities, and assistance. _

9. I further request that the Order direct the Telephone Service Providers to furnish
the results of the pen register anci trap and trace devices to agenfs of the Im;estigative Agency as
soon as pracﬁcaiale, twenty-four (24) hours a day for the duration of the order.

C. COMPLIANCE WITH 18 U.S.C. § 2703
1G. 18 U.S.C. § 2703(d) provides that a court may issue an order authorizing

disclosure of a record or other information pertaining to a telephone subscriber or customer (not

including the contents of communications) when a United States agency provides the Court with

22
23
24

25

records or other information sought, are relevant and material to an ongoing criminal

investigation.” 18 U.S.C. § 2703(d).
11.  For the purposes of obtaining a court order for disclosure as described 1n 18

“Specific and articulable facts showing that there are Teasonable grounds to bebeve that = the

26
27

28

US.C. §§ 2703(c)(1)(B) and 2703(c)(2), and in order to safisfy the requirements of 18 U.S.C. §
2703(d), Applicant, based on discussions with agents of the Investigative Agency, hereby sets
forth the following specific and articulable facts that they have provided to me showing that there

APPLICATION (UNDER SEAL) 7 e N¢.
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are reasonable grounds to believe that the records and other information identifying subscribers

1
2 || (but not including the contents of communications) for telephone numbers identified through the
3 || pen register and trap and trace device on the Target Device, cell site information regarding the
4 | Target Device, subscriber information associated with any service-changes regarding the Target
5 || Device, and the records or other information pertaining to subscribers (but not including the
6 | contents of communications) for the Target Device will be relevant and material to an ongoing
7 I criminal investigation: :
| - o . .
8 - (L . Ryt _
9
1) 1 E
11! _
12 . T ' " | 7
13 12.  Agents of the Investigative Agency have advised Applicant that, based upon their
14 | training and experience, r 8% = hTE . s j‘\
" 15 - ‘
e
16 b’?/ + £
17
18 ) -
19 ‘ L i T ey =
20 |t By ¢ BIE g
21 3. Obtaining the information specified in paragraph 2c above is critical to accurately
o2 identifying such subseribers becanse; among other things:
/-"‘"ﬁ .. - - - . .
23 [ a - ; T \
! el et et
24 -’ ,E) L ' L
25 g
— N ]i
26 t b \
} £
0L .
27 f ! : !J—f""
3 B D¢
f
28 ! .
L
L\—
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1 (f . _ bz~ bg e
3 . | . Ve
. 't ) IQ% 01& /)
5 14. \The 1nvest1gatmg agents have further advised me that thd h1&
a | :} b7
y ,
7 i’{}i{”' 3 \{}/E E‘g if{} g
8
9 | | : A
10 15. Ageﬁts believe, based on these facts and their training and experience, that the
11 || Target Device is ;:urrenﬂy being used to conduct criminal activities in violation of federal law,
12 || Pursuant to 18 U.S.C. §§ 2703(c)(1)(B), 2703(d), 3122, and 3123, there are reasonable grounds
13 || to believe that the specific and articulable facts, discus§ed above, show that the records and
14 || information sought are relevant and material to an ongoing criminal investigation.
15 16. I therefore request that the Céurt issue an Order requiring that the Target
16 || Device’s Telephone Service Providers disclose, or provide upon oral or written request by agents
17 || of'the Ini/estigative Agency, the information set forth above in paragraph 2.
18 17. The undersigned represents, upon information and belief, the Target Device
19 || [has/has not] been the subject of prior order(s] entered by this Court on.
20 |D.  REQUEST FOR NON-DISCLOSURE AND SEALING
21 18. Based upon the information provided in this Application, 1 believe that
2o {Hdisclosture ofthe requested-Order may result inflight fr frompotential prosecutiomror-the
23 | destruction of, or tampering with evidence, or may othérwise seriously jeopardize the
24 iﬁvestigation. Moreover, the exact nature of the government’s pen register device and its
25 || configuration is classified as a law enforcement sensitive investigative technique, the disclosure

26

27

28

of which Wéﬁjd_lﬂcely jéaiaardize other ongoing investigations and/or future use of the techmique. |

Therefore, pursuant to 18 U.S.C. §§ 2705(b) and 3123(d), I request that this Application and

Order be sealed, that the identity of any targets of the ir’westigation' and the possible violations

APPLICATION (UNDER SEAL) 9 O | ,?

P16




thereof may be redacted from any copy of the Order served on any telephone service provider or
other person, and that the Court direct the Telephone Service Providers and any other Telephone

Service Provider which provides service to a telephone number that either places telephone calls

to, or receives telephone calls from, the Target Device, not to disclose in any manner, directly or -

indirectly, by any action or inaction, the existence of the Oxder, in full or redacted form,

regarding the pen register or trap and trace devices, or of this investigation, to the listed

10
11
12
13
14
15
16
17
18
19
20

21

subscriber(s) for the Target Device, the occupants of said premises, the subscribers of the
incoming calls to or outgoing calls from the Target Device, or to any other persoﬁ until otherwise

ordered by this Cowrt. : -

I declare under penalty of perjury that the foregoing factual assertions are true and correct

to the best of my knowledge and belief.

Dated: , ' Respectfully submitted,

JOSEPH P. RUSSONIELLO
United States Attorney

Assistant United States Attomey

22

23

24

25

~26

27
28
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1. || SCOTT N. SCHOOLS (SCBN 9990)
United States Attorney
2
BRIAN J. STRETCH (CABN 163973)
3 |l Chief, Criminal Division
4 { AUSA (CSBN )
Assistant United States Attorney
5
450 Golden Gate Ave., Box 36055
6 San Francisco, California 94102
Telephone: (415)-436-
7 Facsimile: (415)-436-7234
E-Mail: AUSA@usdo].gov
5 :
9 || Attorneys for Applicant
10
11 UNITED STATES DISTRICT COURT
iz FOR THE NORTHERN DISTRICT OF CALIFORNIA
13 SAN FRANCISCO DIVISION
14
15 || IN RE TELEPHONE ' ) No.
INFORMATION NEEDED FOR A ) _
16 || CRIMINAL INVESTIGATION % APPLICATION
17 } '
o ) (UNDER SEAL)
18
19 | A.  INTRODUCTION .
20 || I [Name of AUSA], an Assistant United States Attomey in the Northern District of
21 | California, hereby apply to the Court for an order:
Z2 T Pursuant-to 18 USC 63122z 3}23,_ aathorizing the finstatlation—and]
23 || [continued] use of a pen register and trap and trace device,! on the instrument or facility
24 -

APPLICATION (UNDER SEAL) ‘ . \Q

, provided, howev
the contents of any communication ...” 18 U.S.C. § 3127(3). A “trap and frace device” is “a device
or process which captures the incoming elecironic or other impulses which identify the originating
number” or other identifiers “reasonably likely to identify the source of a wire or electronic

communication, provided, however, that such information not include the contents of any

P18




currently utilizing the following subject telephone number(s), (hereinafter, the “Target Device™):

1
2 Telephone number:
Service provider:
3 Subscriber:
Address:
* o Pursuant to 18 U.S.C. §§ 2703(c), 2703(d), 3122, and 3123, directing Adelphia
> Communications, Adelphia Long Distance, Allegiance-Telecom of California, Inc., Astound,
° AT&T California, AT&T Local Service, AT&T Long Distance, AT&T Midwest, AT&T Nevada,
! AT&T Southwest, Bell South Telecommunications, Broadwing Communications, Cellco
° Partnership doing business as Verizon Wireless, Cellular One, Central Wireless Partnership
’ doing business as Sprint PCS, Cingular Wireless, Comcast, Cox Communications, Dobson
1o Cellular, Dobson Communications, Edge Wireless LLC, Electric Lightwave Tnc., Embarg, Ernest
H Cbmunications, Evans Telephone Company, Frontier: A Citizens Communications Company,
12 Genesis Communications International, ICG Communications, ICG Telecom Group, Locus
2 Communications, Metrocall, Metro PCS, Mpower, Nationwide Paging, Navigator
- Telgcommunications LLC, Network Services LLC, Nextel Communications, NII
e Communications, Pac West Telecomm Incorporated, Qrwest Commﬁnicaﬁons, RCN
e Communications, Roseville Telephone Company, Skype, Sprint-Nextel, TelePacific
7 Communications, Teligent, Time-Warner Telecom, T-Mobile USA Inc., TracFone Wireless,
e USA Mohility, US Cellular, US TelePacific Corp. doing business as TelePacific
o Communications, Verizon California; Verizon District of Columbia; Verizon Maryland, Verizon
=0 New Jersey, Verizon New York, Verizon Northwest, Verizon Texas, Virgin Mobile, Vonage,
2 Weblink Wireless, West Coast PCS LLC doing business as Sure West Wireless, Western-
zz Wireless Corporation, XO Communications, and any and all other telephone service providers®
24 communication.” 18 U.S.C. § 3127(4). .
22 ) KWJ A AW S A
26 |if '
27 |\ A
28 |
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(including any Internet service provider or other electronic communications provider providing

i
2 | voice-over IP telephony [VoIP])® (collectively, “the Telephone Service Providers™), to disclose or
3 || provide, upon oral or written demand by agents of the [insert agency name] (hereinafter the
4 || “Investigative Agency™),
5 a. For the Target Device, records or other information pertaining to
& Qubscriber&or_customers,_includingiaILor_calLdeiaiLrF'rnrdq4E lo=z : -0
— T . -
7 & 'ffor the sixty (60) days prior to the date the Order is filed by the Court’ (but not includin
8 |l the contents of communications).
9 b.  Pursuant to 18 U.S.C. § 2703(c), after receipt and storage®, the 'foﬂowing
10 || subscriber records and other information for all published, non-published, or unlisted dialing,
11 | routing, addressing, or signaling information captured i;y the pen register and trap and trace
12 || device on the Target Device:
13 1 name;
(1)  address; _
14 (ii1)  local and long distance telephone connection records, or records of
session times and durations with Target Device;

i5
16 .

carrier, but the telephone number and subscriber information remain the same.
17 o :
18 ? VoIP is essentially a type of hardware and/or software (provided, for example, by

Qwest Communications, SBC Communications, Sprint-Nextel, and Verizon Wireless) that allows
19 || people to use the Internet as a transmission medium for telephone calls. In general, this means

seiding voics iftforiation in the form of digital packets ofinformation rather than sending itthrough
20 || the traditional public switch telephone network. -
2L ‘ 1 & I
2] - f
23l Vi
24 |

E E
25 — i :
: “sTsed hereir=thedattheOrderisfilet by the-Comt sthedatemdivated by

26 | the clerk’s file stamp on the first page of the Order.

27

28

6 «After receipt and storage” is intended to ensure that the information authorized
under paragraph 2b is information that is first captured and recorded by the provider before being

sent to the Investigative Agency.

APPLICATION (UNDER SEAL) 3 ¢
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T byE o T

(iv)  length of service (including start date) and types of service utilized;
(v}  telephone or instrument number or other subscriber number; and
identity, including any temporarily assigned network address; and

i

Sy
Ty,

7
. ) B
9 [B. CERTIFICATION PURSUANT TO 18 U.S.C. §§ 3122 AND 3123
10 3. 18 U.S.C. § 3122(b)(2) provides that a court may isstie an order fora pen register or a
11 || trap or trace device when an attomney for the government certifies that “the information likely to
12 | be obtained is relevant to an ongoing criminal investigation being conducted by (a law
13 || enforcement agency.)” In support of this Application, 1 state the following:
14 4. Tam an “attorney for the Government” as defined in Rule 1(b)(1)(B) of the Féderal Rules
15 || of Criminal Procedure, and therefore, pursuant to 18 U.S.C. § 3122, may apply for an order
16 -
17 e i P
Y b7 & 1 b1E
18 - T ) ~
19 o . e e -
20
21 W&
LY e
22-f
'i
23 L
24 [ _ ] ;I
25 - i
2 _ %
26 s : }
\a 77 .
27 ¥ t ;
28 3 .

I
A
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st
M

authorizing the installation and use of pen registers and trap and trace devices.

1
2 5. 1 certify that the information likely to be obtain:?d from the pen register and trap and trace
3 | device on the Target Device is relevant to an ongoing criminal investigation being conducted by
4 || the Investigative Agency in connection with possible violations of federal criminal statutes,
5 | including [insert code sections] by [list names of targets] and others.
2y 6. Therefore, Twepdwgnih&abomCeﬁMUOnranipnzsuantiM§§ 3122.and
7 || 3123, I request that the Court issue an order authorizing:
8 a. The Investigative Agency [to install, or cause the provider to instal], and use,]
9 |l [to continue to use] a pen register device to(? b7z .
10 || . e
i1 {57 R T
12 1 &= ) o j‘for a period of sixty (60) days from
13 the date the order is filed by the Court.
14 b. The Investigative Agency [to install, or cause the provider to 1nstall
15 || and use,] [to continue to use] a trap and trace device on the Target Device to(: bre
16
e
17 \:ﬂ 5
18
19 ||« | wiE (jftor a penod of 51xty (()U) days j:rom the ciate the Order is ﬁled by the
20 || Court. .
21 c. That, pursuant to 18US.C. § 31:23 (6)(1)(c), the requested [installation
22 | and use] [confinued use] of a pen register and trap and frace device permit the Use of each not
23 — : o
" ‘S _ CwmE
25 L5
- N — i - —— -
26
27 fk L o )
28 ' ' ' |
1 This includes the same information described in footnote 11 above.
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oﬁly on the Target Deviceg

('f

10
11
12
13
14
15
16
17
18
19
20

21

I

- 7. I further request, pursuant to 18 U.S.C. §§ 3123(2)(1) and 3123(b)(2), that the
Order direct that the furnishing of information, facilities, and technical assistance necessary to
accomplish the installation and operation of the pen register and trap and trace device by the
Target Device’s Telephone Service Providers (including any Internet service provider or other
clectronic communications provider providing VoIP), and any and all other telephone service
providers, persons, or entities providing wire or electronic communications service in the United
States whose assistance may facilitate the execution of the Order, occur unobtrusively and with a
minimum of interference with the services that are accorded the'persons with respect to whom

the installation and use is to take place, with reasonable compensation to be paid by the

Investigative Agency for reasonable expenses directly incurred in providing such information,
facilities, and assistance.

8. I fuirther request that the Order direct the Telephone Service Providers to furnish
the results of the pen register and trap and trace devices to agents of the Investigative Agency as

SO0 A% Prnr‘ﬁr‘ﬂhlp, taenty-four (’)4) hours a day for the duration of the order

J |

24

25

C. CERTIFICATION PURSUANT TO 18 US.C. § 2703

9. 18 U.S.C. § 2703(d) provides that a court may issue an order authorizing

disclosure of a record or other information pertaining to a telephone subscriber or customer (not

26
27

28

Thcluding the contents of communications) when a United states agency provides the Court with
“specific and articulable facts showing that there are reasonable grounds to believe that ... the

records or other information sought, are relevant and material to an ongoing criminal

APPLICATION (UNDER SEAL) 6

AW

P23




sy,

1 |- investigation.” 18 U.S.C. § 2703(d).
2 10.  For the purposes of obtaining a court order for disclosure as described in 18
3 U.S.C. §§ 2703(c)(1)(B) and 2703(c)(2), and in order to satisfy the requirements of 18 U.S.C. §
4 |l 2703(d), Applicant, based on discussions with agents of the Investigative Agency, hereby sets
5 | forth the following specific and articulable facts that they have provided to me showing that there
—-—«—45—---arefeaseﬂablegmﬂe}sumeﬁeve{hapﬂaeﬁeemarethepiﬁmﬁgmam@mﬁubsé;ibe;.s— I
7 || (but not including the contents of communications) for telephone numbers identified through the
8 | pen register and trap and trace device on the Target Device, subscriber information associated
9 | with any service changes regarding the Target Device, and the records or other information
10 [} pertaining to subscribers (but not including the contents of communications) for the Target
11 [|-‘Device will be relevant and material to an ongoing criminal investigation:
12 // [ . ]_:71 =y -
13 1 : ]
. €
15
16 o .. § ]
17 | 11.  Agents of the Investigative Agency have advised Applicant that, based upon their
18 | training and expcrience,E o & i ‘_-\‘
19 E/—( . | . P . ;e.
ol e
21
22 Tt
23 5
24 . b ! ~
25 12 Obtaining the information specified in paragraph 2b above is critical to accurately
26 identifying such subscribers because, among other things: h
27 : & A
28 "
)
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1 : ;ﬁ e ]
2 :’! b. ’ E
> ,} e iji {
4 i

6 ‘[‘ R ' ;"i
. " e e e . 7 . J
S me J

L

9 13. Agents believe, based on these facts and their training and experience, that the
10 || Target Device is currently being used to conduct criminal activities in violation of federal law.
11 || Pursuant to 18 U.S.C. §§ 2703(c)(1)(B), 2703(d), 3122, and 3123, there are reasonable grounds
12 || to believe that the specific and articulable facts, discussed above, show that the récords and

13 || information sought are relevant and material to an ongoing criminal investigation.

14 14. T thesefore request that the Court issue ,an Order requiring that the Taiget

15 || Device’s Telephone Service Providers disclose, or provide upon oral or written request by agents
16 || of the Investigative Agency, the information set forth above in paragraph 2.

17 15. The undersigned represents, upon information and belief, the Target Device

18 || [has/has nof] been the subject of prior order{s] entered by this Court on

19 | D. REOUEST FOR NON-DISCLOSURE AND SEALING

20 o 16. Based upon thie 11;}61_—111;’[1011 prov1ded in this Apphcatlon 1 believe that

21 || disclosure of the requested Order may result in flight from potential prosecution or the

7 destrrction of or tampenag Wit evidence; ormmay otherwise seriously jeopardize the

23 || investigation. Moreover, the exact nature of the goverament’s pen register device and its

24 || configuration is classified as a law enforcement sensitive investigative technique, the disclosure
25 || of which would likely jeopardize other ongoing investigations and/or future use of the technique.
72M6- Therefore, pursuant to 18 U.8.C. §§ 2705(b) and 3123(d), I request that this Application and B
27 | Order be sealed, that the identity of any targets of the invéstigation and the possible violations

28 fhereof may be redacted from any copy of the Order sefved on any telephone service provider or

P25




Fatia ™

-

other person, an& that the Court direct the Telephone Service Providers and any other Telephone
Serviée Provider which provides service to a telephone number that either places telephone calls
to, or receives telephone calls from, the Target Device, not to disclose in any manner, directly or
indirectly, by any action or inaction, the existence of the Order, in full or redacted form,
regarding the pen register or trap and trace devices, or of this investigation, to the listed

subscriber(s) for the Target Device, the occupants of said premises, the subscribers of the

10
11
12
13
14
15
16
17
18
19
20

21

incoming calls to or outgoing calls from the Target Device, or to any other person until otherwise

ordered by this Court.
I declare under penalty of perjury that the foregoing factual assertions are true and correct

to the best of my knowledge and belief.

Respectfully submitted,

SCOTT N. SCHOOLS
United States Attorney

Dated:

-

Assistant United States Attorney

22
23
24

25

~5E
27

28
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UNITED STATES DISTRICT COURT

SEALED ORDER

1
2 FOR THE NORTHERN DISTRICT OF CALIFORNIA’
3 SAN FRANCISCO DIVISION
4
5 { IN RE TELEPHONE ) No.
INFORMATION NEEDED FOR A ) ]
& CRIMINAL INVESTIGATION ) _SEALED.ORDER
)
7 )
8 Before this Court is an Application under 18 U.S.C. §§ 2703(c), 2703(d), 3122, and 3123,
9 || by [Name of AUSA], an attorney for the Government as defined by Fed. R. Crim. P. 1(b)(1)(B),
10 || requesting an Order authorizing the [installation and] [continued] of a pen register and trap and
- 11 | trace device on the instrument or facility currently utilizing the following subject telephone
12 || number, (hereinafter, the “Target Device™):
13 Telephone number:
Service provider:
14 Subscriber:
Address:
15 -
Upon review of the Application, the Court hereby FINDS that:
16 '
Pursuant to 18 U.8.C. § 3123, Applicant has certified that the information likely to be
17 :
obtained by such use is relevant to an ongoing criminal investigation being conducted by the
18
[insert name of agency] (hereinafter the “Investigative Agency”} in connection with possible
15
~violations-of [insert code section]-by [list nanres-of targets},-and others: -~
20 . -
Pursuant to 18 U.S.C. §§ 2703(c)(1)(B) and 2703(d), Applicant has offered specific and
21 '
articulable facts showing that there are reasonable grounds to believe that records or other
22 '
information identifying subscribers or customers (not including the contents of communications)
23 '
for telephone numbers identified through the pen register and trap and trace devices on the Target
24
Device, changes in service regarding the Target Device, cell site information’ regarding the
25_ o 1 e = smrm——r = .,,.,.\,_:-,,1,, e
06 i . : Wiz ;
27 “
1=
28
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iy

Target Device, and records or other information pertaining to subscriber(s) or custorner(s) (but

1
2 |{ not including the contents of communications) for the Target Device are relevant and material to
3 || an ongoing criminal investigation of the specified offenses.
4 THEREFORE, IT IS HEREBY ORDERED, pursuant to 18 U.S.C. § 3123, that agents of
5 | the Invesﬁgativc Agencyr may [install, or cause to be installed, and] [continue to] to use a pen
— 6|l register ’mE — _ E _ , - o

7 - e ]
8 _ . YYE | s
9 _ _wi iaf . }or a period of sixty (60) days from the date this Order
10 | is filed by the Court,® provided, however, that such information shall not include the contents of
11 | any communication; .
12 IT IS FURTHER ORDERED, pursuaht to 18 U.S.C. § 3123, that agents of the
13 || Investigative Agency may [install, or cause to be installed, and] [continue to] use a trap and
14 | trace device on the Target Device toE e R
15 | - 5t |
16 V&

17 g E ation of calls created by such incoming impulées,:‘for a period of
18 || sixty (60) days from the date this Order is filed by the Court, provided, however, that such
19 i information shall not include the contents of any communication;
20
21 F/ ] ' . e T } j
22 N Vg —

- _ bl _ -
23 } ) bries -
| iz
24 ey
1 s
25 k e D
S A — —t

26 : As used herein, “the date this Order is filed by the Court” is the date indicated by
27 the clerk’s file stamp on the first page of the Order.
28 4 This includes the same information described in footnote 2 above.
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IT IS FURTHER ORDERED that the Investigative Agenﬁy is not authorized to obtainr

1

2 | from the telephone Service Providers: (1){ i o btEE o \

| |
|

: = |

’ f

P _J

N L _ . B o :
8 IT IS FURTHER ORDERED, pursuant to 18 U.S.C. §§ 2703(c)(1)(B), 2703 (c)(2),
9 || 2703(d), 3122, and 3123 that Adelphia Communications, Adelphia Long Distance, Allegiance
10 || Telecom of California, Inc., Astound, AT&T California, AT&T Local Service, AT&T Long
11 | Distance, AT&T Midwest, AT&T Nevada, AT&T Southwest, Bell South Telecomrunications,
12 | Broadwing Communications, Cellco Paﬁne'rshii) doing business as Verizon Wireless, Céllular
1.3 [ One, Central Wireless Partnership doing business as Sprint PCS, Cingular Wireless, Comcast,
14 || Cox Communications, Dobson Cellular, Dobson Communications, Edge Wireleés L1C, Electric
15 || Lightwave Inc., Embarq, Ernest Communications, Evans Télephone Company, Frontier: A
16 || Citizens Communications Company, Genesis Communications Internaﬁonal, ICG
17 || Communications, ICG Telecom Group, Locus Commu?aications, Metrocall, Metro PCS,
18 || Mpower, Nationwide Paging, Navigator Telecommunications LLC, Network Services LLC,
19 'Nextel Cornmumcatlons N]I Commumcatlons Pac West Telecomam Incorporated, Qwest '
20 7Commumcat10ns RCN Communications, Rosewlle Tx_aléphc;gé Cozﬁpany, Skype_ Sprint-Nextel, |
21 || TelePacific Communications, Teligent, Time-Warner Telecom, T-Mobile USA Inc., TracFone
i b‘fé’t o h\
24, - e ' 1 R -7
25 . .

_._;6_ mﬁc E;______ S | e - o —_:*( -
27 ) WAL ?
26 | J

ey 4 '
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1 || Wireless, USA Mobility, US Cellular, US TelePacific Corp. doing business as TelePacific

2 Communications, Verizon California, Verizon District of Coluntlbia.> Verizon Maryland, Verizon
3 || New Jersey, Verizon New York, Verizon Northwest, Verizon Texas, Virgin Mobile, Vonage,

4 || Weblink Wireless, West Coast PCS LLC doing business as Su.ré West Wireless, Western

5 || Wireless Corporation, XO Communications, and any and all other telephone service providers

S ﬁnﬂludingran;z',haiemeisenaic.e_pmyidmorpihﬁmlgcmic,c,ommnLcaiigns_pno:zidef providing

7 || voice-over IP telephony [VoIP]) (collectively, “the Telephone Service Providers”), and any and
8 || all other persons or entities providing wire or electronic communications service in the United

9 |} States whose assistance may facilitate the execution of this Order, shall disclose or provide, upon
10 || oral or written demand by agents of the Investigative Agency:

il 1. For the Target Device, records or other information pertaining to subscriber(s) or
12 || customer(s), including cellsite information and(’-f wlg ‘ :E‘
i3 ¥lE= ) ‘ﬁfor the sxxty (60) days prior to the date this Order is filed by the Court (but
14 | not including the 'c(;ltents of communications);

15 2. For tﬂe Target Device, after receipt and storage,’ records or other information -
16 | pertaining to subscriber(s) or cusfomer(s), mchuding (1) the meahs and source of payment for the
17 || service and (2) cellsite information, provided to the United States for (a) the origination of a call
1.8 || from the Target Device or the answer of a call to the Target Device and (b) the termination of the
19 | call (but not 1nclud1ng the contents of the commumcatlons)

20 - 3. Pursuant to 18 U. S C § 2703 (c) after receipt and storage the foHowmg

21 || subscriber records and other information for all published, non-published, or unlisted dialing,

22 || Touting, addressing, of Signaling infonmation captared by the pen Tegister and wap and trace

23 || device on the Target Device:

24 L name;

(1)  address;
25 (ii1) 1ocal and Iong dlstanceie}l?pho??_\ connection records, or records of session
26 i (iv) ﬁ;hagf séﬁéuﬁéfﬁgﬁgﬁﬂﬁﬁtéféd types of service uﬁhzed and -

27 ’ “After receipt and storage” is intended to ensure that the information authorized
28 || under paragraphs 2 and 3 is information that is first captured and recorded by the provider before

being sent to the Investigative Agency.

SEALED ORDER ) 4
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(v)  telephone or instrument number or other subscriber number or identity,

1
including any temporarily assigned network address; and
2 |— - } L A
3 | - ) :
4 . L
5 Wwis
I . '
; pE 23 |
g i ) . o
IT IS FURTHER ORDERED that this authorization for the [installation and]
9
[confinued] use of a pen register and trap and trace device applies not only to the Target Device,
10 — . “?.-
11 I
12
] {7
" v
15
i6 ;
17 \ o o
. .l ' ”1 - .
18 || =~ - -
IT IS FURTHER ORDERED, pursuant to 18 U.S.C. §§ 3123(a)(1) and § 3123 (b)(2),
18 .
that, upon service of this Order, the Target Device’s Telephone Service Providers shall furnish
20
agents of the Investigative Agency with all information, facilities, and technical assistance
21 ’
necessary to accomplish the installation and use of the pen register and trap and trace devices,
o By ] i
unobtrusively and with minimum interference with the services that are accorded the persons
23
with respect to whom the installation and use is to take place.
24
IT IS FURTHER ORDERED that the Target Device’s Telephone Service Providers shall
25
________________ __Il_furnish the results of the pen register and trap and trace devices to_agents of the Investigative
26 .
Agency as soon.as practicable, twenty four (24) hours a day for the duration of the Order.
27 ‘ . -
IT IS FURTHER ORDERED that the Target Device’s Telephone Service Providers be
28

reasonably compensated by the Investigative Agency for reasonable expenses directly incurred in

SEALED ORDER 5
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providing information, facilities, and assistance.

Good cause having been shown, ITIS FURTHER ORDERED, pursuant to 18 U S C. §§

2705(b) and 3123(d), that this Order and the Application be SEALED until otherwise ordered by
the Court, that the identity of any targets of the investig:ation and the possible violations thereof
may be redacted from any copy of the Order served on any service provider or other persorn, and

that the Target Device’s Telephone Service Providers and any other Telephone Service Provider

10
11
12
13
14
15
16
17
18
15
20
21

22

which provides service to a telephone number that either places telephone calls to, or receives
telephone calls from, the Target Device, shall not disclose in any manner, directly or indirectly,
by any action or inaction, the existence of this Order, in full or redacted form, of the pen register
or trap and trace devices, or of this investigation, to the listed subscribers for the Targef Device,

or to any other person untess otherwise ordered by this Court.

-

‘DATE ‘ UNITED STATES MAGISTRATE JUDGE
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Wilkison, Tracy (USACAC)
- Wilkison, Tracy {USACAC)

From:

Sent: Tuesday, June 26, 2007 7:15 PM
To: USACAC-AUSAs Criminal
Subject: Cell site and GPS information forms

There are now new forms to obtain cell site and GPS information for the cellular telephones of your crooks and
fugitives. Yay!

*#¥Following a delicate negotiation dance _(Which resembles an Jrish jig, FYT) with the magistrate judges,

-please follow these rules: | .
(1) Do not change the forms without runping the changes by me or Dan Goodman. Preferably Dan.

(2) For the next month or so, whenever you file any of the various versions of the forms, please email the
finalized version to me - when I have one of every kind, we can stop. *** : :

The forms are located at S:\Criminal Forms\Pen Registers\Cell Site and GPS apps, and are broken down int; the
following categories: : | o

(1) Historical cell site app and order: Use this when you want cell sife information for your cell phone that is

historical (i.., between May 1, 2007 and today)[_~ e B 5]
I =3 . J This is a fairly short application based on your proffer of the ag_c;nt’s
iaformation, and a conclusion that the information obtained would be relevant and material to your ongoing (or

. fugitive) investigation. No agent declaration needed, and you can do repeatedly to get updates.

(2) Prospective cell site and GPS app and orders:

‘ (A) Investigation: Use this when you are doing an ongoing investigation, andE bte 1
[ rie | You can ask for (1) cell site only; (2) cell site and GPS information; or (3) GPS info only.L &1&
- vre A
L i o wleE . . --4The ageng
must provide a declaration in support demonstrating probable cause to believe that the information will provide
rgvidence of the crimes being investigated.{ ) : e ]
L g | Jifthe "

reason why (for any of this) 1s of interest to you, please call or email me. Please note that the tracking device
procedures of Rule 41 are somewhat onerous - including notice provisions - so please read what the order
commands vou to do, and follow it. If you need an extension of the notice provisions, please see the notice

extension form at S:\Criminal Forms\Complaint\ Tracking Devices. Also note that because the request for cell
site information is based on the “hybrid” theory (again - if you're actually interested, let me know), you must

provide a certification at the end of the application that the information is relevant to an ongoing investigation.

If you seek cell site data, attach the Hodor declaration as well to your application. If you seek GPS data,
attach the Kischer declaration as well. Both are in .pdf files in the same location as the forms.

(B) Fugitive: Use this form when you are trying to find a fugitive. Because the requfast for cell site
information is based on the AH Writs act, you don’t need to do a cgytification, anct__ ) _}3’; =3 1
\rat=4 therwise, the forms are basically the same,

L " : :
and again, if you seek GPS information, you must follow the tracking device procedures for Rule 41. Please
attach the Hodor or Kischer declarations as appropriate.
| 1 CRrF
b1
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51?0: those who are still reading, this seems like an appropriate time to remind you that if you want trogﬁ-j’; ‘:{_\ o
: Wi T - you must now get a Rule 41 warrant - please

see S:\Criminal Fpnns\Co;ﬁplaint\ Tracking Devices for the forms.

2 Lre
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**+¥Note: if you are requesting‘onlyiceli site daté, use. this

1
form, the Hodor declaration, and your agent’s declaration. If
2 |l you are regquesting only GPS info, use this form, the Kischer o
declaration, and your agent’s declaration. ‘If you are requesting“
3 [ both, use all of the declarations.*** a :
4 | ¥**Note: , |
[ hv1e - .
515 S t S |
} Tk kk —
6 It A
**xNote: if you are requesting continued information, state that
7 I| throughout, and insert into the app. that a previous order was
obtained, and provide the case number and magistrate Jjudge***
8 .
GEORGE 5. CARDONA
9 || United States Attorney
THOMAS P. OQ'BRIEN
10 | Assistant United States Attorney : .%h
Chief, Criminal Division o
11§ [YoU] {(CA Bar No. ' -
Assistant United States Attorney -’
12 ¥X00 United States Courthouse '
312 North Spring Street .
13 Los Angeles, California 90012 .
Telephone: (213) 894-XHXX "
14 Facsimile: (213) B894-XXXX o
Email: XXXXBusdoij.gov
15
Attorneys for Applicant
16 || United States of America
17 . r
UNITED STATES DISTRICT COQURT ot
18 ' g
FOR THE CENTRAL DISTRICT OF CALIFORNIA
19
20 . } No.
21 IN RE CELLULAR )
TELEPHONE 3] ) GOVERNMENT'’S EX PARTE APPLICATION
59 ) FOR AN ORDER AUTHORIZING THE
) DISCLOSURE OF CELI. SITE
23 TINEORMATION UNDER THE AL WRITS
) ACT [AND GPS INFORMATION] ;
54 ) DECLARATIONS QF HENRY HODOR, ERIC
) A. KISCHER AND [AGENT]
) .
25 ) (UNDER SEAL)
26
27
28

frospective Cell site [aad G5y fugitive / June 22, 2007
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The United States of Rmerica, by and through its counsel of

2 I record, the United States Attorney for the Central District of
3 || california, hereby applies for an order authorizing the '
4 i disclosure of cell site information, [IF WANT GP& INFO: as well
51 as “GPS information”] at such intervals and times as the
6 {| government may request, and the furnishing of éll?information, 1
71 facilities, and technical assistance necessary to?accomp}ish said
8 Il disclosure unobtrusively, which disclosure will éétablish the
o | approximate location of the following cellular teiephone[s] for a
10 || period of 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST &0 DAYS]
11 || days {IF MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW] :
12 (a) [TARGET NUMBER1, a cellular telephgne issued by
13 | [TELEPHONE COMPANY], subscxibedrto {SUBSCRIBER INFO?MATIQN] and
14 | believed to be used by [USER] (“Subject Telephone #1”);£
15 | () [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subject
16 || Telephone #2, and concurrently with Subject Telephone #1 referred
17 I to as “the Subject Telephones”).
18 [IF REQUESTING GPS INFO: This application also seeks
19 [l authorization under 18 U.S.C. § 3103a(b), for reasonable cause ?
20 || shown, to delay notification of the above order to the subscriber
51l and users of the Subject Telephone for a pericd of 30 days from
22 || the date that the disclosure ends. [YOU MAY ASK FOR A LONGER :
23 || PERICD OF DELAY NOW TO A DATE CERTAIN IF YQU CAN STATE WHY THE %
24 | FACTS OF THIS CASE JUSTIFY SUCH AN ORDER, OR YQU MAY ASK FOR ,
25 I CONTINUANCES OF THE'DELAY AS NEEDED] '
26 This application involves a fugitive investigation, and is
27 baséd on the attached memorandum of points and authorities, and
28

declarations of the following individuals: (1) Henry Hodor {a

prospective Cell site [and GZ8)/ fugitive / Jupe 22, 2007
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I declaration previcusly prepared outside of this district) ; (2}

orospective Cell site [and G251/ fugliive J/ June 22, 2007

3

Rr F

1
2l [IF REQUESTING GRS INFO: Eric A. Kischer {a declaration
3 || previously prepared within this district)]}; and (3) [AGENT].
4
5 | DATED: Respectfully submitted,
6 GEORGE 5. CARDONA
United States Attorney
’ THOMAS P. OfBRIEN
B8 Assistant United States Attorney
. Chief, Criminal Division
10 _
[YOU] ' :
11 Assistant United States Attorney
12 Attorneys for Applicant %
United States of America
13
14
15
16
17 .
18
18 i
20
| 21
22
23
24
25
26
271
28
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MEMORANDUM OF POINTS AND AUTHORITIES

2 I

3 INTRODUCTION

4 By this application, the government seeks an order that

5l cellular telephone service provider(s] furnish the [AGENCY

6| {("INITIALS”)] with cell site [and “GP5¥] information for a

7 | cellular telephone being used by a.fugitive who is the subject of

8fa féderal arrest warrant [, and by associates of the fugitive],

9 | uvnder circumstances where there is probable cause to believe that
10 | the information likely to be received concerning the approximate
11 || 3ocation of the following Subject Telephone(s], currently within
12 | the Central District of California, will constitute or yield
13 ff evidence of the approximate location of the fugitive [IF MORE
14 || THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW] :

15 (a) [TARGET NUMBER], a cellular telephone issued by

16 | (TELEPHONE COMPANY], subscribed to [SUBSCRIBER INFORMATION] and

17 | believed to be used by [USER] (“Subject Telephone #17);

18 (b) [REPEAT FOR 2ND/SUBSEQUENT PHCONE] (“Subject

19 | Telephone #2, and éoncurrently with Subiect Telephone #1 referred

20l to as “the Subject Telephones”). |

21 The information sought by this application includes

22 | information about the location (physical address) of the "cell

23 | sites"? linked to the Subject Telephone[s] at-céll‘origination

24

25 ! In order for a cellular telephone to make or receive a
call, it must be within radio range of a "cell site," or cell %_

26 || tower, which connects it to a carrier's wireless network. Bach ¥t
tower transmits and receives radio signals across 360 degreses; =’

27 |l wireless carriers typically divide that 360 degree circle into |

28 three equal slices of 120 degrees, each of which is called a :

"sector.” Carriers control multiple towers through the use of a

prospactive Cell site {and €PS)/ fugitive / June 22, 2007
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3

1 A}%égmoutbouné—calling), call termination (fofniﬁéamingjéalls),ﬁ_ -

2 | and, if reasonably available, dufing the progress of a call.

3 |l This information, which is acquired in the first instance by the:

4 | cellular telephone service provider, includes any information, .

5 | apart from the content of any communication, that is reasonably
| 6 [t available to the service provider and that is requested-by thal§

7| [AGENCY], concerning the cell sites/sectors receiving and 7

8 || transmitting signals to and from the Subject Telephone(s],

9 i} b1t ) T -l This information is sought:
10 | based on the legal authority of the All Writs Act, 28 U.S5.C. §=
11§ 1651(a), as well as on the Court's inherent authority.’

12 [IF SEEKING GPS INEO, USE THE FOLLOWING TWO PARAGRAPHS: This
13 | application further seeks latitude and lengitude data gathered

14 || for the Subject Telephone{s], including Global Positioning

15 || satellite {“GPS”) and/or network timing information, and

16} including information from such programs as Nextel Mobile

17 || Locator, Boost Mobile Loopt, Sprint/Nextel Findum Wireless, or a
18

19| "pase station." Sensors within the base station detect which-

0 tower and sector makes radio contact with a cellular telephone.
20 | (Rodor Decil. 41 9-11, at 6-7). :

21 2 The telephone at "call origination™ is the cellular ;

25 || telephone that is calling another telephone. The telephone at
v“eall termination” is the cellular telephone that is receiving;

23 || the call. (Hodor Decl. ¥ 21, at 15-16}. g

24 3 The government does not concede that a showing of
probable cause is required for this Court to issue orders

25 || authorizing the government to obtain cell site and GPS
information. In Light of the applicability of the All Writs Act

26 | to this situation, as discussed below, this application does not
rely on, and this Court need not consider the validity of, the

27 | government's theory that courts may issue oxders based on the
combined effect of 18 U.S.C. § 3123 and 18 U.5.C. § 2703

28 || authorizing the government to obtain this information.

Prospeg:tive cell slie [and GPS)/ fugitive / June 22, 2007
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similar program, which will establish the approximate loéation of

i

2 i the Subject Telephoneis], and which information is acquired in

31 the first instance by the cellular telephone service provider

4| (referred to herein as “GPS information”). This lnfbrmatlon lS_

5 || sought based on the authority in Federal Rule of Crlmlnal

6 || Procedure 41(b)(1) and (2) and the All Writs Act, and Wlll -be

7 || obtained in conformity with the procedures of Federal Rule of

8 | Criminal Procedure 41.

9 Also, this application seeks authorization under £8 U.S.C.
10§ § 31035(b), for reasonable cause shown, to delay notification of
11 | the above order to the subscriber and users of the Subject
12 || Telephone for a period of 30 days from the date that the
13l disclosure ends. [YQU MAY ASK FOR A LONGER PERICD OF DELAY NOW TO
14 § A DATE CERTAIN IF YOU CAN STATE WHY THE FACTS OF THIS CASE
15 || JUSTIFY SUCH AN ORDER, OR YOU MAY ASK FOR CONTINUANCES OF THE
16 || DELAY AS NEEDED] As discussed in the attached declaration of :
17 || [AGENT!, immediate notification of this order to the use? of the
18 f Subject Telephone([s] may have an adverse result.]
i5 This application further seeks an order that: (1) authorizes
20 | the disclosure of the.requested information whether the Subject
21 | Telephone{s] [is/are] located within this District, outside of
22 #f the District, or both; {2ff w}
23 [ t -
24 . f
25 Ejf-&: §
27 =£3 - %g
28 )

o

Prospective Cell eite [and cr8)/ fugitive / June 22, Z0O7T
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1
3
4? | Jand (3) orders the -
5 iGVTZ—‘xGE‘,I\IC,‘_n"] to reimburse the applicable céllular telephone servicé
6 {| provider for its reasonable expénses directly iﬂcurrea in
7 | providing the requested information and any related tecﬁnical
g I assistance. ?
9 The application is made in connection with the arf%st
10 || warrant £or [FUGITIVE], which is a [federal arrest warxant for
11 i [FEDERAL CHARGES}][federal arrest warrant for Unlaw ul Fllght to
12 || Avoid Prosecution, in violation of 18 U.S. C 10731, ahd is based
1.3 | upon declarations from the following individuals: (1) Henry Hodor
14 | (a declaration previously prepared outside of this district): (2)
1 [IF REQUESTING GPS INFO: Eric A. Kischer (a declaratioﬁ
16 préviously prepared within this district)]:; and {3) .[AGENT].
17 i1
ig DISCUSSION
19 | A. The All Writs Act Permits Disclosure of Cell Site
20 Information [and GPS information} to Eff;ct a Federal Arrest
21 Warrant
22 The All Writs Acts permits courts to “igsue all writs
23 I necessary ot appropriate in aid of their respective jurisdictions
24 || and agreeable to the usages and principles of law.” 28 U.S8.C. §
25 1651 (a); see also Adams v. United States ex rel. McCann, 317 U.S.
26l 269, 273 (1942) (Munless appropriately confined by Congress, a
" 27 | federal court may avail itself of all auxiliary ﬁrits'as aids in
28 | the performance of its duties, when the use of such historic aids

prospective Cell site |and GPSL/ fugltive / June 22, 2007
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is calculated in its sound judgement to achieve the'ends of

1
2 || justice entrusted to it.”). Because a federal court has already
3|l issued an arrest warrant for the fugitive, an order that a
4 | cellular telephone service provider provide the requested cell
5 site information [and GPS information] to law enforcement is an
& Il order in furtherance of the jurisdiction of the cout . SeéZ
71 e.q., United States v. ¥, 601 F. Supp. 1039, 1042 (D. Md. 1984)
8 i ("other Orders, such as an arrest warrant, may also serve as the
o | predicate for an ALL Writs Act Order"). [INCLUDE THIS FOOTNOTE
10 || oNLY TF YOU ARE NOT GETTING GPS: ' ]
11 Nine years before the pen register statute was enacted, the
12 {| Supreme Court ruled that the All Writs Act could be used to
13 | command & telephone company to provide certain assistance to the
14 | USMS in connection with the placement of a pen register on a
15 | telephone line.? In that case, United States v. New Yorik
16 | Telephone Co., 434 U.S. 159, 98 S. Ct. 364, 54 L. Ed. 2d 376
17 [l (1977), an FBI agent submitted an affidavit that the districts
18 || judge found to set forth probable cause that an illegal gambling:
19 [ enterprise using facilities of interstate commerce was being
20 || conducted at a particular location, and that the two telephones
21
20 ¢ As discussed in the attached declaration of Mr. Hodor,
+his_application does not seek latitude and longitude data {(often
»3 || colloguially referred to as “GPS information”) either via the
“handset based” or “network based” systems. (Hodor Decl. 99 30-
24 [ 37). Accordingly, this application is not made pursuant to
Federal Rule of Criminal Procedure 41. .
25 '
5 wprior to the 1986 enactment of the pen registers statute
26 | (effective January 1987), . . . authorization for pen registers
was to be found in the provisions of the 'All Writs Act' ..
27| and Rule 41, Fed.R.Crim.P." In the Matter of the Interception of
28 Wire 2nd Oral Communications, 682 F. Supp. 66%, 670 n.1 (D.N.H.

1988) .

Brospective Cell site [snd Ges)/ fugitive / Juns 22, 2007
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12
13
14
15
16
17
18
19
20
21
22

at issue had been, ﬁéféuﬁéiﬁé, and would continue to be used in
connection with those offenses. 434 U.5. at 162. The district

court's order authorized the FBI to operate pen registers on the

' two telephones for a certain time period. I1Id. The telephone

company declined to comply fully with the court order: it agreed
to identify fér the FBI the specific pairs of wires that
constituted the circuits of the two telephone lines, but refused
to lease lines to the FBI that "were needed to install the pen
registers in an unobtrusive fashion." Id. '

The Supreme Court in New York Telephone agreed with the

district court's ruling that & pen register-could be authorized
under Rule 41 of the Federal Rules of Criminal Procedure. A key

distinction between New York Telephone and this case, however, is

that in this case the Court has already issued an arrest warrant,

such that the cell site order scught is in furtherance of the

Court's juriédiction, whereas in New York Telephone there was no
such arrest warrant, so that an order to implement a pen register
was arguably not in furtherance of the district court's

jurisdiction. Cf. United States v. Hall, 583 F. Supb. 717, 719,

721 (E.D. Va. 1984) ("The Supreme Court, mindful that the All
Writs Act cannot be used to extend jurisdiction, locked first at

the independent authority the district court had to issue that

23
24
25
26
27

28

portion of the pen register order authorizing agents of the FBI
to install and use pen registers.”). More importantly for the
purposes of the instant application, the Supreme Court in Ne

York Telephone held that the All Writs Act permitted issuance of

an order compelling the telephone company to provide the
assistance sought. 434 U.S. at 171-78.

Prospective Cell site [and GPE)/ fugitive / Juns 22, 2007

6 -

pd
i
)

P205




1 Eﬁ"iécéiﬁiiing the authority "of the district court to issue
2l an order under the All Writs Act compelling the requested
3 || assistance from the ﬁelephone company, the Supreme Court
4 || described broadly the scope of judicial power under the ALl Writs’
58 Act. "Indeed,"” the Sup;eme Cqurt wrote, "' [ulnless appr0priately'
& cénfined by Congress, a federal court may avail itself of all
7| auxiliary writs as aids in the performance of its duties, when
g Il the use of such historic aids is calculated in its sound judgment
9l to achieve the ends of justice entrusted to ig.'™ 434 U.3. at
10 f 172-73. The Supreme Court took note of other facts supporting
11 thé conclusion that the order compelling the phone company to
12 | provide assistance wés consistent with the All Writs Act, which
13 | facts are present here: that there was probable -cause to believe
14 i| the phone company's facilities were being used to facilitate the
15 I crime, that the telephone company was a highly reguléted public
16 | ntility with the duty to serve the publié, and‘that the use of a
17 | pen register was by no means offénsive to the phone company. I1d.
18 llat 174,
18 Here, there is, firstly, probable cause to. believe that the
20 || subject Telephonels] are enhancing the fugitive's ability fo
21 | remain a fugitive. 3See Declaration of [AGENT], 9 [NUMBER]. It
22 || is not necessary that the teiephone calls themselves be illegal,
73 || although that happened to be the case in New York Telephone. seg
24 || Hall, 583 F. Supp. at 720. Secondly: fhe cellular teiephone
25 § market is heavily regulated by the Federal Communications
26 | Commission, see, &.4d.. Metro Mobile CTS, Inc. v. NewVecior
27 | communications. Ingc., 892 F.2d 62, 63 {9th Cir. 1989) (discussing
28 || the cellular telephone market in Phoenix), just as the hard-line

Prospective Cell site [ang €FS}/ fagitive /[ June 22, 2067
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telephone market was heavily regulated in New York Teiemhbné:“'”:

supposed requirement of absolute necessity. .Rather, tgf Comment
Prospective Cell site {and GPS)/ fugitive / June 22, 2007 N .
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2 {| Thirdly, law enforcement's acquisition of the cell site

3 || snformation [and GPS information] is by no means offensive to the

4 |l cellular telephone service provider, which collects this

5 || information for itself anyway. See Hodor Declaration, 99 8-25.

6 I As one court said in the similar context of an All Writs Act

7 | application for credit card records, "Withholding infermation

g8 | that could lead to apprehensicn of a fugitive in no way serves”

9 | the company's interest. Hall, 583 F. Supp;-at 721.

10 Although one district court case, Hall, 583 F. Supp. at 719,
11| 721, has stated that New York Telephone required that an order

12 || under the All Writs Act may issue only where the assistance of a
13 { third-party is "absolutely necessary," the government disagrees -
14 | that this requirement is found in New York Telephone. 1In

15 || contending that this requirement is found in New York Telephone,
16 || the Hall decision did not cite to any place in the New York

17 || Telephone decision, instead citing only to a (student) cafe

18 || comment from the Suffolk University Law Review in 1978. éégg

19 | comment, 12 Suffolk U.L. Rev. 1027 {1%78). Contrary t0'££e

20 || language in Hall, although the Supreme Court in New vork

21 || Telephone noted that the assistance of the telephone company was*
55 | essential to the fulfillment of the purpose of the pen register '
23 || order, seg 434 U.S. at 175-76, it did not say that theigssistance
24 § of a third party must be essential before an order undéf the All
55 | Writs Act could issue to that party.®

26
.27 ¢ Nor does the Comment in the Suffolk University Law Review
28 guote any language from New York Telephone establishing this




¥

ven if Hall's "absolutely necessary" requirement were

2 || imposed in this case, however, it is satisfied here. The
3|l district judge in Hall stated that "the absolute necessity refers
4 | not to catching the fugitive but to obtaining the . . . records®
5| -- that is, the supposed requirement.looks at whether fhe :
6 | assistance of the company receiving the order 1is absolutely J{
7 # necessary in producing the records sought, as in the case’where *{,
g | no one else could produce those records. See 583 F. Supp. at
ol 721-22 & n.2. Here, no one but the cellular telephone service
10 | provider could produce the information sought. See [AGENT] Dec.
11 | at ¥ [NUMBER].
12 In conclusion, "[t]lhe All Writs Act, read with the New York
13 || Telephone gloss, permits the district court, in aid of a wvalid
14 | warrant, to order a third party to provide nonburdensome
15 || technical assistance to law enforcement officers." Plum Creek
16 | Lumber Co. wv. Hutton, 608 F.Zd 1283, 1289 (9th Cir. 1979} . Here,
17 || an order pursuant to the All Writs Act is "necessary or
18 || appropriate” -- to use the language of the Act -- in light of the
19 | agent's declaration. That declaration explains the assistance
20 !l necessary from the cellular telephone service providef and notes
51 | that efforts to locate the fugitive have been unsuccessful, and
22
53 || cites only to two pages and a footnote from New York Telephone,
see 12 Suffolk U.L. Rev. at 1032 & n.29, which portions of the 7%
24 |l opinion do not, as just noted in text, say that necessitwis a ¥
requirement before a court may issue an order under the All Writs
25 |l act. The invention ¢f the necessity requirement in the Comment
likely arises from the fact that the Comment focuses considerable
26 | attention on discussing the limits to the New York Telephone .
Court's reliance on the concept ~-— méntioned in-a footnote in New [’
27 |l York Telephone, see 434 U.S. at 374 n.24 —- that citizens have a
duty to assist law enforcement. See 12 Suffolk U.L. Rev. at
28 1 1035-38.

prospsctive Cell sita land G251/ fugitive [ Jupe 22, 2007

9

RET

P208




that there is probable cause to believe that the requested

1
2 1location informaticn will cast light on the fugitive's current
3 || whereabouts. See United States v. X, 601 F. Supp- at 1042
4| ("Here, as in The case before Judge Nickerson, an Order_pursuant
5l to the ALl Writs Act is 'necessary and [sicl appropriate,‘ in the
6 Il light of the Special Agent's statements that defendant X has
7 | disappeared; that efforts to locate him have been unsuccessful;
g | that it is likely the defendant maintains telephone contact with
9 1 his close relatives; and that is likely the reqguested toll
10 || records will provide information concerning defendant's current
11 [ whereabouts, tﬁereby preventing frustration of this Court's
12 | earlier-issued arrest warrant.").
13 The application and order in this case are supported by
14 || probable cause. Under these circumstances, the issuance of the
15 | proposed order is in aid of this Court's jurisdiction because it
16 |.will prevent "frustration of this Court's earliexr-issued arrest
17 Il warrant." United States V. X, 601 F. Supp. at 1042. Finally,
18 || the order may also lawfully be based on this Court's inherent
19 || authority —- either standing alone or in conjunction with the All
20 || writs Act. See United States V. Iliinois Bell Telephone Co., 531
21 | #.24 809, 811 & n.2, 814 (7th Circ. 1976) (district court had
22 | inherent authority to order telephone company's assistance;
23 | inherent authority is not directly derived from Fed. R. Crim. 2.
24 41; district court's order was not in form of search warrant but
25 || was in the nature of one).
26 Because of the partlcular features of thls appllcatlon,
27 |l including the fact that it seeks an order based upon the Court's
28

authority under the All Writs Act, the showing of probable cause
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and the fact that an arrest warrant for the fugitive already

1
2 | exists, the cell site information [and GES information] sought by
3 i the government { 0t e o R
. - 124 L . 3 .,;.-s;
4% ) N ' o
« e '
61 [IF SEEKING GPS INFO, USE SECTIONS B AND C:
7B Federal Rule of Criminal.Procedure Rule 41
8 Federal Rules of Criminal Procedure 41(b) (1} and (2), and
91l (c), as well as 18 U.S.C. § 2703{c) (1) (A} and the All Writs Act,
10 Il also authorize the Court to order the provision of GPS
11 || information upeon a showing of probable cause to believe that the
12 | monitoring sought will lead to the discovery of evidence of
13 || identified criminal activity.’ ’
14 As detailed in the declaration of Drug Enforcement
15 | Administration Special Agent Eric A. Kischer, some, but not all, ’
16 || cellular telephone service providers have the technical means to
17 || obtain GPS information. GPS informatioﬁ is not generated
18 || specifically for law enforcement, but is the product of a federal
19 If taw that reguires cellular telephone service providers to
20 l maintain and access location information for emergency
21 || responders. Kischer Dec., q 5. [; e ;ﬁ
22 I R
: = 1
i L K|
24 S [l
25 It - W
L A
26
_ 7 Again, the government does not concede that probable
27 | cause must be shown to obtain the GPS information sought, but
nonetheless provides probable cause in this case. BSee fn. [3},
28 | supra.
prospective Cell site fand GBS)/ fugitive / Juns 22, 2007
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15 The proposed order estaplishes a procedure that is in
16 | conformity with Rule 41{e) (2) (B} and (f)(2). These procedures
17 || inclade obtaining a court order for the information that states
18 || (1) the property to be tracked; (2) that the device may be used
15 | for no longer than 4% days, unless extensions are obtained; (3)
20 il that the device must be installed within 10 days; {4) that a
21 | return will be provided to the court; and (5) that notice will be
22 || provided after the use has ended, unless an order alld@ing
23 || gelayed notice 1is obtained.
24§ C. Delayed Notice
25 18 U.S.C. § 3103a(b) states that any notice required
26 | following the issuance of a court order may be delayed if, inter
271 alia, the court finds reasonable cause to believe that providing
28 || immediate notification of the execution of the court order may
Prospective Cell site {and cps)/ fugltive / June 22, 2007
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have an adverse result. An adverse result is defined in 18

1

2fU.s.Cc. § 2705{(a) (2} as including endangering the life Or'physical
3 || safety of a pexrson, flight from prosecution, destruction of or

4 I tampering with evidence, intimidation of potential witnesses, and
5 serious jeopardy of an investigation; Moreover, the Advisofy |
6 | committee Notes for Fed. R. Crim. P. 41(f) (3} (2006 Amendﬁents)

7 Il state that delay of notice may be appropriate where “the office:!
8 | establishes that the investigation is ongoing and théﬁ disclosuréi
9 § of the warrant will compromise that investigation.” The attachea.
10 | declaration of [AGENT] provides reasonable cause to beliéve that:
11 || immediate notification of the execution of the order may have an
12 || adverse result, and the proposed order both provides for the
13§ giving of such notice within 30 days after the date that the

14 || disclosure ends and prohibits, as part of the receipt of the

15 | requested information, the seizure of any tangible property ox

16 || any other prohibited wire or electronic information as stated in
17 18 U.S.C. § 3103a(b){2). |

18 ITT

19 CONCLUSION

20 Applicant respectfully requesfs £hat the Court issue the
21 § oxder in the form presented herewith.
22 |
23
24

25

26

27

28

Prospective Cell site fand GP5j/ fugitive / Juns 22, 2007
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xk%Note: this declaration goby is designed to ensure that the

1

2 (| same language that is in the application makes it into the

3 || declaration - it is not a strict structural requlrement, nor are'

4 || the headings required®®*¥

5 | **%Note Also: IF vOU ARE SEEKING GPS INFO, we are folléwing the

6 || procedures of Rule 41 — which means that the agént should be

7 | available so that the judge can make inquiries of him or her ifg ,
8 || the judge wants per Rule 41 {d) (2) **** 8 ‘

. } .

’

10 DECLARATION OF J[AGENMT1

11 | T, [AGENT], do hereby declare and affirm: _

12 1. [STATEMENT OF BACKGROUND/TRAINING/EXPERIENCE, ETC.].

13 PURPOSE OF DECLARATION
14 2. This declaration is made in support of an application

15 || for an order authorizing the disclosure of cell site information,
16 || [as well as wGgps” informationl}, as defined within the

17 || application, at such intervals and times as the government may

18 {| reguest, and the furnishing of all information, facilities, and

19 | technical assistance necessary to accomplish said disclosure

20 || unobtrusively, which_disclosure will establish the approximate 1
21 || location of the following cellular telephone[s] for a period of -
22 il 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS] days [IF

23 || MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW]:

24 (a) [TARGET NUMBER], a celiular telephone issued by

25 | [TELEPHONE COMPANY], subscribed to [SUBSCRIBER INFORMATION] and

26 ll believed to be used by [USER}] (“Subject Telephone #17}:

217 | ? !
28 "'

Prospective Cell site [snd ¢ps]/ fughtive / June 22, 2007
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(b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subje@§

Telephone #2, and concurrently with Subject Telephone #1 Ieferred

to as “the Subject Telephones”). _

i

[IF REQUESTING GPS INFO: 3. I also seek authorization under
18 U.S.C. § 3103a(b), for reasonable cause shown below, to dela§
notification of the propesed order for a period of BO‘dgfs from
the date that the disclosure ends. [YOU MAY ASK FOR A LONGER
PERIOD OF DELAY NOW TO A DATE CERTAIN IF YOU CAN STATE WHY THE
FACTS OF THIS CASE JUSTIEY SUCH AN ORDER, OR Y0OU MAY ASR FOR
CONTINUANCES OF THE DELAY AS NEEDED] ]

4. The facts set forth in this declaration are based upon
my own personal observations, my training and experience, and
information obtained during this investigation from othér
sources. This declaration is intended to show that there is
cause to obtain the information herein sought, and does not
purport to set forth all my knowledge of, or investigation into,

this matter.

PROBABLE CAUSE

5. {INSERT PARAGRAPHS DISCUSSING THE FEDERAL ARREST
WARRANT OR THE UFAP WARRANT OBTAINED, THAT EFFORTS TO LOCATE THE
FUGITIVE HAVE BEEN UNSGCCESSFUL, AND WHY THERE IS PROBABLE CAUSE

TO BELIEVE THAT THE INFORMATION SOUGHT WILL CAST LIGHT ON THE

Ny [N N DY N D
[ee] ~J [ w = O]

FUGITIVE'S CURRENT WHEREABOUTS. ]

[IF SEEKING GPS INFO:
GROUNDS_FOR DELAYING NOTICL

6. Based on my training and experience and my

investigation of this matter, 1 believe that reasonable cause

Prospective Ceil site {and §PS1/ fugitive / June 22, 20€7
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1 | exists to delay the service of the order as normally required for
2l a period of 30 days beyond the end of the disclosure period
3 | because [INSERT FACTS RELATING TO WHY GOOD CAUSE EXISTS; INCLUDE
4 || REFERENCE TO A PARTICULAR ADVERSE RESULT. FOR EXAMPLE‘.:[_ ’ ]
}‘?’"’ k.
510 :
3
6 ] j
|
3
/ 13
f \,’\_Vi - H
8 i 5 }
o}
N
10 v ; i|"
1y ) . ) ‘;
. i
< & s *z
12 | _ R B - (.
4 ' 1 ' -
13 WA E Note that for each extension of the delay,
14 || you must make an updated showing of the need for further delay.]]
15
16 1 declare and affirm under penalty of perjury that the
17 { foregoing is true and correct to the best of my knowledge.
is Executed on {(DATE], at [LOCATION], California.
19
20 [AGENT}
[AGERCY]
21
22
23
24
25
26
27

28

Prospective Cell site jand GpS)/ fugitive / June 22, 2001
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1 || GEORGE 'S. CARDONA
‘f United States Attorney
2 || THOMAS P. O”BRIEN
Assistant United States Attorney v
3 {l Chief, Criminal Division
[Youl ({CA Bar No. )
4 Il Assistant United States Attorney
¥X00 United States Courthouse
5 312 North Spring Street [
. Los Rngeles, California 320012 '
6 Telephone: (213} 834-XXXX
Facsimile: (213) B94-XXXX
7 Email: XXX @uesdo] .gov
8 | Attorneys for Applicant
United States of America
9
10 UNITED STATES DISTRICT COURT
11 FOR THE CENTRAI DISTRICT OF CALIFORNIA
12
13 ) No.
_ IN RE CELLULAR y
14 TELEPHONE [S] } [proposed] ORDER
15 ) (UNDER SEAL)
16 )
)
17
18 Upon application by the United States of America, supported
15 || by the declarations of Henry Hodor, [IF REQUESTING GPS INFO: Eric
50 | 2. Kischer], and [AGENT], for orders relating to the following
21 || cellular telephone[s} [IF MORE THAN ONE, USE SUBPARAGRAPH
22 # STRUCTURE BELOW] :
23 (&) [TARGET NUMBER], a cellular telephone issued by
24 || {TELEPHONE COMPANY], subscribed to [SUBSCRIBER INFORMATION] and
25 || believed to be used by [USER] (“Subject Telephone #17); and
26 (b} [REPEAT FOR PND/SUBSEQUENT PHONE] (“Subject
27 Telephone'#Z, and concurrently with Subject Telephone #1 referred
L
>g | to as “the Subject Telephones”),

prospective Cell site [and GPS}/ fugitive / Junes 22, 2007
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TRIS COURT FINDS THAT there is probable cause to believe

1

2 | that cell site information, [as well as GPS information,] likely
.3 té be received concerning the approximate location of the Subject
4 |t Telephone[s], currently within the Central District of

5§ catifornia, will constitute or yield evidence of the approximate
6l Location of a fugitive from a federal arrest warrant.

7 [IF SEEKING GPS INFO: THIS CQURT FURTHER FINDS reasonable

8 || cause exists to believe that providing immediate notification of
9§ this order to the user of the Subject Telephonefs} may have an
10 || adverse result.] _
11 GOOD CAUSE HAVING BEEN SHOWN, THIS COURT HEREBY ORDERS THAT:
12 1. [TELEPHONE COMPANY] shall disclose, at such intervals
13 { and times as directed by.[AGENCY], information concerning the
14 | location {physical address) of the cell site at éall crigination
15 || (for outbound calling), call termination (for.incoming calls},
16 J| and, if reasonably available, during the progress of a call, for
17 | the Subject Telephone[s], as well as such other information,
18 || apart from the content of any communication, that is reasonably
19 || available to the cellular telephone service provider and that is
20 || requested by the [AGENCY]} or any law enforcement agency working
21 || with the [AGENCY], céncerning the cell sites/sectors receiving !
52 Il and transmitting signals to and from the Subject Telephonels],
23 [ bl J
24 | [IF REQUESTING GPS INFO, ADD PARAGRAPHS 2 THROUGH 5:

25 Z, [TELEPHONE COMPANY} shall disclose at such intervals
26 ! and times as directed by [AGENCY], latitude and longitude data
27 il gathered for the Subject Telephéne[s], includinnglobal

28 {| Positioning Satellite (“GPS”) and/or network timing information,

Prospective Cell site {and GPSY/ fugitive / Jume 22, 2007
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14 and including information from such programs- as Nextel Mobile
2 f Locator, Boost Mobiie Loopt, Sprint/Nextel Findum Wireless, or a
3l similar program, which will establish the approximate location 6f
4 |l the Subject Telephone(s] (referred to herein as “GPS
5 I information”), and shall furﬁish all information, facilities, and
6 || technical assistance necessary to accomplish said disclosure
7 I unobtrusively. "
8 3. As part of the receipt of the requested GP3
g | information, the [AGENCY] is prohibited from seizing any tangible
10 || property pursuant to this oxder, or any other prohibiteé wire orx
11 electronic information as stated in 18 U.S.C. § 3103a(b) (2). The |~
12 || [AGENCY] is not prohibited from doing so in relation to any other
13 || investigation authorized by law. |
14 4. The [AGENCY} shall make a return of this order for GPS
15 | information to the duty United States Magistrate Judge within 10
16 || calendar deys after the disclosure of information ceases. The
17 | return shall state the date and time the telephone company began
18 || providing information pursuant to this order, and the period
1¢ || during which information was provided, including pursuant to any
20 | orders permitting continued disclosure.
21 5. The [AGENCY] is permitted to delay service of this
22 I order for GPS information to the subscriberis] of the Subject
23 || Telepheonels] [for a period of 30 days from the date that the
24 | disclosure ends] [until DATE] [USE LATTER ONLY IPF YOU HAVE
55 || JUSTIFIED AS DISCUSSED ABOVE]].
26 6. The disclosure of the requested information by the
27 Il cellular telephone sexvice provider[s] shall begin during the
28 {| daytime on the earlier of the day on which law enforcement

srospsctive Cell sits {and 5P5)/ fugitive / June 22, 2007
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officers first begin to receive information pursuant to this el

order or ten days after the date of this order, and continue for
up to 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAY3] days
thereafter unless additional orders are made continuing the
period of the disclosure.

7. The disclosure of the requested‘information shall occur
whether the Subject Telephone([s] (is/are] located within this

District, outside of the District, or both.

8. [ bae

Y
— i

R

R
AN

16 % ' j
17 1':'2 o ) o l\ﬂ’ﬂ\‘rf ;;f
18 [ e 3
= = [
=" 3 - e
19 = z
= i
20 9, [TELEPHONE COMPANY] shall execute the Court’s order &s
21 || soon as practicable after it is signed. If a copy of the order
22| is given to any cellular telephone service provider, the copy may
23 | be redacted by law enforcement to exclude the Target Subjects or
24 ll fugitive and any description of the offenses under investigation.
25 1G. The [AGENCY] shall reimburée the applicable cellular
26 || telephone service provider for their reascnable expenses directly
57 || incurred by the cellular telephone service provider in providing
28 || the requested information and any related technical assistance.
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11. To avoid prejudice to this criminal fugitive

erospective Cell site fand GPS}/ fugitive / June 22, 2007

)

2 | investigation, the applicable cellular telephone service
3 providérs and their agents and employees shall not disclose to or
4 | cause a disclosure of this Court's oxder, or the request for
5 | information by the [AGENCY] or other law enforcement agencies
& 1nvolved in the investigation, or the exlstencm of this
7 4 investigation, excepl as necessary to accompllsﬁ the assistance
8 | hereby ordered. In particular, the cellular telephone service
9 || providers and their agents and employees are ordered not to make
10 { any disclosure to the lessees of the telephone or telephone .
11 | subscribers. - it
12 *
13 i DATED:
14
HONORABLE [judge]
15 UNITED STATES MAGISTRATE JUDGE :
16
17
18
19
20
21
22
23
24
25 :
26
27 f o - i N -
28
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1 || #%*Note: if you want EITHER GPS gata, or cell site info for
whenever the phone is turned on, you must include the procedures
2 I under Rule 41 and CALL THE ORDER A WARRANT. If you only want cell
site info during the progress of a call, you need not follow
3 | those procedureg.***
4 || ***Note: if you are requesting only cell gite data, use this
form, the Hodor declaration, and your agent’s declaration. If
5 || you are requesting only GPS info, use this form, the Kischer
declaration, and your agent’s declaration. If you are requesting
6 || both, usze all of the declarations.***
7 |l ***Note: if you are requesting continued information, state that
throughout, and insert into the app. that a, previous Warrant was
g |l obtained. Direct it to the same judge that signed this
watrrant/order***
9
THOMAS P. O'BRIEN
10 | United States Attorney
CHRISTINE C. EWELL
11 il Assistant United States Attorney
Chief, Criminal Division
12 || [You]l (CA Bax No. )
Assistant United States Attorney
13 X¥X00 United States Courthouse
312 North Spring Street
14 Los Angeles, California 90012
Telephone: (213) 894-XXXX
15 Facsimile: (213) 894 -XXXX
Email: XXXXeusdoj.gov
16 |
Attorneys for Applicant
17 |l United States of America
18
UNITED STATES DISTRICT COURT
i3
FOR THE CENTRAL, DISTRICT OF CALIFORNIA
20
21 ) No.
S5 TN RE CELLULAR }
TELEPHONE [S] } GCVERNMENT'S EX PARTE APPLICATION
23 } FOR [A WARRANT] [AN ORDER]
) AUTHORIZING THE DISCLOSURE OF
ad ) CELL SITE INFORMATION [AND GPS
}  INFORMATION] ;DECLARATICNS OF
95 ) HENRY HODOR, ERIC A, KISCHER AND
) IagENT]
o ) e o e e
) (UNDER SEAL)
27
28 prospettive Cell site land GPS)/ investigation } July 28, 2008
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17

18
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20
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23

24

25

26

27
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The United States of America, by and through its coumnsel of

record, the United States Attorney for the Central District of
California, hereby applies for [a warrant] [an order] authorizing
the disclosure of cell site informaticn, [IF WANT GPS INFO: as
well ag “*@PS information”] at such inteérvals and times as the
government may request, and the furnishing of all information,
facilities, and technical assistance necessary to accompligh said
disclosure uncbtrusively, which disclosure will establish the
approximate location of the following cellular telephoneis] for a
period of 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]
days [IF MORE THAN CNE, USE SUBPARAGRAPH STRUCTURE BELCW] :

(a) [TARGET NUMBER], a cellular telephone issued by
[TELEPHONE COMPANY], subscribed to [SUBSCRIBER INFORMATION] and
believed -to be used by [USER] (“Subjéct Telephone #1");

(b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subject
Telephone #2, and concurrently with Subject Telephone #1 referred
to as “the Subject Telephones®).

[IF REQUESTING GPS INFO: This application also seeks

authorization under 18 U.S8.C. § 3103a{b), for reagonable cause
shown, to delay notification of the above Warrant to the

subscriber and users of the Subject Telephone for a period of 30

dayg from thie date chat tlieé gigclosurg ends. [Y0OU MAY ASK FOR A&
LONGER PERIOD OF DELAY NOW TO A DATE CERTAIN IF YOU CAN STATE WHY
THE FACTS OF THIS CASE JUSTIFY SUCH AN CORDER, OR YOU MAY ASK FOR

CONTINUANCES OF THE DELAY AS NEEDED, IF YOU SEEK A CONTINUANCE,

&6 FIRST TO THE JUDGE WHO SIGNED THIS ORDER/ WARRANT)

Prospective Cell site {and GPS]/ investigation / July 28, 2008
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1 This application is based on the attached memorandum of
2 | points and authorities, including the certification by the
3 || attorney for the government, and declarations of the following
4 Il individuals: (1) Henry Hodor (a declaration previously prepared
5§ outside of this district); (2) [IF REQUESTING GPS INFO: Exric A.
6 | Kischer (a declaration previously prepared within this
7 # district)}; and (3} [AGENT].
8 {| DATED: Respectfully submitted,
9 THOMAS P. O’BRIEN
United States Attorney
10 i
CHRISTINE C. EWELL
11 Assistant United States Attorney
Chief, Criminal Division
12
13
[YoUu]
14 Asgistant United States Attorney
15 Attorneys for Applicant
United States of America
1&
17
18
12
20
21
22
23
24
25
26
27
28
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1 MEMORANDUM OF POINTS AND AUTHORTITIES
2 I
3 INTRODUCTION
4 By Ehis application, the government seeks [a warrant] [an
5 || order] that cellular telephone service provider[s] furnish the
6 || [RGENCY (®INITIALS”)] with cell site fand “GPS”] informatioﬁ for
7l a cellular telephone béing used by the subject of a federal
8 | investigation, under circumstances wheie there is probable cause
5 | to pelieve that [a federal crime is / federal crimes are] being
10 | committed and that the information likely to be received
11 | concerning the approximate location of the following Subject
12 | Telephoneisl, currently within the Central District of
13 fi California, will constitutq or yield evidence of [that crime /
14 || those crimes] [IF MORE THAN ONE, USE SURPARAGRAPH STRUCTURE
15 || BELOW] :
1e (a) [TARGET NUMBER}, a cellular telephone issued by
17 || [TELEPHONE COMPANY] , subscribed to [SUBSCRIBER INFORMATION] and
18 believed to be used by [USER} (“Subject Telephcne #1”);
19 {b) - [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“*Subject
20 | Telephone #2, and concurrently with Subject Telephone #1 referred
21§l to as “the Subject Telephones”}.
22 . The information sought by this application includes
23 || information about the location (physical address) of the "cell
04 || siteg®® linked to the Subject Telephonel[s] at call origination
25
. ... 2  In order for-a eellular- telephone--to-make -or-receive a
26 Il call, it must be within radio range of a "cell site," or cell
tower, which tonnects it to a carrier's wireless network. Each
27 || tower transmits and receives radio signals across 360 degrees;
98 H prospective Cell site (and P51/ investigation / duly 28, 2608

1

P224




1!l (for outbound calling), call termination (for incoming calls),?
2 | and, if reasonably available, during the progress of a call.
3 I This information, which is acquired in the first instdance by the
4 || cellular telephone service provider, includes any information,
5 || apart from the content of any communication, that is reasonably
6 I available to the service provider and that is requested by the
71 [AGENCY], concerning the cell gites/sectors receiving and
8 || transmitting signals to and f£rom the Subject Telephone [s] [ONLY IF
9 || SEEKING GPS OR FOLLOWING RULE 41 PROCEDURES:, (:‘ ivi‘,!‘i.&';f:
10 V& ﬂg This information is sought based on the
1i || combined authority of 18 U.S.C. § 3121 et seg. (the “Pen Register
12 {| statute”) and 18 U.S.C. §§ 2701-11 (the vgtored Communications
13
14
"15
16
17
1.8
18
20
21
55 wireless carriers typically divide that 360 degree circle into
three equal slices of 120 degrees, each of which 1s called a
23 || vsector." Carriers control multiple towers through the use of a .
"hase station." Sensors within the base station detect which
24 || tower and sector makes radio contact with a cellular telephone.
(Hodor Decl. 1§ 9-11, at 6-7).
25
R u3--The-teiephene—a%w“eall~origination¢~i9~the~eeliuiar-m _
26 || telephone that is calling another telephone. The telephone at
vaall termination” is the cellular telephone that is receiving
27 || the call. (Hodor Decl. § 21, at 15-16).
28 Prospective Cell site [and GPS]/ investigation / July 23, 2008
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.ll
12
13
14
15
16
17
i8
13
20

21

actr).? The attorney for the government has made the required
certification at the end of this application. |

[IF SEEKING GPS INFO, USE THE FOLLOWING TWO PARAGRAPHS: This
application further seeks latitude and longitude data gathered
for the Subject Telephone (s}, including Global Positioning |
gatellite (*@Pg”) and/or network timing information, and
including information from such programs as Nextel Mobile
Locator, Boost Mobile Loopt, Sprint/Nextel Findum Wirelegs, or a
similar program, which will establish the approximate location of
the Subject Telephene(s], and which information is acquired in
the first instance by the cellular telephone service provider
(referred to herein as "“GPS information”). This information is
sought based on the authority in Federal Rule of Criminal
procedure 41(b) (1) and (2) and 28 U.S.C. § 1651 {(the A1l Writs
aAct), and will be obtained in conformity with the procedures of
Federal Rule of Criminal Procedure 41.

also, this application seeks authorization under 18 U.S.C.
§ 3103a(b), for reasonable cause shown, to delay notification of
the above Warrant to the subscriber and users of the Subject

Telephone for a period of 30 days from the date that the

22
23
24
25
.26
27

28

—In Light"6f*ﬁHé—g6vETﬂmént*H—shﬁwingﬁcf—prcbabie#caﬁge
herein, this application does not rely on, and this Court need
not consider the validity of, the government’s continuing
position that courts may iggue orders authorizing the government
o obtain cell site and GPS information based on the combined
effect of the Pen Register Statute and the Stored Communications
Act even where the government does not show probable cause.

ujihatﬂtheory.hasibeengaduancgd“in#suppgrt_gi;appligatigns-for”‘_

cell site information in various districts and is discussed in a
numbey of court opinions). The government continues to maintain
that probable cause is not required to properly request and
obtain the information it seeks herein.

prospective Cell site {and GPS}/ investigation / July 28, 2043
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[YOU MBY ASK FOR A LONGER PERIOD OF DELAY NOW

1| disclosure ends.
21 TO A DATE CERTAIN IF YOU CAN STATE WHY THE FACTS OF THIS CASE
3 | JUSTIFY SUCH AN ORDER, OR YOU MAY ASK FOR CONTINUANCES OF THE
4 | DELAY AS NEEDED. AGAIN, CONTINUANCES SHOULD GO TC THE SAME
5 | JUDGE} . BAs discussed in the attached declaration of [AGENT],
¢ | inmediate notification of this order to the user of the Subject
7 | Telephone [s] may have an adverse result.]
8 This application further seeks an order that: (1) authorizes
9 | the disclosure of the requested information whether the Subject
10 || Telephone [s] [is/are] located within this District, outside of
- ! ey
11 | the pistrict, ox both; (2)[ N -]
. !
12 ( |
t
13 |{iv i
L i
14 ||
15 (i [ i - - - !
H [ i i
{ i ;
16 {fi-
f
17 .
18 \ ! §
h 1
it i
194 i
j
20 |1 3.
21 |l and (3) orders the
. A .
22 | [AGENCY] to reimburse the applicable cellular telephone service
23 || provider for its reagsonable expenses directly incurred in
24 | providing the requested information and any related technical
25 |t assistance.
26 The application is made in connection with an investiéggibnri
37 | of offenses committed by [TARGET], specifically violations of.
28

Prospective Cell site [and GPS}/ investigation / July 28, 2008
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1|l [STATUTES AND DESCRIPTIONS], and is based upon the certification
2 | by the attorney for the govermment as well as declarations from
3 || the following individuals: (1} Henry Hodor {a declaratiomn

4 previoﬁsly prepared outside of this district); (2) [IF REQUESTING
5 | gps INFO: Eric A. Kischer (a declaration previously prepared

6 || within this district)]; and (3) [RGENT].

7 iz

8 DISCUSSION

9l . The Pen Register Statute and the Stored Communications Act

10 The Pen Register Statute and the Stored Communications Act,
11 || in combination, authorize the disclosure of cell site
12 || information.
13 1. 18 U.S.C. § 3127: The Pen Register Statute
14 The Pen Register Statute, as amended by the USA PATRIOT Act,
15 | permits courts to issue ex parte orders permitting telephone

16 {| service providers or law enforéement officials to install and use
17 || pen registers and trap and trace devices. The statute defines a
18 || "pen register” as “a device or process which records or decodes
19 | dialing, routing, addressing, or gigmaling information
20 || transmitted by an instrument or facility from which a wire or
21 || electronic communication is transmitted, provided, however, that
22 | such information shall not include the contents of any
23 || communication.” 18 U.S.C. § 3127(3) (emphasis added). The
24 | statute defines a “trap and trace device” as “a device or process
25 || which captures the incoming electronic ox other impulses which
| ésm 1aéggifyﬂthe-orlglnatlng numbeéﬁéf;oﬁigf_azgiiﬁg,“routlng, -
27 | addressing, or signaling informatiopn reasonably likely to
28

rospective Cell site [and GPS)/ investigation / July 28, 2008
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1 || identify the source of a wire or electronic communication,

2 | provided, however, that such inforﬁation shall not include the

3 | contents of any communication.” 18 T.8.C. § 3127(4) {emphasis

4 | added) .

5 The definitions of a “pen register” and a “trap and trace

6 | device” in the Pen Register Statute include the cell gite

7 | information the government seeks here, As explained in the Hodor

g8 || declaration, a cellular telephone transmifs signalg to the

9 neares&rcéll tower or towers when the user makes a call and also
10 | transmits information to such towers when the cell phone is on,
i1l even if a call is not in progress, in order for the cellular

12 || telephone to register its presence in the network. {Hodor Decl.
13 |} 99 9-11). These transmissions constitute “gignaling information”
14  under the definitions in the Pen Register Statute, which are set -
15 | forth above, and thus the statute permits an order for cell site
16 || information upon an appropriate application by the government.

17 || See In Re: Applicaﬁion of the United States for zn Order for

18 || Prospective Cell Site Location Information on a Cerfain Cellular
19| Telephone, 460 F. Supp. 2d 448, 455 (s.D.N.Y. 2006).

20 2. 18 U.8.C. § 2763: The Stored Communication Act

21 The Pen Register Statute wéuld be enough to authorize the
22 | government’s acquisition of cell site information were it not for
23 fa statﬁte known as the Communications Assistance for Law

24 || Enforcement Act of 1994 (“CALEA"), codified at 47 U.S.C. §§ 1001-
25 [ 1021. CALEA creates a statutory impediment to law enforcement

26 || obtaining cell ‘site information based on the Pen Register Statute
27 || alone. However, that impediment is itself overcome by the

28
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provisions of the Stored Communication Act, which also governs

1
2 || cell site information.
3 Section 1002(a) (2) of CALEA requires telecommunications
4 carriers to ensure that their equipmeni is, among other things,
5 | capable of the following:
6 expeditiously isolating and enabling the government,
7 " pursuant to a court order or other lawful
8 authorization, to access call-identifying information
9 that is reasonably available to the carrier
10 except that, with regard to information acquired golely
11 pursuant the authority for pen registers and trap and
12 trace devices (as defined in section 3127 of Title 18),
13 such call~iden£ifying infeormation shall not incliude any
14 information that may disclose the physical location of
15 subscriber (except to the extent that the location may
16 be determined from the telephone number) .
17 {47 U.8.C. § 1002{a) (2) (emphasis added). The government
18 {| recognizes that cell site information “may disclose the physical
19 | 1ocation of the subscriber” and that the “solely pursuant” clause
20 | of CALEA set forth above prevents the government from obtaining
21 || such cell site information pursuant to the Pen Register Statute
soatone.—Section 1002 does oL, however, T preciude entizery the
23 |l disclosure of cell site information under the Pen Register
24 || Statute, but, rather, permits such disclosure pursuant to a
25 || combination of the Pen Register Statute and someradditional
“53“'Eﬁﬁﬂafffff”"fﬁif'addifiénal authority is the Stored
27 || Communications Act.
28
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1 Section 2703{c) (1) {B) of the Stored Communications Act

2 [ provides that ™[a} govermment entity may require a provider of

é electronic communication service to_disclose a record or otheﬁ

4 iﬁformation pertaining to a subscriber to or customer of such

5 | service (not including the contents of communications). . . when

6 || the governmental entity” obtains a court ordexr fér such

7 #f disclosure pursuant to Section 2703{(d). 18 U.S.C.

gl § 2703 (c) (1) (B).

9 The definition of terms in the Stored Communications Act
10 || makes clear that the “record or other iﬁformationﬁ that a court
11 | may order a provider to disclose to the government under Section
12 || 2703(d) includes cell site information. First, the Stored
13 || Communications Act éxpressly adopts the definition of statutory
14 | terms set fbrth in 18 U.S.C. § 2510, See 18 U.5.C. § 2711 (™As
15 | used in this chapter . . . {1) the terms defined in section 2510
16 {| of this title have, respectively, the_definitions given such
17 | terms in that section”). Thus, the term “provider of electronic
18 || communication service; used in Section 2703 {c}) covers cellular
19 | telephone service providers, because 18 U.S5.C. § 2510(15} defines
20 || *electronic communications service” as “any service which
21 || provides to users thereof the ability to send or receive‘wire or
s2f-etectronic communications 18 UTS . CT 8§ >RTe s FurtheTr,
23§ cell site information is “a record or other information
24 | pertaining to a subscriber to or customer of” an electronic
25 || communications service -- ancother term used in Section 2703{c) --
"ig"”BééaﬁéETréé'iﬁaiééféafﬁ§‘EﬁE_ﬁ5§5¥"aééi§féEISﬁf'ééiiﬁig}fu"”"”'W'””'
27 | telephone service providers receive and store the information, if
28
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10

11

12

i3

14

is

16

17

18

18

20

sometimes only momentarily, before forwarding it to law
enforcement officials. (Hodor Decl. Y 14, 17-25). See In Re:

Application of the United States for an Order for Prospective

Cell Site Location Information on a Certain Celliular Telephone,
460 F. Supp. 2d 448, 457-60 (S.D.N.Y. 2006} .

[INCLUDE THIS FOOTNOTE ONLY IF YdU ARE NOT GETTING GPS3*]

25

g

27

28

4 As discussged in the attached declaration of Mr. Hodor,
this application does not seek latitude and longitude data (often

¢oliodquially Teferred to as “"GPS information™) eithe¥r Vid the

shandset bagsed” or “network based” systems. (Hodor Decl. §Y 30-
37} . Accordingly, this application is not made pursuant to
Federal Rule of Criminal Procedure 41.

prospective Cell site [amd GPS]/ investigation / dJuly 28, 2008

9

RrF

pP239




1| [IF SEEKING GPS INFO, USE SECTIONS B AND C:
2| B. Federal Rule of Criminal Procedure Rule 41 and the All Writs
3 Act '
4 Federal Rules of Criminal Proceduie 41{b) (1} ard {2}, and
sl {c), as well as the above discussed séctions and 18 U.85.C.
61§ 2703{c) {1) (A), authorize the court to order the provision.of
7 Y GPS igformation upon a showing of probable cause to believe that
8 || the monitoring sought will lead to the discovery of evidence of
9 || identified criminal activity.® Because the GPS information is
10 || being sought under this authority, and because as discussed below
11 | the procedures of Rule 41(e) (2} (B) and {f) {2) are being followed,
12 | the GPS information may be provided regardless of whether a call
13 jj is in progress.
14 as detailed in the declaration of Drug Enforcement
15 Il Administration Special Agent Eric A. Rischer, some, but not all,
16 || cellular telephone service providers have the technical means to
17 | obtain GPS information. GPS information is not generated
18 || specifically for law enforcement, but is the product of a federal
19 || law that requires cellular telephone service providers to
20 {| maintain and access location information for emergency
21 | responders. Kischer Dec., § 5. Tﬁ : Wie R
T e e — - ;‘E
23 J Tt _ ‘
24 | . )‘?Z A =j
25
26 "% ngain, the government does not concede that probable cause
must be shown to obtain the GPS information sought, but
>7 | nonetheless provides probable cause in this case. See fn. 3,
A supra.
28
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In addition, the All Writs Acts permits courts to “isgsue all
writs necessary or appropriate in aid of their respective

jurisdictions and agreeable to the usages and principles of law.”

28 [U.8.C. § 1651 (a); see also Adams v. United States ex rel.
McCann, 317 U.8. 269, 273 (1942) (“unless appropriately confined

by Congress, a federal court may avail itself of all auxiliary

22

23

24

25

e

27

28

conformity with Rule 41(e) (2) (B) and (£) (2.

WTits as aids 1l the perrormariceé of 1tg duiles, whern Ehe use of
suich historic aids is calculated in its gound judgment to achieve

the ends of justice entrusted to it.”).

The proposed warrant establishes a procedure that is in

“These procedures
include obtaining a court warrant for the information that states
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11
12
13
14
15
16
17
18

13

{1) the property to be tracked; (2) that the device may be used
for no longer than 45 days, unless extensions are obtained; (3)
that the device must be installed within 10 days; (4) that a
return will .be provided to the court; and {5} that notice will be
provided after the use has ended, uniess an order allowing
delayed notice is obtained.

C. Delaved Notice

18 U.8.C. § 3103a(b) states that any notice required
following the issuance of a warrant may be delayed if, inter
alia, the court finds reasonable cause to believe that providing
immediate notification of the execution of the warrant may have
an adverse result. An adverse result is defined in 18 U.S.C. §
2705 (a) (2) as including endangering the life or physical safety
of a person, flight from prosecution, destruction of or tampering
with evidence, intimidation of potential witnesses, and serious
jeopardy of an investigation. Moxreover, the Advisory Committee
Notes for Fed. R. Crim. P. 41(f) (3) (2006 Amendments)} state that
delay of notice may be appropriate whére “the officer establisﬁes
that the investiga?ion is ongoing and that disclosure of the
warrant will compromise that investigation.” The attached

declaration of [AGENT] provides reasonable cause to believe that

24

25

26

27

28

tTmmedtate-notificatiorofthe execution of the warTant may lave
an adverse result, and the proposed warrant both provides for the
giving of such notice within 30 days after the date that the

disclosure ends and prohibits, as part of the receipt of the

‘requested information, the séizltre of any tangible property or

Prospective Cell site fand GP3)}/ investigation / Juiy 28, 2008

12

po22ng




1 | any other prohibited wire or electronic information as stated in
218 U.s.c. § 23103a(b)(2). ]
3 | ITT
4 QQﬁQLEElQE
5 Applicant respectfully requests that the Court issue the
6 | warrant in the form presented herewith.
7 Iv
8 CERTIFICATION
g In support of this application, and pursuant to 18 U.S.C.
10 || § 3122, I state that I, [YOUR NAME], am an "attorney for the
11 | covernment” as defined in Rule 1(b) (1) of the Federal Rules of
12 || criminal pProcedure. I certify that the information likely to be
13 | obtained from the requested order/ warrant is relevant to an
14 || ongoing criminal investigation being conducted by the
15 || [AGENCY/IES] of [LIST MAIN TARGET(S)] for viclations of [LIST
16 || STATUTES] .
17 I declare under penalty of perjury under the laws of the
18 || tnited States of America that the foregoing paragraph is true and
19 || correct.
20
DATE [You]
21 Assistant United States Attorney
[INSERT SECTION]} Section
22
23
24
25
26
27
28
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1 | ***xNote: this declaration goby is designed to ensure that the
é same language that is in the application makes it inteo the
3 | declaration - it is not a strict structural requirement, mnor are
4 { the headings reguired**#%%
5 || *%*Note Also: IF YOU ARE SEEKING GPS INFO, we are following the
& || procedures of Rule 41 - which means that the agent should be
7§ available so that the judge can make inguiries of him/her if the
8 | judge wants per Rule 41(d) (2) %**+*
9
10 DECLARATION OF [AGENT]
11 | T, [AGENT], do hereby declare and affirm:
12 1. [STATEMENT OF BACKGROUND/TRAINIEG/EXPERIENCE, ETC.].
13 PURPOSE OF DECLARATION
14 2. This declaration is made inrsupport of an application
15 | for [a warrant] [an order] authorizing the disclosure of “cell
16 | gite” information, [as well as “GPS"Ainformation,] ag defined
17 || within the application, at such intervals and times as the
18 | government may request, and the furnishing of all informatiocn,
19 || facilities, and technical assistance necessary to accomplish said
20 || disclosure unobtrusively, which disclosure will establish the
21 || approximate location of the following cellular telephomne(s] for a
22 || period of 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]
23 i days [IF MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW] :
-24 (é) [TARGET NUMBER], a cellular telephone issued by
25 | [TELEPHONE COMPANY], subscribed to [SUBSCRIBER INFORMATION]} and
56 | believed to be used by [USER] (“Subject Telephome #17); |
27
28
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1 (b} [REPEAT FOR 2ND/SURSEQUENT PHONE] (“Subject
2 || Telephone #2, and concurrently with Subjéct Telephone #1 referred
3 i to as “the Subject Telephones”) .
4 [IF REQUESTING GPS INFO: 3. I also seek authorization under
518 U.g.c. § 3103a(b), for reasonable cause shown below, to delay
6 notification of the proposed warrant for a ‘period of 30 days from
7 4 the date that the disclosure ends. [YOU MAY ASK FOR A LONGER
8 || PERIOD OF DELAY NOW TO & DATE CERTAIN IF YOﬁ CAN STATE WHY THE
9 || FACTS OF THIS CASE JUSTIFY SUCH AN ORDER, OR YOU MAY ASK FOR
10 | CONTINUANCES OF THE DELAY AS NEEDED]]
11 4. The facts set forth in this declaration are based upon
12 | my own personal observations, my training and experience, and
13 || information obtained during this investigation from other
14 || sources. This declaration is intended to show that there is
15 {| cause to obtain the information herein sought, and does not
16 | purport to set forth all my knowledge of, or investigation into,
17 || this matter.
18 PROBABLE CAUSE
18 5. [INSERT PARAGRAPHS DISCUSSING WHY THERE IS PROBABLE
>0 | CAUSE TO BELIEVE THAT FEDERAL CRIMES ARE BEING COMMITTED AND THAT
21‘ THE INFORMATION SOUGHT WILL PROVIDE EVIDENCE OF THE VIOLATIONS.]
22
23 || [IF SEEKING GPS INFO:
24 GROUNDS FOR DELAYING NOTICE
25 6. Based on my training and experience and my
26 || invéstigation of thig Matts¥, T Bélieve that réagdiiable cause
27 | exists to delay the sexrvice of the warrant as normally required
28
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10

11

12

13
14
15
16
17
18
19
20

21

a2

for a period of 30 days beyond the end of the disclosure period
because [INSERT FACTS RELATING TO WHY GOOD CAUSE EXISTS; ZINCLUDE

REFERENCE TO A PARTICULAR ADVERSE RESULT. FOR EXAMPLE:( ‘q

& b7
%r _ bqgﬁ -1 Note that for each extension of the

delay, you must make an updated showing of the need for further

delay.]]

T declare and affirm undexr penalty of perjury that the
foregoing is true and correct to the best of my knowledge.

Executed on [DATE}, at [LOCATION], California.

[AGENT]
[AGENCY]

23

24

25

26

27

28
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1 || THOMAS P. O’BRIEN
United States Attorney
2 | CHRISTINE C. EWELL
Aggistant United States Attorney
3 || chief, Criminal Division
[YoUl (CA Baxr No. }
4 | Assistant United States Attorney
_ X¥X00 United States Courthouse
5 312 North Spring Street
Los Angeles, California 90012
6 Telephone: (213) 824-XXXX
‘ Facsimile: (213) 884-XXXX
7 Email: ¥Xeusdoj .gov
8 || Attorneys for Applicant
United States of America
9 . .
10 UNITED STATES DISTRICT COURT
11 FOR THE CENTRAL DISTRICT OF CALIFORNIA
1z
13 ) Xo.
IN RE CELLULAR )
1a TELEPHONE {S] ) [propocsed] [WARRANT] [ORDER]
)
15 )
} (UNDER SEAL)
)
16 ;
)
17
18 Upon application by the United States of America, supported
19 || by the declarations of Henry Hedor, [IF REQUESTING GPS INFO: Eric
50 || A. Kischer]l, and [AGENT], for [a warrant and] orders relating to
51 || the following cellulax telephone(s] [IF MORE THAN ONE, USE
25 | SUBPARAGRAPH STRUCTURE BELOW] ;-
23 {a) [TARGET NUMBER], a cellular telephone issued by
24 || [TELEPHONE COMPANY] , subscribed to [SUBSCRIBER INFORMATION] and
55 || believed to be used by [USER] (“Subject Telephone #1”); and
.26 — - T o e+ e samn v S e 1 e e e
27
28
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10

11

iz

13

i4

15

156

17

18

19

20

23

22

(b} {REPEAT FOR 2ND/SUBRSEQUENT PHONE] (“Subject
Telephone #2, and concurrently with Subject Telephone #1 referred
to as “the Subject Telephones”},

THIS COURT FINDS THAT there is probable cause to believe
that cell site information, Ias well as GPS information,] likely
to be received concerning the approximate location of the Subject
Telephone [s], currently within the Central District of
Caiifornia, will constitute or yield evidence of violations of
[STATUTES AND DESCRIPTIONS], being committed by {[TARGET] [and
others lknown andl unknown] .

THIS COURT FURTHER FINDS THAT, pursuant to 18 U.S.C. § 3123,
the attorney for the government has certified that the
information iikely to be obtained is relevant to an ongoing
criminal investigation of [LIST MAIN TARGET(S}] being conducted
by the [AGENCY/IES] for violatioris of [LIST STATUTES].

[IF SEEKING GPS INFO: THIS COURT FURTHER FINDS reasonable

‘causze exists to believe that providing immediate notification of

this warrant to the user of the Subject Telephone{s] may have an
adverse result.] |

GOOD CAUSE HAVING BEEN SHOWN, THIS CCOURT HEREBY ISSUES THIS
WARRANT AND FURTHER ORDERS THAT:

1. [TELEPHONE COMPANY] shall discloge, at such intervals

n

23
24

25

26

27

28

and times as directed by [AGENCY], information concerning the
location (physical address) of the cell site at call origination
{for outbound calling); call termination (for incoming calls),
and,wii_reasonablyuavailablefmduring the -progress-of a-call, for
the Subject Telephone{s], as well as such other information,
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1 || apart from the content of any communication, that is reascnably

2 available to the cellular telephone service provider and that is
3 || requested by the [AGENCY] or any law enforcement agency working

4 | with the [AGENCY], concerning the cell sites/sectors receiving

5 || and transmitting signals to and from the Subject Telephone[s]

6 /T | b1 E : _ 7
7 E; = - I. B
g | [IF REQUESTING GPS INFC, ADD PARAGRAPHS 2 THROUGH 5:

9 2. [TELEPHONE COMPANY] shall disclose at such intervals

10 | and times as directed by [AGENCY], latitude and longitude data

11 | gathered for the Subject Telephone[s], inclﬁding Global
12 Il Positioning Satellite (“GPS”} and/or network timing information,
13 || and including information from such programs as Nextel Mobile
14 ;LDcator, Boost Mobile Loopt, Sprint/Nextel Findum Wireless, or a
15 f similar program, which will establish the approximate location of
16 || the Subject Telephomne[s] (referred to herein as “GPS
17 |l information”), and shall furnish all information, facilities, and
18 | technical assistance necessary to accomplish said disclosure
19 || uriobtrusively.
20 3. As part of the receipt of the reguested GPS
21 | information, the [AGENCY] ig prohibited from seizing any tangible
22 property pursuant to this werrant, or any other prohibited wire
23 || or elect;onic information as stated in 18 U.S5.C. § 3103a(b) (2).
24 || The [AGENCY] is not prohibited from doing so in relation to any
25 || other investigation authorized by law.

26 4. The [AGENGY] is pérmitted to delay service of this
27 | warrant for GPS information to the subscriber{s] of the Subject
28
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Telephone [s] [for a period of 30 days from the date that the

(P\T,Pﬂ.

Y37 e

1

2 || disclosure ends] [until DATE] [USE LATTER ONLY IF YOU HAVE

3 | JUSTIFIED AS DISCUSSED ABOVE]]. Any requests for a continuance

4 || of this delay should be filed with this Court, unless directed to

5 || the duty United States Magistrate Judge by this Court.

6 5. The [AGENCY] shall make a return of this warrant for

7 | 6PS information to this Court (unless directed to the duty United

8 | States Magistrate Judge by this Court) within 10 calendar days

g | after the disclosure of information ceases. The return shall
10 | state the date and time the telephone company began providing
11 ipformation pursuant to this warrant, and the‘period during which
12 || information was provided, including pursuant to any orders
13 || permitting continued disclosure.
14 6. The disclosure of the requested information by the
15 | cellular telephone service provider[s] shall begin during the
16 || daytime on the earlier of the day on which law enforcement
17 || officers first begin.to recelve information pursuant to this
18 | warrant or ten days after the date of this warrant, and continue
19 || for up to 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]
20 i days thereafter unless additional orders are made continuing the
21‘ period of the disclosure.
22 T The disclosure of the-reguested -ipfermatieon shalid—oececur{—
23 | whether the Subject Telephone(s] [is/are] located within this
24 || District, outside of the District, or both.
25 8. E_ v : ﬁ\
26 b | Wi \
27 é“ . hEEZ 1anged telephone number (s) assigned to an 4)
28 Praspective Cell site [and GPS1/ imvestigation / July 28, 2008
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9 9, [TELEPHONE COMPANY] shall execute the Court’'s warrant as
10 || soon as practicable after it is signed. If a copy of the warrant
11 {| is given to any cellular telephone service provider, the copy may
12 | be redactéd by law enforcement to exclude the Target Subjects and
13 | any description of the offenses under investigation.
14 10, The [AGENCY] shall reimburse the applicable cellular
15 || telephone service provider for their reagonable expenses directly
16 | incurred by the cellular telephone service provider in providing
17 | the requested information and any related technical assistance.
18 11. To avoid prejudice to this criminal investigation, the
19 | applicable cellular telephone service providers and their agents
20 || and employees shall not disclose to or cause a disclosure of this
51 | court's warrant and orders, or the request for information by the
55l taamev]—or—other—taw—enforcement—agencies—involvedinthe
23 | investigation, oxr the existence of this investigation, except as
24 || necessary to accomplish the assistance hereby ordered. In
25 | particular, the cellular telephone service providers and their
- 26
27
28 Prospective Cell site [and GPS}/ investigation / July 28, 2008
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11

12

13

14

15

16

17

18

13

20

21

22

agents and employees are ordered not to make any disclosure to

the lessees of the telephone or telephone subscribers.

HONORABLE [judge]
UNITED STATES MAGISTRATE JUDGE

DATE/ TIME OF ISSUE:

AFFIANT NAME/ AGENCY:

23
24
25
26
27

28
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RETURN FOR GPS / CELL SITE WARRANT

This return is being submitted pursuant to Federal Rule of
Criminal Procedure 41(f) {(2) in relation to the court Warrant in

case [INSERT CASE NUMBER OF ORTGINAL, WARRANWNT, e.g., “08-

6 0441 (2)M"] (the "Warrant"). The Warrant was signed on [DATE] by

7 lthe Hon. TINSERT MAG. JUDGE WHO SIGNED Warrant], United States

8 {Magistrate Judge.

9 The Warrant authorized the disclosure of GPS and /or cell
10 lsite information relating to the following Telephone(s) (the
11 j|*Target Telephone(s)“): [IF PHONES DEFINED WITH SHORT NAMES IN
12 lorTEINAL WARRANT, insert the following: Target Telephone [# X]
13 {[and Target Telephone # Y], as described in the wWarrant .| E: E%EHE
14 Eﬁ b e o= A E
15q.‘ ol &
16§ . bWlE
18£ - @—‘% = ) i
19%1' bl
20° plg- ]

o A

21
22z ﬂ\“ f HES /’\i
23; i - i &
24,: bw? & I "
il e : ) -

O = ‘\
26 | g pi& J
27*EL W& |
28 ||
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24 [FOR BOTH OPTIONS NO.1 AND NO. 2 - IF NO INFORMATION

25 [RECEIVED ON ONE OR MORE PHONES ADD: No information was obtained

26 |for [NAME OF PHONE. e.g, "Target Telephone 87"1.

27 [IF ORIGINAL APP. AND Warrant FILED UNDER SEAT, ADD: The

28 Warrant was filed under seal. Therefore, I request that this
f@ps/ Cell Site Return Form: 7/28/08 2

TP
o

Ly ™y A

D>AT




10
11
12
13
14
15
16
17
18
19
20
21

22

return be filed under seal as well, for the reasons set Lorth in
the Warrant, and to protect the integrity of the ongoing criminal

investigation.]

T gwear that this is a true notation of the date and time of
installation and the period of use for the Target Telephomne (s)

pursuant to the Warrant.

[Agency] Ispecial Agent] [Agent Name] Date

[IF UNDER SEAL REQUESTED ADD: This return is received and shail
be sealed for the same reasons set forth in the original
Warrant. ]

Subscribed, sworn to, and returned to me on this date.

United States Magistrate Judge ' Date

23
24
25
26
27

28
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1 || ***Note: if you want EITHER GPS data, or cell gite info for
whenever the phone is turned on, you must include the procedures
2 Il tnder Rule 41 and CALL THE ORDER A WARRANT. If you only want cell
site info during the progress of a call, you need not follow
3 | those procedures.***
4 || ***Note: if you are requesting only cell site data, use this
form, the Hodor declaratiomn, and your agent’s declaration. If
5 || you are requesting only GPS info, use this form, the Kischer
declaration, and your agent’s declaration. If you are requesting
6 || both, use all of the declarations.*** '
7 || #**Note: if you are requesting continued information, state that
throughout, and insert into the app. that a previous Warrant was
g || obtained. Direct it to the same judge that signed this
warrant/order#***
9
THOMAS P. O'BRIEN
10 j| United States Attorney
CHRISTINE C. EWELL
11 || Assistant United States Attorney
Chief, Criminal Division
12 ff [you] {CA Bar No. )
Assistant United States Attorney
13 XX00 United States Courthouse
312 Noxrth Spring Street
14 Los Angeles, California 90012
Telephone: (213) 8384-XXX¥X
15 Facsimile: (213) 894-XXXX
Email: T XXXXeusdo] .gov
16
'Attorneys for Applicant
17 | United States of America
18
UNITED STATES DISTRICT COURT
1% .
FOR THE CENTRAL DISTRICT OF CALIFORNIA
20
21 ) No.
22 IN RE CELLULAR )
TELEPHONE [S} ) GOVERNMENT'S EX PARTE APPLICATION
93 ) FOR [A WARRANT] [AN ORDER]
) AUTHORIZING THE DISCILOSURE OF
24 Y CELL SITE INFORMATION [AND GPS
)} INFORMATION] ;DECTARATIONS OF
55 ) HENRY HODOR, ERIC A. XISCHER AND
' } [AGENT]: ’ '
26 )
) (UNDER SEAL)
27
28 prospective Cell site [and GFSI/ investigation / August 27, 2008
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11

12

13

14

15

16

17

18

19

20

21

The United States of America, by and through its counsgel of
record, the United States Attorney for the Central District of
California, hereby applies for [a warrant] [an order] authorizing
the disclosure of cell site information, [IF WANT GPS INFO: as
well as “GPS informatibn”} at such intervals and times as the
government may request, and the furnishing of all information,
facilities, and technical assistance necessary to accomplish said
disclosure unobtrusively, which disclqsufe will establish the
approximate location of the following cellular telephone[s] for a
Period of 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]
days [I¥ MORE THAN ONE, USE SUBPARAGRAPH .STRUCTURE BELOW] :

(a}) [TARGET NUMBER], a cellular telephone issued by
[TELEPHONE COMPANY], subscribed to [SUBSCRIBER INFORMATION] and
believed to be used by [USER] (“*Subject Telephone #17) ;

(b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subject
Telephone #2, and concurrently with Subject Telephone #1 referred
to as “the Subject Telephones”).

[IF REQUESTING GPS INFO: This application alsc seeks
authorization under 18 U.S5.C. 8§ 3103a (b}, for reasocnable cause
shown, to delay notification of the above Warrant to the

subscriber and users of the Subject Telephone for a pericd of 30

22

23

24

25

26

27

28

days from the date that the disclosure ends. [YOU MAY ASK FOR A
1,ONGER PERIOD OF DELAY NOW TO A DATE CERTAIN IF YOU CAN STATE WHY
THE FACTS OF THIS CASE JUSTIFY SUCH AN ORDER, OR YOU MAY ASK FOR
CONTINUANCES OF THE DELAY AS NEEDED. IF .YOU SEEK A CONTINUANCE,

G0 FIRST TO THE JUDGE WHO SIGNED THIS ORDER/ WARRANT]

Prospective Cell site {and Gps]/ investigaticn / August 27, 2008
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This application is based on the attached memorandum of

1
2 || points and authorities, including the certification by the
3 || attorney for the government, and declarations of the following
4 |l individuals: (1) Henry Hodor (a declaration previously prepared
5 || outside of this district); (2) [IF REQUESTING GPS INFO: Eric A.
6 | Kischer {(a declaration previously prepared within this
7 | district)l; and (3) [AGENT].
8 || DATED: Respectfully submitted,
9 THOMAS P. O'BRIEN
United States Attorney
10
CHRISTINE C. EWELL
11 Agssisgtarit United States Attorney
Chief, Criminal Division
iz
i3
[You]
14 Assistant United States Attorney
15 Attorneys for Applicant
United States of America
16
17
18
19
20
21
22
23
24
25
26
27
28 Prospective Cell site [and GPS]1/ investigation / August 27, 2008
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MEMORANDUM OF POINTS AND AUTHORITIES

1
2 I
3 INTRODUCTTION
4 By'thisrapplication, the government seeks [a warrant] [an
5 || order] that cellular telephone service prévider[s} furnish the
6 Il [AGENCY (“INITIALS”)] with cell site [and “@PS”] information for
7l a cellular telephone being used by the subject of a federal
8 || investigation, under circumstances where there is probable cause
9 || to believe that [a fedexal crime is / federal crimes are] being
10 || committed and that the information likely to be received .
11 || concerning the approximate location of the following Subject
12 || Telephone [s], currently within the Central Disgtrict of
13 | california, will constitute or yiéld evidence of [that crime /
14 || those crimes] [IF MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE
15 | BELOW! :
16 (a) [TARGET NUMBER], a cellular telephone issued by
17 || [TELEPHONE COMPANY], subscribed. teo [SUBSCRIBER INFCORMATION] and
13 Believed to be used by [USER] (“Subject Telephone #1%); '
19 (b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subject
20 jt Telephone #2, and concurrently with Subject Telephone #1 referred
21 # to as “the Subject Telephones”).
22 'The information sought by this application includes
23 || information about the location (physical address} of the "cell
24 || sites™® linked to the Subject Telephone[s] at call origination
25 _ |
! In order for a cellular telephone to make or receive a
26 | call, it must be within radio range of a "cell site," or cell
tower, which connects it to a carrier's wireless network. Each
27 | tower transmits and receives radio signals across 360 degrees;
28 Prospective Cell site [and GPS)/ investigation / Augugt 27, 2008
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10
11
12
i3
14
i5
le
17
18
19
20

21

(for outbound calling), call termination {(for incoming calls),?
and, if reasonably available, during the progress of a call..
This information, which is acquired in the first instance by the
cellular telephone service provider, includes any infqrmation,
apart from the content of any communication, that is reasonably
available to the service provider and that is requested by the
[AGENCY], concerning the cell sites/sectors receiving and

transmitting signals to and from the Subject Telephone[s][: FlE

W&

BEAWE

M .
wizz . .J- This information is sought based on the combined
authority of 18 U.S.C. § 3121 et seg. (the “Pen Register

gtatute”) and 18 U.8.C. §§ 2701-11 (the vgtored Communications

\Q‘E & .. :}

1
~J

22

23

24

25

26

27

28

wireless carriers typically divide that 360 degree circle into
three equal slices of 120 degrees, each of which ig called a
ngector." Carriers control multiple towers through the use of a
"hage station." Sensors within the base station detect which
tower and sector makes radio contact with a cellular telephone.
(Hodor Decl. Y9 9-11, at 6-7).

2 The telephone at "call origination® is the cellular
telephone that is calling another telephone. The telephone at
wcall termination” is the cellular telephone that is receiving
the call. (Hodor Decl. § 21, at 15-16).

Prospective Cell site [and GBE]/ investigation / August 27, 2008
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11
12
13
14
15
16
17
18
19
20

21

act”).? The attorney for the government has wmade the regquired
cértification at the end of this application.

[IF SEEKING GPS INFO, USE THE FOLLOWING TWO PARAGRAPHS: This
application further seeks latitude and longitude data gathered
for the Subject Telephonels], including Global Pogitioning
catellite (*@PpS”) and/or network timing information, and.-
including information from such programs as Nextel Mobile
Locator, Boost Mobile Loopt, Sprint/Nextel Findum Wireless, or a
similar program, which will establish the approximate location of
the Subject Telephone[s], and which information is acguired in
the first instance by the cellular telephone service provider
(referred to herein as “GPS information”). This information is
sought based on the authority in Federal Rule of Crximinal
Procedure 41(b) (1) and (2} and 28 U.S.C. § 1651 {the All Writs
Act), and will be obtained in conformity with the procedures of
Federal Rule of Ccriminal Procedure 41.

aAlso, this application seeks authorization under 18 U.s.C.

§ 3103a{b), for reasonable cause shown, to delay notification of
the above Warrant to the subscriber and users of -the Subject

Telephone for a period of 30 days from the date that the

22
23
24
25
26
27

28

5 In light of the government’s showing of probable cause
herein, this application does not rely on, and this Court need
not consider the validity of, the government's continuing
position that courts may issue orders authorizing the government
to obtain cell site and GPS information based on the combined
effect of the Pen Register Statute and the Stored Communications
Act even where the government does not show probable cause.
(That theory has been advanced in support of applications for
cell site information in various districts and is discussed in a
number of court copinions). The government continues to maintain
that probable cause is not required to properly request and
obtain the information it seeks herein.

Prospective Cell site [and GPS]/ investigation / August 27, 2008
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1| disclosure ends. [YOU MAY ASK FOR A LONGER PERIOD OF DELAY NOW
>l 7o A DATE CERTAIN IF YOU CAN STATE WHY THE FACTS OF THIS CASE
3 | JUSTIFY SUCH AN ORDER, OR YOU MAY ASK FOR CONTINUANCES OF THE
4 || DELAY 28 NEEDED. AGAIN, CONTINUANCES SHOULD GO TO THE SAME
5 | JUDGE]. As discussed in the attached declaration of [AGENT],
6 || immediate notification of this order to the user of the Subject
7 | Telephoneis] may have an adverse result.]
8 This application further seeks an order that: (1) authorizes
g Il the disclosure of the requested information whether the Subject
10 || Telephone([g] [is/are] located within thig District, outside of
11 {{ the District, or both; (ij e )
12 : ‘ e ) R o ]
13 K7 b E , 3
14 | B W ) 3
15 ] e - )
16 | e y 3
17 [ e . ) j
18 | s i . N
& 1
19 I;_: A
20 . _ N - I
21 :; 9NE ;}and (3) orders the
22 | [AGENCY] to reimburse the applicable .cellular telephone service
23 || provider for its reasonable expenses directly incurfed in
24 || providing the requested information and any related technical
25 || assistance. _
26 The application is made in connection with an investigation
27 | of offenses committed by [TARGET], specifically violations of
28

Prospective Cell site [and GPS)/ investigation / August 27, 2008
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[STATUTES AND DESCRIPTIONS], and is based upon the certification

1
2 || by the attorney for the government as well as declarations from
3 || the following individuals: (1) Henry Hodor (a declaration
4 || previously prepared outside of this district); (2) [IF REQUESTING
5 | gps INFO: Eric A. Kischer (a declaration previously prepared
6 | within this district)]l; and (3) [AGENT].
7 iT
8 DISCUSSION
9 A. The Pen Register catatute and the Stored Commupications Act
10 The Pen Register Statute and the Stored Communications Act,
11 | in combination, authorize the disclosure of cell site
12 || information.
13 1. 18 U.8.C. § 3127: The Pen quister Statute
14 The Pen Register Statute, as amended by the USA PATRIOT Act,
15 || permits courts to issue ex partie orders permitting telephone
16 | sexrvice proﬁiders or law enforcemeﬁt officials to install and use
17 || pen registers and trap and trace devices. The statute defines a
18 || “pen register” as “é device or process which records or decodes
1¢ | dialing, roﬁting, addreséing, or signaling information.
20 || transmitted by an instrument or facility from which a wire or
21 || electronic communication is transmitted, p;ovided, however, that
22 suéh information shall not include the contents of any
23 || communication.” 18 U.S5.C. § 3127 (3) {emphasis added). The
24 || statute defines a “trap and érace device” as “a device or process
25 I which captures the incoming electronic or other impulses which
26 || identify the originating number or other dialing,-routing,
27 | addressing, or gigmaling information'reasonably likely to
28

Prospective Cell site f[and @ps]/ investigation / August 27, 2008
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identify the source of a wire or electronic communication,

1

2 || provided, however, that such information shall not include the

3 || contents of any communication.” 18 U.S8.C. § 3127{4) (emphasis

4 || added) .

5 The definitions of ar“pen register” and a “trap and trace

6 | device” in the Pen Register Statute include the cell site

7 | information the government seeks here. As explained in the Hodor

g || qeclaration, a cellular telephone transmits signals to the

9 || nearest cell tower or towers when the user makes a call and also
10 || transmits information to such towers when the cell phone is on,
11 | even if a call is not in progress, in order For the cellular
12 || telephone to register its presence in the network. (Hodor Decl.
13 || G99 9—115. These transmissions constitute “signaling information”
14 [ under the definitions in the Pen Register Statute, which are set
15 I forth above, and thus the statute permits an order for cell site
16 | information upon an appropriate application by the government.
17 | See ITn Re: Application of the United States for an Order for
18 || Prospective Cell Site Location Information on a Certain Cellular
19 || Telephone, 460 F. Supp. 2d 448, 455 (S.D.N.Y. 2006).
20 2. 18 ¥U.5.C. § 2703; The Stored Communication Act
21 The Pen Register Statute would be enough to authorize the
22 || government’s acquisition of cell site information were it not for
53 |l & statute known as the Communications Assistance for Law
54 | Bnforcement Act of 1994 (“CALEA”), codified at 47 U.S.C. §§ 1001-
25 |y 1021. CALEA creates a statutory impediment to law enforcement
26 || obtaining cell site information based on the Pen Register Statute
57 | alone. However, that impediment is itself overcome by the

28
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provigions of the Stored Communication AcCt, which also governs

1
2 || cell site information.
3 Section 1002 (a) (2) of CALEA requires telecommunications
4 | carriers to ensure that their equipment is, among other things,
5 || capable of the following:
6 expeditiously isolating and enabling the government,
7 pursuant to a court order or other lawful '
8 authorization, to access call-identifying information
9 that is reascnably available to the carrier
10 except that, with regard to information acquired solely
11 pursuant the authority for pen registers and trap and
12 trace devices (as defined in section 3127 of Title 18),
13 such call-identifying information shall not include any
14 information that may diéclose the physical location of
15 subscriber (except to the extent that the location may
16 be determined from the telephone number).
17 || 47 U.S.C. § 1002{a) (2) (emphasis added). The government
18 || recognizes that cell site information “may disclose the physical
19 | location of the subgcriber” and that the “solely pursuant” clause
20 || of CALEA set forth above prevents the government from obﬁaining
21 I such cell site information pursuant to the Pen Register Statute
22 || alone. Section 1002 does not, however, preclude entirely the
23 || disclosure of cell site informaticn under the Pen Register
24 || Statute, but, rather, permits such disclosure pursuant to a
25 | combination of the Pen Register Statute and some additional
26 | authority. That additional authority is the Stored
27 || Communications Act.
28
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11

12

~13

14

15

16

17

18

19

20

21

gection 2703 (c) (1) {(B) of the Stored Communications Act
provideg that “[a] government entity may require a provider of
electronic communication service to disclose a record oxr other
information pertaining to a subscriber to or customer of such
service (not including the contents of communications). . . when
the governmental entity” obtainsla court corder for such
disclosure pursuant to Section 2703(d). 18 U.3.C.
§ 2703(c) (1) (B) . |

The definition of terms in the Stored Communications Act
makes clear that the “record or other information” that a court
may order a provider to disclose to the government under Secticn
2703(d) includes cell site information. First, the Stored
Communications Act expressly adopts the definition of statutory
termg set forth in 18 U.S.C. & 2510. §§§718 U.s.Cc. § 2711 (“as
used in this chapter . . . (1) the terms defined in section 2510
of thig title have, respectively, the definitions given such
terms in that section”)}. Thus, the term “provider of electronic
communication service” used in Section 2703 (c) covers cellular
telephone service providers, because 18 U.S.C. § 2510(15) defines
selectronic communications service” as “any sexrvice which |

provides to users thereof the ability to send or receive wire or

22

23

24

25

26

27

28

electronic communications.” 18 U.S8.C. § 2510(15). Further,

cell site information is “a record or other information
pertaining to a subscriber to or customer of” an electronic
communications service -- another term used in Section 2703(c) --

because, as indicated by the Hodor declaration, cellular

telephone service providers receilve and store the information, if.
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12
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14

15

16

17

18

19

20

21

sometimes only momentarily, before forwarding it to law

enforcement officials. (Hodor Decl. YY 14, 17-25).. See In Re:

Application of the United States for an Order for Prosgspeciive

Cell Site Location Tnformation on a Certain Cellular Telephone,

460 F. Supp. 2d 448, 457-60 (8.D:N.Y. 2006}).

[INCL.UDE THIS FOOTNOTE ONLY IF YOU ARE NOT GETTING GPS3*]

22

23

24

25 |

26

27

28

¢  ae discussed in the attached declaration of Mr. Hodor,
thig application does not seek latitude and longitude data (often
colloquially referred to as “GPS information”) either via the
“handset based” or “network based” systems. (Hodor Decl. Y9 30-
37). Accordingly, this application is not made pursuant to
Federal Rule of Criminal Procedure 41.
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[IF SEEKING GPS INFO, USE SECTIONS B AWND C:

1
2| B. Federal Rule of Criminal Procedurxe Rule 41 and the All Writs
3 Act
4 Federal Ruleg of Criminal Procedure 41 (b) {1) and (2), and
75 (c}, as well as the above discussed sections and 18 U.5.C.
6ls 2703 (c) (1) (B), authorize the court to order the provision of
7 | epg information upon a showing of probable cause to believe that
g || the monitoring sought will lead to the discovery of evidence of
9 || identified criminal activity.® Because the GPS information is
10 || being sought under this authority, and because as discussed below
11 | the procedures of Rule 41 (e) (2) (B) and (f) {2) axre being followed,
12 | the GPS information may be provided fegardless of whether a call
13 || is in progress.
14 As detailed in the declaration of Drug Enforcement
15 | Administration Special Agent Eric A. Kischer, some, but not all,
16 | cellular telephone service providers have the technical means to
17 || obtain GrPg information. GPS information is not generated
18 || specifically for law enforcement, but is the product of a federal
19 || 1aw that requires cellular telephone service providers to
50 k maintain and access location information for emergency
21 || responders. Kischer Dec., § 5. L e ]
22 | C ' - WE - 4
.- =
23 fi PR } } P
< B : A ~
24 | ' st !
- i
25
26 5 again, the government does not concede that probable cause
must be shown to obtain the GPS information sought, but
27 | nonetheless provides prcbable cause in this case. See In. 3,
supra.
28 '
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16 In addition, the All Writg 'Acts permits courts to “jgsue all
17 | writs necessary or appropriate in aia of their‘respective
18 | jurisdictions and agreeable to the usages and principles of law.”
19 | 28 U.g.Cc. § 1651 (a); see also Adamg V. United States ex rel.
20 | McCann, 317 U.S. 269, 273 (1942) (*unless appropriately confined
21 || by Congress, a federal court may avail itself of all auxiliary
22 | writs as aids in the performance of its duties, when the use of
23 || such historic aids is calculated in its sound judgment to achieve
24 | the ends of justice entrusted to it.”).
25 The proposed warrant_establishes a précedure that is in
26 || conformity with Rule 41 {(e) (2) (B) and (£)(2). These procedures
57 | inciude obtaining a court warrant for the information that states
28
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18

20
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(1) the property to bé tracked; (2) that the device may be used
for no longer than 45 days, unless extensions are obtained; (3)
that the device must be installed within 10 days; (4) that a
return will be provided to the court; and (5) that notice will be
provided after the use has ended, uniess an order allowing
delayed notice is obtained.

C. Delaved Notice

18 U.S.C. § 3103a(b) states that any notice required
following the issuance of a warrant may be delayed if, inter
alia, the court finds reasonable cause O believe that providing
immediate notification of the execution éf the warrant may have
an adverse result. 2An adverse result ig defined in 18 U.S.C. §
2705 (a) (2) as including endangering the life or physical safety
of a person, flight from prosecution, destrﬁction of or tampering
with evidence, intimidation of potential witnesses, and seriocus
jeopardy of an investigation. .Moreover, tﬁe Advisory Committee
Notes for Fed. R. Crim. P. 41(f) (3) (2006 Amendments) state that
delay of notice may be appropriate where “the officer establishes
that the investigation is ongoing and that disclosure of the
warrant will compromise that investigation.” The attached

declaration of [AGENT] provides reasonable cause to believe that

22

23

24

25

26

27

28

immediate notification of the execution of the warrant may have
an adverse result, and the proposed warrant both provides foxr the
giving of such notice within 30 days after the date that the
disclosure ends and prohibits, as part of the receipt of the

requested information, the geizure of any tangible property or
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1 | any other prohibited wire or electronic information as stated in
218 U.s.c. § 3103a(b)(2). ]

3. TIT

4 CONCLUSION

5 Applicant respectfully requests that the Court issue the

6 | warrant in the form presented herewith.

7 v

8 CERTIFTCATION

9 In support of this application, and pursuant to 18 U.S.C.
10§ 3122, T state that I, [YOUR NAME], am an "attormey for the
11 Governmenﬁ" ag defined in Rule 1(b) (1) of the Federal Rules of
12 | criminal Procedure. I certify that the information likely to be
13 || obtained from the requested order/ warrant is relevant to an
14 || ongoing criminal investigation being conducted by the
15 || [AGENCY/IES] of [LIST MAIN TARGET(S)] for violations of [LIST
16 || STATUTES] .
17 I declare under penalty of perjury undexr the laws cof the
18 | United States of America that the fofegoing paragraph is true and
19 | correct.
20

DATE ' [YOU]
21 Assistant United States Attorney
[INSERT SECTION] Section

22 .
23
24

25

26

27

28
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11

12
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14

15

16

17

18

19

20

21

s#*Note: this declaration goby is designed to ensure that the
same language that is in the application makes it into the
declaration - it is not a strict structural requirement, nor are
the headings required***%* 7

x#%*Note Also: IF YOU ARE SEEKING GPS INFO, we are following the
procedures of Rule 41 - whicﬁ means ﬁhat the agent should be
available so that the judge can make inquiries of him/her if the

judge wants per Rule 41 (d) (2) ****

DECLARATION OF [AGENT]

I, [AGENT], do hereby declare and affirm:
1. [STATEMENT OF BACKGROUND/TRAINING/EKPERIENCE, ETC.].

PURPOSE OF DECLARATION

2. This declaration is made in support of an application
for [a warrant] [an order] authorizing the digsclosure of “cell
aite” information, [as well as “GPS” information,] as defined
within the application, at such intervals and times as the
government may request, and the furnishing of all information,
facilities, and technical assistance necessary to accomplish said
aisclosure unobtrusively, which disclosure will establish the

approximate location of the following cellular telephone({s] for a

22

23

24

25

26

27

28

period of 45 [IF REQGESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]
days [IF MORE THAN ONE, USE SUBPARAGRAPH STRUCTURE BELOW] :

(a) [TARGET NUMBER], a ceilular telephone issued by
[TELEPHONE COMPANY], subscribed to [SUBSCRIBER INEORMATION] and

believed to be used by [USER] (“Subject Telephone #1i7);

prospective Cell site [and @pgl/ investigation / Bugust 27, 2008
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1 (b) [REPEAT FOR 2ND/SUBSEQUENT PHONE] (“Subject
2 || Telephone #2, and concurrently with Subject Telephone #1 referred
3l to as “the Subject Telephones”). -
4 [IF REQUESTING GPS INFO: 3. I also seek authorization under
518 U.s.C. § 3103a (b), for reasonable cause shown below, to delay
6 | notification of the proposed warrant for a period of 30 days from
7 Il the date that the disclosure ends. [YOU MAY ASK FOR A LONGER
8 || PERIOD OF DELAY NOW TO A DATE. CERTAIN IF YOU CAN STATE WHY THE
9 || FACTS OF THIS CASE JUSTIFY SUCH AN ORDER, OR YOU MAY ASK FOR
10 || CONTINUANCES OF THE DELAY AS NEEDED]]
11 4. The facts set forth in this declaration are based upon
12 || my own personal observations, my training and experience, and
13 || information obtained during this investigation from other
14 || sources. This declaration is intended to show that there is
15 || cause to obtain the information herein sought, and does not
16 || purport to set forth all my knowledge of, or investigation into,
17 { this matter.
18 PROBABLE CAUSE
15 5. [INSERT PARAGRAPHS DISCUSSING WHY THERE 15 PROBABLE
20 || CAUSE TO BELIEVE THAT FEDERAL CRIMES ARE BEING COMMITTED AND THAT
21 || THE INFORMATION-SOUGHT WILL PROVIDﬁ EVIDENCE OF THE VIOLATIONS.]
22 |
23 || [TF SEEKING GPS INFO:
24 GROUNDS FOR DELAYING NOTICE
25 6. Based on_my'training and'experience and my
26 || investigation of this matter, 1 believe that reasonable cause
27 I exists to delay the service of the warrant as normally required

28
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10
11
12
13
14
ib
16
17
18
19
20

21

REFERENCE TO A PARTICULAR ADVERSE RESULT.

/ ' ; Lt

delay.1]

L B h1&E } Note that for each extension of the
L

for a period of 30 days beyond the end of the disclosure period

because [INSERT FACTS RELATING TO WHY GOOD CAUSE EXISTS; INCLUDE

ET ey e
FOR EXAMPLE:{. &7

delay, you must make an updated showing of the need for further

I declare and affirm under penalty of perjury that the
foregoing is true and correct to the best of my knowledge.

Executed on [DATE], at [LOCATION], California.

[AGENT]
[AGENCY]

L

1

22
23
24
25
26
27

.28
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1 || THOMAS P. O’BRIEN
United States Attorney
2 | CHRISTINE C. EWELL
Assistant United States Attorney
3 || chief, Criminal Division
[YoU] (CA Bar No. )
4 || Asgistant United States Attorney
XX00 United States Courthouse
5 312 North Spring Street
Los Angeles, California 90012
6 Telephone: (213) 894-XXXX
Facgimile: (213) B894-XXXX
7 Email: x¥xXeusdoj . gov
8 || Attorneys for Appliéant
United Stateg of America
9
10 UNITED STATES DISTRICT COURT
11 FOR THE CENTRAL DISTRICT OF CALIFORNIA
12
IN RE CELLULAR ); ‘
14 TELEPHONE [S] ) [proposed] [WARRANT] [ORDER]
\ :
15 ) '
) (UNDER SEAL)
)
le
)
17
18 Upon application by the United States of America, supported
19 | by the declarations of Henry Hodor, [IF REQUESTING GPS INFO: Eric
50 | &. Kischer], and [AGENT], for [a warrant and]l orders relating to
21 || the following .cellular telephone [g] [IF MORE THAN ONE, USE
22 SUBPARAGRAPH STRUCTURE BELOW] :
23 (a) [TARGET NUMBER], a cellular telephone issued by
24 | [TELEPHONE COMPANY] , subscribed to [SUBSCRIBER INFORMATION] and
55 || believed to be used by [USER] (“Subject Telephone #17); and
26
27
28
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1 {b) [REPEAT FFOR 2ND/SUBSEQUENT PHONE] (“Subj ect
2 || Telephone #2, and concurrently with Subject Telephone #1 referred
3| to as “the Subject Telephones”),
4 THIS COURT FINDS THAT there is probable cause to believe
5 that cell site information} [as well as GPS informaticn,l likely
6 Il to be received concerning the approximate location of the Subject
7 il Telephone([s}l, currently within the Central Digtrict of
8 || california, will constitute or yield evidence of violations of
9 [STATUTES AND DESéRIPTIONS] , being committed by [TARGET] [and
10 || othexrs [known and] unknown] .
11 THIS COURT FURTHER FINDS THAT, pursuant teo 18 U.5.C. § 3123,
12 § the attorney for the government has certified that the
13 || information iikely to be obtained is relevant to an ongoing
14 || criminal investigation of [LIST MAIN TARGET(S)] being conducted
15 || by the [AGENCY/IES] for violafions of [LIST STATUTES] .
16 [IF SEEKING GPS INFO: THIS COURT FURTHER FINDS reasonable
17 || cause exists to believe that providing immediate notification of
18 || this warrant to the user of the Subjeét Telephone {s] may have an
19 || adverse result.] |
20 GOOD CAUSE HAVING BEEN SHOWN, THIS COURT HEREBY ISSUES THIS
21 [| WARRANT AND FURTHER ORDERS THAT:
22 1. [TELEPHONE COMPANY] shall disclose, at such intervals
23 || and times as directed by [AGENCY], information concerning the
24 || location (physical address) of the cell site at call origination
25 || (for outbound calling), call termination (for incoming calls},
26 | and, if reasonably available, during the progress of a call, for
27 | the Subject Telephone[s], as well as such other informaticn,
28
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1 || apart from the content of any communication, that is reasonably
2 || available to the cellular telephone service provider and that is
3 | requested by the [AGENCY] ox any law enforcement agency working
4 |l with the [AGENCY], concerning the cell gites/sectors receiving
5 andrtransmitting signals to and from the Subject Telephone [s]
6 L hE
7 1 .
8 e j
9| [IF REQUES-TING ¢GPS INFO, ADD PARAGRAPHS 2 THROUGH 5:
10 2. _[TELEPHONE COMPANY] shall disclose at such intervals
11 | and times as directed by [AGENCY], latitude and longitude data
12 | gathered for the Subject Telephone [s], including Global
13 | Positioning Satellite (*GPS”) and/or network timing information,
14 || and including information from such programs as Nextel Mobile
15 | Locator, Boost Mobile Loopt, Sprint/Nextel Findum Wireless, or a
16 || similar program, which will establisﬁ the approximate location of
17 || the Subject Telephone[s] (referred to herein as “GPS
18 | information”)}, and shall furnish all information, facilities, and
19 || technical assistance necessary to accomplish said disclosure
20 || unobtrusively.
21 3. Ks part of the receipt of the requested GPS
5o | information, the [AGENCY] is prohibited from seizing any tangible
23 || property pursuant to this warrant, or any other prohibited wire
24 | or electronic information as stated in 18 U.S.C. § 3103a(b) (2).
25 || The TAGENCY] is not prohibited from doing so in relation to any
26 || other investigation authorized by law.
27
28
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3 RTP
W E

270




10

11

12

13

14

15

16

17

18

1%

20

21

4. The [AGENCY] is permitted to delay seryvice of this
warrant for GPS information to the subscriber([s] of the Subject
Telephone [s] [for a period of 30 days from the date that the
digsclosure ends] [until DATE] [USE LATTER ONLY IF YOU HAVE
JUSTIFIED AS DISCUSSED ABOVE]]. Any requests for a continuance
of this delay should be filed with this Court, unless directed to
the duty United States Magistrate Judge by this Court.

5. The [AGENCY] shall make a return of this warrant for
GPS information to this Court (unless directed to the duty United
States Magistrate Judge by this Court) within 10 calendar days
after the disclosure of_information ceases. The returxrn shall
state the date and time the telephone company began providing
information pursuant to this warrant, and the period during which
information was provided, including pursuvant to any orders
permitting continued disclosure.

6. The disclosure of the requested information by the
cellular telephone service provider([s] shall begin duriﬁg the
daytime on the earlier of the day‘on'which law enforcement
officers first begin to receive information pursuant to this
warrant or ten days after the date of this warrant, and continue

for up to 45 [IF REQUESTING ONLY CELL SITE, MAY REQUEST 60 DAYS]

22

23

24

25

26

27

28

days thereafter unless additional orders are made continuing the
period of the disclosure.

7. The disclosure of the requested information shall occur
whether the Subject Telephone[s] [is/are] located within this

District, outside of the District, oxr both.

Prospective Cell site land GPS]/ imvestigation / August 27, 2008
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12 9. [TELEPHONE COMPANY] shall execute the Couxrt’s warrant as
13 || soon as practicable after it is signed. If a copy of the warrant
14 || is given to any cellular telephone service provider, the copy may
15 |l be redacted by law enforcement to exclude the Target Subjects and
16 || any description of the offenses under investigation:
17 10. The [AGENCY] shall reimburée the applicable cellular
18 | telephone service provider for their reasonable expenses directly
19 || incurred by the cellular telephone service provider in providing
20 | the regquested information and any related technical assistance.
21 11. To avoid prejudice to this criminal investigation, the
22 | applicable cellular telephone service providers and their agents
23 | and employees shall not disclose to or cause a disclosure of this
24 | Court's warrant and orders, or the request for information by the
25 | [AGENCY] or other law enforcement agencies involved in the
26 || investigation, or the existence of this investigation, except as
27 || necessary to accomplish the aséistance hereby ordered. 1In
28
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10

11

12

13

14

i5

16

17

18

19

20

21

| AFFIANT NAME/ AGENCY:

particular, the cellular telephone gervice providers and their
agents and employees are ordered not to make any disclosure to

the lessees of the telephone or telephone subscribers.

HONORABLE [judge}
UNITED STATES MAGISTRATE JUDGE

DATE/ TIME OF ISSUE:

22

23

24

25

26

27

28
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA
~ ATLANTA DIVISION

IN THE MATTER OF THE APPLI- :
CATION OF THE UNITED STATES : CRIMINAL

OF AMERICA FOR AN ORDER : o oNo:b wre )
FOR CELLULAR SITE INFORMATION (UNDER SEAL)

FOR TELEPHONE (3{XX) XXX-XXXX

APPLICATION FOR ORDER REQUIRING
DISCLOSURE OF CELLULAR SITE INFORMATION

COMES NOW the United States, by and through counsel, XXX XXXXXKKX., United States
Attorney for the Northern District of Georgia, and XXXXXXXXXXX, Assistant United States
Attorney, an attorney of the United States Department of Jusfice, and hereby applies to the Court,
pursuant to 18 US.C. § 2703@), for disclosure of cellular site information based on
contemporaneoﬁs billing records, and in support of this application respectfully shows as follows:

I. Applicant is an "attomey for the Government" as defined in Rule 54(c) ef the Federal
Rules of Criminal Procedure.

2. Applicant certifies that the Drug Enforcement Administration is conducting a criminal

investigation involving the distribution of controlled substances, in violation of federal laws,
including, but not limited to, Title 21, United States Code, Sections 841, 843 and 846, and that the

unidentified user(s) of the cellular telephone 1dent1f1ed below is/are the subj ects of the mvestlgatlon

The mvestlgatmn to date has revealed that the user(s) ) of 1 the celiularﬁ‘lerhone 15/are assoc1ated with

an organization believed to be distributing large quantiﬁes of cocaine throughout the United States,




v,

including Atlanta, Georgia. Since(;__ﬁ\@‘\(, I}more than 1,000 kilograms of cocalne bave been

seized from members of this organization, including approximatelyf T b B

wic X Moreover,’)” -1 ]
’i- T
LA e e o3
e )

T T ’j The cellular

=Y TN A

e

telephone being used by the organization is presently operating as a Sprint PCS prepaid cellular-
telephone bearing Electronic Serial Number (ESN) XXXXXXXXXXX, subscribed to by
XRHKECECOOK XX0Oa0aaaak (| e Georgia.

3. Applicant further certifies that cellular site information is necessary to identify the
cellular tower(s) in the Atlanta metropolitan area with which cellular telephone (XXX) XXX-XXXX
is connecting. To date, investigating agents have been unabie to fully identify the user(s) of the
cellular telephone. Specific disclosure of cellular site information for the telephone, therefore, will
assist the agents in tracking and locating the user(s) and, potentially, in locating stash houses or other
areas used to store drugs or drug proceeds. Moreover,‘e: 510 ‘ T 'J
o . ' : ..M

{ b1C !

- -

4. Applicant submits that there are specific and articulable facts, as set forth in

paragrapts 2-and 3;above; toshow that thereare reasorEbie grounds to betieve that the celiularsite—
information seught, including cell site activations as well as the physical location and/or address of
the cellular tower(s), is relevant and material to the ongoing criminal investigation of the targets

named herein.

v ——— R
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5. Applicant further certifies that the investigation currently being conducted by the
Drug Enforcement Administration, Atlanta Field Division, is part of a multi-district investigation,
involving mvéstigatmg agencies inf; LR } In the experience of the investigating
agents, members of such large-scale drug distributio:n organizations often discontinue use of
communication devices as a result of law enforcement action. Accordingly, your applicant requests

that the Court's order apply not only to telephone number (XXX) XXX—XXXQX,( BiE

© b7l

o . GTE
[ k&  jwithin the period of the Order.
6. Given that members of this organization-are likely to change telephones and/or alter

their methods of operation in response to law enforcement action, agents believe that disclosure of
this request for information or of this investigation could seriously jeopardize integrity of the
investigation.

7. ThlS Court already has authorized the installation and use of a pen régmter and trap
and trace device upon the above-referenced cellular telephone. Your applicant, thus, requests that
this Court expand its order to incIude the cellular site information requested herein.

WHEREFORE the Government respectfully requests that, pursuant to 18 U.S.C. §§

m
]

2793 ()T and 2703 (d), the cowmtdirect thrat Sprint Spectrozm, TP-("SPrimt”) forthwith, &nd on a
continuing basis, provide to the Drug Enforcement Administration all cellular site information based

on contemporaneous billing records for telephone number (XXX) XXX-XXXX for a period of sixty

(60) days, beginning from the date of this Order. Because the investigation discussed in this

application is a multi-district drug investigation, and because disclosure of this request to the listed




m‘“’l‘!"\'

subscriber and/or to the targets of the investigation may seriously jeopardize that investigation, the

Government further requests that this application and order be placed under seal, and

p\
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that, pursuant to 18 U.S.C. § 2705(b), Sprint and its agents and employees, be directed not to

disclose to the subscriber or any other person the existence of this application, ordér or the

investigatio

n.

Respectfully submitted,

):0:0.0.0.0.0:0.0.0°0.4
UNITED STATES ATTORNEY

):0.0.0.0.0.9.0.0.0.9.4

ASSISTANT UNITED STATES ATTORNEY
), 9,0:9,0.0.9.0.9.0.0.¢

),0:0.0.0.9.0.0.0.9.9.4

Atlanta, Georgia 30335

XXKXXXKX-XXXX

Georgia Bar No. X3OOXXXXXX




VERIFICATION

I, Special Agent SO KKK K, declare under penalty of perjury that I have read the

foregoing app
knowledge and belief.

SIA XK KTKKHKKKXX

Drug Enforcement Administration

EXECUTED on this 15th day of August, 2001.

Jication, and that the facts stated therein are true and correct to the best of my

e e et = Ay S mmm T



IN TLE UNITED STATES DISTRICT COURT

FOR THE NORTHERN DISTRICT OF GEORGIA

ATLANTA DIVISION

IN THE MATTER OF THE APPLI-

CATION OF THE UNITED STATES  :  CRIMINAL

OF AMERICA FOR ANORDER  : NO.C_ vl )
FOR CELLULAR SITE INFORMATION ~ :  (UNDER SEAL)

FOR TELEPHONE (XXX) XXX-XXXX

ORDER -
This matter having come before the Court pursuant to an appli-cation under Title 18, United
States Code, Sections 2703(0)('1i). and (d), by XXXXXXXXXXX, an atiorney for the Government,
which Application requests an Order under Title 18, United States Code, Section 2703(d), providing

for the disclosure of celtular site information based on c¢ontemporaneous billing records, the Court

finds, based on specific and articulable facts, that there are reasonable grounds fo believe that the.

requested information is relevant and material to an ongoing criminal investigation into possible
violations of federal law, including Title 21, United States Code, Sections 841, 843 and 846. The

court also finds that there is reason to believe that disclosure to the subscriber or to other persons of

theapptication; this orderor the-mvestigationvould serousty Jeopardize the nvestigation.
ACCORDINGLY, IT IS ORDERED, pursuant to Title 18, United States Code, Sections

2703(c)(ii) and 2703(d), and in addition to the installation and use of a pen register and trap and trace

device as previously auth

forthwith, and on a continuing basis, to the Drug Enforcement Administration all cellular site

information based on contemporancous billing records, to include cell site activations and the

orized by this Gou¢5 that Sprmt-Specm, LP ("' Sp;int“) shall pj:ovidi -
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physical location and/or address of cellular tower(s), for telephone number (X)) XXX-XXXX, a
Sprint PCS prepaid cellular telephone bearing Electroni(; Serial Number (ESN) XXX X XXXXXXX,
subscribed to by XXXXKXHXXXXX )0.0.0.0.0.0.0.0.6.0.00.0.0.0.0.0.8 KXHKKKEKKXXK,
XXX KK KKK Georgia, SOOI XK KX, for a period of sixty (60) days from the date of

this Order.

IT1S FURTHER ORDERED that this Order shall apply not only to telephone number (XXX)

J
B

AW

XKK-XKKK, b | T

[i
{,:
s

r?

o

AT

b & ]wu:hm the period of the Order.

[T IS FURTHER ORDERED that this Order and the Application be sealed until otherwise

ordered by the Court, and that Sprint or its agents and employees shall not disclose the existence of

the

i
- fave
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application, this order, or the investigation to the listed subscriber, or to any other person, unless or

until otherwise ordered by the Court.

SO ORDERED this ___ day of August, 2001.

UNITED STATES MAGISTRATE JUDGE

Presented by:

g\\?
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AMERICA )
FOR AN ORDER AUTHORIZING ) MISC. NO.
DISCLOSURE OF SUBSCRIBER AND CELL )
SITE INFORMATION ON CELLULAR )

)

TELEPHONE NUMBER [INSERT NUMBER]

UNDER SEAL

APPLICATION FOR DISCLOSURE OF SUBSCRIBER AND CELL SITE
TNFORMATION PURSUANT TO TITLE 18 U.S.C. SECTION 2703

The United States of America, i)y and through its counsel,
Kenneth L. Wainstein, United States Attorney for the Disgtrict of
Columbia, and [INSERT NAME OF AUSAl, Assistant United States
Attorney, hereby appl.ies to the Court for an order directing
[INSERT NAME OF SERVICE PROV'IDER] (hereinafter “Service
pProvider”) ,an electronic communications service providexr for the

telephone number [INSERT TELEPHONE NUMBER] (hereinafter “subject

cellular telephone number”), a cellular telephone with the [INSERT |

APPROPRTATE IDENTIFICATION NUMBER, E.G. ESN, IMSI, etc.],
subscribed to by [INSERT NAME AND ADDRESS OF SUBSCRIBER], to

disclose to the [INSERT NAME OF AGENCY] (hereinafter “Agency”)

subscriber information relating to telephone numbers called from
and calling to the subject cellular telephone, and cell site

information relating to the subject telephone. In support of this

~gpplicaticn, the Un TFei Gtares certirfiles the rtollowing: T

1. The Applicant is an "attorney for the government" as

defined in Rule 1 (b) (1)of the Federal Rules of Criminal Procedure.

RT
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2. The Applicant certifies that the Agency is conducting a
criminal investigation of the user(s) of the subject cellular
telephone number and others in connection with possible wviolations
of federalrlaws, including [INSERT CODE CITATIONS]. Based upon

reliable information, it is believed that the user{s) of subject

cellular telephone number, subscribed to by [INSERT NAME AND ADDRESS
OF SUBSCRIBER], utilizes the cellular telephone in violation of
[INSERT CCDE CITATIONS] . [INSERT A BRIEF DESCRIPTION OF CRIMINAL
ACTIVITY].

3. The Applicant further certifies that there is reasonable
grounds to believe that the requested subscriber and cell site
information is relevant and material to the ongoing criminal
investigation being conducted by the Agenéy. As get forth more

 fully below, it is believed this information will prbvide the agents
with investigative leads and potential evidence at trial concerning
contacts made by the targets in the course of their criminal

activity.

SUBSCRIBER INFURMATION
4. In an accompanying Application, the Applicant has requested

that the Court issue an order authorizing the use of a pen

e e -_Jgeg_—;},s_*&e]:l AR Snd-trace—deizice—Fe

pulsed from the subject cellular telephone number.

x
)
-
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5. TIn this Application, the Applicant further requests,
pursuant to Title 18 U.S.C. Section 2703 (c} (3) (B), the use of a
caller identification device on the subject cellular telephone and
that for each telephone number for which they .possess such

information the Service Provider, and any other provider of

electronic communication service, be directed to provide to the
Agency the subscriber information, including subscriber name and
address, telephone location, length of service, as well as all
information regarding the means and source of payment for service
for all telephone numbers dialed or pulsed from the subject eellular
telephone number, as indicated by the pen register, and all
telephone numbers calling the subject cellular telephone number, as
indicated by the trap and trace and caller identification device,
whether published or non-published.? |

6. In support of its regquest for an order under Title 18 U.S.C.
Section 2703(@), directing the disclosure.of subscriber information,
the Covernment hereby .. sets forth .the following specific and
articulable facts showing that there is reasonable grounds to

believe that the requested subgcriber information will be relevant




and material to an ongoing criminal iﬁvestigation for the following
reasons:

7. [INSERT BRIEF SPECIFIC FACTUAL STATEMENT SETTING FORTH
REASONS WHY SUBSCRIBER-INFORMATION I8 RELEVANT AND MATERIAL TO THE

INVESTIGATION] .

CﬁLL SITE INFORMATION
8. The Applicant further requests, pursuant to Title 18 U.S.C.
Sections 2703 (c) (1) (B)and{(d), that the Service Provider listed in
the accompanying proposed orxder, and any other person or entity
providing wire or electronic communications service in the United
States whose assistance may facilitate execution of the order to be
issued, disclose any’ records showirdg the location of cell
site/sector (physical address) at call origination (for outgoing
calls), and call termination. (for incoming calls)if ‘reasonabiy
available.
9. Cell site information will be of great assisﬁance to the

investigation to ascertain the area in which the target phone is

located when calls are being made.

10. The Applicant reguests further that the Court's Order
direct the Service Provider, its agents, employees and affiliates

not to disclose to the subscriber, :or to any other person, the

Atgclosure of trnformat ion reguested Herein unless o util otherwise

ordered by the Court.

7
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11. It is further requested that the Court’s Order apply not

. N

only to the subject cellular telephone number, but also to)
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subscriber and wireless telephone account number as the subject

RIS

Aﬁ which are listed to the same

cellular telephone number within the 60 day period authorized by

thig Order.

12. It is further requested that the Couft’s Order apply to
the Service Provider, and to any other communications service
provider which contracts or otherwise agrees to provide‘cellular
telephone service to a téiéphone bearing the same telé?hone number

or [INSERT APPROPRIATE IDENTIFICATION NUMBER, E.G. ESN, IMSI, etc.]

during the sixty day period authorized by this Order.
13. Because disclosure of this Application could jeopardize

the investigation for which the authorization to disclose subscriber

e

T cell site information is sought, the Applicant further requests

that this Application be filed under seal. The Applicant further

gif
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requests that this Courtfs order, and any subsequent orderé, be
sealed until otherwise ordered by the Court. |

WHEREFORE, it is respectfully requested that the Court grant
an Order for a period of 60 days directing the Service Provider, or

any other electronic communications provider subject to the Court’s

order, to disclose to the Agency subscriber and cell site
information relating to the subject cellular telephone number, and
sealing this Application and the Court's Order.

I certify under penalty of perjury that the foregoing is true
and correct.

EXECUTED on this day of , 2005.

Respectfully submitted,

KENNETH L. WAINSTEIN
UNITED .STATES ATTORNEY
DC Bar No. 451-058

[INSERT NAME OF AUSA]

ASSISTANT UNITED STATES ATTORNEY
555 4™ Street, NW

Washington, DC 20001

BE—PBAR- NO-—ATEA S BAR—NUMBE
J I L SR v W L U ) LW LAaUdll

[INSERT AUSA’S TELEPHONE NUMBER]

QT

P245



IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING MISC. NO.
STITE INFORMATION ON CELLULAR UNDER SEAL

)
)
)
DISCLOSURE OF SUBSCRIBER AND CELL )
)
)

TRLEPHONE NUMBER [INSERT NUMBER]

ORDER
This matter having come before thé Court pursuant to the
Government’s Application under Title 18 U.S5.C. Section 2703, by
[INSERT NAME OF AUSAl, an attorney for the government, which
Application requests an order under Title 18 U.S.C. Section 2703,
authorizing the installation of a caller identification aevice, on
[INSERT TELEPHONE NUMBER] (hereinaftef “subject cellular telephone
number”), a celiular telephone, [INSERT APEROPRIATE IDENTIFICATION
NUMBER, E.G. ESN, IMSI, etec.], subscribed to by [INSERT NAME AND
ADDRESS OF SUBSCRIBER], and directing the disclosure of subscriber
recérds and cell site information pertaining to the subscriber, the

Court makes the following findings:

Findings Pursuant to Title 18 U.S.C. Section 2703 (d)

1. There are reasonable grounds to believe that the contents
of the requested records, subscriber information and cell site

information are relevant and material to an ongoing criminal

e HVESTIGATION descyibed T the EpﬁTﬁfﬁff@ﬁTmﬁfﬁﬁ"ﬂfngT?T"”"”””V”%Ww”"_m”
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ORDER
TT IS ORDERED, pursuant to Title 18 U.S5.C. Section 2703, that
agents of the [INSERT NAME OF AGENCY](hereiﬁafter “Agency’') may

install and use a caller identification device on the sgubject

cellular telephone, for a period of sixty (60) days; and

IT IS FURTHER ORDERED, pursuant to Title 18 U.8.C. BSections
2703 (c) (1} (B) and 2703 (d), that for each telephone number for which
they possess such information, [INSERT NAME OF SERVICE PROVIDER]
(hereinafter “Service Provider”), and any other provider of
electronic communication service, shall provide to the Agency all
subscriber information, including éubscriber‘ name and address,
telephone location, and length of  service, as well as all
information regarding the means and source of payment for service,
for all telephone numbers dialed or pulsed from the subject cellular
telephone number, as indicated by' the pen register, and all
telephone numbers calling the subject cellular telephone number, as
indicated by the trap and trace and caller identification device,

whethexr published or non-published, and

IT 18 FURTHER ORDERED, pursuant to Title 18 U.S.C. Section
2703 {d) that the Service Provider shall provide cell site/sector

(physical address) at call origination (for outgoing calls), and

caTterminatior tfor-tncoming-calts);and—if-reasonablyavaitable;

during the progress of the call, and-

“Todgy




IT I8 FURTHER ORDERED, that this Order shall apply not only

to the subject cellular telephone number, but also tofi . -,
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subscriber and wireless telephone account number as the subject
cellular telephone mumber within the 60 day period authorized by
this Order.

IT IS FURTHER ORDERED, that this Order shall apply to the
Service Provider, and to any other service provider which contracts
or otherwise agrees to provide cellular telephone service to a
telephone bearing rthe saﬁé rtélephone number and/br [INSERT

APPROPRIATE IDENTIFICATION NUMBER, E.G. ESN, IMSI, etc.] during the

60 day period contemplated by the Order in this matter.
IT IS FURTHER ORDERED, that the Service Provider, or any other

service provider to whom this Order applies, shall be compensated

by the Agency for reasonable expenses incurred in providing

technical assistance; and

%1 @298
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1T IS FURTHER ORDERED, that this Order and the Application

shall be sealed until otherwise ordered by the Court and that
Service Provider, its agents, employges and affiliates, shall
disclose the existence of the caller identification device or

existence of the investigation to the listed subscriber, or to

the

not

the

any

other person, unless oT until otherwise ordered by the Court.

SO ORDERED this day of , 2005,

UNITED STATES MAGISTRATE JUDGE

3
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TN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMEIA

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA _
MISC. NO.

FOR AN ORDER AUTHORIZING
INFORMATION ON CELLULAR UNDER SEAL

)
)
)
DISCLOSURE OF AND CELL SITE )
)
)

TELEPHONE NUMBER [TELEPHONE NUMBER]

APPLICATION FOR DISCLOSURE OF CELL SITE INFORMATION
PURSUANT TO TITLE 18 U.S.C. SECTION 2703

The United States of America, by and through its counsel,
Kenneth I,. Wainstein, United States Attorney for the District of
Columbia, and [INSERT NAME OF AUSA]l, Asslstant United States
Attorney, hereby applies to the Court for an order dirécting
[INSERT SERVICE PROVIDER](hereinafter “Service Provider”)},an
electronic communicatiocns service provider for the telephone number
[INSERT CELLULAR TELEPHONE NUMBER] (hereinafter “subject cellular
telephone number”}, a cellular telephoﬁe with the  [INSERT
APPROPRIATE IDENTIFICATION NUMBER; E.G. ESN, IMST, ete.],
subscribed to by [INSERT NAME AND ADDRESS OF SUBSCRIBER] to

disclose to [INSERT NAME OF AGENCY] (hereinafter “Agency”) cell

site information relating to the subject telephone. In support of
this application, the United States certifies the following:

1. The Applicant 1is an "attorney for the government" as

défined in Rule 1(b) (1)of the Federal Rules of Criminal Procedure.
2. The Applicant certifies that the Agency is conducting a

criminal investigation of the user(s) of the subject cellular

© Bbo




telephone number and others in connection with possible violations

of federal laws, including {[INSERT CODE CITATIONSI. Based upon

‘reliable information, it is believed that the user(s) of subject

cellular telephoné number, subscribed to by [INSERT NAME AND ADDRESS

OF SUBSCRIBER], utilizes the cellular telephone in wviolation of

[INSERT CODE CITATIONj, [INSERT A BRIEF DESCRIPTION OF CRIMINAL
ACTIVITY].

3. The Applicant further certifies that there is reasonable
grounds to believe that the requested cell site information is
relevant and material to the ongoing criminal investigationm being
conducted by the Agency. As set forth more fully below, it is
believed this information will provide the agents with investigative
leads and potential evidence aE trial concerning contacts made by

the targets in the course of their criminal activity.

CELL STITE INFORMATION
4. The Applicant reguests, pursuaﬁt to Title 18 U.S.C. Secticns
3122, 3123, and 2703{c) (1) (B)and(d) ,as set forth in the accompanying

Application of [INSERT NAME OF AUSA] for a Pen Register, Calléer

Identification and Cell Cite Information Pursuant to Title 18 U.g.C.
Sections 3122 and 3133, which Application is adopted and

incorporated by reference herein, that the Service Provider listed

in the accompanying proposed order, and any other person or entity

providing wire or electronic communications service in the United

2




states whose assistance may facilitate execution of the oxder to be
issued, disclosé ﬁhe location of cell site/sector {physical address)
at call origination (for outgoing calls), call termination (for
incoming calls) and if reasonably availablie, during the progress of

a call.

5. The cell site information that the Government seeks to
obtain on a prospective basis is information that ordinarily would
be obtained by a “pen register deyice” as defined in Title 18
U.S.C. Section 2127, and is also ‘records or cother information” as
aefined in Title 18 U.S.C. Bection 2703 (c). As such “records or
other information” the cell sgite information’s disclosure is
obtainable.by a court issuing an-order that complies with Title 18
U.S.C. Section 2703(d), as well as.with Title 18 U.S.C. Section
3123.! An order can issue under Section 2703 (d) only upon a finding
that the information is both “relevant and material” to an ongoing

investigation. For the following reasons, it is reasonable to

1 As is our practice, the Government is seeking to acquire
cell site information pursuant to both Title 18 U.S.C. Sections
3122, 3123, and Title 18 U.S.C. Section 27023 (b) (1} (C} and (d). In

oW o

—order—to—conpty—with—the—duly—25; 2885 Srder—of—the—Magistrate

~Judges of this Court, we have invoked the authority of the two
controlling statutes in separate applications, each of which is
incorporated by reference into the other.
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believe that the cell site information sought in this Application

will be both relevant and material to the ongoing investigation.

[INSERT BRIEF STATEMENT SETTING FORTH REASONS WHY CELL SITE

6.
LOCATION INFORMATION WILL BE RELEVANT AND MATERIAYT, TO THE
INVESTIGATION]

g The Applicant regquests further that the Court's—Oxder

direct the Service Provider, its agents, employees and affiliates

not to disclose to the subscriber, or to any other person, the

disclosure of information requested herein unless or until otherwise

ordered by the Court.

8. It is further requested that the Court’s Order apply not

only to the subject cellular telephone number, but also [ e
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=

telephone account number as the subject cellular telephone number

within the 60 day period authorized by this Order.

9. It is further requested.that the Court'’s Order apply to the

Service Prov1der, and to any other communications service prov1der
which contracts or otherwise agrees LO provide cellular telephone

4
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euty,
&

service to a telephone bearing the same telephone number or [INSERT
TYPE OF IDENTIFICATION NUMBER] during the sixty day period
authorized by this Order.

10. Because disclosure of this Application could Jjeopardize

the investigation for which the authorization to disclose subscribex

and cell site information is sought, the Applicant further requests
that this Application be filed under seal. The Applicant further
requests that this Court’'s Order, and any subsequént érders, be
sealed until otherwise ordered by thg Court.

WHEREFORE, it is respectfully requested that the Court grant
an Order for a pericd of 60 days directing the Service Provider, or
any other electronic communications provider subject to the Court’s
Order, to‘ disclose to the Agencz subscriber and cell gite
information felating Lo the gubject cellular telephone number, and
sealing this Application and the Court'é Order.-

I certify under penalty of perjury that the foregoing ig true
and correct.

EXECUTED on this day of , 2005,

Respectfully. submitted,

KENNETH L. WAINSTEIN-
UNITED -STATES ATTORNEY

e g = : = : —peRr N S =08 g
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[INSERT NAME OF AUSA]

ASSISTANT UNITED STATES AT TORNEY
555 4" Street, NW

Washington, DC 20001

DC BAR NO. [AUSA’S BAR NUMBER]
[INSERT AUSA’S TELEPHONE NUMBER]
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TN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

TN THE MATTER OF THE APPLICATION
" OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING MISC. NO.
INFORMATION ON CELLULAR UNDER SEAL

)

)

)

DISCLOSURE OF AND CELL SITE )
)

)

TELEPHONE NUMBER [TELEPHONE NUMBER]

ORDER
Thig matter having come before the Court pursuant to the
Government’s Application under Title 18 U.S.C. Section 2703, by
[INSERT NAME OF AUSA]l, an attorney for the govermment, which
Application requests an Order under Title 18 U.S.C. Section 2703,
authorizing the installation of a caller identification device, on
[INSERT TELEPHONE NUMBER] (hereinafter “subject cellular telephone
numbef’), a‘ cellular telephone, [INSERT TYPE OF IDENTIFICATION
NUMBER, E.G. ESN, IMSI, ETC., AND ACTUAL NUMBER], subscribed to by
[INSERT NAME AND ADDRESS OF SUBSCRIBER], and difecting the
disclosure cell site information pertaining to the subscriber, the

Court makes the following findings:

FPindings Pursuant to Title 18 U.S8.C. Section 2703(d)

1. There are reasonable grounds to believe that cell site
information is relevant and material to an ongoing criminal

investigation described in the Application; accordingly,

I e




ORDER
IT IS ORDERED, puisuant to Title 18 U.S.C. Section 2703, that
agents of the [INSERT NAME OF AGENCY](hereinafter “Agency’) may
install and use a caller identification devicé on the subject

cellular telephone, for a period of sixty (60) days; and

e it Ak 1 a1

IT IS.FURTHER ORDERED, pursuant to Title 18 U.S.C. Section
2703 (4) that the Service Provider sﬁall provide cell gite/sector
(physical address) at call origination (for outgoing calls), and
call termination (for incoming calls), and if reasonably available,
during the progress of the.call, and

IT IS FURTHER ORDERED, that this Order shall apply not only

to the subject cellular telephone number, but also to{i brdes [

~ |

Ve

——

1

. -~ , .
gie _/lwhlch are listed to the same subscriber and wireless

telephone account number as the subject cellular telephone number

Twithin the 60 day period authorized by this Order.
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IT iS FURTHER ORDERED, that this Order shall apply to the
Service Provider, and to any other service provider which contracts
or otherwise agrees to provide cellular telephone service to a
telephone bearing the same telephone number and/or INSERT TYPE OF

IDENTIFICATION NUMBER, E.G. ESN, IMSI, ETC.] during the 60 day

period contemplated by  the Order in this matter.

IT IS FURTHER ORDERED, that the Service Provider, or any other
service provider to whom this Order applies, shall be compensated
by the Agency for reasonable expenses incurred in providing
technical assistance; and

IT IS FURTHER ORDERED, that this Order and the Application
shall be sealed until otherwise ordered by the Court and that the
gervice Provider, its agents, employees and affiliatés, shall not
disclose the existence of the caller identification device or the
existence of the investigation to the listed subscriber, or to any
other person, unless or until otherwise ordered by the Court.

80 ORDERED this day of , 2005.

UNITED STATES MAGISTRATE JUDGE

PR0O8
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORTZING THE INSTALLATION
AND USE OF A PEN REGISTER, TRAP
AND TRACE, AND CALLER

MIS{C. NO.

UNDER SEATL

TDENTTFICATION DEVICE ONCELLULER
TELEPHONE NUMBER [TELEPHONE NUMBERI]
AND DISCLOSURE OF SUBSCRIBER AND
CELL SITE INFORMATION |

— st et e et et Mt S et S

APPLICATION FOR PEN REGISTER, CALLER
IDENTIFICATION DEVICE, SUBSCRIBER AND CELL SITE INFORMATION

The United States of America, by and through i1ts counsel,
Jeffrey A. Taylor, United States Attorney for the District of
Columbia, and [INSERT NAME OF AUSAl, Assistant United States
Attorney, hereby applies to the Court for an Ordexr authorizing the
installation and use of a pen register, trap and trace and caller
identification device on, and for subscriber information relating
to, telephone numbers called from and calling to the telephone line
presently assigned number [INSERT CELLULAR TELEPHONE NUMBER], a

cellular telephone with the Electronic Serial Number (ESN) [INSERT

ESN— NUMBER] Bubscribed—to by [INSERT NAME AND ADDRESS  UF
SUBSCRIBER] and authorizing disclosure of cell site information on

cellular telephone number [INSERT CELLULAR TELEPHONE NUMBER]. In

TEUppoLt ol tiils app¢lcation, THE U Ted "~ STtaLtes  CeitlLlges ChHE

following:

P309




1. The Applicant is an "attorney for the governmenﬁ" as
defined in Rule 1(£)(l)of the Federal Rules of Criminal Procedure,
and therefore, pursuant to Title 18, United States Code, Section
3122, may apply for an order authorizing the installation and use

of a pen register, trap and trace, and/or a caller identification

device.

2. The Applicant certifies that the [INSERT NAME OF AGENCY],
. {(hereinaftex “the Agency”) 1is conducting a criminal investigation
of the user(s) of the cellular telephone identified above and others
in copnection with possible violations of federal laws, including
[INSERT COCDE CITATIONS] . Based upon reliable information, it is
believed that the uger (s} of cellular telephone number [INSERT
CELLULAR TELEPHONE NUMBER], sub;cribed. to by [INSERT NAME AND
ADDRESS OF SUBSCRIBER], utilizes the cellular .telephone in
furtherance of [INSERT. CODE CITATION] , [INSERT A BRIEF DESCRIPTION
OF CRIMINAL ACTIVITY].

3. The Applicant furthexr céftifieé that the information likely

to be obtained from the pen register and the caller identification

device ig relevant to the ongoing criminal investigation being
conducted by the Agency. It is believed this information will

provide the agents with investigative leads and potential evidence

R . : n . 3 1 A 3 " . . -
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their criminal activity. The information to be obtained from the
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4. The Applicant redquests that the Court issue an Order

authorizing the use of (1) a pen register to register numbers dialed

to or pul'sed from [INSERT CELLULAR TELEPHONE NUMBER], to record the

ANy

date and time of such dialings or pulsings, and[

o ]
i L - .

f[_ 7= ) - jand (2) the use of the trap and trace

r

and caller identification device® on [INSERT CELLULAR TELEPHONE
NUMBER] to capture the incoming electronic and other impulses which
identify the originating number ‘of a wire or electronic
communication, and the date and time of such incoming pulses, for
a period of sixty (60) days. |

5. The Applicant further requests ‘that the Order direct
[INSERT NAME OF SERVICE PROVIDER] -to furniéh-all information,

facilities, and technical assistance necessary to accomplish the

. . ¥ : s | o |
ipstallation of —the—pen—register;—trap—and —trace and—the catler

identification device unobtrusively with a minimum of interference

A\

¥
|

T —————

¥

i

@
N




with the services that the provider accords the subscriber(s), and
with compensation to be paid by the Agency for reagonable expenses
incurred in providing such facilities and assistance.

6. The Applicant requests further that the Court's Order

direct [INSERT NAME OF SERVICE PROVIDER], its agents, employees and

affiliates not to disclose to the subscriber{ or to any other
person, the existence of the requested pen register, trap and trace,
or the caller identification device, or of this investigation,
unless or until otherwise ordered by'the Court.

7. [INSERT LANGUAGE STATING WHY SUBSCRIBER INFORMATION
REQUESTED PURSUANT TO §2703 IS RELEVANT TO THE INVEST.IGATION. THE
FOLLOWING LANGUAGE MAY BE USED IN NARCOTICS CASES]

The Applicant believes that the target cellular telephone is
peing used to facilitate drug trafficking. Subscriber information
concerning telephones in contact with the target cellular telephone
will assist investigators in identifying persons.involved in the
illegal activity. Moreover, in the experience of the Applicant and

the law enforcement personnel conducting the investigation in this

ma s .engaged in illegal narcotics trafficking alsc are

engaged in money laundering in violation of 18 United States Code,
§§ 1956 and 1957. Such money laundering activity| e ~
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Ej WiEe il Information concerning ihe means and methods by
which the subscriber or user of a cellular telephone numbex pays for
that service will provide evidence of illegal narcotics activity and
related money laundering and thus assgist law enforcement in the

investigatioﬁ of the illegal narcotics activity of the target.

8. Tne Applicant submits that the facts set forth in
paragraphs two and seven hérein.jprovide reasonable gxounds to
believe that the contents of records and information relating ﬁo
subscribers or customers of telephones in contact with [INSERT
CELLULAR TELEPHONE NUMBER] are relevant and material to the ongoiﬁg
criminal investigation. Therefore, the applicant also requests,
pursuant to Title 18, United States Code, Secticons 2703 (c) (1) (B) and
2703(d}), that for each telephone number for which they possess such
information, [INSERT NAME OF SERVICE PROVIDER] and any other
provider of electronic communication sexrvice, be directed to provide
to the Agency the subscribex information, including subscriber name
and address, telephone location, -length of gervice, as well as all

information regarding the means and source of payment for service,

for—=tttetephone numbers difatedor pulsed from [INSERT CELLULAR
TELEPHONE NUMBER], as indicated by the pen register, and all

telephone numbers calling [INSERT CELLULAR TELEPHONE NUMBER], as

~~tnitcated by the—trap—and - trace arnt car et tdermtT S oatomrdev ity

whether published or non-published. As noted above, the

i
s
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subscriber’s name will be shown on the caller identification
feature; however, 1t will not appear if the number is a non-
published numbexr.

9. In support of its request for an orderxr under 1318 U.S5.C.

§2703 (d) directing the furnishing of cell site information pursuant

to 18 U.S.C. §§ 2703(c) (1) (B) and 2703(d), the government hereby
sets forth the following gpecific and articulable facts showing that
there is reasonable grounds to believe that the «cell site
information regérding.{INSERj CELLULAR TELEPHONE NUMBER] will be
relevant and material to an ongoing criminal investigation for the
following reasons:

10. [INSERT BRIEF, SPECIFIC FACTUAL STATEMENT AS TO WHY CELL
STTE INFORMATION IS RELEVANT TO THE INVESTIGATION. FOR NARCOTICS
CASES THE FOLLOWING STATEMENT MAY BE USED.]

Your applicant and the law enforcement personnel conducting the
investigation in this matter know that éersons engaged in illegal
narcotics traffiCRing'utilize-their telephones to arrange meetings

at which narcotics are sﬁpplied and payment for those narcotics are

made. Knowing the locatiom ot the traificker when such telephone
calls are made will assist law enforcement in discovering the

location of the premises in which the trafficker maintains his




illegal narcotics trafficking, including records and financial
information. Similarly, knowledge of the location of the trafficker
when he places telephone calls to known suppliers and customers can
assist law enforcement in this physical surveillance of the subject

and in obtaining further relevant evidence of the target’s illegal

narcotics trafficking activiﬁy. The use of a cellular telephone
requires that the caller’s signal inﬁolve the use of cell site in
the sexvice provider’s system. When the target telephone is a
cellular telephone, the location of this cell site and the direction
from which the caller’s signal was sént provides relevant
information to assist law enforcement in the above functions.

11. Accordingly, it is requested that the [INSERT NAME OF
4ERVICE PROVIDER] listed in the accompanying proposed ordexr, and any
other person or entity providing wire or eiectronic communications
éervice in the United States whose assistance may facilitate
execution of the order to be issued, disclose the location of cell
site/sector (physical address) at call origination (for outgoing
calls) call termination (for- incoming calls), and if reasonably

4 ] £ 3 E=
avattableduring—theprogress-of—a cait; £oT the—cellutar—tetephome

[INSERT CELLULAR TELEPHONE NUMBER] .

12. It is further requested that the Court’s order apply not
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the same subscriber and wireless telephone account number as the

subject cellular telephone number within the sixty (60) day period
authorized by this order.

13. Because disclosure of this application could jeopardize
the inﬁeétigation for which the authorization to install and use the
pen register, trap and trace and caller identification device is
sought, the Applicant further requests that this application be
filed under seal, pﬁrsuant to Title 18, United States Code, Section
3123 (d) (1) . The Applicant further requests that this Court’s Order,
and any subseguent Orders, be sealed until otherwise ordered by the
Court.

WHEREFORE, it is respectfully réquested that the Court grant
an Order for a period of sixty (60) days, (1) authorizing the
installation and use of a peﬁ register to record numbers dialed or

pulsed from [INSERT CELLULAR TELEPHONE NUMBER]: (2} authorizing the

installation and use of a trap and trace and caller identification

device to capture the incoming electronic or other impulses which

communication to [INSERT CELLULAR TELEPHONE NUMBER]; (3) directing

[INSERT SERVICE PROVIDER] to furnish forthwith to agents of the

8

identify the originating number of a wire or electronic
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[INSERT NAME OF AGENCY] all information, facilities, and technical
aseistance necessary to accomplish the installation and use of the
devices uncbtrusively and with minimum interference to the service

presently accorded persons whose dialings or pulsings are the

subject of the pen register, trap and _Erace, and caller
identification device; and (4) dirécting [INSERT NAME OF SERVICE
PROVIDER] and any'. other . service provider of electronic
communications services to provide aéents of the [INSERT NAME OF

AGENCY] with all subscriber names and addresses, telephone locations

and dates of service, as well as all information regarding the means

and source of payment for gervice, for all numbers dialed or pulsed

from, or making incoming calls to [INSERT CELLULAR TELEPHONE

NUMBER] ; (5) to disclose the location of cell site/sector (physical

address) at call origination (for outgoing qalls), call termination
(for incoming calls), and if reasonably available, during the
progress of the call, for cellular teléphone number [INSERT CELLULAR
TELEPHONE NUMBER] ; and (8) segling this Application aha the Court's

Order.




T certify under penalty of perjury that the foregoing is true
and correct.

EXECUTED on this day of , 2004,

Respectfully submitted,

JEFFREY A. TAYLOR
UNITED STATES ATTORNEY
D.C. BRar No. 451-058

[INSERT NAME OF AUSA]

ASSISTANT UNITED STATES ATTORNEY
555 A% gireet, NW

Wasnington, D.C. 20001

D.C. BAR NO. [AUSA’S BAR NUMBER]
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

IN THE MATTER OF THE
APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN ORDER MISC. NO.
AUTHORIZING THE INSTALLATION
AND USE OF A PEN REGISTER, TRAP UNDER SEAL

AND TRACE, AND CALLER

TOENTIFICATION DEVICE ON CELLULAK
TELEPHONE NUMBER [TELEPHONE NUMBER]
AND DISCLOSURE OF SUBSCRIBER
INFORMATION

R L A B )

ORDER

This matter having come before the Court pursuant to an
application under Title 18, United States Code, Section 3122, by
[INSERT NAME OF AUSA]}, an attorney for the Govermment, which
application reguests an Order under Title 18, United States Code,
gection 3123, authorizing the installation and use of a pen
register, trap and trace, a caller identification device, and cell
gite information on [INSERT CELLULAR TELEPHONE NUMBER], a cellular
telephone, Electronic Serial Number {ESN) [INSERT ESN] and under
Title 18, United States Code, Sections 2703 (¢) (1) (B) and 2703(d),

directing the disclosure of subscriber records and information

1ikely to be obtained by such installation and use, and that the
disclosure of such records is relevant to an ongoing criminal

investigation into possible vioclations committed by the user(s) of

the cellular telephone and others of federal law, including [INSERT

CODE CITATION]}, and



TT APPEARING that the numbers dialed or pulsed to and from the
cellular telephone bearing [INSERT CELLULAR TELEPHONE NUMBER], a
cellular telephéne, Flectronic Serial Number (ESN) [INSERT ESN]
gubscribed to by [INSERT NAME AND ADDRESS OF SUBSCRiBER],' are

relevant to an ongoing criminal investigation of possible wviolations

of [INSERT CODE CITATIONS] and

.IT FURTHER APPEARING that there are reasonable gxounds to
believe that the contents - of the requested records, subscriber
information and cell site information are relevant and material to
an ongoing criminal investigation described in the application;

TT TS ORDERED, pursuant to Title 18, United States Code,
Section 3123, that agents of the [INSERT NAME OF AGENCY] may install
and use (1) a pen register to register numbers dialed to or pulsed
from [INSERT CELLULAR TELEPHONE NUMBER], to record the date and time
of such diaiings or pulsings, and to record the length of time the
telephone receivers in question are off the hook for incoming or
outgoing calls; and (2f a trap éﬁd trace and caller identification

device on [INSERT CELLULAR TELEPHONE NUMBER] to capture the incoming

electronic and other impulses which identify the originating number
of a wire or electronic communication and the date and time of such

incoming pulses, for a period of sixty (60) days; and

IT 18 FURTHER ORDERED that the information obtained from the

caller identification feature provided pursuant to this Order shall

+ F
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IT IS FURTHER ORDERED, pursuant to Title 18, United States

Code, Section 3123 (b) (2}, that [INSERT NAME OF SERVICE PROVIDER]

shall furnish agents of the [INSERT NAME OF AGENCY]! forthwith all
information, facilities, and technical assistance necessary to
accomplish the installatién of the devices unobtrusiﬁely and with
minimum interference with the services that are accorded persons
whose'dialings and pulsings are the suﬁject of the.pen register, the
trap and trace and the callexr identification device; and

IT IS FﬁRTHER ORDERED, that the [INSERT NAME OF SERVICE
PROVIDER] provider shall be cémpensated. by the applicant for
reasonable expenses incurred.in.proviéing technical assistance; and

TT TS FURTHER ORDERED, pursuant to Title 18, United States

Code, Sectionms 2703(c) (1) (B) and 2703(d), that, for each telephone

number for which théy posseés such information, [INSERT NAME OF .

SERVICE PROVIDER] and any other provider of electronic communication

cervice shall provide to agents of the [INSERT NAME OF AGENCY] all
subscriber information, including subscriber name and address,

telephone location, and length of sexrvice, as well as all

Thformation regarding the means and source of payment for service,

for all telephone numbers dialed or pulsed from cellular telephone

Ref
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number [INSERT CELLULAR TELEPHONE NUMBER], as indicated oy the pen
register, and all telephone numbers calling [INSERT CELLULAR
TELEPHONE NUMBER]}, as indicated by the trap and trace and caller
identification device, whether published or non-published, and

IT IS FURTHER ORDERED, pursuant to Title 18 U.S.C. §2703(4)

that [INSERT NAME OF SERVICE PROVIDER] shall provide the cell

site/sector (physical address) at call origination (for outgoing

calls), call termination (for incoming calls), and it reasonably

available, during the progress of the call, for cellular telephone

number [INSERT CELLULAR TELEPHONE NUMBER], and

IT IS FURTHER ORDERED, that this Orxrder shall apply not only

e T
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to [INSERT CELLULAR TELEPHONE NUMBER], but also(: ‘ E
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‘Tﬁwhich are listed to the same
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subscriber and wireless telephone account number as the subject

cellular telephone number within the sixty (60) day period

authorized by this order.

IT IS FURTHER ORDERED, pursuant to Title 18, United States

Tode, Section 3123(d), that this Order and the application shall be

sealed until otherwise ordered by the Court, and that [INSERT NAME

R1f
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OF SERVICE PROVIDER], its agents, employees and affiliates, shall

not disclose the existence of the pen register; trap and trace or

caller identification device or the existence of the investigation—

to the listed subscriber, or to any other person, uniess or until

otherwise ordered by the Court.

SO ORDERED this day of , 2004.

UNITED STATES MAGISTRATE JUDGE

[DATE]
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Finnegan, Karen (USAEQ)

From: Bella, Daniel (USAINN)

Sent: Monday, January 22, 2007 11:54 AM

To: - Schmid, Donald (USAINN); Hays, Kenneth (USAINN); Capp, David (USAINN)
Cc: VanBokkelen, Joseph (USAINN)

Subject: RE: FBI need for ct order -- kidnapping case

Donald and ] discussed language to be used in a subsequent order situation. | sent to Donald some forms
we've used addressing the cell site issue.

H_Mmhmwwmm%%d%a@ﬂheé—

cell site issue.

From: Schmid, Donald (USAINN}

Sent: Monday, January 22, 2007 9:49 AM

To: Hays, Kenneth (USAINNY; Bella, Daniet (USAINN); Capp, David (USAINN)
Ce: VanBokkelen, Joseph (USAINN)

Subject: FBI need for ct order -- kidnapping case

FRI and 1 assisted over the weekend with an ongoing kidnapping/attempted murder case out of Elkhar county.
r'_l"he facts are below. [_ . b . o =
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Donald ). Schmid

Assistant United States Attorney
LLS. Attorney's Office

204 5. Mdin Street

South Bend, IN 46601

(574) 236-8287

FAX: (574) 236-8155
donald.schmid@usdoj.gov
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Finnegan, Karen (USAEQ)

From: Bella, Danie! (USAINN)

Sent: Wednesday, February 07, 2007 6:08 PM
To: Stewart, Randall (USAINN)

Subject: FW: Cell site issue

Contacts: C Wwle 1

Randy,

The issuedis-that we-cannct obtain-cell-site data with-just a pen-register and-2703(d)-order-like-we-used-o:
This has been brewing across the country, and Judge Lee entered an order in our District on the issue. Our
work around is to prepare the same documentation, but to add to it an affidavit by an agent that establishes
probable cause to get the cell site data. See my e-mail below that | sent to}__ W1e ‘or more details.
Compare the attached go-bys to what you have, and hopefully that will point you in the right direction, to modify
or rewrite {or have re-written) what's been given you. You'll need an affidavit from the agent too.

When | get room to breath, I'll post this on the intra-net so all can have access to this.

Piease let me know if you need more or have any guestions.

-Dan

From: Bella, Daniel (USAINN)

Sent: Tuesday, February 06, 2007 3:06 PM
To! /] L

Subject: Cell Site issue

Attached are the order from Judge Lee in Ft. Wayne saying that we cannot get cell site information
just from a pen register and 2703(d) order (for provider records), and that we make a showing of
probable cause.

Also attached. are an application and an order where we took our standard pen register application
and added language at paragraphs 11 and 12 indicating that we are establishing probable cause.
There would be an affidavit attached to the application. | do not have the affidavit that we used in this
instance, but the facts are going to be different for every application and the AUSA and agent will
___need to coordinate on the affidavit L : -

a

Since you may not use WordP_erfect, I've also included pdf files of the application and order.

~ ¥ - ~ » ~r
"

)

s -

e

1
k
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s baen used by AUSAS David Nozick in Hammond, and by Jesse Barrett and Donald Schmid
in South Bend.

| hope this helps.




-Dan Bella
Criminal Chief, U.S. Attorney's Office, N.D. Indiana

Direct: (219) 937-5609

pen register pen register order pen register pen register order

Judge Lee
with pc for...  application with ... with pc for...

order.pdf application with ...

Tracking:
2




Recipient
Stewart, Randall (USAINN)

gy

Read
Read: 2/15/2007 1:52 PM

P354




Finnegan, Karen (USAEO)

From: Bella, Daniel (USAINN)

Sent: Monday, January 22, 2007 11:51 AM
To: Schmid, Donald (USAINN)

Subject: Pen register w/ cell site documents
Donald,

Dave Nozick and | discussed the cell site issue and came up with the attached forfns. Please see
paragraph 11 of the application, and the second fuil paragraph on page two of the order. A separate

affidavit by the agent was attached to the application. |

"' - 7 ]

FYI, David provided these same forms to Jesse Barrett on or about 10/13/06 for his use in a South
Bend investigation.

Good luck.

-Dan

per register order per register
with pc for...  application with ...

Tracking: | ' B




Recipient
Schmid, Donald (USAINN)

T

Read
Read: 1/22/2007 12:05 PM

P356




Finnegan, Karen (USAEO)

From: . Dupre, Brock (USALAE} . :
Sent: .. Wednesday, November 19, 2008 5:05 PM
To: Finnegan, Karen (USAEQ). .
Subject: FW: GPS or "E-911 data” warrants

From: Knight, Tracey (USALAE) ,
Sent: Mariday, October 27, 2008 10:52 AM
~ To: Dupre, Brock (USALAE) . -
- Subject: FW: GPS or "E-911 data" warrants

From: Klebba, Brian (USALAE)

Sent: Monday, November 19, 2007 10:37 AM
To: USALAE-CR-Attorneys; USALAE-CR-Assistants
Subject: GPS or "E-911 data” wairants

Greetings:

OEO has asked that | forward the follewing information regarding the acquisition of GPS or similarly precise location data
t and specifically OEO and CCIPS continue to believe

(sometimes called "E-911 data”) on target phones. The Departmen :
that the most appropriate legal mechanism is a Rule 41 warrant, and I'm attaching a sample form for that purpose that has
been disseminated by OEO. (Note: for mere tower/sector data — a/k/a the less accurate “cell-site” records ~ OEO remains

of the view that 2703(d) & penltrap combined are sufficient authority.) _
According to OEOI:, : a : P 15
v - S %55

You may want to have your legal assistant to save this form in your directory for future reference or you may contact me

forit. Thanks,

Generic lat-long
order v 1.2 1...

Brian

RN, -5 -1 5 L) =X asAssistant S AtTOTRe s heip e i S s s s
H-F—Prepartmertof Fustice:
United States Attorney's Office
Hale Boggs Federal Building
500 Poydras Street, Suite 210B
New Orleans, Louisiana 70130
" (504) 680-3000 main
{504) 680-3079 direct )
{(504) 589-4510 fax : :
Brian. Klebbamusdoi.gov . : ?
. _ _ Q4




Bourgeois, Richard

From: Judish, Nathan : )

Sent: Friday, June 04, 2004 2:31 PM 7
To: Bourgeois, Richard

Subject: RE: Obtaining Cell Site Locator Information

o

S5 Qo Lt D AN o

!

Thanks,
Nathan Judish
Computer Crime and Intellectual Property Section

Cell Phone lLocation
Memo.wpd

L

From: Bourgeois, Richard . ) —

Sent: Friday, June 04, 2004 2:15 PM

To: Judish, Nathan -

Subject: Obtaining Cell Site Locator Information (% 1:1/ ‘
. Pl e

Thank you very much for your help on the phone. Please let me know if you are able to find out anything regarding the 0\_1

interpretation of the "ongoing criminal investigation” language in 2703(d). g0vH

Rich

Richard L. Bourgeois, Jr.

Assistant United States Aftorney
Russell B. Long Federal Courthouse
777 Florida Street, Suite 208

Baton Rouge, Louistana 70801

Tel: 225-389-0443 -

Eax: 225-389-0561




Page 1 of |

— et e <
Froin: Judish, Nathan
Sent: Thursday, March 22, 2007 11:44 AM

To: Jones, Patricia (USALAM) :
Subject: RE: cell-site go-by _ i

K
Nathan | | | @{5 -
, 3 -

From: Jones, Patricia (USALAM) [mailto:Patricia.Jones4@usdoj.gov} i
Sent: Thursday, March 22, 2007 12:14 PM

To: Judish, Nathan

Subject: RE: cell-site go-by

Thanks, Nathan.

. * - i
b5 |

1hanks.

From: Judish, Nathan

Sent: Thursday, March 22, 2007 11:.08 AM
To: Jones, Patricia (USALAM)

Subject: cell-site go-by

Please see attached.

Thanks,
Nathan

P

PRAA




Bourgeois, Richard

From: Bourgeois, Richard

Sent: Friday, May 28, 2004 4:14 PM
To: USA-LAM-Criminal Attorneys
Subject:

18 U.8.C. 2703

1Y
. fes T2
:;/' 7 = ©

v

Stan asked me to send out an email regarding the issues were are facing with the magisirate judges in our recent requests
for cel!ular telephone records and subscriber information pursuant to 18 U.S.C. 2703.

i

)

LY

\

!

i

1

\

"\

know.

Rich

-

PR

If you have any questions about the judges specific concerns, or would like to discuss these issues further, please let me




Bourgeois, Richard

From: ' Bourgeais, Richard

Sent: Friday, May 28, 2004 3:46 PM
To: Salomon, Rene

Subject: 18 USC 2703

Rene,

1 know that you are on vacation right now, but when you get back next week let me know when you have some free time.
We have some issues that have come up regarding the use of Pen Register / Trap and Trace orders in conjunction with 18
_USC 2703 in order to assist io.the focation of fugitives. :

—

:
\ | \

P

. -

-
= .“"v;

Thanks,
Rich

Richard L. Bourgeois, Jr.

Assistant United States Altorney
Russell B. Long Federal Courthouse
777 Florida Street, Suite 208

Baton Rouge, Louisiana 70801

Tel: 225-389-0443 _
Fax; 225-389-0561 %

PRARA




Germano, Judith (USANJ)

Srom: Liebermann, Erez (USANJ)

ant: Meonday, June 18, 2007 7:07 PM
.o - USANJ-AUSA_Criminal
Subject: 18 U.8.C. § 2703(d) Orders for Content

Earlier today the 6th Circuit decided United States v. Warshak, attached. Prefiminary guidance from DOJ is also
attached. In sum, the court cast doubt on the constitutionality of acquiring the content of stored electronic communicatio

with a 18 U.S.C. § 2703(d) order when no-advance notice is provided to the user/subscriber. g g} |

] . - . \'-:.'L T = T
{ ' Oy o v o - L , - S i
[c. it § it does affirm the District Court's preliminary injunction ~
forbidding the United States from obtaining a 2703(d) order for content relating to any resident of the Southern District of

Ohio. ,

/e —
e
o,
|
|
|

-

If you are looking for this type of Informétion, please come talk to me.

Please don't hesitate to call me (x2874) with any questions.

Thanks,
ez.

" LY
i 5 i o : -

USv, Warshak - [chip] Adverse
2703(d) Content... decision in War...

1 1753 P394
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' (NITED STATES DISTRICT COURT

(~Applicant™): applies 10

register and trap and trace device and requiring disclosure of custo

ipformation. In SUPPC

the court for an arder authorizing the installation and use ofapen

mer 1ecords and other

rt of this application, Applicant stefes the following:

1. Applicant is an sgttorney for the Government” 28 defined in Rule 10)(1)B) of the

Federal Rules of Criminal Procedure; and, pursuant t0 18 U.S.C. Qection 3122, waY apply for an

order anthorizing the
pursuant 10 18USC s

cecord ot other informaﬂoﬁ pertaining

installation and us¢ of pen registers and trap and trace devices, and,

ection 2703(d), meY apply for an order requiring the disclosure of “a

1o a subseriber 1@ or customer of’ an electronic

2. Applicant certifies that the United States Marshals Servme (“Tnvestigative Agency’) i3

conducting » criminel BEHVE - vestigation of [FUGITIVE®)] (“Suspect”), in conmestion =it

violations of [LIST VIOLATIONS); 4t is believed that th

¢ Suspect [or Suspect’s known

T
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[y 20

Motile Idontifiation Numbes (‘MIN) [AREA CODEPHONE NUMBER] (“Target Deevice”), &

wireless telephone believed to be issued and/or serviced by INAME OF CARRIER, IF KINOWN]
and to be subscribed to by [SUBSCRIBER’S NAME AND BILLING ADDRESS, IF KINOWN;

[F PREPAID ACCOUNT, STATE “FREPAID ACCOUNT”); and that the information ¥ikely to

he ohtained from the pen rggiétm‘ and trap and trace device is relevant and material to amx ongoing

ctimingl investigation.
3. In accordance with Title 18, United States Code, Section 3121(0) Applicant has

informed the Investigative Agency and its agents conducting this mvesnganon that they shall use

E B

-

1 e ) W ,_
‘- : |
| LAE |
} |

4. Applicant requests that the court issue o order, pursnant 10 18 U.8.C. Sections 3122
& 3123, authorizing the instaliation and use of a pen register to record or decode dialing, routing,

addressing, ot signaling information wransmitted from the Target Deme:,r ble A

r '—“’\.

_. | K& - | ]

b’\’(v:i - and attempts for a penod of snxly days.

=

—— P wmmﬁ—""—*"-‘?
— C/ﬁ/
i
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F
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Sections 3122 & 3123, authorizng the installation and use of & trap and trace device on the

Target Device to capturefi Y1E . o
9 N . WiE
C e L - _T%fdr_aperiod of sixty days.

6. Applicant further requests, pursuant to 18 U.S.C. Section 3123(b)(1)(C), the requested

installation and use of & pen register and trap and trace device permit the use of such a pen

register and trap and trace device T . _ iE o 7,

!

1 , 1
i e

| - Ak _ i

E A L J

\ e ‘;K f'

i ‘{Jr *

(1 .
% z
%

i |
: /
% T
| f
C biE  ojuithinthe
60-day period authotized by this order.
7 Apphcant fm'ther requests that the cxmrt dwect the Target Deme 8 service prowdm',
and all other teleconmumcatmns prowde:s, persons oF WWWWWW
o
T

PARA
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commnication service in the United States whose assistance may facilitate the execution of the
order, to notify agents of the Investigative Agency, upon oral or written request, of any and all
changes (including additions, deletions, and transfers) in service regarding the Target Desvice,

including telephone numbers and subscriber information associated with these service chuanges.

3124, that the order direct that the firnishing of information, facilities, and technical assistance
necessary to accomplish the installation and operation of the pen register and trap and trace
device by the service provider, and ali other telecommunications providers, persons, or entities

prowdmg wire or electranic communication service in the United States whose assistance may

with a minimum of interfer-ence with

the services that are accorded the persons with respect to whota the installetion and use is to take
place with reasonable compensation to be paid by the Tnvestigative Agency for reasonable
expenses incurred in providing such facilities and assisfanﬁe.

9. Ym support of its request for an order under 18 U.S.C. Section 2703(d) directing the
furnishing of customer records and other information (specifically cell site activations), pursuant
10 18 U.S.C. Sections 2703(c)(1)(B), 2703(c)}(2) and 2703(d), and based upon disaxssiém with
Deputy U.S. Marshal {[CIDUSM’S NAME], the government sets forth the following specific and
articulable facts showing that there are reasonable grounds to believe that the customer records

and other information pertaining to both the Target Device and the telephone numbers likely to be

identified through the pen register and trap and trace device on the Target Device are relevant and
roaterial to an ongoing criminel inirestigation:

[mSERT B&L&E YET SPECIFIC FACTUAL STATEMENT

CONCERND\TG YOUR INVESTIGATION ;

DPAERA
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o
FUGITIVE(S) IS USING/HAS USED/HAS IMMEDIATE ACCESS TO THE SUBJECT
TELEPHONE() ] |
| b. [INSERT CONCISE EXPLANATION AS TO WHY SUBSCRIBER. AND
OTHER INFORMATION IS RELEVANT AND MATERIAL TO YOUR INVESTIGATION]

¢ _Deputy |
That the device chaxacteﬁsﬁcs[ : ' ) e _ ' N n
N . 7
I Z |

et e e

)
\ | he
‘} )
ff
; A
% ]{1 =
!
| e .
i
i -
i i &
% it
]
g
{ y E) e _ _ 1
d. Based upon the above facts, and pursuast to 18 U.S.C. Sections 2703(c)(1XB),
2703(c)(2), and 2703(d), because there are reasonable grounds to believe that such information is
3
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Device’s servxce provider, and all other telecommunications providers, persons of entities
providing wire or electronic communications service in the United States whose assistance may
facilitate the execution of the order, be ordered to supply the following information: (A) name;

(B) address; (C) local and long distance telephone connection records, and rec_ordé of session

timos and durations; (D) length of service (including start date) and types of service utilized; (E)
telephone or instrument number or other subscriber number or'identity,g b7 I &
l@f }Jf?i';, - ]and (F) means and source of payment for such service (incuding any

credit card or bank account mumber) of & subscriber to or customer of an electronic

communioation service or remote computing service, for the Target Device and for published,

non-published, or unlisted dialing, routing, addressmg, or sxgnalmg information captured by the
pen register or trap and trace device on the Target Device, upon oral or written demand by agents
of the Investigative Agency, for a period of 60 days prior to and 60 days after the date of this
ofder, and that all entities providing comumunications service to the Target Device also be ordered

to provide the following customer records and information with respect to the Target Device:

- - B

r WAL !
b | i
. / l
g} ' S !ﬁ%ii
| iz
| |
a |
E‘ .
- = -
!

10. Applicant further requests, pursuant to 18 U.S.C. Section 3123(d), that the court

=L

v

PALR
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direct the Target Device's gervice provider, and all other telecommunications providers, persons

or entities providing service t0 the Target Device who are obligated by the order to prowide
assistance to the Iuvestigative Agenoy, not to.disclose in any manner, directly or indirectly, by any

subscriber(s) for the Target Device, the occupant of gaid premEses, the

action or inaction, to the

person, the existence of this order, in fisll or redacted form, the existence of the pen register or

trap and trace device, Of the existence of this investigation unless otherwise ordered by this court,

and further that this application and order be SEALED.
11. Applicant further requests that, upon request of the Investigative Agency, all records

sided pursuant by this order be provided ina cormercially

and.-aic

reasonable electronic format specified by the Investigative Agency, and that those records be
delivered forthwith via electronic mail (unless delivery under the current CALEA delivery

protocol ig possible and requested) to the email address specified by the agent serving this order.

12. Applicant further requests, because it is necessary to advince the purposes of this

. . , ) r -
investigation, that the Court’s Order direct the Target Device’s service provider(s) ' b e ’_l

e

_,,.—-v-w‘-""‘"b""‘""“"'-—-—-i.__...m’--m,} .
—

1 declare under penalty of porjury that the foregoing is true and correct to the best of my .

Ki
WS CXCCLILSU UL

knowledge and beliet, and T




H Lo ek

Lo

[YOUR NAME]
Assistant United States Attomey
[Phone number]

» N2
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UINITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF TEXAS
BOUSTON DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED

§

STATES OF AMERICA FOR AN §— Magistrare No.
ORDER: (1) AUTHORIZING THE §
INSTALLATION AND USE §

OF A PEN REGISTER AND A § ORDER
"TRAP AND TRACE DEVICE; AND - §
(2) AUTHORIZING RELEASE OF §
CUSTOMER RECORDS AND OTHER §
INFORMATION PERTAINING TO A §
§

MOBILE COMMUNICATIONS DEVICE

(UNDER SEAL)

This metter having come before the Court pursuant to an application under Title 18,
United States Code, Sections 3122, 3123, and 2703(c) and (d), by_ Asgistant United States
Attorney [NAME], an attomey for the Government as defined by Fed. R. Crim. P. 'l(b}(l)(B),
requesting an order authorizing the installation and use of 2 pen register and a trap and trace
device on the m&bﬂe c-;onmunications device identified by Mobile Identification Number (“MIN”)
(“Target Device”), a wircless telephone believed to be issued and/or serviced by [NAME OF
CARRIER, IF KNOWN] and to be aubscribed to by [SUBSCRIBER’S NAME AND BILLING

ADDRESS, IF KNOWN; IF FREPAID ACCOUNT, STATE “PREPAID ACCOUNT"] and used

by, or immediately accessible to, [FUGITIVE(S) NAME] (“Suspect™);

Upon review of the application, the Court finds that, pursuant to 13 U.8.C. Section 3123,

Applicant has certified that the information likely

$o be obtained by such use is relevant to an

ongoing crinmnal Tvesiganon v -‘m cor _

(“Tovestigative Agency”) into violations of [STATUTE(S)] by the Suspect. -

.
¢
AN
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The Court further finds, pursuant to 18 U.5.C. Sections 27 03(c)(1)®B), 2703(cX)(2) and
2703(d), that Applicant has offered specific and articulable facts showing that there are weasonable

grounds to believe that the subscriber information and other records for dialing, routing,

addressing, and signaling information transmitted to and from the Target Device is relev-ant and

igation of the specified offences;

Pursuant to 18 UJ.8.C. Sections 2703 (c)(1)(B) and 2703(d), Applicant has further
established that tbere are specific and articulable facts showing that there are rcasonable: grounds
to believe that customer records and information regarding the Target Device are relevamnt and

material-to an ongoing criminal investigation of the specified offenses; and,

Thecom_ﬁgm_e_:ﬁndsthat{ ) _[{ﬂf B _k
T e . ) . J

T IS ORDERED, pursuant to 18 U.S.C. Section 3123, that agents of the Investigative
Agency may install, or cause to be mstalled, and use a pen register to record or decode dialing,

routing, addressing, or signaling information transmitted from the Terget Device, includling} \ﬁg]

-~

- et b — N
L | . i Al

\:’ _,Q:. :--‘l j
R - Efor a period of sixty days from
" the date this Order is filed by the court;

™
4

1T 18 FURTHER ORDERED, pursuant to 18 U. 5.C. Section 3123, that agents of the

Invesngatwe Agency ma,y mstall, or cause to be mstalled, andusea trap and trace device on the

larget Ticvice to capline and
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originating Tumber, ot other dialing, routing, addressing, and signaling information re&sbnably
likely to :de:mfy the source of & wire of clectronic communication, and to record the ckate, time,
and duration of calls created by such incoming impulses, fora period of sixty days frorm the date
this Order is filed by the court;
IT IS FURTHER OWWWW%@%%@@———

and 2703(d), that the Target Device’s service provider, and all other telecommunications
providers, persons or entities providing wire or clectronic communjcations service int the United
States whose assistance may facilitate the execution of this Order, shall supply the folkowing

informatior; (A) name; (B) address; (C) Jocal and long distance telephone connection records and

records of session times and durations; (D) length of service (including start date) and types of

service utilized; (E) telephone or instrument number or other subscriber number OF 1d-enuty,

Q/ ) e ;'\,and (F) means and source of payment for bﬂfg
such service (including é,ny credrt card or bank account mumber) of a subscriber to or customer of
an electronic communication service or remote computing service, for the Targat Device and for
published, non-published, or umlisted dialing, routing, addressing, of signeling information for all
zalls originating or termmanng at the Target Device, upon oral or written demnand by agents of the

Iuvesngauve Agency for & period of 60 days prior to and 60 days after the date of this Order.

ITIS FURTHER ORDERED, § nursusnt to 18 U.S.C. Sections 2703(c)(1)(B) and

2703(c), that all entities providing wise or electronic communications service to the Target

Device shall provide the following additional customer records and information with respect fo

-to and 60 days after £ the date of this Order
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IT IS FURTHER ORDERED that thiz authorization for the installation and use of & pen

register and trap and trace device applies not only to the Mobile Identification Number (“mﬂ)

. bod
tisted above, | | &

oE.

{ . 3
i \1 | W =
g E S

g N |

1 _

]

|

H

?

1

]

e R

e Ji\wuhm the 60-day period authorized by this Order;

IT IS FURTHER ORDERED, that the Target Device's service provider, and all other
telecommunications providers, persons or entities providing wire or electronic communication
service in the United States whose assistance may facilitate the execution of this Order, shall

notify agents of the Investigative Agency, upon oral or written request, of any and all changes

(including additions, deletions, and transfers) in service regarding the Target Devige, including
télephone umbers and subscriber information associated with these service changes.

IT 1 FURTHER ORDERED, pursuant to 18 U.S.C. Section 3123(a)(1) and (b)(2), that

e -“n'mﬂPr Al other
upon S

telecommunications providers, persons or entities providing wire or electronic commuanication

%\%

DALY




ST L 0ot Lo oo
Ve Ly

service in the United States whose agsistance may facilitate execution of this Order, sh_all furnizh

agents of the Tnvestigative Agency forthwitl, 24 hours-a-day if requested by the Inves-tigative

Agency, all information, facilities, and technical assistance necessary 0 accomplish thes installation

and use of the pen register aﬁd trap and trace device upobtrusively and with minimum interference

with the services that are socordedt the persons-wi

take place;
1T 1§ FURTHER ORDERED that the Target Device’s service provider, and all other

telecommunications providers, persons ot entities carriers providing agsistance pursuant to this

Order, be reasonably compensated by the Investigative Agency for reasonable expens.es incurred

in providing facilities and assistance hereunder; and,

[T IS FURTHER ORDERED that the Target Device’s service provider(s) shall not

N
}
f
7
-
L7e b7~
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{
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T 1S FURTHER ORDERED that, upon request of the Investigative Agency, all records

and information required to be provided pursuant to this Order shall be provided in a

commercially reasonable electronic format specified by the Investigative Agency; and that those

o recordshe.delivered forthwith vis electronic mail (unless dehvery under the current CALEA
delivery protocol is possible and requested) to the email address specified by the agent servmg thu;

Qrder;

o

¥

% 1y
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1T 18 FURTHER ORDERED, pursuant to 18 U.S.C. Section 3 123(d), that this Oirder and
e application bo sealed il otherwise ordered by the covst, that the identiy of eny susgpect(s)
of the underlying criminal mvesngaﬁon may be redacted from any copy of this Order to tae Sﬁwed
on any service provider or other person, and that the Target Device’s service provider, amd an

other telecommunications providers, persons of entities providing wire or glectronic

=

T

communication service in the United States whose assistance may facilitate execution of this
Order, their representatives, ageuts and employess shall not disclose in any manner, direcstly or
indirectly, by any action or inaction, the existence of this Order, the existence of the pen, register

ot trap and trace device, or the existence of the above-described investigation, 10 the listed

_ subseriber(s) for the Target Device, the ocoupant of said premises, the subscribers of the incoming |

calls to or outgoing calls from the Target Device, of to any other person, in full or redacted form,

unless or until otherwise ordered by the coutt.

DATED: ___

United States Magistrate Judge

TOTAL P.15
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UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF TEXAS
HOUSTON DIVISION

IN THE MATTER OF THE

APPLICATION OF THE UNITED
STATES OF AMERICA.FOR AN.
ORDER: (1) AUTHORIZING THE

Case No.

INSTALLATION AND USE

OF A PEN REGISTER AND TRAP
AND TRACE DEVICE,; A

(2) AUTHORIZING RELEASE

OF SUBSCRIBER AND OTHER.
INFORMATION; AND,

(3) AUTHORIZING THE DISCLOSURE
OF WIRELESS LOCATION DATA

(UNDER SEAL)

Lo Lo LON LT WO WO RO LG L5 GO0 ODn L0

ORDER

This matter comes before the Court pursuant to written and sworn application under 18
U.S.C. §§ 3122(a)(1), 3127(5) and 2703(c)X1)(B) & (d) and Fed. R. Crim. P. 41 by Assistant
United States Attorney [Name] (hereafter, “Applicant”), an Attorney for the Government as
defined by Federal Rule of Criminal Procedure Rule 1(b)(1)(B), and accompanying affidavit of
Deputy United States Marshal [Name] (hereafter, “Affiant”), applying for a multi-part order
au’rhonzmg (i) the installation and use of a pen register and trap & trace device; (ii) the

disclosure of stored wire and electronic fransactional records; and, (iii) the d1sclosure of wireless

device location data.

1. PEN/TRAP AUTHORIZED. Pussuant to 18 U.S.C. § 3123(a)(1), Applicant has

certified that the information likely to be obtained by a pen register and trap and trace device

ongoing criminal investigation being conducted by the United States Marshals Service (hereafter,




the “Investigative Agency”) [ADD THE FOLL_O-WH\IG FOR STATE CASES: and the Gulf
Coast Violent Offenders Task Force, under special apprehension authority of the United States
Attomey General as delegated to the United States Attomey pursuant fo the National

Anti-Violent Crime Initiative,] in connection an ongoing criminal investigation regarding

[Offense Description, such as: 18 U.S.C. § 751 (Escape) OR SPECIFY STATE STATUTE)]
by [SUBJECT’S NAME IN CAPS] (bereafier, “Subject™), a fugitive from justice.
Therefore, pursuant to 18 U.S5.C. § 3123, agents of the Investigative Agency may install

_ or cause to be installed and use (i) a pen register, anywhere in the United States, to record or

—

decode dialing, routing. addressing, or signaling in.formationfi_ by 1 £ - 3\0! ;
P mE :thhe Target Device, to record the date and time of such dialings or
transmissions, andli e . IE
(f ot = ' ' - ) —}nd, (i) a trap and trace device

on the Target Device, anywhere in the United States, to capture and record the incoming
electronic or other impulses which identify the originating numbers or other dialing, routing,
addressing, or signaling information® reasonably likely to identify the source of a wire or

electronic communication, and to record the date, time, and duration of calls created by such

incoming impulses; provided, however, that such pen register and trap and trace authorization -

shall oTincInde The COntents of A1y COMIIUDICALion,

/] I __“
b ’ L& - - - g
S P - .
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9 TRANSACTIONAL AND STORED RECORDS ACCESS. Pursuant to 18 US.C.
§§ 2703(c)(1)(B) and 2703(d), Applicant and Affiant have offered specific and articulable facts
showing that there are reasonable grounds to believe that records or other information identifying

subscribers or customers (but not including the contents of communications) for telephone

aumbers identified through the pen register and frap and frace device on the Target Device,
changes in service regarding the Target Devxce, cell site mformahon regarding the Target
Device, and records or other information pertaining to subscnber(s) or customer(s) (but not

including the contents of communications) for the Target Device are relevant and material o an

omeoine criminal investigation of the specified offenses.

Therefore, pursuant to 18 US.C. § 2703(d), Provider shall disclose or provide the
following, upon oral or written demand of the Investigative Agency:
a. Qubscriber records and other information for the Target Device and for all
published, non-published, or unlisted dialing, routing, addressing, or signaling information
identified pursuant to the preposed order, being limited to:

(A) name;
(B)  address;

(C)  local and long distance telephone connection records, or records of

session times and durations;
D) length of Serv1ce (mcludmg start date) and ‘fypes of serv1ce ut111zed

® [ ™

b/(é

S—

(F)  date of birth;
(G)  social security number;

( dnver s 11cense (state and number)

et B

arlll nuu.wv;.:, a.uu

(J) employment information;

e _'i 'é)’-' B



b. Any and all changes (including additions, deletions, and transfers) in

service regarding the Target Device, including E _ ) b&E J
: L1 £
C 1:\7 é‘lﬁﬁubscriber Tnformation changes (published, non-published, histed, or unhsted);
c. For the Target Device, records or other information pertaining fo its
subscriber or customer, [ _h1F =
Wt ’ E\and the means and source of payment.

3 Puture wircless location data. Pursuant to Fed. R. Crim. P. 41 and 18 U.5.C. §

2703(c)(1)(A), the Court finds that Affiant has offered sufficient evidence, amounting to
probabie cause, to believe that a crime has been committed, that Subject committed that crime;
and that the information likely to be received conceming the location of the wireless phone used
by Subject constitutes evidence of the crime or will otherwise assist law enforcement in
apprehending Subject.

Therefore, Provider shall employ and disclose the results (through any means reasonably

available) of any and all available location-based services, including but not limited to real-time

A

cell-site datar T e & i

L,

- - -~ =f

¢ W1 jﬁlt is further ordered, consistent with the provisions of

18 U.S.C. § 2703(e), that no cause of action shall lie against Provider for complying with this

QOrder.

4 PROV]DER ASSISTANCE & COMPENSATION Pursuant to 18 U S C. § 3124(3)

(b) & (c) Provu:ler and any other pr0v1der of wire or elecironic communicafion service,
landlord, custodian, or other person, shall furnish the Investigative Agency-unobtrusively and

4

d
\r)h"\“(
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with a minimum. of interference to services—all information, facilities, and technic:al assistance

necessary to a_ccomplish the installation of the pen register and trap & trace dSViC:es; and such

providers shall be reasonably compensated for such reasonable expenses incurred in providing

such facilities and assistance.

5. DELIVERY OF RECORDS. Pursuant to 47 US.C. § 1002(a) and by Order of this
Court, upon request of the Investigative Ageney, all records and informatic;n required to be
provided pursuant to this Order shall be provided in a commercially reasonable electronic format
specified by the Investigative Agency; and those records shall be detivered forthwith via

electranic mail (unless delivery under the current CALEA delivery protocol is possible and

requested by the Investigative Agency) to the email address specified by the agent serving the

proposed order.

6. CONTINUATION OF SERVICES. Appliéant has requested, and this Court so

Orders, that Providex_‘{i | _ n? b

0
L




communication service in the United States whose assistance may ifacilitate its execution

-

E I il [t . . _ _:l l'/;?? f:':
C

31 g ) \tand that, whenever served on any ]961’30Il Or entlty not

specifically named therein, upon request of such person or ent1ty, the Apphcant or Investlgatwe

Agency that is serving the order shall provide wiitten or electronic certification that the order
applies to the pérson or entity being served. 18 U.S.C. 3123(=)(1). Further, pursuant to 18

U.S.C. § 3123()(1)(O), this Order shall apply not only to the Target Device,[_ be j

A : 3!
( : - ' | 1 l"?g

[}

e e’
I
-3

I

-~ H
L.

b J
L. b1& ' :;within the period authorized by the order. Further, this Order shall be effective
in all respects for the thirty (30) days following its execution and, with respect to stored and
transactional records, effective also for the sixty (60} days preceding its executionl. 18 US.C. §§

3123(c) and 2703(d).

2 NONDISCLOSURE & SEALING. Finally, pursuant to 18 US.C. §§ 2705(b),

3123(d), and 3103a(b), the Court finds that Applicant has articulated sufficient concern based on.

ihe Iferests of protecung law-enforcement sensitive mnvestigafive technique and the jeopardy
posed to this investigation should this Order or Investigation be disclosed. Therefore, the Court

orders that Provider, and all other telecommunications providers, persons or entities providing

: P Tt o D B o B B L S e e D ATARE & 31 PG G B SET T e R P 2 21
- 'DDLVlbU ETSERES T I b 3 FICCT WO = dle - g i SRl U s ST ATt VIS oo Lot G0 TU T

Investigative Agency, shall not disclose in any manner, directly or indirectly, by any action or

&
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inaction, to the subscriber(s) for the Target Device, the occupant of said premises, thie subscriber
of the incoming calls to or outgoing calls from the Target Device, or to any othex person, the

existence of ﬂ’llS Order in full or redacted form, the existence of the pen register, trrap and trace

or the existence of this mvestlgatlon unless and untﬂ othermse ordered by '[hlS Court and

further, that the identity of the Subject may be redacted from any copy of this Order to be served
on any service provider or other person; and further that Applicant’s Application (ard Affidavit)
and this Order are herewith SEALED for a period extending at least to the date of Subject’s
arrest or dismissal of the underlying arrest warrant, whichever éomes first.

[BEFORE SUBMITTING. SEARCH FOR ALL BRACKETS IN THE APPLICATION

AND ORDER AND MAKE SURE THAT THEY HAVE BEEN FILLED IN OR
DELETED AND UNBOLDED EXCEPT FOR “Target Device,” “Investigative Agency,”
“Subject,” “Provider,” “Applicant,” ox “Affiant”)

Signed on 2005, at Houston Texas.

[INSERT DUTY JUDGE’S NAME]
United States Magistrate Judge
Southern District of Texas
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UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF TEXAS
HOUSTON DIVESION

IN THE MATTER OF THE
APPLICATION.OE.THE UMITED. . ...

STATES OF AMERICA FOR AN Case No.

ORDER: (1) AUTHORIZING THE
INSTALLATION AND USE

OF A PEN REGISTER AND TRAP
AND TRACE DEVICE;

(2) AUTHORIZING RELEASE

OF SUBSCRIBER AND OTHER
INFORMATION; AND,

(3) AUTHORIZING THE DISCLOSURE
OF WIRELESS LOCATION DATA

(UNDER SEAL)

GOOCODOOOW)COJGO’J(O'J&OOOOJWDO:C'?OO’J

APPLICATION

The United States of America, by and through the undersigned Assistant United States
Attorney, applies for a multi-part order authorizing ® the installation and use of a pen register
and trap & trace device; (ii) the disclosure of stored Wire- and electronic transactional records;
and, (iii) disclosure of wireless location data. In support of this application, Applicant states the
following:

1. AUTHORITY TO SEEK ORDER. Applicant is an “attorney for the

Government” as defined by Fed. R. Crim. P. 1(b)(1}(B) and, therefore, may apply for an order

authorizing the installation and use of a pen register and trap & trace device; the disclosure of

stored wire and electronic transactional records; and the ongoing disclosure of wireless device
location data. 18 U.S.C. §§ 3122(&)(1) 3127(5) and 2703(c)(1)(B) & (d); FED. R. CrIM. P. 41

2. CERTIFICATION OF MATERIALITY AND FACTUAL BACKGROUND

.H.pplldelL bCIU..thib thmt the Uj.llLCU. StHiEs J.VJ.dIb.U.d.ib DGIV.'LLC ‘I‘A.U'JJ' L .l‘UJJLrU WJ_l‘iU .DUR

STATE CASES: and-the Gulf Coast Violent Offenders Task Force, under special

8




Description, such as: 18 US C. § 751 (Escape) OR SPECIFY STATE STATUTE)] by

apprehension authority of the United States Attorney General as delegated to the United
States Attorney pursuant to the National Anti-Violent Crime Initiative,} (hercafter, the

“Investlgatwe Agency”) is conducting an ongoing criminal investigation regard:tng [Offense

[SUBJECT’S NAME IN CAPS] (hereafter, “Subject”), a fugitive from justice; that it is
believed that Subject uses, has ready access to, or is occasionally in close proﬁirnity with the
electronic communications device bearing telephone number [(xxx) xxx-xxxx] (hereafter, the
“Target Device”), whic.h is believed to receive communications service through [Choose One

or Verify with ESU before submitting if something else: Cellco Partnership d/b/a Verizon

Wireless; Sprint Spectrum, L.P. d/b/a Sprint-Nextel; Cingular Wireless; T-Mobile USA,
Inc.] (hereafter, “Provider”) and to be subscribed to by [Subscriber’s Name, if known-~if
unknown, state “an unknown subscriber”] at [Service Address, if known—if unknown, state
“an unknown location”]; and that the information likely to be obtained from the pen register
and trap & trace device is relevant to the aforementioned investigation and will assist in securing
Subject’s apprehension. 18 U.S.C. § 3122(b)(1) & (2). By way of specific and articulable facts
necessary to substantiate a request for stored wire and electronic transactional records under 18

U.S.C. § 2703(d), and a statement of probable cause to substantiate a request for the required

e A

disclosmre of wiretess device tocationdata wnder Fed R Crint P#1H{d) (D) Applicant offersthe
Affidavit of Deputy United States Marshal [NAME] (hereafter, “Affiant”), which is attached

hereto and incorporated by reference into this Application.

5 A8
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3 PEN/TRAP REQUEST. Pursuant to 18 U.S.C. § 3123 (a)(1), Applicant requests the

Court issue an order authorizing the installation and use of a pen register3 {(includimg “post-cui-

through dialed digits”)" and trap and trace’ device. In accordance with 18 U.S.C. § 3121(c) and

express Department of Justice Policy, Applicant has informed the Investigative Agrency and its

agents conducting this investigation that they shall use technology reasonably availa_ble{/ W& _J

(; _ ; eiE i _ - 3

- e o by &
- e

f: LIE - i

4. TRANSACTIONAL AND STORED RECORDS REQUEST. Pursuant to 18 U.S.C.

§§ 2703(c) & 2703(d) and 47 U.S.C. § 1002, Applicant requests the Court issue an order

directing Provider to disclose or provide the following to Investigative Agency:

3 A “pen register” is a “device or process which records or decodes dialing, routing, addressing, or signaling

information transmitted by an instrument or facility from which a wire or glectronic commumication is tfransmitted,
provided, however, that such information shzll not include the contents of any commaunication ...” 18 U.S.C. §
3127(3). This includes dialing, routing, addressing, or signaling information transmitted over the communication
service provider's network by a two-way radio feature (including, but not limited to, Nextel’'s “Direct
Connect/Direct Dispatch,” Verizon Wireless® “Push to Talk,” or Sprint’s “ReadyLink”). Information transmitted by
the two-way radio feature will not disclose content of the call. :

whicihidentif; Yy tire-or ig'um'tlug, pmtrber-orotier tdemttersreasumatly tkehyto Tderntify-thesoarce ofzwireor
electronic communication, provided, however, that such information not include the contents of any
communication.” 18 U.S.C. § 3127(4). As with a pen register, this includes information captured for any two-way
radio feature. .

10

i

—~
]

P4T4




a.

Subscriber records and other information for the Target Device and for all

published, non-published, or unlisted dialing, routing, addressing, or signaling information

identified pursuant to the proposed order, being limited to:

(A) name;

(B)  address;

(C)  local and long distance telephone connection records, or records of

session times and durations;

length of service (including start date) and types of service utilized,;

v b ) N
’ oy =y

-

b1 1
date of birth;

social secority number:

"
Jore
S | ) ]

(H)  driver’s license (state and number),
(D contact names and numbers, and
) employment information;

b. Any and all changes (including additions, deletions, and transfers) in
service regarding the Target Device, includingE _ Yrie. uy
o e | "]

e




c. - For the Target Device, records or other information pertaining to its
subscriber or customer, including historical call detail records’ and cell-site information®

(including any two-way radio feature mode) and the means and source of payment for service.

5. Wireless Location Data. Pursuant to Fed. R. Crim. P. 41,18 US.C. § 27703(c)(1)(A),

and the probable cause set forth in the attached Affidavit, Applicant requests the Court issue an

Order requiring Provider to disclose to the Investigative Agency prospective location

5

-

information, including[ e o . J-’37 b

3 Specific disclosure of location

W=

information will .assist Jaw enforcement in identifying the znnnrm(ima'rp phyQiral location.of the

Target Device and will not disclose content of the calls. This includes the request for an order

directing Provider to employ and to disclose the results (through any means reasonably

available) of any and allF 7 bie = L
| &
C o e R
- - i ' '"jThe requested order should contain a provision,
e l

ST
e,
g

=
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identical to that found at 18 U.S.C. § 2703(e), that no suit shall lie against Provider for
complying with the Court’s order and should be valid for a period of sixty (60) days, consistent

Wlth the duratlon authonzed by the pen reg1ster

6. PROVIDER ASSISTANCE & COMPENSATION. Apphcant requests further that

Provider and all other providers of wire or electronic communication service, landlord,
custodian, or other person fiunish the Investigating Agency—unobtrusively and with a minimum
of interference to services—all ‘information, facilities, and technical assistance necessary to
accomplish the installation of the pen register, trap & trace and wireless data disclosure order;

and-that-such providers-be reasonahly compensated for such reasonable expenses incurred in

providing such facilities and assistance. 18 U.S.C. § 3124(a), (b) & (c)-

7. DELIVERY OF RECORDS. Applicant further requests that, upon request of the

Investigative Agency, all records and information required to be provided pursuant to the
proposed order be provided ina commercially reasonable electronic format specified by the
Investigative Agency; and that those records be delivered forthwith via electronic mail (unless
delivery under the current CALEA delivery protocol is possible and requested) to the email
address specified by the agent serving the proposed order. 47 U.S.C. § 1002(a).

3 CONTINUATION OF SERVICES. Applicant further requests, because it is

necessary to advance the purposes of this investigation, that the proposed order direct Provider

13
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9. APPLICABILITY AND DURATION OF REQUESTED ORDER. Applicant
finally requests that the proposed order, upon service, shall apply to any person or entity

providing wire ot electronic communication service in the United States whose assistance may

facilitate its _execution C h1i& ‘jjg'

C L nE -__/;} and that whenever served
on any person or entity not specifically named therein, upon request of such person or entity, the
attorney for the Government or Jaw enforcement or investigative officer that is sewigg the order
shall provide written or electronic certification that the order applies to the person or entity being
served. 18 U.S.C. 3123(a)(1). Applicant requests that, pursuant to 18 U.S.C. § 3123(b)(1)(C),

thé proposed order apply not only on the Target Device,E wie- ' Ty

.
B

b1 |
i
———— g (“
3 e y)
3 ) |
i i o1& :L‘\pplicant requests, further, that the proposed order be
14
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effective in all respects for the thirty (30) days following its execution and, with respect to stored

and transactional records, effective also for the sixty (60) days preceding its excecufion. 18

USC. 8§ 3123(0) and 2703(d)

10. NONDISCLOSURE & SEALING Pursuant to 18 U S C §§ 2705(b) 3123(d) and

3103a(b), Applicant further requests that the proposed order direct the Provider, and all other
telecommunications providers, persdns or entities providing service to the Target Device who
are obligated by the proposed order to provide assistance to the Investigative Agency, not to
disclose in any manfier, direcﬂy or indirectly, by any action or inaction, to the subscriber(s) for

the Target Device, the occupant of said premises, the subscriber of the incoming calls fo or

outgoing calls from the Target Device, or to any other person, the existence of the proposed
order, in full or redacted form, the existence of the pen register, trap and trace device, or the
existence of this investigation, unless otherwise ordered by this Court; and that the identity of the
Subject may be redacted from any copy of the proposed order to be served on any service
provider or other person; and further that this application any order entered in connection
therewith be SEALED for a period extending at least to the date of Subject’s arrest or dismissal
of the underlying arrest warrant, whichever comes first. Specifically, disclosuie of the requested

order and investigation would likely result in continued flight from prosecution, a modification

5t The STbject’s actvilies of the acuvities of those With whom Subject commiunicaies and

associates, or the destruction or tampering of evidence; and would otherwise seriously jeopardize

the investigation.

N .. ’/r./
o C e o N
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I declare under penalty of perjury that the foregoing is true and correct to thie best of my
knowledge and belief, and that this declaration was executed on [INSERT DATE] . at Houston,

Texas

[BEFORE FILING SEARCH FOR ALL BRACKETS IN THE APPLICATION AND

ORDER AND MAKE SURE THAT THEY HAVE BEEN FILLED IN OR DELETED
AND UNBOLDED EXCEPT FOR “Target Device,” “Investigative Agency,”” “Subject,”

“Provider,” “Applicant,” or “Affiant”]

[AUSA’S NAME]

Assistant U.S. Attorney — 3.D. Texas
[AUSA’S TELEPHONE NUMBER]
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- -APPLICATION OF THE UNFFED--

UNITED STATES DISTRICT COURT
FOR THE SOUTIIERN DISTRICT OF TEXAS
HOUSTON DIVISION

IN THE MATTER OF THE

STATES OF AMERICA FOR AN Case No.

§

§

§
ORDER: (1) AUTHORIZING THE §
INSTALLATION AND USE §
OF A PEN REGISTER AND TRAP §
AND TRACE DEVICE; §
(2) AUTHORIZING RELEASE §
OF SUBSCRIBER AND OTHER §
INFORMATION; AND, §
(3) AUTHORIZING THE DISCLOSURE  §
OF WIRELESS LOCATION DATA 8

(UNDER SEAL)

AFFIDAVIT IN SUPPORT OF APPLICATION

Lo L [AGENT’.S NAME], am a Deputy United States Marshal with the United
States Marshals Service and, as such, I am charged with enforcing all laws in all jurisdictions of
the United States, its territories and possessions. My primary duty and assignment obligates me
to apprehend state and foderal felony fugitives. I submit this Affidavit in support of the attached
application for an order authorizing the installation and use of a pen register and trap anci trace
device, authorizing telease of subscriber and other information, and au‘ehorizing the ongoing

disclosure of wireless device location data. T set forth the following facts showing that there are

sufficient grounds to believe that the cell-site and other subscriber records and information
pertaining to telephone number [(xxx) xxx-xxxx] (as defined in the Application and herein, the

“Target Dewce”) and records or other mformatmn 1dent1fy1ng subsenbers (but not mcludmg the

contents of commumeahons) for telephone numbers calhng or recelving calls from the Target

Device will likely be relevant and material to an ongoing criminal investigation:

17




a. [INSERT SUMMARY OF FACTS relating to the investigation and,
without unnecessarily identifying sources (because this affidavit will someday be unsealed),

how this telephone pumber was identified. Set forth SPECIFIC facts regardmg the

mvestigatlon, why you thmk the target is using or has access to the target devxce or that

the location of the target device will lead to apprehension; and why getting subscriber

information/cellsite information is relevant to the investigation]

b. In my experience, information identifying the subscribers of telephone
numbers calling to or from a ﬁlgitiveg_. = w1 &
- [r79 ﬂhas vielded information that is relevant and material to fugitive
investigations. Such information includes investigative leads relating to:

(A)  the names of individuals associated with, and businesses relevant
to, the fugitive;

(B) the location of “safe-houses” and other places of refuge or
assistance;

(C)  the identity of family members, friends and those who have gained
a fugitive’s affection;

(D)} the locations of money transfers, modes and means of
transportation, businesses used by fugitives, and even the identity
of pizza or other fast- food delivery services providing fugitive
nourishment and sustenance;

(E)  the geographic breadth and frequency of a fugitive’s movements;

(F) the identities of those knowingly providing safe-harbor or
assistance to a fugitive, who may themselves be charged with
concealing a person from arrest or accessory after the fact.

Based upon my training and experience, one of the most useful, undetectable and reliable
ways to identify the foregoing information and to quickly and safely arrest fugitives is to
evaluate the pattem of calls made to a.nd from the Target Dev1ce —{ h’?-‘lﬁ _.}? e
'=““=‘="“T; ) beE } and (0 ihen conduct an mves’agaﬂon concemmg those
individuals. Q 3 o E o B b 7
18
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c Obtamlng the subscriber name, address, date of birth, social security

number, driver’s license information, contact names and numbers employment mformatlon ar

method of payment is critical to accurately identifying such subscribers because, among other

things: _
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precise. I seck an order to compel disclosure of these records. r bz B

I Y 1 \g’fE

e

3. I declaxe under penalty of perjury that the foregomg is true and correct to the best

of my knowledge and behef and that thls declaratlon was executed on [INSERT DATE}

Houston, Texas.
[BEFORE FILING, SEARCH FOR ALL BRACKETS IN THE APPLICATION AND
ORDER AND MAKE SURE THAT THEY HAVE BEEN FILLED. IN OR. DELETED

AND UNBOLDED EXCEPT FOR “Target Device”, “Investigative Agency”, etc.]

[AGENT’S NAME], Deputy
United States Marshals Service

‘.’\;h-"
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combined 3123/2703 Application

[NAME]

United States Attorney

[NAME]

Assistant United gtates Attorney

Chief, Criminal_Divi51on

Assistant United States Attorney

[ ] Section

[ ] State Bar No. [ 1
[BDDRESS] —
Telephone: ) X_[____]
Facsimile: () %-1 ]

Dttorneys for Applicant
United States of America.

MRS TATES—PBTS

FOR THE { ] DISTRICT OF [ ]

IN THE MATTER OF THE
APPLICATION OF THE UNITED

© gPATES OF AMERICA FOR AN
ORDER: (1) AUTHORIZING THE
INSTALLATION AND USE

OF A PEN REGISTER AND A

TRAP AND TRACE DEVICE; AND
(2) AUTHORIZING RELEASE OF
SUBSCRIBER INFORMATION
AND/OR CELL SITE INFCRMATION

No.

APPLICATTION

(UNDER SEAL)

[YOUR_NAME], an Assistant United States Attorney for the

[ ], hereby applies to the court for an order:

1. pursuant to 18 U.S.C. §§ 3122 and 3123, authorizing the

.installation and use of a pen register and the use of a trap and

,Wﬁ%%{nwww

—

Trace udeviCe

3 A “pen register” is 2 “device or process which records ot decodes dialing, routing, addressing ox
signaling information transmitted by an instrument ot facility from which a wite or electronic
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FOLLOWED BY ADDRESS] [NOTE TO AGENIS:

f\ |
s
i |
Wi |
= e
7 ‘ ,

Wie /iand Tsed by [TERGET™S NAME] (N€TEeInaiter

the “Subject Telephone Number”[OR, IF YOU PLAN TO
GET PENS ON OTHER PHONES AT A LATER DATE, YOU CAN

KEEP TRACK BETTER BY NUMBERING, SUCH AS “Subject

kY

5. pursuant to I8 U.5.L. 59 VA RO E 09 B I 6= R B Il w el M W Rt 2

directing disclosure of subscriber information for all

|

i

Telephone Number One”]);
2703{(d), %
]

|

published, non-published, or anlisted numbers dialed or otherwise

transmitted to and from the Subject Telephone Number, upon oral or |

written demand by special agents of thne [LIST AGENCY./IESP; and

3. [EOR _WIRELESS TELEPHONE ONLY}: Pursuant to 18 U.3.C.

§§ 2703 (c) (1) (B) and 2703(d}, directing disclosure of the location

of cell site/sector {physical address) at call origination (for

outbound calling}, call termination {(for incoming calls), and, if

MSubscriber Information' mcludes

1= . B § - e a e mmaao L 4 r
" Ulbm;uu'LClC‘PTIUﬂﬁ' CEREH eI LA O LTECOTCES-CFL - 77

g "<1A1}| .11n.u..u;, EEr Ay Teag ‘.' e e e P oA
sesSion. QAes and duxatlonS, (D) 1ength oF setvice (ncluding statt date) and types of service T
\i} b \and (F) means and soutce of payment for such”

service (mcludmg any credit card ot bank account number)of a subscriber to or customer of an
electronic communication service or remote computing service. 18 U.S.C.§ 2703(c)(2).
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Subject Telephone Number .
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 In support of this application, T state the followimg:

B CERTIFICATION FOR A PEN REGISTER. AND A TRAP AND TRACE DEVICE
1. T am an "attorney for the Government"” as defined in
rule 54(c) of the Federal Rules of Criminal Procedure, and

therefore, pursuant to 18 U.5.C. § 3122, may apply for an order

authorizing the installation and use of pen reglsters and trap and

trace devices.

2. 1 certify that the informatiocn likely to be obtained from

the pen register and trap and trace device is relevant to an

oing criminal investigation being conducted by the Federal

ong
Bureau of Investigation (FBI) in connection with possible
violations of federal criminal offenses, including [CITE

and that it is believed that [LIST MAIN TARGET(S)],

STATUTE (8) 1+
and others known and unknown, have and will continue to use the

Subject Telephone Number in furtherance of the subject offense.




3. Wwherefore, based upon the above Certification,® I request

that the court issue an order authorizing:

a. The installation and use of a pen register <o record

or decode dialing, routing, addressing, or signaling inf ormation®

rranemitied fram_the Subject Telephone Nmﬁber,, to record  t+he date

5 Section 3122 “was not intended to requite independent judicial review of televan ce; rather, the
reviewing coust need only verify the completeness of the certification.” In re United States, 10 F.3d
931, 935 (2d Cit. 1993) (citing S. Rep. No. 541, 99th Cong., 2d Sess. 47 (1986), teprinted in 1986
U.S.C.C.AN.3555,3601); see also United States v. Fregoso, 60 F.3d 1314, 1320 (8th Cir. 1 995) (holding
that the judicial role under Section 3123(a) is ministerial in nature because a proper application under
Section 3122 mandates entry of the ordez); Brown v. Waddell, 50 F.3d 285, 290 (4th Cir. 1 995) (Section
3122 does not require the government to establish probable cause to obtain a pen register ot trap and

trace device); United States ¥- Newman, 733 F.2d 1395, 1398 (10th Cir 1984) ("[N|o showing of
probable cause -- or even ‘sufficient cause,” as defendant suggests — is necessary to justify authotization

of a pen register.”)

t Iz
= Section 3121(c), as amended by the USA Patdot Act, P.L. 107-56 (2001) affirmed the

requirernent to Tuse technology reasonably available" that restricts the collection of mformation "so as
not to include the contents of any wire or electronic com.municaﬁogs." This provision implicity
recognizes that the incidental collection ofr some content may occur despite the use of reasonably
available technology to avoid such capture. With regard to the requirement of Section 3121(c)to use
technology :easoitlably available so as not to include the contents of any wite or electtonis_]

=3

comuunications,
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fime of such dialings or transmissions, and Lo record the

and

length of time the telephone receiver in question is “off +t he hook”

for incoming or outgeing calls for a period of sixty dayss .

nstallation and use of a trap and trace device

b. The 1 _ _

__’__Q_D_th_erSnbjﬁCj:—TE‘-lePbone Number fo r‘:—lpi‘nr@ and T'P("OT'd the incoming

clectronic or other impulses which identify the origirating numbers

or other dialing, routing, addressing, OI signaling in:=Formation

reasonably iikely TO identify the sources of wire or el ectronic

communications and to record the date, time and duration of calls

created by such incoming impulses, for a period of sixty days, and

that the tracing operations be without geographical limits.

C. That, pursuant to 18 U.g.Cc. § 3123(b) (1) (<), the

requested installation and use of a pen register and trap and trace

device permit the use of such a pen register and trap and trace

device E ) _ _ b”l E:,

r—

% -

b

B

CS“,
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S
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60-day period authorized by this order.’

5. Applicant further requests that the court di_rect the
local, long distance, and wireless carriers tisted in the proposed

order, filed concurrently herewith, and any other persoen or entity

providing wire_or electronic c-bmrlnunication service in the Upited
States whose assistance is used to facilitate executicmn of the

order to notify special agents of the FBI, upon oc¢ral ox written

reguest, ‘_[-__ X"\ | :l:?"(g , ]

_ D
C o ' B | bi& - '
E bt & | bt & 9

l;: wiE A sj

—

¢ pursuant to 18 U.S.C. § 3123(a) (1) and § 3123 (b) (2), I
further request that the court direct that upon service of the
order upon it, the local, long distance, and wireless carriers, and
any other person or entity providing wire communication service in
the United States whose assistance may faciiitate execuiion of the
order, furnish the information, facilities, and technical
assistance necessary to accomplish unobtrusively the installation

and use of the pen register and trap and trace device with

7 Section 3123(b)(1)(C) bas been amended to requite the Court to specify in the otder ““the attributes
of the communications to which the order applies, including the number or other identifier . . ..” 18
U.S.C. § 3123(b)(1)(C). The account pumber, when combined with the same subscriber name fo:c the
Sub;ectTelephone Number su.fﬁcn:nt'ly speclfies the attnbutes of the cornmumaatlons to Whlch the

AT .tt:k{l:l.‘l:ttl.i Hy= S

§ 3123(b)(1)(C) Ci. Umted States v. Dutan, 189 F. Sd 1071 T083-1086 (Uth Crx. 1999) (holdmg
interception of wire communications on a cellular telephone with a changed telephone number followed
byachanged RSN were covered by the order authorizing the interception of wite communications even
though the court order authorizing the wiretap only anticipated a changed telephone number but did
not anticipate a changed ESN).

Y
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compensation to be paid by the investigative agency for Te=asonable

expenses directly incurred ‘in providing such facilitjes and

assistance.

7. BApplicant further requests that the order di_rect the

_____local, long distance. and wireless carriers., and any othher person

or entity providing wire or electronic {_:ommunication servi ce in the
Unitéd States whose assistance is used to facilitate eXecution of
the or_der, furnish the results of the pen register 'and “trap and
trace installations to Agents of the Federal Bureau of

Tnvestigation as soon as practicable twenty four (24) howurs a day

for the duration of the order.

n.  SPECIFIC AND ARTICULABLE FACTS ESTABLISHING REASONABT FE GROUNDS
6 BELIEVE THAT SUBSCRIBER RECORDS [AND CELL SITE INFORMATIONI
7RE RELEVANT AND MATERIAL TO AN ONGOING CRIMINAL INVESTIGATION

1. In support of its request for an order under 18 U.3.C.
§ 2703(d) directing the furnishing of subscriber information [FOR

WIRELESS PHONE: and cell site information} pursuant to 18. 1J.8.C. §§

2703 (¢) (1) (B), 2703(c) (2) and 2703 (d), and based upon discussions
with SA [AGENT’S NAME], the government hereby sets forth the

following specific and articulable facts showing that there are

—

reasonable grounds TO believe that the Sﬁbscriber information
pertaining to telephone numbers identified through the pen register

and trap apd trace device on the Subject Telephone Number [FOR

=R PRETES S PHONG ¢ i e T RS T ST e g A e GG Clrre T subreTt —

Telephone Number] will be relevant and material to an ongoing

criminal investigation: -
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o - [INSERT BRIEF, YET SPECTFIC, FACTUAL STATEMNENT RE:

YOUR INVESTIGATION AND INFORMATION INDICATING THAT TARCSET(S) IS

USING TEE SUBJECT TELEPHCONE (5); TRY TO LIMIT THIS SECT ION TO 3

PARAGRAPHS. FOR A CONTINUATION OF A PEN REGISTER: ADD T'HE DATE
r

_ misc. NOMBER AND STGNING JUDGE OF ALL_PRTOR PEN REGISTER_QRDERS AND

OT REQUIRE SOME INFORMATION REGARDING THE RESULTS OF

SOME JUDGES MIG
THE PEN REGISTER(S)/TRAP AND TRACE (S) DURING THE MOST RECENT 60-DAY

PERIOD. ]

b. [INSERT CONCISE EXPLANATION AS TO WHY SUBSCRIBER
lINFORMATION IS RELEVANT AND M_A_TER_IAL TO YOUR INVESTIGAT ION. IF
Bk SE, ADAPT THE-FOLLOWING PARAGRAPH: In [AGENT'S

=UDECTIDeT ITNTOIMAation, {nciuding tColl data

NAME’ 8] experience,
from numbers obtaine
the trap and trace

d from numbers captured by the pen register and
has yielded information that is relewvant and

material To narcotics trafficking investigations. T %
- .
WE bt
J— — A pf b e e e - o N
v : ) WME ) o T
i blg ) ;& [IF YOU HAVE NEED FOR TOLL DATA ADD THE
FOLLOWING 'OR OTHE. FACTS THAT SUPPORT THE REQUEST ;C "_)
]
]

___,_____ﬁ__;'.____J_—-—————— _ _ o
;2 =
i
| b1C |
}

\ | , |
\ |
c. [FOR WIRELESS TELEPHONE ONLY}: SR [RGENT’S NAME] has
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further advised[- b7
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5. Accordingly, based upon the above proffer, and puxrsuant to

10 11 ¢ &8 .2703(c) (1) (BRY, 2703 (), and 2703(d) ., because. fthere are

reasonable grounds to believe that such information is relevant and
material to the ongbing investigation, I request that the providers
listed in the proposed order, filed concurrently herewith, and any
other person or entity providing wire or electronic communications
service in the United States whose assistaﬁce may facilitate
execution of the order be ordered to supply subscriber information
(including the names and addresses, whether listed or uniisted,

billing information, and periods of telephone activaticn) for

dialing, routing, addressing, or signaling information captured by

the pen register on the Subject Telephone Number, and for dialing,
_ routing, addressing, oOr signaling information reasonably likely to

identify the source of a wire or electronic communication

T vonemitiod to. the Subject.-Tel _Lephone { Number as captured by the trap.
= T

and trace device on the Subject Telephone Number upon oral or

demand by agents of - the [AGENCY/IES] r

2
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: oid i e
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C. REQUEST THAT APPLICATION AND ORDER BE FILED UNDER _SEAL AND

THAT THE ORDER PRECLUDE NOTICE

1. Based upon the information provided in this application,

I believe that the disclosure of the requested court order may

result in the flight from potential prosecution, may result in the
destruction of or tampering with evidence, or may otherwise
sericusly jeopardize the investigation. Therefore, pursuant to 18
U.S.C. §§ 2705(k) and 3123(d), I further requést thét the court
direct the local, long distance and wireless carriefs listed in‘the

proposed order, and any other iccal, long distance or wireless

carrier servicing the Subject Telephone Number whe is obligated by
the order to provide assistance to the applicant not to disclose in

any manner, directly or indirectly, by any action or inactiocn, to

the listed subscriber([s] for the Subject Telephone Number, the
occupant of said premises, the subscriber of the incoming calls to

or outgoing calls from the Subject Telephone Number, or to any

— e . e tence of Lhis order, id Tull or redacted

form, of the pen register or trap and trace devices, or of this

investigation unless otherwise ordered by this court and further

9
%
L

P495




rhat this application and order be SEALED.

T declare under penalty of perjury that the foregoing is true

and correct to the best of my knowledge and belief, and that this

. declaration was executed on [DRTE] at I SN
[YOUR NAME]
Assistant United States Attorney
[ 7 Section




Combined 312372703 Ofder

[NAME]
United States Attorney
[NAME]

rssistant United arates Attorney

_Chief,. Crimina

1 Division

[YOUR NAME] ,
i ates Attcorney
[ ] Section '
State Bar No. [___J,fu__,._}
[ADDRESS]
Telephone: (XXX) [1-1[ i
Facsimile: (¥xX) [1-1 ]

Attorneys for Applicant
United States of Amexrica

UNITED STATES DISTRICT COURT

FOR THE| *] DISTRICT OF [ ]
TN THE MATTER OF THE
APPLICATION OF THE UNITED No.

STATES OF AMERICA FOR. AN
ORDER: {1} AUTHORIZING THE
INSTALLATION AND USE

OF A PEN REGISTER AND A

TRAP AND TRACE DEVICE,

BND (2) AUTHORIZING RELEASE
OF SUBSCRIBER INFORMATION
AND/OR CELL SITE INFORMATION

e et M et Bt e

— e

-

This matter having come

[ PROPCSED] ORDER

(UNDER SEAL)

before the court pursuant to an

application under Title 18,

United States Code,

Sections 2703 (c)

and (d), 3122 and 3123, by Assistant United States Attorney [YOUR

NAME] ,

an attorney for the Government as defined by Fed. R. Crim

_the installardian and use

of a pen register

following telephone number:

and the use of a trap and trace device, on the
,

-
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(a) [AREA CODE BND PHONE NUMBER], a [TYPE C>F PHONE,
£.G., “HARD-LINE TELEPHONE,” “CELLULAR TEI.EPHONE,”

OR “DIGITAL TELEPHONE”] jssued by [NAME OF CARRIER,

E. G., AT&T WIRELESS SERVICES], with E X ectronic

-+ serial MNumber (“ESN”) _[FILL_IN ESN] [i# Nextel:

instead of ESN, insert . Internationa Mobile
Subscriber Identifier (“IMSI”}, which is pi-eferred,
but not required; [if Cingular Wireless: E SN and/or
subscriber Identity Module (“sIM”) [FILI, IN ESN

AND/OR SIM]], subscribed to by [SUBSCRIBEIR’S NAME

AND BILLING ADDRESS, IF KNOWN; IF PREPALD ACCOUNT,
STATE “PREPAID ACCOUNT,” FOLLOWED BY ADDRESS] and
used by [TARGET'S NAME] (hereinafter the “Subject
Pelephone Number”; and
UPON REVIEW OF THE APPLICATION, THE. COURT HERERY FINDS THAT:
pursuant to 18 U.5.C. § 3123, Applicant has certified that the

information likely to be obtained by such use 1is relevant to an

ongo

Bureau of Investigation into possible violaticns of [STATUTE(S)] by

ing criminal investigation being conducted by the Federal

(MAIN TARGETS}, and others.
pursuant to 18 U.S.C. §§ 2703(c) (1) (B}, 2703 (c) (2) and

2703{d), Applicant has offered specific and articulable facts

AT ha. LThaL ~there are. —ESTirabTE aronnds  to bBElieve. that

subscriber information for dialing, routing, addressing, and

signaling information (not’ including the contents of any




" communication) transmitted to and from the Subject Telepho xe Number

is relevant and material to an ongoing criminal investicyation of

the specified offenses;

[ FOR WIRELESS TELEPHONE ONLY] Pursuant TO 18 ‘(j S C §8

M’Q(&)' j‘lpp‘lwr-:qn‘l‘ h:::c: 1’:117‘1-]'1;31" n:Q'l'::\‘n"*l =hed that

there are specific and articulable facts showing that 1i-here are
reasonable grounds to believe that cell site inform=tion is
relevant and material to an ongolng criminal investigaticn of the

specified offenses;

THEREFORE, IT IS HEREBY ORDERED, pursuant to 18 U.3 . C.

§ 3123, that agents of the Federal Bureau of Investiga tion may
install, or cause TO be installed, and use a pen register +o record
or decode dialing, routing, addressing, oOT signaling information

transmitted from the Subject Telephone Number,* to record the date

and time of such dialings or transmissions, andl_ b e _‘_3
. |  WE JhE
r @?Ef' }for a period of sixty days from the

date this order is filed by the court;?

IT IS FURTHER ORDERED, pursuant to 18 U.s.C. & 3123 that

agents of the Federal Bureau of Investigation may install, or cause

to be installed, and use a trap and trace device on the Subject

- _A____-.——-— - P reent

y
AW

! bt ' T - i ‘
E : .t b7 e T | 11

2 Aqused herein, “the date this order is filed by the court” is the date indicated b
] : t'h 2
stamp on the first page of this order.  the clerk’s file

oy

it
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Telephone Number to capture and record the incoming eleC+-ronic or

other impulses which identify the originating number, or other

dialing, routing, addressing, and signaling informaticn I e=asonably

likely to identify the source of & wire or e lectronic

_,__g@mm;mi-camﬂv—and—tﬂ record the dat 7F‘, time, " and duration of calls

 created by such incoming impulses, for a period of sixty cdays from
the date this order is filed by the court,‘and that the traciné
operations be wit_:hout geographical limits;
IT IS FURTHER ORDERED, pursuant to 18 U.5.C.

ss  2703(c) (1) (B), 2703(e)(2) and  2703(d), that  [NAME

PROVIDER (S) 1B ; B&il. -Telephone  Company, ‘SouthweSteii |Bell
Telephone Company (8BC), Verizon california, Inc., AT&T Broadband,

All?g:iéaﬂée".':¢3:3§£¢-¢m’ - MPower © Communications, Rmeritech, Cox

sinafter © Mthe  local carriers”); ATS&T, U.S.

Sprint,. Worlacon éinafrer "the long distance catriers™); gellco

PartneTrshIp; aBE ver; zormrWireless;ATET Wireless Services, Cingular
Wireless, Sprint Spectrum L.P., and Nextel Communicatiocons

(hereinafter "the wireless carriers™"); and any other local, long

distance OF wireless carrier servicing the Subject Telephone

Number, shall supply subscriber information (inciuding the names
and addresses, whether listed or unlisted, billing information, and

periods of telephone activation) for dialing, routing, addressing,

e oAt on Gaprured oy ERE Sen register on fhe

Subject Telephone Number, and for dialing, routing, addressing, or

signaling information reasonably 1ikely to identify the source of




a wire or electronic communication transmitted to the Subject
Telephone Number as captured by the trap and trace devicze on the

Subject Tele

phone Number, upon oral or written request by special

FOR WIRELESSIE HONE—OF

IT 1S FTURTHER ORDERED, pursuant to 18 U.S.C. §§ 2703(<) (1) (B),
2703 (c) (2) and 2703(d), that the wireless carriers shall provide

the \# ‘
.

e . —
|
\,:‘! -
b=
1 Wl
‘] bTE
i - ' |
i N b7 & _ J
L T B ' L hx
7T IS FURTHER ORDERED that +this authorization for the

)

1
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installation and use of a pen register and trap and trace device

above for the
subject Telephone Number, [j YTz ay
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T I ) a}within
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the 60- day perlod authorized by this order;

T T FURTHER ORDERED, that the local, long distance , and the

AN
%

Wy

roloce carriers and _any n*l—hpr nerson o nni“"l'i'v rw*nv-i ﬂiﬂn wtre
relags - x¥ - VX Cling—w

e e e S

communication service in the United States whose assisttance may
facilitate execution of the order, notify special agents of the
FBI, upon oral or written request, of any and all changes
(including additions, deletions, and transfers) in service

regarding the Subject Telephone Number to include telephone numbers

and subscriber information {published and non-published) associated
with these service changes; |

IT I3 FURTHER ORDERED, pursuant , to 18 U.35.C. §
3123 (a) {(1)and (b} (2} and § 2703{c¢) and (d),.that upon service of
this order upon it, the local, long distance, and the wiﬁeless
carriers, .and any other—-person - Or ~entity--providing wire
communication service in the United States whose assistance may

facilitate execution of the order, shall furnish agents of the

[AGENCY/IES] forthwith all information, including but not limited

to telephone subscriber information, facilities, and technical
assistance necessary to accomplish the installation and use of the

pen register and trap and trace device unobtrusively and with

1uiﬁimﬁm~'interxereﬂﬁé;ﬁ#itﬂ;fthé* SEETrTeE o tat —are - accoLrged . tie

persons with respect to whom the installation and use 1s to take

place;

O

Lt

[




IT IS FURTHER ORDERED +hat the local, long distance, and the
wireless carriers, and any other person or entity providing wire or
electronic communication service in the United States whose

assistance 1is used to facilitate execution of the order, furnish

the resnlts of %Hevééﬁ“féﬁiégéfméﬁaffféﬁ'ahﬁfffééémiﬁéféi]jationsrTd

special agents of the FBI as soon as practicable twenty four (24)
hours a day for the_duration of the order.

IT TS FURTHER ORDERED that the local, long distance and the
wireless carriers be compensated by the investigative agency for

reasonable expenses directly incurred in providing technical

assistance; and,

Good cause having been shown, IT IS FURTHER ORDERED, pursuént
to 18 U.S,C.-§§ 2705 (b) and 3123(d), that this order and the
application be sealed unfil otherwise ordered by the court, that
+he identity of any target(s) of the underlying criminal
investigation may be.iedactad”frgm any copy..of _this order to be
served on any service provider or other person, and that the local,

" long distance and the wireless carriers and their representatives,

agents and employees shall not disclose in any manner, directly or

indirectly, by any =ction or inaction, the existence of this order
or the existence of the above-described investigation, to the

1isted subscriber([s] for the Subject Telephone Number, the occupant

P . I o

s EIE S A R R o = R

outgoing calls from the Subject Telephone Number, or to any other

person, in full or redacted form, unless or until otherwise ordered




by the court .

DATED: (NOTE TO AGENTS/ASSISTANT UNITED STATES

TTORNEY.

1 g- TLEAVE ENTIRE DATE BLANK FOR COURT TO FILL IN; IF WRONG

o MONTH OR ¥EAR-ES-ERFT ENAFE5 BUPE
g TN sy AW LIN

MAY REJECT, DESPITE CLERK'S DATE/TIME STAMP ON FACE PAGE ]

*%%: BEFORE FILING, SEARCH FOR ATI, BRACKETS “[“ TO MAKE SURE THAT
ALL BRACKETS AND BRACKETED PHRASES HAVE BEEN DELETED**%#* %

UMNLTED CTATERS MAGISTRATE JLIDGE

Presented by:

[YOUR NAME]
Assistant United States Attorney

{ ] Section

g
7"\ \‘e"

A
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.’

UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

[YOUR NAME], an Assistant United States Atforney in the
Office of Roslynn R. Mauskopf, United OStates Attorney for the
Eastern District of New York, hereby applies to the Couxt for an

Order pursuant to the All Writs Act, 28 U.S.C. § 1651{a), directing

b A\ W] LAY +
1=

—————— T T e

IN THE MATTER OF AN APPLICATION .

OF THE UNITED STATES OF AMERICA SEALED APPL ICATION

FOR AN ORDER AUTHORIZING DISCLOSURE : ' e
T OF GPS_ COORDINATES OF ATSPECIFIED ) :

WIRELESS TELEPHONE T

____________________ <

SprirtAextetr—tehe-—SEarriers o—digeteose—ecrbabar—int orRat oty
further defined below as “GPS Coordinates,” relating to the
wireless telephone assigned telephone number [TELEPHONE NUMBER] and
[ESN/IMSI/IMEI], issued by the Carrier and subscribed to in the
name of {SUBSCRIBER.NAME AND ADDRESS, if any] (the “SURBJECT
WIRELESS TELEPHONE”) for use by law enforcement agents assigned to
ffect an arrest warrant that was issued on or about [DATE OF
WARRANT], in the Eastern District of New York, by [NAME OF JUDGE]
commanding that [NAME OF FUGITIVE] ({(the “SURJECT FUGITIVE”) bhe

brought before the Court fto be arraigned on a [COMPLAINT OR

INDICTMENT] charging a violation of [STATUTE VIOLATED] (the

“SUBJECT ARREST WARRANT™).

o

-.:'l“,i"f\\
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A. The Information Sought

1. GPS is a worldwide radio-navigation system based on

a network of satellites in orbit around the earth and their ground

T e T habied equipment uses signals communicatedi from the

reference points fo estimate the

satellires (“GPS signals®) as

geographic position of a given electronic device. {5 Ve
he
I
I, =S S
_ S
2. I have been informed that, when it was manufactured

the SURJECT WIRELESS TELEPHONE was pre-equipped with a GPS-enabled

/ -
chip. Further,i i
1 #
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agenfs of [NAME OF

Under the order proposed herein,

AGENCY] would be authorized orally to request the Carrier to use

its Precision Locate Service unobtrusively to acquire the current

{

it

GPS Coordinates of the Subiject Wireless Telephone(z
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B. BASIS OF REQUESTED ORDER
4. The Court has authority pursuant to the A1l Writs
Act, 28 U.S.C. § 1651, to order disclosure of GPS Coordinates on a

showing of probable cause TO believe that a federal fugi£i%ém£;m.

using a qpphifipd wireless telephone Jlpnder 28 1.8 C. & 1651 (ay,

such disclosure 1s of app&opriate aid to the Court’ s extant
jurisdiction over an open arrest warrant because it assists agents
to find the fugitivé so that the warrant can_be executed and he can
be brought before the Court to be arraigned.?’

5. - I have discussed the investigation of the SUBJECT

FUGITIVE fully with the ICE agents invelved in it. Based upon
those discuésions, the government respectfully submits that the
following demonstrates probable cause to believe that the SUBJECT
FUGITIVE is using the SUBJECT WIRELESS TELEPHONE:*
[INSERT PROBABLE CAUSE TO BELIEVE FUGITIVE IS USING PHONE]
6. Based on the foregoing,~I respectfully request that
thé Court issue én Order pursuant to tﬂe all Writs Act, 28 U.5.C.

§ 1651(a):

3 See, e.d., iIn re Application of +he United States for an

Order (1) Authorizing the Use of a Pen Register and _a Trap and
Trace Devige and {Z2) authorizing Release of Subscriber Information
and/or Cell Site Information, 396 F. Supp.2d 294, 325-26 (E.D.N.Y.

2005) . (James. Orenstein, M.J.) (approving same). . .. . ...

¢ Because the purpose of this affirmation is to establish

the requisite probable cause, I have not set forth each and every
fact of which I am aware. :

&
AN
tx:_./
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a. Directing the Carrier E

b. Directing the Carrier  to E- BT&E" 3

ASSARG R,
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wiist
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i o . e o L fwithin
s

the period authorized by this order;

C. Directing the Carrier to notify [NAME OF AGENCY}

agents, upon oral oFr written request, of any and all changes

(including additions, deletions, and transfers) 1in service
regarding the SUBJECT WIRELESS TELEPHONE to include telephone

numbers and subscriber information (published and non-published)
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d,. Directing the Carrier not to disclose to the
listed subscriber of the SUBJECT WIRELESS TELEPHOWE or to any other

person, (a) the existence of the authorizing order, in full or

"redactéa fornlwéﬁamnzﬁ)mmghe disclosure of GPS CoordirﬁiEééMHQEEB“"mmr'm“

especi_to the SURJECT WIRELESS TELEPHONE, unless and until

otherwise ordered by the Court. Any such disclosure would severely
jeopardize this investigation by alerting [NAME OF FUGITIVE] to the
existenée of an investigation and likely lead to flight and/or
destruction.or conceélment of evidence of the SUBJECT FUGITiVE’S

location.

1. No prior request for the relief set forth herein has
peen made except to the extent set forth above. The foregoing is

affirmed under the penalties of perjury. ee 28 U.3.C. § 1746.

Dated: Brooklyn, New York
DATE

[YOUR NAME]
Assistant United States Attorney
[YOUR TEIL. NUMBER]
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UNITED STATES DISTRICT COURT
REASTERN DISTRICT OF NEW YORK

____________________ %
. 1IN TEE_MATTER_OF AN APPLICATION : L

OF THE UNITED STATES OF AMERICA . SEALED ORDER OF

FOR._AN. ORDER .AUTHORIZING DISCLOSURE . . . .. AUTHORIZATION

OF_GPS COORDINATES OF A SPECIFIED -

WIRELESS TELEPHONE :

____________________ -

This matter having come before the court pursuant te an
application by Assistant United States Attorney [YOUR NAME],
requesting an Order pursuant to the All Writs Act, 28 U.s.C.

§ 1651(a), directing Sprint/Nextel (the “Carrier”) to disclose

certain information,'further defined below as “GPS Coordinates,”
relating to the wireless telephone assigned telephone number
[TELEPHONE NUMBER] and [ESN/IMSI/IMEI], issued by the Carrier and
subscribed to in the name of [SUBSCRIBER NAME AND ADDRESS, if any]
(the “SUBJECT WIRELESS TELEPHONE”) for use by law enforcement
agents assigned ﬁo effect an arrest warrant. that was. issued on or
about [DATE OF WARRANT] in the Eastern District of New York, by

Magistrate Judge Steven M. Gold commanding that [NAME OF FUGITIVE]

(the “SUBJECT FUGITIVE") be brought before the Court to be

arraigned on a [COMPLAINT OR INDICTMENT] charging a viclation of
[STATUTE VIOLATED] {the “SUBJECT ARREST WARRANT”), now therefore,

UPON REVIEW OF THE APPLICATION, THE COURT HEREBY FINDS THAT:

I Wy I . I - 1 ) ma\+ ﬁ]-\-l_'i_c%cr# O, P S PN P D WY o W W | E e i X

= =1 L

(NAME OF FUGITIVE] is presently using the SUBJECT WIRELESS

TELEPHONE and, -accordingly, pursuant to the All Writs Act, 28




. 3 o
U.s.c. § 1651, disclosure of the approximate coordingtes,l_‘ L?ﬁf L
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ct to the pending warrant

aid of the Court’s juri adiction with respe

to arrest the SUBJECT FUGITIVE because that information will aid
agents in locating [NAME OF FUGITIVE], executing the SUBJECT ARREST

WARRANT and bringing [NAME OF FUGITIVE] before thé Court to answer

charges; now therefore,

IT TS HEREBY ORDERED, pursuant to the All Writs Act, 28

U.s.c. § 1651, that upon oral request by agents of [NAME OF

AGENCY}, the Carrier shall, at any times specified by the agents,
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{_ e ;(_;\..,_—:; e e M_......j_.a_nd upon their
computation, immediately report them to [NAME OF AGENCY];
IT IS FURTHER ORDERED, pursuant to the All Writs Act, 28
U.5.c. § 1651, that this Order for the disclosure of GPS
-~
Coordinates applies f: Vg o o
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E:" o /lwﬂ'hin the period authorized by this order;

C ] _";;' - e .w liérl e e e o m————— e wm o n o mi s s ._:?

v

IT IS FURTHER ORDERED, that the local, long distance, and
the wireless carriers, and any other person or entify providing
wire communication service in the United States whose assistance
may facilitate execution of the order, netify [NAME OF AGENCY]

agents, upon oral or written request, of any and all changeé

(including additions, deletions, and transfers) 1in service
regarding the SUBJECT WIRELESS TELEPHONE to include telephone
numbers angd subscriber information (published and nonmpublishea)
associated with these service changes;

IT IS FURTHER ORDERED that the local, long distance and
the wireless carriers. be .compensated by the investigative agency
for reasonable expenses directly incurred in providing technical
assistance; and,

Good cause having been shown, IT IS FURTHER ORDERED,

pursuant to the All Writs Act, 28 U.S.C. § 1651 (a), that this order
and the application be sealed until otherwise ordered by the court,

and that the Carrier shall not disclcose in any manner, directly or




WIRELESS TELEPHONE, to the listed subscriber for the SUBJECT
WIRELESS TELEPHCONE, the occupant of said premises, the sulbscribers

of the incoming calls to or outgoing calls from the SUBJECT

WIRKLESS TELEPHONE, or to any other person, in full or redacted

il _otherwi qpordpred byfhé (“ouirf

form, nnless or unt
Dated: Brooklyn, New York
[DATE]

UNITED STATES MAGISTRATE JUDGE
EASTERN DISTRICT OF NEW YORK

i
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

____________________ «
IN THE MATTER OF AN APPLICATION :
. QF TURE UNITED-STATES-OF-AMERICA . SEALED ORDER..TO.. «oo . .
FOR -AN_ORDER AUTHORIZING DISCLOSURE : SERVICE PROVIDER L
OF.GRS. COORDINATES OF A. SPECIELED. - 0 oo o
WIRELESS TELERHOMNE -
____________________ «

WHEREAS this Court has, upon the application of the
United States of America, entered an order pursuant to the All
Writs Act, 28 U.S.C. § 1651(a), directing Sprint/Nextel (the

“Carrier”) to disclose certain information, further defined below

35 “GPS Coordinates,” relating to the wireless telephone assigned
telephone number [TELEPHONE NUMBER] and [ESN/IMSI/IMEI}, issued by
the Cdrrier and subscribed to in the name of [SUBSCRIBER NAME AND
ADDRESS, 1if any] (the ™“SUBJECT WIRELESS TELEPHONE”) for use in
connection with an on-geing criminal investigation of a fugitive,
now therefore, it is hereby
ORDERED, pursuant to the All Writs Act, 428 U.s.C. § 1651,

pursuant to the All Writs Act, 28 U.S5.C. § 1651, that upon oral

request by agents of [NAME OF AGENCY], the Carrier shall,:frtgﬁ“
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IT TS FURTHER ORDERED, pursuant to the All Writ s Act, 28

G.8.Cc. § 1651, <that this Order for the disclosure of GPS

Coordinates[i . ; e 'j

C . S % § = ] 7

o \ME _ A%within the period

authorized by this order;

TT IS FURTHER ORDERED, that the Carrie shall, notify
[NAME OF AGENCY}] agents, upon oral or wfitten request, of any and
all changes (including additions, deletions, aﬁd transfers) in
service regarding the SUBJECT WIRELESS TELEPHONE to include
telephone numbers and subscriber information (published and non-
published) associated with these service changes;

IT IS FURTHER ORDERED that the Carrier shall be

compensated by the investigative agency for reasonable expenses

directly incurred in providing technical assistance; and,

Good cause having been shown, IT IS FURTHER OCRDERED,

pursuant to the A1l Writs Act, 28 U.S.C. § 1651{a), that this order

and that the Carrier shall not disclose in any manner, directly or
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indirectly, by any action or inactien, (a) the existence of this
order, or (b) the disclosure of the GPS Coordinates of the SUBJECT

WIRFLESS TELEPHONE, to the listed subscriber for the SUBJECT

WIRELESS TELEPHONE, the occupant of said premises, the subscribers

~aldc
FSREEE TS

hh

Af_ tha rom -the SUBRJIECT

incormin g—ea
WIRELESS TELEPHONE, or to any other perscn, in full or redacted
form, unless or until otherwise ordered by the Court.

Dated: Brooklyn, New York
DATE

UNITED STATES MAGISTRATE JUDGE
EASTERN DISTRICT Cr NEW YORK
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Jones, Patricia {USALAM) ‘{‘\-_’QR}’;__.?/)

r“ ’ ’ /‘ .

From: ! o L _,pehalf of Judish, Nathan

Sent: L-\Wednesday, November 23, 2005 12:56 PM

To: i T i :

Subject: L [chip] latest briefing on celi-site iSSue

Attachments: SDNY 24 Cell Site Brief - final 112205.wpd; SDNY Cell site brief 8 26 05 - final2.wpd
Importance: Low

As you know, many magistrates around the country have begun rejecting the use of the pen/trap
statute and 27@3 for prospective applications for cell-site information. Their rejections
are based on two recent opinions by magistrates in S.D. Tex. and EDNY. See In re Application
for Pen Register and Trap/Trace Device with Cell Site Location Authority, 2065 WL 2656621
(s.D. Tex. Oct. 14, 2005); In re Application of the United States for an Order (1)
Authorizing the Use of a Pen Register and a Trap and Trace Device and (2) Authorizing Release
of Subscriber Information and/or Cell Site Information, 2885 WL 2739288 (EDNY Oct. 24, 20@5).

Attached is a letter, submitted yesterday to magistrates in SDNY, which addresses the many
errors in the Texas and EDNY opinions. Tom Brown worked on this letter with the assistance
of CCIPS. Because this letter references an october 5 letter on cell-site information
submitted in SDNY, I am attaching that previous letter as well.

Finally, an unrelated correction: in my email of 11/16, the Westlaw citation to the
Massachusetts opinion regarding magistrate-imposed restrictions on the collection of content

by pen/trap devices should have been 2085 WL 2746649.

Nathan Judish

Computer Crime and Intellectual Property Section

Y
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_ Bourgeois, Richard

Judish, Nathan

From:

Sent: Thursday, June 10, 2004 1:48 PM

To: Bourgeois, Richard

Subject: - 2703(d) orders for cell site

Rich,

Please see the attached House Report ‘of the Electronic Communications Privacy Act of 2000.E 'J

I

L

H.R. 5018 WOULD REQUIRE THE GOVERNMENT TO MEET A PROBABLE CAUSE STANDARD TO
OBTAIN INFORMATION DISCLOSING THE PHYSICAL LOCATION OF MOBILE PHONE USERS, WITH

CERTAIN EXCEPTIONS

o

Location tracking of users of wireless communications services is an emerging concern. Wireless
telephones, which are increasingly used, generate information that can be used to physically track the
movement of users. Initially limited to cell site antenna location, this tracking data is becoming more
sophisticated with the introduction of new technologies. Still, persons in emergency situations want to be
found when they call emergency services such as "911,™ and the government should have the ability to
locate suspected criminals in those circumstances. Currently, there are no clear legal standards goveming
when the government can collect location information from cell phone companies. Law enforcement now -
uses its authority under 18 U.S.C. S 2703{d) (requirements for government access fo business "records")
to obtain location information from mobile phone service providers. However, 18 U.S.C. $ 2703(d) does
not contain any emergency excepfions to its requirements.

H.R. 5018 provides that the government must show probable cause before it may obtain
information disclosing the location of a customer or user of a mobile phone from a mobile phone service
provider. Certain exceptions to this provision are provided in the bill for disclosing such information to
emergency service providers such as hospitals, or to the legal guardian or members of the user's
immediate family in situations involving the risk of death or serious physical harm, or with the express
consent of the user of the mobile phone equipment. These exceptions are based on 47 U.S.C. S 222,
which already prohibits cell phone companies from disclosing customer location information fo marketers
and other commercial entities without express customer consent or under other exceptions. See 47

U.S.C. S 222(d).

Thanks,
Nathan Judish

ECPA 2000.wpd
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Jones, Patricia (USALAM) '\.x\‘c‘“_; FANE
_in behalf of Judish, Nathan

From:

Sent: ‘= Tuesday, September 06, 2005 4:15 PM_

To: e NI o0k

Subject: --{chip] Prospective orders for ﬁéil—sit‘édi‘nformeﬁion

Attachments: cellsite response to Magistrate Judge Smith 080205.wpd; Memo from Magistrate Judge
Smith.pdf

Importance: | ow

. Recently, magistrates in several districts around the country have begun to
object to the use of 27@3(d) orders for prospective collection of cell-site information. The
matter was apparently brought to their attention by a memorandum issued June 1@ by Magisirate
judge Smith of the Southern District of Texas. In addition, on August 25, Magistrate Judge
Orenstein of the Eastern District of New York issued an opinion (available at 20605 WL
2843543) rejecting an application for prospective cell-site information pursuant to 2703 and
the pen/trap statute. This issue has arisen in several other districts as well, A

N

~ Magistrate Judge Smith raised two primary objections to use of 2783(d) orders ¥br
prospective collection of cell-site information. First, Judge Smith argued that a cell phone
is a "tracking device" as defined in 18 U.S.C. § 3117(b), and that records related to
tracking devices fall outside the scope ECPA. Second, Judge smith argued that the ECPA's
organizational structure demonstrates that 2783(d) orders are inherently retrospective: for

example, ECPA includes no duration period for 2703(d) orders. %\_\\
|
H
!
;
1 \
p-

If you would like our assistance with this issue, please let me know. B-fa
Nathan Judish &‘i 3
Computer Crime and Intellectual Property Section '{B*""‘i
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Jones, Patricia (USALAM) A 2)

From: ' —y on behaif of Judish, Nathan
Sent: ~ Wednesday, November 02, 2005 2332 PM

To: [: i& (?)Ci-

Subject: " [chip] prospective orders for cell-site intormation

Importance: Low

As many of you are aware, two magistrate judges have recently issued opinions rejecting use
of the pen/trap statute and 2783 for prospective applications for cell-site information. See
In re Application for Pen Register and Trap/Trace Device with Cell Site Location Authority,
2085 WL 2656621 (S.D. Tex. Oct. 14, 2005); In re Application of the United States for an
Order (1) Authorizing the Use of a Pen Register and a Trap and Trace Device and (2)
Authorizing Release of Subscriber Information and/or Cell Site Information, 2065 WL 2735208
(EDNY Oct. 24, 2005).
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Co-rnputer‘ Crime and Intellectual Property Section
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Jones, Patricia (USALAM) .

From: { ’ on behaif of Eckenwiler, Mark
Sent: Friday, Novemper 16, 2007 219 P

To: I,' :‘. “’)"\r\:-'l

Subject: * [chip] Obtaining prospective, precise location data on wireless phones
Attachments: Generic lat-long order v 1.2 10-07.wpd

("CHIPs, I'm writing to repeat the advice given at the CHIP conference in June concerning acquisition of GPS or similarly
precise location data (sometimes called “E-911 data”) on target phones. We continue to believe that the most appropriate
legal mechanism is a Rule 41 warrant, and I'm attaching a sample form for that purpose. (Note: for mere tower/sector
data — a/k/a the less accurate “cell-site” records —we remain of the view that 2703(d) & penitrap combined are sufficient

authority.)

-

. ?
/
{

——f

As always, | welcome your questions, comments, and critiques. (%’)

Mark Eckenwiler
Associate Director, OEO
Criminal Division
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T I __probable cause to believe that whatever is to be seized is
n1 THI¥ CONTains a masteriu; explanation o1 the . - . Flsd R —
technology (1) evidence of a crime; (2) contraband, fruits of crime, or

IN THE MATTER OF THE APPLICATION OF THE UNITED STATES OF
AMERICA FOR AN ORDER AUTHORIZING THE RELEASE OF
PROSPECTIVE CELL SITE INFORMATION

T Nse Mo, 057508 OMT)

UNITED STATES DISTRICT COURT FOR THE DISTRICT OF COLUMBIA.

2005 U.S. Dist. LEXIS 34616

-
L3

December 22, 2005, Filed

JUDGES: [*1] JOHN M. FTACCIOLA, UNITED
STATES MAGISTRATE JUDGE,

OPINIONBY: JOHN M. FACCIOLA

OPINION:
MEMORANDUM

Availing itself of modern technology, the government
now seeks fo ascertain the location of a cell phone by
learning of "cell site data" "which reveals the user's
physical lecation while the phone is tumed on." In re
Application for Pen Register and Trap/Device with Cell
Site Location Authority, 2005 WL 2656621 (S.D. Tx. Oct.
14,2005) (hereafter "the Texas Case"). nl In the Texas
case, Magistrate Judge Smith concluded that this
information is not available to the govermment under the
provisions of the Electronic Communications Privacy Act
of 1986, Pub. L. No. 89-508, 100 Stat. 1848 (1986) upon a
certification by the government that the data is relevant to
an ongoing criminal investigation. 18 U.S.C. § 3123 (a)(1).
n2 A magistrate judge in New York has agreed. In re:
Authorizing the Use of a Pen Register, 384 F. Supp. 2d 562
(E.D.N.¥. 2005) (hereafter "the New York case").

n2 All references to statutory materials are to
the electronic versions that appear in Westlaw and
Lexis.

{72]

The United States, conceding the existence of these
decisions but not necessarily their validity, now seeks cell
site data that would reveal the location of the person using
the cell phone by "demonsirating probable cause to believe
that the requested prospective cell cite information is
relevant and material to an ongoing criminal investigation.”

Application (under seal) at 8. Thus, the government melds
the statutory standard of 78 USC. § 3123 and the
constitntional standard to overcome the holdings in the
Texas and New York cases.

1 am afraid that 1 find the government's chimerical
approach unavailing. Indeed, and to keep the animal
metaphor going, it reminds one of the wag who said a
camel is a horse planned by a committee.

Obvicusly, the statement that there is probable cause
to believe that the information is relevant and material to an
ongoing criminal investigation is tautological. Whenever an
Assistant United States Attommey certifies that the
information to be gained by the installation of a pen register
is relevant and material to an ongeing criminal
investigation, there is, irnplicit in that representation, the
representation that it is more [*3] likely than not that the
information is relevant and material to a criminal
investigation. That the Assistant sets forth the facts that
leads her to make the certificaiion adds nothing to what was
reaily already there.

Furthenmore, if the government's quoted statement is
an invocation of the Fourth Amendment standard, it fails to
capture the entire force of that Amendment-that it permits
the Issuance of a warrant upon a showing that there is

other items illegally possessed; (3) property designed for
use, intended for use, or used in committing a crime." Fed
R Crim. P. 41(c); Warden, Md. Penitentiary v. Hayden,
387 U.S 294, 308, 18 L. Ed 2d 782 (1967). Putting aside
the complicated question of whether a person's location
could in itself meet any of these criteria, it is certainly clear
that probable cause to believe that a person's location is
relevant to a criminal investigation cannot possibly meet
the constitutional standard the govemment purports to
invoke, that it is more likely than not that what [*4] is be
seized is evidence, contraband, fruits of'a crime or designed
to be used to comumit a crime.

YA




More to the point, the probable cause showing does not
meet the central problem identified in the Texas and New
York cases, that the statutes upon which the government
purports to rely in those cases and in this one, ie, I8
USC §§ 3122, 3123, 2703(c)(1) do not autherize the
government to secure cell site data that would disclose the

- locatiorrof the-person using-the-cell- phone. Invoeationrof - - -

the probable cause standard does not solve the fundamental
problem that the statittes the government invokes cannot be
construed to give the government the information it seeks.

Accordingly, I will not sign the proposed order in
which section 2 of page 2 speaks of "the location of cell
site/sector {physical address) at call origination (for

outhound cailing), call termination (for incoming calls),

and, if reasonably avaiiable, during the progress of a call,
on an ongoing and/or real time basis for the Subject
Telephone Number " I note further that in the proposed
order sent me the sentence before this phrase is missing and
the proposed Order does not indicate who [*3] is to be
ordered to provide the information T have just quoted. I

have signed the other proposed order that does not contain

this statement.
JOHN M. FACCIOLA
UNITED STATES MAGISTRATE JUDGE

Dated:

P5r25
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2006 U.S. Pist. LEXIS 312, *

2 of 3 DOCUMENTS

IN THE MATTER OF THE APPLICATION OF THE UNITED STATES OF
7" AMERICA FOR AN ORDER AUTHORIZING THE RELEASE OF
PROSPECTIVE CELL SITE INFORMATION

Mise. No. 05-508 (JMF)

UNITED STATES DISTRICT COURT FOR THE DISTRICT OF COLUMBIA

2006 U.S. Dist. LEXIS 312
January 6, 2006, Decided
JUDGES: [*1}] JOHN M. FACCIOLA, UNITEDR STATES MAGISTRATE JUDGE.
OPINIONBY: JOHN M. FACCIOLA

OPINION:
MEMORANDUM

The government once again seeks an order that would require a cell phone company to provide it with "the
location of cell site/sector (physical address) at call origination (for outbound calling), call termination (for incoming
calis) and, if reasonably available, during the progress of a call, on a real time basis.” Proposed Order at P2. nl It
¢laims entitlement to the order on the ground that there is "reasonable cause to believe that the requested prospective
cell site information is relevant and material to a criminal investigation." Application at 10-11.

nl [ granted the government authority to install & pen register on the subject phone in an earlier order.

There are three standards that might pertain to the government's application: (1) the government may secure a
pen register upon the certification that the information sought to be captured by the device is relevant to a criminal
investigation (18 U.S.C. § 3122 [*2] (a)(Z) n2); (2} the government may secure the "contents of wire or electronic
communications in a remote computing device” (I8 U.S.C. § 2703(b)) or "records conceming electronic
communication or remote computing service" (18 US.C.§ 2703(c)) by (inter alia) securing a court order upon a
showing of specific and articulable facts that the information sought is relevant to and material to an ongoing

__coiminal investigation (18 1.S.C._§ 2703(d)); and (3) the government may secure 2 warrant pirsuant to Rule 47 of

the Federal Rules of Criminal Procedure upon a showing, consistent with the requirements of the Fourth
Amendment, that there is probable cause to believe that what is to be seized is (infer alia) evidence of a crime.

n?2 Note that all references to the United States Code in this document are to the electronic version that
appears in Westlaw or Lexis.

As Lindicated in [*3) my prior opinion, the government's approacti melds several of these standards. It states
that, while it persists in its view that the government may secure cell site information pursuant to a combination of
the Pen Register statute, I8 U.S.C. § 3123, and the Stored Communications Act, 18 US.C. § 2703(c), "out of an
abundance of caution, pursuant to the Texas Op. and the New York Op. sets forth facts demonstrating probable
cause to believe that the requested prospective cell site information is relevant and material to an ongoing criminal
investigation." Application at 9-10. In addition, in what the government calls "a further act of caution” (id. at 11), it

052
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submits an affidavit prepared by the investigation agent. In that affidavit the agent specifies the information that led
him to believe that a person, who we can call "John Doe," is distributing dmgs, that he traveled to a certain state to
meet with his supply source, and that he used the cell phones at issue to conduct his drug business. The agent

_ therefore cancludes that his learning of what he calls "cellular site locations" will provide "evidence of the traveling
to [*4] the source of supply, locations of stash sites, and distribution of illegal narcotics.” Affidavit of Investigating
Agent at P16.

The government's approach puts us back to where we started. The order the government asks me to sign
contains my finding that the certification by the Assistant that the information sought to be obtained by the pen
register and the affidavit of the agent "support probable cause to believe that the information sought is relevant" to
that investigation and is evidence of "ongoing criminal activity." If one accepts, as I do, that, as three magistrate
judges have held, n3 the information the government seeks can only be secured by a warrant issued pursuant to Rule
41 of the Federal Rules of Criminal Procedure, the standard that pertains to the issuance is, as the Fourth
Amendment requires, probable cause to believe that the information sought is itself evidence of a crime, not that the
information is relevant to an mvestigation.

n3 In re: Application for Pen Register and Trap/Device with Cell Site Location Authority, 2005 WL
2656621 (8.D. Tx. Oct, 14, 2005) (hereafter "the Texas Opinion™); In re: Authorizing the Use of a Pen
Register, 381 F. Supp. 2d 562 (E.D.N.Y. 2005); Inre: Application Authorizing the Use of a Pen Register,
2005 WL 3160860 (D. Md. Nov, 29, 2005).

[*3]

The government counters that surveillance of its subject can be expected to produce admissible evidence
because the government's knowledge of where he is every moment of the day can be used, as it has been used in
reported cases, as evidence that, for example, might rebut an alibi or deny the defendant the ability to say that he was
or was not at a certain place. That is certainly true. But, that the information sought might be evidence does not
maodify the standard guiding whether it can be secured by the means chosen. The government's invocation of an
ersatz standard {"probable cause to show relevance to an: ongoing investigation") and meeting it cannot overcome my
objection to the order it proposes.

n4 In fact there are three.

The government acknowledges that two opinions nd of magistrate judges "have suggested that the government
must demonstrate probable cause [to believe that that the information sought is evidence of a crime] to obtain
disclosure of prospective cell site information." Application at [*6] 9. It also points to & more recent opinion n3 that

suggests that the "reasonable cause standard is the correct one to be met in an application for prospective cell site

" “informaticn. " Application af 9.

n5 In re: Application for Disclosure of Telecommunications Records, 2005 WL 3471754 (SD.N.Y. Dec
20, 2005) (hercafter "New York 1"},

It must first be noted that the author of the opinien upon which the government relies said nothing about any
"reasonable cause" standard. He granted the application upon the certification: by the government pursuant to the Pen
Register statute that the information was "relevant and material to an ongoing investigation.” New York I, 2005 WL
3471754 at *3. Furthermore, the author of that opinion, Judge Gorenstein, could not have been more careful in
distinguishing the situation before him from the situations in the three other cases. He indicated that the government
was seeking "cell-site information concerning the physical location of the antenna towers [*7] associated with the
beginning and termination of calls to and from a particular cellphone.” Id. at *2. That information permitted the

P el1
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government to "obtain a list of each call made by the subject cell phone, along with a date, start tine and end time."
Id. Tudge Gorenstein then explained the difference between the application made to him and the applications made in
the three other cases, decided by magistrate judges:

The Court is aware of three cases that have considered the availability of cell site data : Inre
Application for Pen Register and Trap/Trace Device with Cell Site Location Authority, 396 F. Supp.
2d 747 (5.D. Tex. 2005)(" Texas Decision") In the Matter of an Application of the United States for an
Order (1) Authorizing the Use of a Pen Register and a Trap and Trace Device and (2) Authorizing
Release of Subscriber Information and/or Cell Site Information., 396 F. Supp. 2d 294 (E.D.N. Y. 2005)
("EDNY Decision); and I re Application of the United States jor an Order Authorizing the
Installation and Use of a Pen Register and a Caller Identification System on Telephone Numbers
{Sealed) and Production of Real Time Cell Site Information, 2005 WL 3160860 [*8] {ID. Md. Nov.
29, 2005) ("Maryland Decision™). These cases appear to involve requests for cell site information that
go beyond both what has been sought in this case and what has actuaily been received by the
Government pursuant to any cell site application in this District. First, the cell site information
provided in this District is tied only to telephone calls actually made or received by the telephone
user. Thus, no data is provided as to the location of the cell phone when no call is in progress.

Second, at any given moment, data is provided only as to a single cell tower with which the cell
phone is communicating. Thus, no data is provided that could be "triangulated” to permit the precise
location of the cell phone user. Third, the data is not obtained by the Government divectly but is
instead transmitted from the provider digitally to a computer maintained by the Government. That is,
the provider transmits to the Government the cell site data that is stored in the provider’s system. The
Government then uses a software program to (ranslate that data into a usable spreadsheet.

2005 WL 3471754 at *2. Thus, the government misunderstands Judge Gorenstein's [*9] holding and then mistakenly
claims that it applies to its application in this case even though its application is different from the one Judge
Gorenstein approved. nbé

n6é Note the pains Judge Gorenstein took to wam the government that if it sought any greater information
than he was permitting he would require supplemental briefing. New York II, 2005 WL 3471754 at *11.

The government also argues that, if the three opinions by magistrate judges denying similar zpplications are
correct, there would be no mechanism by which to "get cell site data whatsoever, which directly contradicts the full
intent of Congress expressed in the legislative history and the plain language of 47 U.S.C. § 1002." Application at 9.

The governritent's reliance on 47 U.S.C. § 1002 is curious because that provision prohibits the use of pen

- registers and trapamd-trave devices todisclose the location of the personrusing the phone That provision requires ™~
telecommunication [*10] carriers to have the ability to provide "call setup information" to law enforcement

agencies. Specifically, 47 US.C. § 1002 "requires telecommunications carriers to insure that their equipment is
capable of praviding a law enforcement agency with information to which it may be entitled under statutes relating

to electronic surveillance.” New York II, 2005 WL 3471754 at *4. The provision's legislative history indicates that

then FBI Director Louis Freech spoke to what he thought was the illegitimate concemn that legislation requiring
telecommunications carriers to provide what the Director called "call setup information” would permit the tracking

of persons. In the subdivisien of his staternent that he subtitled "Allegations of Tracking Persons," the Director

stated:

Allegations of "tracking" persons

Law enforcement's requirements set forth in the proposed legisiation include an ability to acquire
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"call setup information." This information relates to dialing type information -- information generated
by a caller which identifies the origin, duration, and destination of a wire or electronic
communication, the telephone number or [*11] similar conununication address. Such information is
critical to law enforcement and, historically, has been acquired through use of pen register or trap and
trace devices pursuant to court order.

Several privacy-based spokespersons have criticized the wording of the defmition regarding this long-
standing reguirement, alleging that the government is seeking a new, pervasive, automated "tracking”
capability. Such allegations are completely wrong.

Some cellular carriers do acquire imformation relating to the general location of a cellular telephone
for call distribution analysis purposes. However, this information is not the specific type of
mmformation obtained from "true" tracking devices, which can require a warrant or court order when
used to track within a private jocation not open to public view. See United states v. Karo, 468 U.S.
705, 714, 82 L. Ed 24 530 (1984). Even when such generalized location information, or any other
type of "transactional” information, is obtained from communications service providers, court orders
or subpoenas are required and are obtained.

In order to make clear that the acquisition of such information is not being sought {*12] through the
use of a pen register or trap and trace device, and is not included within the term "call setup
information," we are prepared to add a concluding phrase to this definition to explicitly clarify the
point: except that such information (cail setup information) shali not include any information that may
disclose the physical location of a mobile facility or service beyond that associated with the number's
area code or exchange. )

Statement of Louis J. Freeh, Director, FBI, Before the Senate Joint Judiciary Technology, Law, Civil and
Constitutional Rights at 29 (March 18, 1994) reprinted in Federal Document Clearing House, 1994 WL 223962

The Director's offer and its acceptance by Congress led to the exception codified as 47 US.C. § 1002(a)(2).
Thus, the statute enacted to require that telecommunications carriers have certain capabilities provided, as a
somewhat grammatically incongruous exception to the imposition of required capabilities, that:

except that, with regard to information acquired solely pursuant to the authority for pen registers and
trap and trace devices (as defined in section 3127 of Title {8), [*13] such call-identifying
inforration n7 shall net include any information that may disclose the physical location of the
subscriber {(except to the extent that the location may be determined from the telephone number)

47USC § 1002(2)(2).

17 The term "call-identifying information" means dialing or signaling information that identifies the
origin, direction, destination, or termination of each communication generated or received by a subseriber by
means of any equipment, facility, or service of a telecommunications carrier. 47 US.C. § 1001(2).

Thus, while the legislation spoke to capabilities, the exception was based on the express representation by the
government to Congress that the authority for pen registers and irap and trace devices would not and could not be
used to secure location information, the very information the government now wants to secure by using a pen
register and trap and trace device.

The government does not argue the significance [*14] of any legislation enacted since 1994 that would express
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any intention by Congress to revise or repeal this legislation and, therefore, proposes no reason whatsoever why it is
no longer in force and effect. Furthermore, in the Texas Opinion, Judge Smith explains why the Patriot Act's
expansion of the definitions ia the Pen Register statute canrnot possibly be zead as granting the governument the very

_ authority to use that statute to secure the data the same government assured Congress it could not secure using that

statute in 1994, Texas.Op., 2005 WL 2656621 at *13-*15,

1 appreciate that a fundamental premise of Judge Gerenstein's opinion is that, if the Pen Register statute does not
permit the government to use the Pen Register statute to secure cell site information, the information is absolutely
nnavailable. New Yeork I, 2005 WL 3471754 *4. This conclusion troubles Judge Gorenstein because of indications,
contemnporaneous to the Congressional consideration of the legislation Director Freeh was proposing, that physical
location data would have been obtainable under the Pen Register statute and the exception that I have quoted above
would have been [*15] unnecessary if the Pen Register statute did not permit the acquisition of physical location
data. Id. The judge then reasons that, because the exclusion indicates that what Driector Freeh called "call setup
information" and what the exclusion calls "call-identifying" information that may disclose the location of the
subscriber" n8 may not be secured "solely" by a trap and trace device, Congress infended to its being captured by
sorne other means in addition to the trap and trace device. He then finds that a provision in the Stored
Comrmunications Act, enacted by another Congress and codified in I8 U.S.C. § 2703, grants that additional means
by which the government may install a trap and device and secure the cell site data that would disclose the
subscriber's location.

n8 47 US.C. § 1002(a)(2)

The explicit premise of this analysis is the perception that in 1594 Congress understood that information that
disclosed the location of the person using a cell {*16] phone could be secured by a trap and trace device and
intended that it be secured by some means other than a trap and trace device. I can find no contemporaneous

_ indication that, in 1994, Congress had any such understanding, let alone that it was aware of the technology now
available that, by triangulation, permits the govermument to know where the cell phone is. The converse is true.
Congress, at most, understood that 2 communications provider could acquire what Director Freeh called
"information relating to the general location of a cellular telephone” and, at his request, precluded the use of the Pen
Register statute to secure it.

We have to begin with the Director's statement quoted above. To rebut the claim that the statute he proposed, by
permitting the government to'secure "call setup information,” would grant the government a "pervasive, automated
‘tracking capability,"” n9 he first assured Congress that, while certain carriers "do acquire information relating to the
general location of a cellular telephone for cail distribution analysis purposes,” that kind of information was not the
kind of information that would or could be obtained by the use of a "rue” tracking device, [*17] i.¢., a device
affixed to a car that permitted its movement to be monitored. He than stated that "when such generalized Iocation
information" was obtained, it was by the use of court orders and subpoena, meaning that the claim that the authority

"Fé Sought to secure "call setup Information” by ihe Pen Register was false and he Defther could tior wanted fo 0se the

Pen Register statute to secure it. While he may have thought it unnecessary, he nevertheless indicated that he would
have no objection to Congress insisting that, while a carrier could be required to produce call setup information, it
could not be required te disclose any infermation that might disclose the physical location of a mobile facility or
service.

n9 1994 WL 223962 at *17.

Thus, there is nothing in Freeh's statement suggesting that he had any knowledge of the possibility that a pen
register could be used to secure cell site information that disclosed the location of the cell phone user by, for
example, the triangulation of contemporaneous [*18] transmission from the phone or any other means of capturing
the location of the cell phone during the transmission of a call.
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The Senate and House reports about the legislation that contained the exception at issue similarly indicate that,
at most, Congress was aware, as Freeh was aware, that transactional data about the cell phone might disclose
"Jocation information.” The House Report stated that the bill Freeh proposed:

Expressly provides that the anthority for pen registers and trap and trace devices cannot be used to
obtain tracking and location information, other than that which can be determined from the phone
number. Currently, in some cellular systems, fransactional data that could be obtained by a pen
register may include location information.

H.R. Rep. No. 103-827(I) (1994), reprinted in 1994 US.C.C.AN. 3489, 3497, available at 1994 WL 557197 at *17.
n10 This statement indicates that, at most, the "transactional data maintained" by the carrier might yield information
as to where the phone was located once the pen register was instailed.

n10 The Senate Report is to the same effect. S. Rep. No. 103-402 (1994), available at/984 WL 562252 at *138
{1994). '

[*19]

Thus, whatsoever the actual existence of the technology in 1994, I cannot find any contemporaneous
understanding by either Director Freeh or the Congress that the government had the capability that it now has to
ascertain the location of a person using a cell phone, let alone that Congress intended to permit the government to
use the Pen Register statute to avail itself of that technology, provided it combined its use of that statute with some
other means. While the government would counter, relying on Judge Gorenstein's opinion, that the word "solely" in
47 US.C. § 1002 (a)(2) suggests that this is true because it only precludes use of the Pen Register statute itself, 1
would have to answer that this conclusion, besides being historically inaccurate, reaches an utterly counter-intuitive
conclusion. It is inconceivable to me that the Congress that precluded the use of the Pen Register statute to secure in
1994 "transactional data” or what Freech called "call up information" nevertheless intended to permit the
government to use that same statute, whether by itself or combined with some other means, to secure the infinitely
more infrusive information about [*20] the location of a cell phone every minute of every day that the cell phone
was on. I cannot predicate such a counter-intuitive conclusion on the single word "solely.”

I therefore persist in my view that the government lacks the power to secure the information it seeks and will
once again decline to sign the proposed order the government has tendered.

JOHN M. FACCIOLA
UNITED STATES MAGISTRATE JUDGE

. Dafedl‘f’&fnff&l’?’é‘,'zoc,ﬂ—*“" < O
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IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF PENNSYLVANIA

IN THE MATTER OF THE | ) .

APPLICATION OF THE UNITED ) Magistrate’s No. 07-524M— - --
- STATES OF AMERICA FOR AN ORDER )

DIRECTING A PROVIDER OF )

ELECTRONIC COMMUNICATION )

SERVICE TO DISCLOSE RECORDS TO )

THE GOVERNMENT )

MEMORANDUM ORDER

Pending before the Court is the OBJECTIONS AND NOTICE OF APPEAL
PURSUANT TO FED. R. CRIM. P. 59(a) AND 28 U.S.C. § 636(b)(1)(A) filed by the
governﬁqent (Document No. 4), with a memorandun of Jaw in support of request for review
(Document No. 11) and supplement (Document No. 21). The government appeals the OPINION
AND MEMORANDUM ORDER filed by Magistrate Judge Lisa Pupo Lenihan on Febmary 22,
2008." In summary, the extensive and detailed Opinion and Mcmorand}.lm Order denied an ex
parte application filed by the government pursuant to the Stored Wire and Electronic
Communications and Transactional Records Access Act, 18 U.S.C_. § 2703, which sought
provider disclosure of certain cellular telephone (“‘cell phone”) subseriber information without a |

showing of pfobable cause pursuant to the Fourth Amendment to the United States Constitution.

e Mgﬂm-dth&im%&ﬁd%ﬁpmmamed it this case and the lack of

binding precedent from the United States Court of Appeals for the Third Circuit, the Court has
received-and considered memoranda of law submitted by the following amici curiae: BRIEF OF

AMICUS CURIAE SUSAN FREIWALD IN FAVOR OF AFFIRMANCE (Document No, 27},

' The Opinion was also signed by Chief United States Magistrate Judge Susan Paradise
Baxter and Magistrate Judges Amy Reynolds Hay, Francis X. Caiazza and Robert C. Mitchell.
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BRIEF OF AMICI CURIAE THE ELECTRONIC FRONTIER F OUNDATION, THE
AMERICAN CIVIL LIBERTIES UNION, THE ACLU-FOUNDATION OF PENNSYLVANIA,

| INC., AND THE CENTER FOR DEMOCRACY AND TECHNOLOGY IN OPPOS;T_IQN JLO

THE GOVERNMENT’S REQUEST FOR REVIEW (Document No. 28), and BRIEF OF
AMICUS CURIAE FEDERAL PUBLIC DEFENDER (Document No. 29). The govemment has
also filed a reply memorandum of Iaw in response to the arguments presented bj'/ the amici curiae
(Document No. 30). The appeal is ripe for disposition,

After in-depfh consideration of the foregoing, the Court finds that the OPINION AND |
MEMORANDUM ORDER filed by Magistrate Judge Lisa Pupo Lenihan on February 22, 2008
1s not clearly erroneous or contrary to law and therefo;'e the OBJECTIONS ANb NOTICE OF
APPEAL PU-RSUANT TOFED. R. CRIM. P. 59(a) AND 28 US.C. § 636(b)(1)(A) filed by the

government (Documeﬁt No. 4) are DENIED and said OPINION AND MEMORANDUM

- ORDER is AFFIRMED.

The clerk shall docket this case closed.

SO ORDERED this 10" day of September, 2008,

BY THE COURT:

/s Terrence F. McVerry. e
e e United States District Court Judge

As:




“UOT LU/ THTUUDE4- | FVISLIEL Locument 31 Filed 09/10/2008 Page 3 of 3

cc:  Magistrate Judge Lisa Pupo Lenihan

Soo C. Song, AUSA
500.song(@usdoi.gov

Luke E. Dembosky, AUSA

luke.dembosky@usdojgoy ... —

Amici Curiae: .
' Lisa B. Frecland, FPD
. lisa freeland@ifd.ore

Professor Susan A. Freiwald
freiwald@usfea.edy

Jennifer S. Granick
Electronic Frontier Foundation
Jennifer@eff.org






