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American Civil Liberties Union
1663 Mission Street

Suite 460
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F(Q
De
Th

fol
Pri

Transportation Security
Administration

July 15, 2003

)IA Case Number: TSA03-101 and TSA03-118
ar Ms. Srikantiah:

is is in response to your two letters of December 12, 2002, in which you requested the
lowing information under the Freedom of Information Act (FOIA), 5 U.S.C. § 552, and the
vacy Act, 5 U.S.C. § 552a:

1. All records prepared, collected, or maintained by the Department of Transportation
(DOT) and/or the Transportation Security Administration (TSA) in connection with the
placement of Ms. [Rebecca A.] Gordon’s and Ms. [Janet A.] Adams’ name or other
identifying information on any lists of individuals considered potential threats to
transportation or national security, including lists maintained pursuant to the Aviation
Transportation Security Act of 2001 (hereinafter “watchlists™).

2. All records prepared, collected, and/or maintained by the DOT and/or TSA about the
placement of Ms. Gordon’s and Ms. Adams’ name or identifying information on the list
commonly referred to as the “no fly” list.

3. All records, including memoranda of understanding and correspondence, transmitted
between DOT, TSA, and/or Federal Buredu of Investigation (FBI) and any airport or
local police department, including SFO and SFPD, regarding sharing or gathering
information related to a “no fly” list or any watchlist. ]

4. All records, including memoranda, policy directives, and guidance, issued by the TSA
and/or DOT and distributed to any airport or local police erartment, including SFO or
SFPD, regarding the “no fly” list or any watchlist. §

5. All records, including policy directives, procedures, and guidance, regarding access to the
“no fly” list and any watchlist by any individual agency, including airline or airport
employees. :

6. All records, including policy directives, procedures, and gujdance, concerning how
individuals are placed on and removed from the “no fly” list or any watchlist.

7. All records, including policy directives, procedures, and guidance, regarding whether
political beliefs, membership in groups, or any other First Amendment activity is a
factor in placing individuals on the “no fly” list or any watchlist.

U.S. Department of Homeland Security e Transportation Security Administration
601 South 12" Street o Arlington, VA 222024220 o http://www.tsa.gov



8. Allrecords, including policies, procedures, guidange, and evaluations, regarding the use
and accuracy of the “no fly” list or any watchlist and any procedures to correct errors or
remove names from those lists.

9. All files and records maintained by the DOT and TSA indexed or maintained under the
name or identifying information of Ms. Gordon and Ms. Adams.

You further requested agency records containing the following information, if such information
is not already contained in the records from items 1 through 9 above:

A. Agency records containing information on the number of names on the “no fly” list and
all watchlists as of December 12, 2002

B. Agency records containing information on the number of times since the creation of the
“no fly” list and effective date of the Aviation Transportation Security Act (ATSA) that
the DOT, TSA, FBI, or local or state law enforcement, including SFPD, has stopped or
questioned individuals at airports, including SFO, because those individuals were
believed to be on the “no fly” list or any watchlist. ]

'C. Agency records containing information on the number of tifpes since the creation of the
“no fly” list or the ATSA’s effective date that an individual was incorrectly identified

(even briefly) as being on the “no fly” list or any watchlist. ‘

D. Agency records containing information the name(s) of the agency or agencies that
maintain(s) the “no fly” list or any watchlist. J

To ensure aviation security, TSA does not disclose the names and identifying information of
indjviduals on TSA’s watch lists. The watch lists are appended to and a part of Security
Dirgctives and Emergency Amendments issued to %r carriers, and constitute sensitive security
information (SSI) under the governing regulation. 49 C.F.R. § 1520.7(a), (b), (c), and (j).
Sin:ilarly, any draft, proposed or recommended change to these Directives and Amendments,
including the appended watch lists, are SSI under the governing regulation. 49 C.F.R.

§ 1520.7()). Notwithstanding the requirements of the FOIA, the Privacy Act, or other laws, SSI
is not available for public inspection and copying, nor is SSI released to the public. 5 U.S.C.

§ 532(b)(3); 49 U.S.C. §§ 114(s) and 40119(b); 49 C.F.R. § 1520.3(a) and (b). In addition,
records relating to individuals on the watch lists are|part of the Investigative Records System
which is exempt from the pertinent provisions of the Privacy Act under 5 U.S.C. §§ 552a(j)(2),
(k)(1), and (k)(2), and 49 C.F.R. §§ 10.61 and 10.63. To confirm or deny that a particular
individual is on a TSA watch list or the existence of related documents would disclose SSI and
be detrimental to the security of transportation. Accordingly, with respect to items 1 and 2, and
with respect to item 9 to the extent that it seeks records relating to individuals named on a watch
list, TSA can neither confirm nor deny the existence of responsive records under the provisions
cited above. |

With respect to the remaining portions of your request, a search was conducted and no responsive
dochments were found for item 7, item 9 insofar as it pertains to records other than those relating to
individuals included on watch lists, and items B and C. Of the responsive material found in the
search, we are withholding five documents, consisting of 99 pages, in their entirety. In addition,
we have determined that 17 documents, consisting of 62 pages, are appropriate for partial release,
and are releasing all reasonably segregable portions of each record after deleting any exempt
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identify and balance relevant privacy and public interests. /In this instance, the individuals’
privacy interests outweigh any public interest in disclosure of information tending to reveal the
identity of individuals named in the email and agency correspondence.

I have determined that there is no fee associated with processing this request because the search
time was less than two hours and duplication costs were minimal.

As TSA’s response to these requests is currently in litigation, the appeal rights that normally
accompany a release have not been included in this letter.

S(ﬁigb& .t

Patricia M. Riep-Dice

Associate Director

Freedom of Information Act
d Privacy Act Division

Enclosures
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i ' emorandum
U.S. Depanment of Transportation A
Transportation Security Administration
Subject; INFORMATION: TSA "Watchlists" : Date: o
‘ October 16, 2002
: - Reply to
From! Acting Associate Under Secretary, Transportation
Security Intelligence, TSI-1 '
'Té:

' Policy

Associate Under Secréta.ry,'Sccurity Regulation and

persons whom air carriers could not-transport, because the
direct threat U.S. civil aviation.

on ' three of these SDs were in e_:ffet, with a total of ( -, L
.carriers were prohibited from transporting. . . 62( _] ) ' '

" 1. (FOUO) Summary: Since November 2001, the FAA/TSA *watchlist” has expanded
almost daily as Intelligence Community (IC) agencies and the Office of Homeland

Security continge to request the addmon of iy uals to the N o,-f‘_f’lj and Selectee lists. |

Toye)
R (b)(z)
| 720.7(h

g

(SST) Background: Between 1990 and September 11, 2001, the FAA issued several
=curity Directives (SDs) and companion Emergency Amendments (EAs) that identified
y were determined to pose a |




(SSI) Early on September 12, EREE IR the FAA issued
SD-108-01-06/EA 129-01-05, K .

ay b}/z)
(b)3)
/520, 7(4),
t CC)/ (j)

(SSI) In November 2001, the FAA assumed full administrative| L
responsibility for the "watchlist” and issued S - 08-01-19. Atthat time, the three active] - . =~ -

.- FAA SD/EAs that had listed names of individuals to be denied tran L C bXZ) ‘
. canceled e C : e S (!;v)(B) .
® /7227,

B nd the SD was broken out into two separate "name lists:" :
; - 9D-108-01-20*** supports the list of persons to be denied.t:
B commonly referred to as the "No-Fly list." SD-108-01-2]%** supports the list'of persens

: -whom air carriers are required to "select” for additional security screening prior to’

- - boarding the individuals on an aircraft; this list is referred to as the "Selectee list."

- 3.(FOUO) DiscuSsion: '

- A. (FOUO) Current Procedures: All individuals placed on the No-Fly and Selectee
-, lists since November 2001 have been added or removed (or moved from one list to the -
' ~ other) based on the request of and information provided, almost exclusively, Ji

~Ithe two lists when

|Tonger assessed to pose a threat to U.S.

\B (FOUO) Criteria: Since FAA/TSA assumed administrative control of the "watchlist"
‘ in November 2001, the placement of individuals on the No-Fly or Selectee lists has been = :
© guided by two primary principles: ‘ ' C A)(

(B3 o1




llve measure that requires named individuals (0. De subjec
reening measures before being allowed to board an. aircraft;




' 4. (FOUO) Problems and Recommendations:

4. ouo)




5. (FOUO) Conclusions:

(e

o E Claudio Manno
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From: .
Sent: Manday, December 02, 2002 4:33 PM '
To: -ﬁ]llllii.'lh. , _
Subject: FW: No Fly - :
Special Assistant to the Assaciate Under = . . L){6> ,
Secretary for Security Regulation & Palicy :

U.S. Department of Transportation

Transportation Security Administration
- Room 3034, GSA Building

400 Seventh Street, S.W.

Washingten, DC 20530

Tel: (202)385-1257
Fax:(202)

-----Qriginal Messag@-----
From:
Sent:

- To:
- Ca
Subject:

December 02, 2002 2:48 PM

- Print Page Close Window
Military retiree on FBI list . .
NOT CLEARED TO FLY: Larry Musarra doesn't know why his name shows up.

. The Associated Press
(Published: September 16, 2002)
Juneau -~ Larry Musarra's trouble with the FBI began in late June, when the

retired Coast Guard lieutenant commander, his wife, LinnDe, and their 12-year-
old son,| Tim, checked in at the Juneau Airport| :

They wer

on their way to Portland, Ore., where Tim, who is disabled, would
attend a . ,

special school. ‘

At the Alaska Airlines electronic chéck—ih kioék, Musarra qyped'in his A
confirmation code and the machine displayed a message asking him to see an
attendang.

unter, Musarra and his family waited fhile the customer service
ative clicked on a keyboard. The clerk became puzzled and said she
get a boarding pass either. She called her supervisor. They called
Finally, 30 minutes later, the supervisor explained. .

At the ¢
represen
couldn't
Seattle.

. | . .
» 'We are having. trouble clearing your name. Actually, we can't clear
You are on an FBI list," Musarra said. ‘

"She sai
your nam
47, 1s a father of three who works for the U.S. Forest Service at the
1l Glacier Visitor Center. He is white, of Italian and Irish ancestry,
orn in New Jersey. He has lived in and flown out of Juneau for seven
cause of his work with the Coast Guard and the Forest Service, he has

d

Musarra,
Mendenha
and was

years. B

3019



had more federal background checks than he ca

For a reason Alaska Airlines, the FBI, the FL

n remember.

A

deral Aviation Administration and

‘the newly created Transportation Safety Administration cannot or will not say,

Musarra's name, which is Sicilian of Arabic ®
'pose a|potential threat to airline security.
for his name to be removed.

t the type of person who makes a fuss)
e I'm targeted as terrorist. It is jug
it's the name. My name sounds Arabic)|

"Ilm “
and he:
betting

on” the way to Portland, the Musarra family wa
with metal detector wands, their shoes were X
a4gs searched before they were allowed

On the |way back, the check-in clearance took
hand-wzrite Larry and LinnDe Musarra's boardin
aircraft minutes before take off. Their seats
standby passengers who then had to get off th

"Everyone has been really nice,"” LinnDe Musar]
with children who have special needs, this ci
anxiety." o

rigin, is on a list of suspects who -

And, at this point, there is no way

but I am this all-American boy, ™
t kind of funay," he said. "I'm

”

s given an thaustivé screening
-rayed, their belts removed and -
on the plane. e

so long an airline agent had to

g pass and escort them on the
dlready had been filled with

e plane. '

ra said. "But if you are traveling
rcumstance prodqces tremendous

‘Musarra hea:d‘from other relatives with the shame last namé who had similar

experiences. Since June, his brother has had
flies. An uncle, traveling with a 9l-year-old
‘searched and told he, too, was on the FBI lis

When hi

uncle called the FBI, he'was(toidtﬁo

Musarra) called the local field office of the
on a list and said there was no way to have i
thing to do was to call the airline ahead of
to prepare them for the complications, he sai

Juneau
- but dire
Anchorag

BI Agent Mary Beth Kepner confirmed s
cted all calls about the nature of th
e. : . :

:Efic Gonzalez, FBI special agent in Anchqrége
controlled by the Transportation Safety Admin
- organization formed by the Bush administratio

Alaska Airlines spokesman Jack Evans agreed t
the TSA, and he said the airline is mandated
screening process. Evans and Gonzalez said th
Musarra's name from the list.

From th
and mire
has cau

re, the origin of the list and the re
d in a world of federal, interdepartm
ed confusion since the inception of t

igman, spokesman for the TSA, said re

may end up on the list could jeopardize natio

is bags searched every time he
relative in a wheelchair, was

| list existed, Musarra said.

| .. -

FBI, where an agent found his name
removed. SHe told him the best

he time when he is going to fly,

'

he had a,coﬁ%ersation'with-Musarra,
¢ list to the FBI office ir

4 said' the list airlines use was

istration, a new homeland security
1 since Sept. 11, 200;.

lat " the. airline gets the list from
© use the list in the passenger-

y did not know of a way to remove

son Musarra is on it are unclear,
ntal "information sharing” that
he TSA earlier this year.

vealing any of the reasons a name
nal security. He denied the TSA had

a list dontaining many. spellings of Arab or Arab-sounding names.

does not profile by ethnicity, ethni
said, and then directed all inquirie
Administration or back to the FBI.

" "The TSA
Steigman
Aviation

Tommy Dome, a TSA employee, answerad the phon

"We're taking names of the people who hijacke
like that you are probably going to get looke

2

origin, raég or religion,"
about the list to the Federal

c
S

el at the FAA office in Anchoragei

airplanes. If you have a name
at more,"” Dome said.
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At the| FBI headquarters in Washmgton, D. c..
it was possible Musarra also was the name of
threat
lists actually came from that department.

de, a spokesman for the Department of
» adding that if someone was on a "no
unusual that they would be allowed on
d, he said. v

ing doesn't add up here," Wade said.

.age Close Window
ht © 2002 The Anchorage Dally News (ww

' Assoc)‘ate Director ( loYé)
A Leqls ative Affalrs Offi ice - TSA5

FBI spokesw man Lauren Gulotti said
anothér person who was a suspected

but then referred questions to the Department of |Justice, saying the

fly" list and was a serious threat,
a plane. In tead they would be

W.adn.com).

Justlce,.sa'd the lists come from -
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FROM: _

proposed response, Attachment No. 2, is being

the Selectee or the No Fly Watch Lists; it alsa

| Relations relative to Mr. Y-

The verbal response would be along the lines g
In addition, it will be suggested that whenever

information.

Attachments: as

SENSITIVE SECURITY INFORMAT]

ENT CONTAINS SENSITIVE SE
FR PART 1520. NO PARTOF T

SUBJECT: Watch List False Positive - Mr.-

As follow up to the December 20, 2002 memgrandum, same subject, a check with the
TSA Secretariat and the Customer Response Center indicates there is no previous.or open
written correspondence pertaining to Mr. ?
2002 to Congresswoman Louise Slaughter (NY) who had written on behalf of a Mr. R
S V- S -2 had difficulty obtaining clearance from several air carriers for |
weekly flights between Rochester, NY and Harrisburg, PA. Apparently, Mr. -
name is identical to an individual on the No Fly Watchlist.

The TSA July 18, 2002 response, Attachment No. 1, stated: “Now we have modified
procedures so that airlines can use procedures|to determine if 2 name match requires law
enforcement notification. While this has not eliminated the delay a passenger might
experience when his or her name matches a name on our Watch List, it has certainly
minimized the delays for those persons who can be cleared by the airline”. No details
were provided as to the “modified procedures”, but apparently Mr. -has had
some success with flight clearances from the ajir carriers.

Subsequently, Congresswoman Slaughter wrote to TSA forwarding a recommendation
from Mr. G that a “Trusted Traveler” screening process be implemented. The -
held by the Secretariat pending our review
of the il situation. TSA Intelligence confirmed again today M.
confirmed background information for the
Mr. - on the No Fly list includes date pf birth and nationality. This should
facilitate air carrier clearance of persons with like or similar names. Accordingly, there is
no reason to hold the response to Congresswoman Slaughter doncerning Mr.
suggestion, and a verbal response can be provided to the Council on American Islamic

utlined in the December 20 memorandum.

Mr. S makes an air carrier

reservation, he email the carrier in advance with his date of birth and other identifying

ON/FOR OFFIC

Y INFORMATION
MENT MAY BE RELEASED WITHOUT

OR OTHER ACTION. FOR U.
DER 5 U.S.C. 532

December 23, 2002

However, TSA responded on July 18,

o

in not on

b ]

S

USE ONLY

T IS CONTROLLED




United Stares Department of Tran

TRANSPORTATION- SECURITY ADMIN

wEPARTM (4
pHIPORTIT; B0

JuL 18 10

The Honorable Louise Slaughter
Member, United States House of Represe
3120 Federal Building
100 State Street
Rochester, NY 14614-1309

Dear Congresswoman Slaughter:

Thank you for your March 19 letter on
disappointment in the passenger screening
on February 17 and 18, and at Harrisburg
appreciate your letting us know of the dift

- The Transportation Security Ad.munstr
requiring that they compare passengers na
of a Watch List, prov1ded by other federal
began, we required that a law enforcement
name match from the Watch List to a pass
modified the procedures so that the airline
a name match requires law enforcement ng
delay a passenger might experience when
- List, it has certainly minimized the delays
airline.

If you or a member of your staff needs

Willi

Enclosure
Transmitted Correspondence

cc: Washingtoﬁ Office

R}
sportation
ISTRATION

ntatives

fculties Mr.

" O’Hollaren, Assistant Secretary for Govern

Sinc?
[

Direc

———
400 Sevench Sereer, 5
' Washingion D.C, 2059«

behalf of Mr. - expressing

7 procedures at Rochester International Alrport EK C,

International Airport on February 21. We

encountered.

ation (TSA) has issued a duectlve to airlines
mes to-those provided to thﬁ TSA in the form -
law enforcement agencies. thn this process
officer be summoned every time there wasa -
enger checking in for a flight. Now we have

s can use established procedures to determine if
ptification. While this has not eliminated the

his or her name matches a name on our Watch
for those persons who can be cleared by the

Further assistan&, please contact Mr. Sean B.
mental Affairs, at (202) 366-9714.

irely yours,

u@%ﬂ%

e J. Gopper, Ir.
tor, Civil Aviation Security Operanons

Mbadamed Noul 0023




From: ' : ((o)(('))
Sent: Thursday, December 19, 2002 1:49 PM v
To:
Cc:
Subject: FW: False Positive Problem
Ex S

If you Nave any gquestions, please do not hesitate to contact me
|

————— Original -

From: alaskaair.com]
Sent: Thursday, December 13, 2002 12:40 &M

To: R

Cc:

alaskaair.com
False Positive Problem

Subjecs:| Re:

R 006

Per our phons conversation, can contact of our Corporate (LX@)
Security office to be assisted for pre-clesarance prior to arriving . )

IDOIL. Her contact information is N - | :sk:air.com or

AT
2 4ITFR
M ) ~
1S20. 7 (b X C
. ~. -
. .
Thanks Zg9r your help. If there is anything I can do, please don't hesitate to % é%/)

contact me. Rlaska Rirlines definitely wants a solution since we have 1 lawsuit
already jending due to this issue.

Sincerely

tsa.dot.gov writ

_ | (X6 o
>Releresnce the attached articls conce:ning-— 0924



>

f:’E‘W: No Fly>> (L>(G>

>Senior |Advisor o
>0ffice |of Security Regulation and Policy"
>Room 3522, GSA Building :
>400 7th Street, S.W.
- >Washington, D.C 20590
' >202-385-1820
z
. ">-4312 - Phone
~>> (202) 366-7346 - Fax
o> L

v

VVvVvy

>Special Assistant to the Associate Under
> - Se
>U.8. De
>Transpo

artment of Transportation
tation Security Administration
>Room 3034, GSA Building

>400 Seventh Street, S.W.

>Washington, DC 20590

2)385-1257

)493-1735

sa.dot.gov

----- iiihal'Message-—-—-

Monday, December‘OZ; 2002 2:48 pPM .

>Subject
S

>Print Page Close Window o
>Military retiree on FBI list )
© >NOT CLEARED TO FLY: Larry Musarra doesn't. know
S .
‘>The Assgciated Press
S .
>(Published: September 16, 2002)
>
. >Juneau -~ Larry Musarra's trouble .with the FBI
>retired Coast Guard lieutenant commander, his

>

‘ex
ek 3

| (§207@)/ (c)/ (&) |

)

retary for Security Regulation & Polity

why his name shows up.

began in late June, when the:
wife, LinnDe, and their l2-year-
>old son,| Tim, checked in at the Juneau Airport|. '

>They were on their way to Portland, Ore., wher
>attend a| special school. :
> : ’

>At the Alaska Airlines electronic check-in kio

>confirmation code and the machine displayed a
>attendant.

.2AT the counter, Musarra and his family waited
>representative clicked on a keyboard. The cler
>couldn't|get a boarding pass either. She calle

>Seattle. Finally, 30 minutes later, the superv
>

2

Tim, who is disabled, Qould

k, Musarra typed in his
essage asking him to see an

BN N 7 M

hile the customer service
became puzzled and said she
her supervisor.

They called
sor explained.

BN e o ar e
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! . o A
>"8he said, 'We are having trouble clearing ybur name. Actually, we can't clear

>your name. You are on an FBI list,"” Musarra baid.

. ) . ’ ' ' .
>Musarra, 47, is a father of three who works for the U.S. Forest Service at the
>Mendenhall Glacier Visitor Center. He is white, offItalian and Irish ancestry,
>and was born in New Jersey. He has lived in and flown out of Juneau for. seven

>years.| Because of his work with the Coast Guard and the Forest Service, he has
">had more federal background checks than he can remember. o

> . = : L

>For a reason Alaska Airlines, the FBI, the Federal Aviation Administration and
>the newly created Transportation Safety Administration cannot or will not say,
>Musarra's name, which is Sicilian of Arabic grigin, is on a list of suspects
>who : : C
>pose a | potential threat to airline security. |And, at this point, there is no
>way :

>for his name to be removed.

> - ) . .

>"I'm not -the type of person who makes a fuss,| but I am this all-American boy,
>and heze I'm targeted as terrorist. It is jusft kind of funny, " he said. "I'm
>betting it's the name. My name sounds Arabic.|" : : :

> . . . . .

>0On the Wway to Portland, the Musarra family waE given an exhaustive screening
>with metal detector wands, their shoes were X~rayed, their belts removed and
>their bags searched before they were allowed bn the plane. -

5 ,

>0On the way-back, the check-in clearance took 50 long an airline agent had to
>hand-wrjiite Larry and LinnDe Musarra's boarding pass and escort them on the

>standby passengers who then had to get off th plaﬁe

> . . . i

>"Everyone has been really nice," LinnDe Musarra said. "But if you are
>traveling . i

>with chi
- >anxiety|
>
" >Musarra
>experie
>flies.

: L _ .
ldren who have special needs, this circumstance produces tremendous .

”

heard from 6therJrelatives with the same last name who had similar
ces. Since June, his brother has had His bags searched every time he
uncle, traveling with a Sl-year-old relative in a wheelchair, was

>sear;he and told he, too, was on the FBI list. .

iwnen his uncle called tﬁe FQIL he ‘'was told ﬁo‘list existed, Musarra said..
:Musaira ﬁalled-the lécal'field office of the FBI, where an agent found his
;S:m: list and.said there was no way to have it‘removed; She told him the best
>thing to do was to call the airline ahead of the time when he is going to fly,

>to prepare them for the complications, he said.
s .

>Juneau
>Musarra, ‘ _
>but directed all calls about the nature of the list to the FBI office in
.>Anchorage. - ‘ : .

> o : .

>Eric Gonzalez, FBI Special agent in:Anchorage, said the list airlines use was
>controlled by the Transportation Safety Administration, a new homeland
>security ’ " , o ‘
>organization formed by the Bush administration|since Sept. 11, 2001.
> . ' _ _ : : s
>Alaska Airlines spokesman Jack Evans agreed that the airlije gets the list
">from : ; ' ,
>the TSA,|and he said the airline is mandated t¢ use the li#t in the passenger-
' >screening process. Evans and Gonzalez said they did not know) of a way to
>remove
>Musarra's name from the list.
> _ .
>From there, the origin of the list and the reason Musarra is on it are
>unclear, . '

BI Agent Mary Beth.Kepner confirmed she had a conversation with

3
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>

>and mired in a world of federal, interdepartmental
the TSA

>has caused confusion since the inception of
S ‘ ‘

"information sharing” that
earlier this year.

] . .
teigman, spokesman for the TSA, said revealing any of the reasons a name

>may end up on the list could jeopardize natijonal sé;urity. He denied the TSa

>Dave

>had

>a list containing many spellings of Arab or

> _ .

>"The TSA does not profile by ethnicity, ethnic origin,

Arab-sounding names.

race or religion,"

>Steigman said, and then directed all inquirips about the list to the Federal

>Aviation Administration or_back to the FBI..

>Tommy Dome, a TSA employee, answered the phoi
>
>"We're| taking names of the people who hijacks

> .
>At the| FBI headquarters in Washington, D.C.,
>said ) i

" >it was|possible Musarra also was the name of
>suspected ’

ne at the FAA office in Anchorage.

ed airplanes, If you have a name

>like that you are probably going to get looked at more, " Dome said.

FBI spokeswoman Lauren Gulott]

another person who was a

said .the lists come from

>threat, but then referred guestions to the Dépértment of 'Justice, saying the
>lists actually came from that department. '
> " .
>Drew Wade, a spokesman for the Department of Justice,
>the FBI, adding that if someone was on a "no |fly" list and was a serious
>threat o . C .
©>1t was |unusual that they would be allowed on a plane. Instead, they would be
_>detain d, he said. ] : ’
> ' .
>"Something doesn't add up here, " Wade said.
> : ' '
>
>
>Print Bage Close Window T : !
>Copyright @ 2002 The Anchorage Daily News jwwh.adn.com)
> — 4

g Associate Director
>TSA Legislative Affairs Office - TSAS
>Transportation Security Administration

>400 7th Street SW - Rm 10409
>Washington, DC 205950

>(202) 366-4312 - Phone

>(202) 3B6-7346 - Fax

> -

(o
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Memorandum for the Record

SUBJECT: Watchlist Discussion wmh— (L)(C)
oo N ()0

Date: December 3, 2002

The oversigned discussed the situation of a_who frequently has been (LYG) ;
subjected to No Flv or Selectge list restrictions when trying to board air carrier flights. G,)(s) :
indicateCPi?a not on either TSA watchlist. However, it is '
possidle he could de on a U.S. Immigrations Service “Prevent Departure” list; or possibly '<Z°‘7(°>
1$20.7()
| {20.7{ r_>

Thus, the traveler’'s name may be
linked to an individual on one of the watchlists.

1€07(8)

It appears that in some cases the air carriers are passing false positive situations to the . 2% 7(('> :
TSA for resolution. Currently, about 30 calls per day are received from the carriers for 1520.7(j )

| (H6)

The air carriers, according to EA 1546-01-17A, are required to: |Slo 7(0‘>
1$%. 7(b>
all air carrers comply 1<. 72))

with this requirement. ' 1520.7(

L3)
1S28 7( >
($2.7(b)
| <Zo.7(c.>
{ §20.7( ))

Another problem stems from the LEOs

SENSITIVE SECURITY INFORMATION

written permissig the Under Secretary of Transportati

or Security, Washington, DC. Upduthorized reiease
il penaity or other action. For U.S. Gg j

rnment agencies, public release j&’governed by 5 U.S.C.-

0040
13
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From: )
Sent: b Monday, December 09, 2002 8:46 AM

Ta: (b\'{ >

Ce:

Subject: RE: no-fly follow-up questions

()

@R =nd @ thanks so much--this is great and Il get the inflo-to the staffers with appropriate SSI warnings, of course.

Thanks again!

----- Qrginal Message-----

)@ Sent: Sunday, Decamber 08, 2002 1:15 PM
\7 Ta: ‘

Cc:

Subject: ne-fly follaw-up questons

]

this is in response to the few questions we recieved when we briefing the Hill on the Watchlists. | thought this was
taken care of so | apologize for the late response. Just to efresh,

(X9

Q: How many “false positives" occur and does TSA keep track of them? If so, how many are on record?
. ]

the majority do not. Cohsequently, TSA does not have the
0 do so. TSA believes the most effective way to avoid “false

Here are the questions as | see them: 1

b~ - o
A: While a few carriers keep track of "false positives,

1510.79(c ability to record this data nor is there a pressing need t

1$20.7 J )| positives” is to be sure the

Selectee. TSA is working to develop clear guidelines to this
end.

GX;) Q: How many individuals on the lists are U.S. citizens?

| §7.0'7(o~>
1$%.7()

o] SR —
(B0

(bX(a) -I’l let you make the appropriate phaone calls to those staffers who asxed and were interested in these questions.
Special thanks tc @ for bringing this info together. We'll et you know how the-issue is-coming this week.

thanks (L)(é) | (@(a)

Special Assistant to the Associate Under |
Secretary for Security Regulation & Policy
U.S. Department of Transportation |
Transportation Security Administration (EXC)
Room 3034, GSA Building ‘
400 Seventh Street, S.W. . |
Washington, DC 20590 ‘

Tel: (202)385-1257
Fax:(202)493-1735

0041



TALKING

WATCHLIST

POINTS

CONFUSION

There have been a number of derogato

[ndividuals placed on the Selectee list

they are subjected to closer screening ¢

(W8

Individuals placed on the No Flv list ar

Sensitive Security Information which

Problems have arisen wherein individu
screening, or denied boarding, when in

ent contains Sensitive Security Inf
ay be released to persons without

ission of the Under Secretary of Tran oéta::;
in civil penalty or other EM Gaovern

watchlists the TSA publishes, a Selectge list and a Non Fly list.

watchlist. Several such cases are under investigation t¢ determine why the
individuals are flagged even though they are
not on a TSA watchlist.

SENSITIVE SECURITY INFORMATION

berfation that is cantrolled under 49 CFR
eed ta know, as def‘mbd in 49 CFR 1520 xceptwuth the
n for Security, Washington, DC. U
ment agencies, public release j

December 1‘1, 2002

ry media articlés concerning the two

| L)(B
i Qo7(>

sz)

)(Zo 7()

when they check in for an air carrier flight j?"‘ ;g@
T 20.7(c

han other individuals. 150 7(7

e

e lists are .
nust be properly handled and safeguarded. |

(L>(3>

152 7/)
' 150.7()
15 7(,:)

[eXe)
1S20,7()
(2677 b)

[$28 .7[(_.)

1S .7(5)

()
(S 7(@)
($1w.7 (b
1 l(io 7 (J)

als hate been sﬁbjected to additional
fact they were not on either TSA

. No part

uthorized release
governed by S U.S.C."

0042
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|6

the individuals might be ona U.S. /SZ"’-_)()
Immigrations Service or other federal lagency list. However, it is unclear how these | /5207 )
lists might interface with the air carrier reservation systems. : 15207 c}

[(26-7/,)')

U’X’J . 10. TSA is moving to address these problems by establishing firmer guidelines-
l §Zo.7{f~> equiring more biographical

/§20.7(9)
[$70.7 (‘—) :
1 C2o, 7()%‘

13’2-0.7(.3
1 $20. 7((

(X

S S

SENSITIVE SECURITY INFORMA

WARNING: This docy
of this document
written permisst
may result

nt contains Sensitive Security Informatian that is controlied under 49 CF
y be released to persons without a ne o know, as defined in 43 CFR 15227 except with the
n of the Under Secretary of Transporiatibn for Security, Washington, DC. authorized release
civil penalty or other action. For U.S. G€vernment agencies, public releaspAS governed by 5 U.S.C.

0043



From: L (b}(@
Sent: Manday, December 16, 2002 5:56 PM

To:
Subjec* RE:! Release of Information

ink that | have the answer for vou — if | understand the question.

Let me know if that answers your question.

[L)e)

----- Cnginal Message-----

From \
Sent: Monday, December 16, 2002 5:20 PM (L,)(G
To:

Subject: FW: Reiease of Infarmation

My understanding is that you are our "man in Havana" concerning SSI. What are your thoughts about the attached?

ing on page 3 of draft palicy Na. 7.

thaughts will be most appreciated.

(o))

----- Criginal Message----- >

From: | S ( bXC

Sent: Wednesday, December 11, 2002 4: 52 PM f

Subject: Release of Information

inking about our meetingjyesterday concerning the

(Apparently, there Is some histary to that necific request.)

coking at 49 CFR 1520‘_ and in discussing this issue with my colleagues, | don't think sectiocn 1520 applies

3}

O



b

Please let me knaw your thodghts.. '

Regards,

b — L
> Office of Law Enforcement and Security Liaison

202-385-1379

0045




Transportation Security

Administration

() Date: mecemL»er 1j8 2002

Re: | Meeting - Watchlist “ False Positive” Problem: December 18,2002, 3:00 p.m.

Meeting Overview

“To discuss the proposed Watchlist policy generally and to solicit air carrier support for efforts to

reduge the incidents of “false positives”, i.e., the mistaken identification of air travelers who are
not on either of the two TSA watchlists. '

i

i

|

— }
|
|

ATA; S, /T A (L) ((,>

Length of Meeting
Approximately 1:00 hour; Location: Conference Room 3522

0N
156:(=)
IS 7(L>
| [$S. 7()
l(us.';(,)

(Attachi

ment Nos. 2 an | 3)

'TON/EQR OFFICIAL USE ONLY

UTY INFORMATION THAT IS CONTROTLED UNDER THE
CUMENT MAY BE RELEASED
RTATION FOR SEQURIT
ALTY OR OTHER A
DER 5 US.C. 552.

ASHINGTON, DC 20390.
N. FOR U.S. GOVERNMENT

0045
0

I




Things to Watch Out For

()
by
($257/a)
[S20.7(4)
(§28. 7(
1570.7(0

RN -

Attachments ' e
No. 1 Draft Policy No. 7, dated December 11, 2002 —SECD oCw

No. 2: Alaskan Airlines Email dated December 11, 2002
No. 3 Alaskan Airlines Email dated December 16, 2002

—

cc: w/attachments

. (1)(e)

WARNING: THIS DOCU
" PROVISIONS OF 49
PERMISSION

0047



. Attachment No. 2

R L))

Below are the answers to your questions.

How does Alaska Airlines’ system works in terms of handli g Selectee/No Fly
list passengers?

When Alaska Airlines receives a new list fro

the TSA (L)
1$26 7#:)
(520 79(J

s

Please briefly explain how the system works?
When a person

/fzo.7(L). :
()(2) HiH

Let me know if you have any other questions%.

]mm

Alaska Airlines

SENSITIVE SEC

ITY INFORMATION/FOR OFFIC .SE ONLY
WARNING: THIS DOCUMENT COMNTAINS SENSITIVE SECURITY INFO TION THAT IS CONTROLLED
PROVISIONS OF 49 CFR P 1520. NO PART OF THIS DO {AY BE RELEASED WITHOUT
PERMISSION OF THE JASDER SECRETARY OF TRANSPORTA ON FOR SECURIT Y, WASHING , .
UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PEN, OR OTHER ACTION. FOR U.S“GOVERNMENT

GENCIES, PUBLIC AVAILABILITY TO B€ DETERMINED UNDER 3 U.S.Cr552.
. y




=~

L B (@@

I've asked Sabre since October to help us fix
it is urgent enough and are dragging their fes

v Attachment No. 3

this problem, but they don't feel
t. ' ‘

A few options that may work.

ol They won't change the program unle
2.

4. Get CAPPS II up and running so the goves
Alrlines would be very interesting in testing

mment handles the name lists. Alaska
CAPPS II. :

s asked by the TSA. (In writing)

Thanks for working with us. This has been such a headache for me. Any solutions

tsa.dot.gov writes

or combinations would be oreatly apprec1ate¢l. i

= Hany !!anlks to both of you for the informatipn. It is a big hélp to.

understanding the problem of people being puiled aside when they are not on a

watchlist. Any suggestions how to assist the j

flagged by Sabre but not on a TSA watchlist?

Again, many thanks.

UNAUTHOQ D RELEASE MAY RESULT
AGENCIES, PUBLIC AVAILABILITY TO.B

ﬁom\fmno N THAT IS CO

DCUMENT MAY BE| RELEASE
DRTATION FOR $

FALTY OR OTHER|
NDER J U.S.C. 552,

assenger who i§ continually

ON FOR U.S. GOVER.NMENT

(56)

(S.7e)
15%.7(3)

1$10. 7(1} .
() Hian

0049
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United S
Transportation Security Administration

CER

tates Department of Transportation

Memorandum

Subject:
From:

Ta:

(L))
/NG

[S2e n(:)

(+)Xs)
(W6
(5257
/{20.7@
{Qof](l‘

N

ARNING: TH

\Y RESULT IN CIVIL PENALTY OR OTHER ACTION, FOR U.S..GOVERNMENT AGENCIES, PUBLIC .

Development of Watch List Policy Date:  January 7, 2003
Reply to
L){é) Attn. of
cc

You requested a list of areas in which we will need support to finalize a watch list policy.
The deadline established by Adm. Schor for completion of the policy is January 20, 2003.

Please note that during the briefing for Adm Schor on January 6, Maritime and Land Securit
proposed that

Adm. Schor expressed reservation whether it is appropriate, at this time, to take this step.
However, he instructed I co work with Intel and Regulation and Policy on the

proposal. (LXC)

owing are the areas in which we need support to finalize the watch list policy.

The foll

SENSITIVE SECURITY INFORMAZION/FOR OFFICIAL USE ONLY

DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
49 CFR PART 1520. NO PART OF THIS DOCUMENT MAY BE RELEASED WITHOUT THE WRITTENPERMISSIO
ER SECRETARY OF TRANSPORTATION FOR SECURITY, WASHINGTON, DC 20390, UNAUT

OVISIONS
THE

TERXIINED UNDER 5 US.C. 552.

B

y .

DER THE

N



Needed Watch List Support MemoNeeded Wat ‘

N

)

ENSITIVE SECURITY INFORM

YARNING: THIS DOCYMENT CONTAINS SENSITIVE SECU
ROVISIONS OF 49 CERPART 1520. NO PART OF THIS DOCUM
F THE UNDER SECRETARY OF TRANSPORTATION FOR SEC
(AY RESULT IN £TVIL PENALTY OR OTHER ACTION. FOR
ETERMINED ADER 5 U.S.C. 552.

O O dist

h List Support Memo

f

RELEASED WITHOUT THE WRITTEN P

.S, GOVERNMENT AGENCIES, PUBLIC AV ILITY TO BE

0051



From:

Sent: Tuesday, February 04, 2003 3:16 PM
To:

Subject: FW: Watch List Work Group
fmportance: High

----- Original Message-----

From S
Sent: Tuesday, Januarv 07, 2003 4:49 PM
\® To:
Rb Cc:
Subject: Waten List Werk Group
Importance: High

On January 8, Adm Schor was briefed on "Watch List” issues. At the end of the briefing, Adm
Schor directed us to formalize a "Watch List” policy no later than January 20.

has the lead on this effort for Policy. NGz v o assisting @} They

are pulling together a working group to address the issues related to the Watch List and to
. coordinate a written palicy.

The ffollowing are the areas in which we need support to finalize the watch list policy.
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We would appreciate it if you would designate someone to represent your organization on
this workgroup so the policy can be developed and coordinated in time to meet Adm
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Avcho.r's‘ suspense date.
Thanks for your assistance. :
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WATCH LIST WORKING GROUP
COORDINATION MEETING

AGENDA

Sign In
Review Briefing for Vadm Skhor

Review Issues and Task Assignmenty
Develop TSA Policy Document that: |
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. 4. Straw man Draft Policy
5. Working Group Schedule

6. Next Coordination Meeting (date/tiﬁm/place)
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WATCH LIST WORKING GR@UP SCHEDULE

. January 10, 2003

- Fnday, January 10 ‘ ' First coordination meeting; task
' ' ' assignments '
Monday, January 13 _ _ Second coordination meeting;

identification of major issues
requiring policy decision’

Tuesday, January 14 | . Subrnission to Policy by COB of -
o ‘ written input (via email) for
draft/policy '
Wednesday, January 15 o ‘Compile input into policy and -

distribute draft to working group
for rgview, final comments

Thursday, January 16 ~ Fina] comments to Policy by
. ' ' noon (via email)

Friday, January 17 - . : Final draft policy to working
' -1 group members for sign off
by principals

| Monday, January 20 . A Final sign off complete by noon;
: ". submijssion of Final Draft Policy
“to Vadm Skhor




(V8]

. Pass Sign-in Sheet

. Review Input from Office ¢

- WATCH LIST WORKING GRQ
MEETING N

COORDINATION

AGENDA

Review Progress of Work for Each Issue

.- Discuss Alternative View

- Discuss Additions/Deletipns, if any

Review MOU Input
- Discuss Alternative View

Discuss Other Concerns/Iss
Revise Work Schedule ‘

Next Meeting of Working

ues

rroup

f Intelligence
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WATCH LIST WORKING GROUP
TASK PROGRESS UPDATE

Issue No. 1: . _ s 3'
Action: (L’X> | (X)

Status: | | /§20(7 I>

Issue No. 2:

Status:

— '

(\X(Q Issue No. 3:

Action:

(H)(®

Status:

WARNING: THIS DQCUMENT CONTAINS SENSITIVE § RITY INFORMATION THAT IS CONT
THE PRQVISION

ULT IN CIVIL PENALTY OR O
GOVERNMENT AGENCIES, PUBLIC AVAIL LITY TO BE DETERMINED UNDER
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Issue No. 4: Standardize air carrier impleme

(H(e)

Action:

Status:

(o
(o

Mzo 7(

Issue No. 6:

Action:

o

Status:

N—

SECURIW INFORMA|

WARNING: THIS DO
THE PROVISIONS-CF 43 CFR PART 1520. NO P
WRITTEN P ISSION OF THE UNDER SECRET,
20590. AUTHORIZED RELEASE MAY SULT IN

GyR‘NMENT AGENCIES, Pusucf\ymn_m TO BE

A

QFFICIAL USE ONLY

ENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED N‘DER/
;)’5 THIS DOCUMENT MAY BE RELEASED W UT THE
Y OF

TRANSPORTATION FOR SECURITY, W,
CIVIL PENALTY OR OTHER

INGTON, DC

ION.  FOR US

DETERMINED UNDER 5 U.S.C_552.
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Issue No. 7:

Action:

Status: ‘

Issue Nb. 8:
Action:

Status:

Issue No. 9: Provide corrdinated TSA public affairs response to watch list inquires
Action: /
.

Status:

SENSITIVE SECURITY INFORMAT

/

OF THE UNDER SECRETARY OF T
20530. UNAUTHORIZED RELEASE MAY RESULT IN
GOVERNMENPAGENCIES, PUBLIC AVAILABILITY TO BE
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cument contains Sensitiv
48 CFR 1520. No part of tp4

ecurity information that‘ is
document may be released to

"WARNING:
‘controlled und

or other action.
U.S.C. 552."

ease may result in civil penal
. public release is governed b

migton, DC. Unauthorized
.S. Government agenci

Wednesday, January 22, 2003 5:54 PM

Coundl on American Islamic Relations (CAIR) -

Need some help.

| should get back to her soon, if possible.
Many thanks,

ut a need to know as defied in 49 CFR 1520, exce
{/ry of Transportatlon for

dlty or other action.
vy 5 U.8.C. 552."

ission of the Under Secr
ton, DC. Unauthorized reledse may resultin civil pe

. Government agencies, public release is governed
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From:
Sent:
To:
Subject:

RE: Council on American Islamic Relations

S | - \
Wednesday, January 22, 2003 6:F1 PM (EYLB
(CAIR) -
(b

ginal Message-----

L : g
Wednesday, January 22, 2003 5:54 PM (LXQ)
- Coundil on American Islamic Relations (CAIR) - Asif Igbai|

some help.

| shou

Id get back to her soon, if possible.

Many thanks,

03

Senior|Advisor

Office
- Room
400 7t
Washi

Of Security Regulation and Palicy
8522, GSA Buiiding

h Street, S W.

ngten, D.C 20590

202-385-1820




Agency Contact Information:

oo
Title: Intelligence Operations Officer

—

intended to influence an audience.

more than one country.

for any other mode of transportation.

Name of Watch list: No-Fly List

individuals who
L. Terrorists Only

'|2. Both electronically and manuaily

4. External Only

II. Watch List Development and/or Maintenance

9,

Transportation Security Adrm"nistra

GAO Survey of Federal Agencies’ Use of
Domestic and International Terrorists ar

|

-
Organization: Transportation Security Intelligence Seﬁvice, TSA ' A((p)
Telephone: ‘

tion (TSA)

“Watch lists” of
1d Criminals

7

—J

1. Definition of Domestic and International Terrorist and/ﬁr Criminal
I

TSA uses the definition of terrorism contained in Title 22 of tHe United States Code,
Section 2656f(d). That statute contains the following definitioHus:v

--The term "terrorism” means premeditated, politically rnotivalted violence perpetrated
against noncombatant targets by subnational groups or clandestine agents, usually

--The term "international terrorism” means terrorism involvingi citizens or the territory of
I

TSA does not specifically define “criminal,” ag TSA does not watch list criminals.

**Please note that the current TSA watch lists only identify potential threats to aviation
and are only implemented by air carriers. TSA does not curren tly administer watchlists

Purpose of Watch list: The purpose of the No-Fly list is to prevent the transport of - b(3)

/1520.7(c)

3. As of August 1, 2002, there were-ndividuals listed on the No-Fly list. b(3)

/520.7@) b)
b(z)



5. Allindividuals placed on the No-Fly list are added-or removed based on the request of
and/or information provided by a U.S. federal intelligence or law enforcement agency.

/S'Z-O.7(c_)
tee, <)

. Since TSA as two watch lists, N-Fly and Selec
list on which the individual is placed is based upon iR

the determination of the

The placement of individuals on the No-Fly list is guided by two primary principles:

b(3)
/520.7(c)

()
However, these principles are necessarily subjective, providing guidelines, not “hard and
fast” rules. ECEEEEENNY , . o :

b(s)

b(3)
I520.7¢)
()

6. Fhe requests for the addition of names to the No-Fly list must be conveved via record

message traffic or a paper request (faxed or emailed), which ensures a paper trail on how

the request came to TSA and what the justification was for the request. Any aberrations

in application of the watchlisting criteria are noted and maintained in a file. The% b(c,)
amended

“reviews all additions before the list is
and dissemunated.
b(2)

1520.7¢)
(JJ

8. The requests for the removal of names to the No-Fly list must be conveyed via record

message traffic or a paper request (faxed or emdiled), which ensures a paper trail on the
justification for the removal request. Any aberrations in application of the removal

critena are noted and maintained in a file. The b((,)
-ex'iews all removals before the list is amended and disseminated.




9. The |

ist is updated as necessary, if requests are recsived for additions/removals.

10. The information is classified “For Official Use Only.” Additionally, it is labeled as
Sensitive Security Information (SSI), which ig a handling and|dissemination caveat,
which specifies that only personnel involved ih aviation secunty are allowed to have
access to the list and its contents. SSI ensures|that only individuals who are involved in
aviation security are allowed to review and hapdle the list and its contents.

b(3)

/5'20.7(q)
(b)
(j)
13, A
B. The following biographical b( 3)
. - B I, 15207 @)
| — Cb)
D. RV ]
E. ())
F @ :
14. TSA shares all or some of this information with select Federal, state, and local
agencies, as well as private sector firms. |
‘ K3)
| R 1520:7(j)
Informauon with other federal agencies based o

provided the information on the particu

1

l

B. State agencies: law enforcement, if personnel are directly involved in aviation
security.

C. Local agencies: law enforcement, if personne| are directly involved in aviation
security.

- 0152



e j(3)
‘ ' g et /520, 7 ()
' (b)
: (J‘ )
datais 1th Federa o mteugn S, e . . i 5};-(‘:;(4)
involved in aviation security or are granted adcess to the information by the originator of

that information. TSA also shares this information from the o-Fly list with state and (b)
local law enforcement personnel that are direqtly involved with aviation security. TSA (c_)

T (j)

D. Private Sector: Commercial Airlines.

16.

e b(5)
S 151"7(j)

17. Whether federal, state, local, or private sector, TSA provides watch list data only to
persons who “need to know” the information t#) perform their duties in aviation security,
or are permitted access to the information by the originating agency. -Agencies that
provide the information to TSA do so with the iunderstanding that it will only be shared
with those persons. Unauthorized disclosure would jeopardize other agencies’
willingness to provide information to TSA in tlﬁe future.

Name of Watch list: Selectee List

Purpose of Watch list: The purpose of the Selectee List is to ensure additional security b(’))

screening measures are applied to individuals

. These individuals are (R HI A
he additional security screening is deemed sutficient to ensure these persons
are not d threat to an aircraft, its passengers, or %:rewmembers. :

1. Terrorists Only

2. Both electronically and manually

H2)
3. As of August 1, 2002, there were-individuals listed on the Selectee list. b(3> ,
| /520 7@)Ck)

4. External Only

5. All individuals placed on the Selectee list are pdded or removed based on the request
of and/or information provided by a U.S. federal intelligence or law enforcement agency.

b(3)

1s30.7(¢)
&Y,
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the request came to TSA and what the justificati

criteria are noted and maintained in a file.

-r reviews all removals before the list 15

10. The information is classified “For Official U
Sensitive Security Information (§SSI), which is a
which specifies that only personnel involved in
access to the list and its contents. SSI ensures th
aviation security are allowed to review and hand

Justification for the removal request, Any aberrations in application of the removal

9. The list is updated as necessary, if requests are received for additions/removals.

6. The requests for the addition of names to the Selectee list must be conveyed via record
message traffic or a paper request (faxed or emailed), which ensures a paper trail on how

on was for the request. Any aberrations
in application of the watchlisting criteria are noted and maintained in a fileb

r reviews all additions before the list is amended

8. The requests for the removal of names to the Selectee list must be conveyed via record
message traffic or a paper request (faxed or emailed), which ensures a paper trail on the

menaed and dissermunated.

se Only.” Additionally, it is labeled as
handling and dissemination caveat,
iviation security are allowed to have

at only individuals who are involved in
le the list and its contents.

(v)

B()

/sw-7(c>

()

He)

6
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b3)
[s7
@)
(b)
(J)
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13. A,

B. The following blocraphl al data is include

b(=)
15%207@)-(c)
¢j)

in the Selectee list:

14. TS A shares all or some of this mformatlonl with select Federal state, and local
agencies, as well as private sector firms.

15 A, Federal Agencies: law enforcement andi intellioence

e -~: SA snares -
mrormdnon with other Ie era aoenmes based bn the release given by the aoency that
prov1ded the information on the particular individual on the Selectee list.

B. State agencies: law enforcement, if agency is directly involved in aviation security

C. Local agencies: law enforcement, if agency is directly involved in aviation security

D. Private Sector; Commercial Airlines. B

This data i is shared with g oe Nich are 7
ext er mvowed In aviation security or are granted access to the information bv the 157‘0'(!>
onginator of that information. TSA also shares this information from the Selectee 1st(

with state and local law enf01cement personnel that are dlrectly involved with av1at10n (J>
security. TSA disseminates \GGEEEEEE :

@ 6(>)
j 15207 (§)
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17. Whether federal, state, local, or private sector, TSA provides watch list data only to
persons who “need to know” the information|to perform their duties in aviation security,
or are permitted access to the information by|the originating jagency. Agencies that
provide the information to TSA do so with the understanding that it will only be shared
with those persons. Unauthorized disclosure|would jeopardize other agencies’

. willingness to provide information to TSA in|the future.

III. Watch list Policies and Procedures

1. No

2. No, TSA does not have an official watch ligt data sharing ;grecmcnt with any agency. ( )
However, TSA does have general memorandu ) b(>

i
N
\VJ
NS

3. Yes. TSA directly shares the No-Fly and Sklectee lists wit
TSA shares this information with other agencies on an ad hoc basis,
depending on involvement in aviation security and release by originating avency- (_))
and state and local law enforcemert agencies may|be provided this
informaticn as required and approved.

4. Electronically.

5. TS A shares the lists electronically via telecommunications links and web access.
IV. Watch list Users—Those Who Access and Use Other Aigencies’ Watch lists

Name of Watch list JSEIY L ; b( )174
. k3 l;’
| b(3),

Agency Providing Watch list:

1522:7(j)

How Does Your Agency Use This Watch list: TSA only has|direct access to one
intelligence or law enforcement watch lis

1. Terrorists only.

2. Electronically. -

3. Intelink. |
4. Yes.
5. Real-time.

0156




6. Yes.

‘ 9. Yes.

V. Information/Data Architecture

V1. Consolidation of Watch lists

"1, Yes.
2. No.
3. N/A

4. Each agency’s watch list serves a purpose particular to the interests and missions of
that agency. For example, the TSA No- FI}A and Selectee lists contain names of 3,)
individuals who may o . N .

n

0157



However, on an ad hoc basis, when TSA Has requested information from other
agencies on a specific watchlisted individual, those agencies have been very
responsive in providing what information they have available, usually in hard copy.

K3) .
/57«0'7())

b(s)
K(3)

/9476)

0

B(s)

ormunercial air carriers, as well as b(3)
i ; el This
wmnsme ana Loca aw enrorcemen[ entities when /S20 @)

@)
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1

responsible for aviation security, such as law enfopcement officers at alrports.
However, this information is shared on a strict “need to know” basis when law
enforcement involvement is necessary.

- ‘ HE)Q%

-
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-Mathison, Ted | | \ .

| —m——

From:
Sent: " Wednesday, December 11, 2002 6:11 PM _ ’ . 5((9
To: ‘ faa.gov
Ce: W |
2
. Subject: Re: Selectge/No Fly Listing Procedures : o
o (V)

Below are the answers to your guestions.
How does Alaskas Airlines' system works in terms of handling Selectee/No Fly
list passengers?
When Alaska Airlines receives a new list from the TSA

'Plgase briefly explain how the system works?
r‘When & |person - - . 2

b(»)
/5207(a)
/5207 (6)

b(2)

Let me| know if you have any other questions.

h ble)

-

S Y )
>Morning !
> ' .

>Could you please advise: per TSA Intelligence| (TSI) request, how dces
>ARlaska |Airlines"’ System works in terms of handling Selectee/No Fly list
>passengers? Flease briefly explain how the System works? What does Alaska
>Airlinels consider a match? What procedural Steps do you take upcn receiving
>a matchP? -

3 | | |

>Apparently there have been a couple of instances whereupon an individual
>has been on a list, however they are not on tﬁe TSI listing, hence we

and myself) are trying tg clear up this problem and .é(/ :
>need yolr assistance in describing your proce#ures. . @
> ' |
>Thanks ln Advance,
>

0160 (8



Mathison, Ted ' L
From: : Palaskaair.cdm] -

Sent: onday, December 16, 2002 4j47 PM. v :
To: ' e : A A/O)
Cc: w ) ) ' '
Subject: ¥ "Re: RE: Selectee/No Fly Listing| Procedures Ol

b(e)

I've asked Sabre since Octaober to help us fix this problem, but they don't feel

it is urgent enough and are dragging their feet.

options that may work. N : : A(%%)

~

- They won't change the program unless | SA. (In writing) - /5747@)
ol e o 7()‘}
B E———— . ' /5‘70.-7(/)

'-6(2)

Get |CAPPS II up and running so the government handles the name lists. Alaska
Airlines would be very interesting in testing CAPPS II. ‘

Thanks |for working with us. This has been sudh a headachehfor me. Any solutions
.dot.gov writes:

% Or combinations would be greatly appreciated. ‘ _
7 L)
>Many thanks to both of you for the informatipn. It is a Hig help-té

>understanding the problem of people being pulled aside when they are not on a’
>watchlist.Any suggestions how to assist the passenger whg is continually
>flagged by Sabre but not on a TSA watchlist? ’

P> _ A

~>Again,| many thanks.

f é/o).




