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MINORITIES WILL BEAR THE BRUNT OF "SHOOT-TO-KILL" POLICIES 

N E W REPORT DOCUMENTS DANGEROUS TREND TO SUBSTITUTE RELIABLE INTELLIGENCE WITH 
STEREOTYPED PROFILES OF TERRORISTS 

"Shoot-to-Kill" policies discriminate against minorities and violate legal norms on the use of lethal force, the NYU 
Center for Human Rights and Global Justice (CHRGJ) charged in a report re leased today. The 71 -page report, "Irreversible 
Consequences: Racial Profiling and Le thal Force in the 'War on TeJTor' ," critiques Training Keys issued by the International 
Association of Chiefs of Po lice (TACP) that guide police officers on how to detect and neutralize a suspected suicide bomber. 

The lACP is the world' s o ldest and largest nonprofit organization of police executives with over 20,000 members in 
over 101 countries. The IACP trains law enforcement officers in the U.S. and abroad with a view to promoting the exchange 
of best practices. The Training Keys have the potential to influence police departments-particularly in tlhe U.S. where the 
IACP is headquartered- to train police officers to use behavioral profiling techniques, and to adopt and implement "Shoot-to­
Kill" policies in response to terrorism-related threats. 

Officers are told to look for specific behavioral and physical characteristics to identify threats, and then aim at the 
suspect' s head and shoot-to-kill. The Training Keys are retlective of "Shoot-to-Kill" policies that have emerged in the wake of 
September II , 2001 . ln 2005 a number of "Shoot-to-Kill" policies authorizing the use of lethal force against suspected suicide 
bombers came to light. Following the July 22, 2005 killing of Jean Charles de Menezes, the U.K. revealed the existence of its 
national. "Shoot-to-Kill" policy named Operation Kratos, which includes behavioral indicators similar to those. found in the. 
Training Keys . . ln late. 2005 the U.S .. National Bomb Squad Commanders. Advisory Board issued and distributed the first 
national. protocol on suicide bomber response. Also in 2005, reports surfaced that the U.S. Capitol Police had become the first 
U.S. police department to adopt a "Shoot-to-Kill" policy for dealing with suspected suicide bombers. Other U.S. law 
enforcement agencies are considering following suit. On Thursday, May 11 the U. K. government is expected to release the 
results. of its. official inquiries into the London bombings, which will include wide-ranging recommendations on how security 
services can better respond to terrorism threats. 

The CHRGJ report was co-authored by NYU Center for Human Rights and Global Justice Faculty Director and 
Professor Smita Narula, Research Director Jayne Huckerby, V1inda Grover, and Adrian Friedman. According to the report, 
contrary to accepted legal norms, the Training Keys promote the use of lethal force even when the threat of harm is not 
imminent and where the very existence of a bomb has not been confirmed. Instead, offi cers are encouraged to infer such a 
threat on the basis of overly-broad and cont1icting physical and behavioral characteristics, that will in the overwhelming 
number of cases target Mus lims, Arabs, and South Asians, or those pe rceived to fit into these categories. The report concludes 
that behavioral indicators found in the Training Keys, which make explicit references to Muslims, are in fact proxies for racial, 
ethnic, and religious profiling. 

' 'The power to deploy lethal force is an immense responsibility for any police officer," said Professor Smita Narula. 
"Instead of g iving officers sufficient guidance in the exercise of this responsibility, behaviora l indicators substitute reliable 
inte lligence with stereotyped profiles that encourage officers to treat innocent behavior as threatening." 
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According to the report, the indicators contained in the Training Keys are overly-broad and prone to error. Officers are 
told to look for individuals who wear bulky clothing in the summer, pace back and forth, fidget with something beneath their 
clothing, fail to make eye contact, wear too much cologne, or have strange hair coloring. The indicators are also contradictory 
and inconsistent. Officers are told, for example, to look for individuals who are nervous and individuals who are calm, 
individuals who are overtly Muslim (those who mumble as if praying or who wear scented water for "ritual purification") and 
individuals who seem to hide their Muslim identity so as to blend in. 

In sum, the guidelines are meaningless to officers who only have a few seconds to decide whether an individual 
constitutes a real threat before deploying lethal force. "The lack of real guidance leaves officers to rely on their own 
assumptions and stereotypes on whom to treat as suspect. Studies have shown that officers will use racial and other stereotypes 
to read non-threatening behavior as criminal or threatening," said Jayne Huckerby. 

"The identification of suspects cannot be based on confusing indicators, o r on the assumption that all Muslims, or 
those perceived to be Muslim, are potentially terrorists," Narula added. "If people can be shot on the basis of these 
assumptions, mjstakes are bound to be made.". 

The potential for error has already been borne out in inc idents in London and Miami. On July 22, 2005 Jean Charles 
de Menezes, a Brazilian national, was shot and killed by police officers in London. The police initially claimed that they 
suspected de Menezes because he was wearing a bulky jacket that COU!ld have been concealing a bomb. Factors such as 
"mumbling," "pacing back and forth," and "being overly protective of one's baggage" could also lead to the erroneous 
targe ting of the mentally ill, as was demonstrated when Rigoberto Alpizar, an airline passenger with bi-polar disorder, was shot 
and killed by U.S. federal air marshals in Miami on December 7, 2005. 

Both Alpizar and de Menezes were also dark-skinned men who superficially matched what has become the generally 
accepted profile of the " terrorist"; namely, young Muslim, Arab, or South Asian men. In the "war on terror," individuals 
profi led on the basis of their race, religion, ethnicity, and/or nationality have been subject to stops and searches while driving, 
flying, traveling through airports, and e ven while praying. They have been illegally detained, deported, required to submit to 
special registration, "disappeared," and rendered to countries where it is likely that they will be tortured. 

According to the report, "profiling sends the problematic message that the security of some is worth more than the 
security of others; or worse, that human rights abuses against those who fit into this ill-defined category of 'terrorist' are a 
necessary pre-condition to ensuring the security of the nation." 

"Profiling in the context of a 'Shoot-to-Kill ' policy threatens the ultimate sanction-death by extrajudicial execution. 
The irreversible consequences of such a policy necessitate that police officers discharge lethal force only when necessary and 
only on the basis of reliable intelligence," added Huckerby. 

"Behavior pattern recognition" is already being introduced in airport and transportation security in the. United States, 
and in counter terrorism operations in the United Kingdom .. According to the repott, both "Shoot-to-Kill" policies and 
behavior pattern recognition techniques have long been used in Israel, whose counter-terrorism experts are actively recruited to 
train law enforcement and security personnel worldwide. 

The Center for Human Rights and Global Justice calls on states and police departments considering the adoption of 
such policies to ensure that these polic ies comply with fundamental human rights norms. Specifically, the Center calls on 
offic ials to: "Make public their plans to introduce these policies, invite dialogue with communities most threatened by them, 
and sufficiently train police officers on the prohibitions against racial proftling and the arbitrary use of deadly force." 

"Fundamental rights must not become casualties to the politics of fear that have characterized states' responses to the 
' war on terror'," Narula commented. "Only a faithful adherence to human rights norms can help ensure that all persons are 
truly secure and protected." 

The full report can be downloaded at www.chrgj.org 

The Centerfor Hunwn Rights and Global Justice (CHRGJ) at NYU School of Law focuses on issues related to "global 
justice," and aims to advance human rights and respect for the rule of law through cutting-edge advocacy and scholarship. 
The CHRGJ promotes human rights research, education and training, and encourages interdisciplinary research on emerging 
issues in international human rights and humanitarian law. Philip Alston is the Center's Faculty Chair; Sm.ira Narula and 
Meg Satterthwaite are Faculty Co-Directors; and Jayne Huckerby is Research Director. 
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Racial Profiling and Lethal Force in the 'War on Terror' 

I. Introduction 

l. This note is submitted to the United Nations (U.N.) Human Rights Committee (Committee) for 
the Committee's examination of the second and third periodic reports of the. United States (U.S.) 
at its 87111 session in July 2006. It is also hoped that the contents of this note will assist with other 
aspects of the work of the Committee on the topics set out below. 

2. This note briefly addresses how "shoot-to-kill" policies with respect to suspected suicide bombers 
may potentially violate Articles 2, 6 and 26 of the International Covenant on Civil and Political 
Rights (TCCPR) . . 

3. The contents of this note are based on a May 2006 report released by New York University 
School of Law's Center for Human Rights and Global Justice. (CHRGJ) entitled Irreversible 
Consequences: Racial Profiling and Lethal Force in the 'War on Terror' (attached).1 This report 
cri tiques two trends in "shoot-to-kill" polic ies that are embodied in T raining Keys issued by the 
International Association of Chiefs of Police (IACP)2

: 

a. The use of ceJtain behavioral and other indicators to detect a suicide bomber that act as 
proxies for religious, racial, ethnic and nationality profiling; and 

b. Removal of the usual safeguards that attach to the use. of force when responding to the 
threat of suicide bombers. 

II. "Shoot-to-kill". policies and incidents: Ge neral. 

4. The last few years have witnessed a proliferation of "shoot-to-kill" policies designed for use 
against those suspected of taking part in terrorist activity. ' For example, following the July 22, 
2005 killing of Jean Charles de Menezes, a Brazilian e lectrician who London police m istook for a 
suicide bomber, the United Kingdom revealed the existence of a national "shoot-to-kill" policy 
named Operation Kratos.4 
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5. Despite the serious and even lethal consequences of these policies, precise info rmation about theiJ· 
adoption, content, and implementation is often either unclear or unavailable to the public. Whi le 
not official government policy, the IACP Training Keys provide a useful insight intO. the content 
of these policies, as they are representative of "shoot-to-kill" policies that have emerged in the 
wake of September 11 , 200 1.5 The TACP Training Keys also have the potential to influence the 
adoption and implementation of future "shoot-to-kill" policies by U.S. police departments. This 
is because U.S. police departments are currently debating the adoption of such policies (see below 
paragraph 11 ); police officers are increasingly relied upon (and receive training in) counter­
terrorism activities;6 local police departments have independent authority to adopt and implement 
use of force policies;7 and the IACP is extensively involved in the training of U.S. police officers, 
including training on the use of force. 8 

6. As mentioned above in paragraph 3, the IACP Training Keys are emblematic of two trends in 
"shoot-to-kill" policies: first, the use of certain behavioral and other indicators to detect a suicide 
bomber; and second, the removal of use of force safeguards. While the use of lethal force may 
under certain circumstances be both necessary and justified, especially when responding to the 
imminent detonation of a bomb, the Training Keys promote the use of lethal force even when the 
threat of harm is not imminent and where the very existence of a bomb bas not been confirmed.9 

Instead, officers are encouraged to infer the existence of the "capability to detonate" a bomb or 
the threat of such use10 on the basis of overly-broad physical and behavioral characteristics, that 
will in the overwhelming number of cases end up targeting Muslims, Arabs and South Asians, or 
those perceived to be Muslim, Arab, or South Asian. 

7. The types of physical and behavioral characteristics listed in the Training Keys that should be 
cause for concern include: 

• 
• 
• 
• 
• 
• 
• 
• 
• 
• 

the wearing of loose or bulky clothing in the summer; 
pacing back and forth; 
fidgeting with something beneath one's c lothing; 
failure to make eye contact; 
being in a drug-induced state; 
strange hair co loring; 
wearing too much cologne; 
wearing talcum powder; 
being overly protective of one's baggage; and 
re ligious behavior e.g. "mumbling (prayer)"; " .. . sudden changes in behavior- for 
example, a fanatically religious person visiting sex clubs (or the reverse) ... "; and the 
smell of "scented water (for ritual purification) ." 11 

When read in conjunction with other parts of the Training Keys that make explicit references to 
"sbahid,"12 "jibad" 13 and "Muslim zealot," 14 the use of these indicators will lead to the 
disproportionate targeting of Muslims or those perceived to be Muslim. 

The Training Keys also remove the "usual safeguards" that normally attach to the use of force. 
Specifically the Training Keys: 

• Reject the requirement that the threat be imminent; 
• Omit reference to the requirement that lethal force be "necessary;" 

2 
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• 

• 

• 

Fail to ensure that responses to potential suicide bombers will be intelligence-led and 
instead focus on ill-conceived stereotypes and behavioral indicators that are 
contradictory, over-broad, biased, and prone to error; 
Do not reflect on the importance and nature of a command structure to ensure that uses of 
force are appropriately controlled; and 
Fail to contemplate the wide-range of potential suicide bomber scenarios or the wide 
range of responses that these scenarios may attract. 

8. Both the prevalence of "shoot-to-kill" policies and the representative nature and problematic 
aspects of the IACP Training Keys in particular have been recently addressed by the U.N. Special 
Rapporteur on Extrajudicial, Summary or Arbitrary Executions.15 

III. "Shoot-to-kill" policies and incidents: the U.S. 

Behavioral Indicators 

9. Since September 11, 2001, there has been an increase in the use of so-called behavioral 
indicators (or "behavior pattern recognition") by law enforcement officials to detect and prevent 
potential terrorist threats. For example, in January 2004 in the U.S., Boston's Logan airport 
became a test case for the use of behavioral indicators by Federal Air Marshals in air-transit 
security.16 The U.S. Transportation Security Administration (TSA) also intends to introduce 
purportedly race-neutral behavioral profiling more widely. 17 Senior U.S. intelligence specialists 
have similarly argued that it would be more useful to attempt to identify and isolate the type of 
behavior that might precede an attack rather than focusing on "the type of person who fits a 
profile of a terrorist."18 

"Shoot-to-Kill" Policies and Incidents 

10. The U.S. National Bomb Squad Commanders Advisory Board issued the first national protocol 
for suicide bombers response in late 2005. 19 The U.S. Capitol Police adopted a "shoot-to-kill" 
policy for suicide bombers in February 2004?0 According to this policy, officers ar·e trained to 
recognize the "usual traits and characteristics of suicide bombers" and are instructed to "aim for 
the head."21 

11. The adoption of "shoot-to-kill" policies is currently being debated by law enforcement officials in 
the U.S., at least one of whom has stated that "shoot-to-kill" would be the "inevitable policy" 
following a suicide bombing in the U.S.22 

12. On December 7, 2005, U.S. Federal Air Marshals shot and killed Rigobe110 Alpizar, a 44-year­
old U.S. citizen of Costa Rican descent. Prior to the shooting, Alpizar and his wife had boarded a 
flight in Miami headed to Orlando. Following an argument with his wife, Alpizar, who was 
visibly agitated and clutching his bag, ran to the front of the airline declaring that he had to get off 
the plane.23 After Air Marshals became involved and began to escort Alpizar off the plane, his 
wife ran after them yelling that her husband, who suffered from bi-polar disorder, was ill and off 
his medication.24 After being removed from the plane, Alpizar was shot and killed on the jetway, 
allegedly as he was reaching for his bag.25 Different accounts exist as to whether Alpizar claimed 
he had a bomb? 6 On 23 May 2006, the staffing/review team investigating events at the Miami­
Dade State Attorney's Office determined that "the shooting officers were legally justified in theLr 
use of force and no criminal charges will be filed."27 

3 
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IV. "Shoot-to-Kill" Policies and the ICCPR 

Behavioral Indicators 

13.. "Shoot-to-kill" policies which rely on facially neutral behavioral indicators to identify a suicide 
bomber may act as proxies for racial, ethnic, relig ious or nationality profiling in violation of 
Articles 2 and 26 of the ICCPR. T he ICCPR has been interpreted to prohibit both direct and 
ind irect discrimjnation28 on aJI of these grounds/9 and requires that differentiations be based on 
reasonable and objective criteria30 and be directed to a legit imate purpose in o rder to be 
justified?' 

14. Those responsible for the training of law enforcement officials have cautioned that behavioral 
profiles may be used as a proxy for profiling on the basis of race, ethnicity or religion.32 It has 
already been alleged, for example that the behavioral identification system at Logan Airport 
"effectively condones a nd encourages racial and ethnic profiling."33 

15. Indeed, in a climate of heightened scrutiny and state-sanctioned human rights violations against 
Muslims and those perceived to be Muslim because of their race, ethnic ity, or nationality, it is 
unrealistic to expect that police officers will implement behavioral indicators in a neutral manner. 
Further, the nature of behavioral ind icators which law enforcement officers are typically 
instructed to find suspicious (e.g. avoidance of eye contact or displays of fear and nervousness) 
may more readily attach to particular communities and result in their disproportionate targeting. 
For example, for Arab persons the avoidance of eye contact may be a sign of respece4 and 
members of minority communities may be more likely than members of the majority to be fearful 
in the ir interactions with police authorities?5 These considerations make it very likely that such 
indicators will have the purpose or effect of disproportionately burdening Muslims, Arabs and 
South Asians or those perceived to fit these categories. 

16. The differentiation that results from such measures is not j ustified. The following factors 
demonstrate that profiling on the basis of race, ethnicity, nationality or religion is a measure that 
is neither objective, nor reasonable, nor proportional. While the conclusions in this section draw 
primarily on U.S. examples, the reasoning that underlies these conc lusions is applicable to the 
problem of racial profiling and the "War on Terror" more generally. 

a. The profiling of Muslims, Arabs, and South Asians in a variety of counter-terrorism 
measures has not led to the successful identification of terrorism suspects; 

• For example, it is well documented that the widespread round ups and 
questioning of thousands of young Arab and Muslim men in the U.S. 
immediately after the events of September 11 , 2001 did not result in a single 
charge related to terrorist activity.36 

b. Profiling compromises the ability of police to work with communities to identify 
terrorism threats; 

• Profiling undermines the police's capacity to establish trust with the communities 
that they have identified as sources of information on security threats.37 This trust 
has already been compromised by widespread law enforcement operations 
targeted at particular racial, ethnic and re ligious groups.38 

4 
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c. Profiling diverts limited law enforcement resources away from identifying real threats to 
national security; and 

• Profi ling diverts limited law enforcement resources;3
Y threatens to undermine the 

very goal of security by sending the message to those planning terrorist attacks 
that the ir efforts will be successful as long as they deploy individuals who do not 
fi t this racialized "terrorist" profi le;40 and encourages the reporting of frivolous 
"tips" by members of the general public that further divert law enforcement 
resources, and in some cases have led to the arbitrary detention of those profiled 
by the general public.4 1 

d. Profiling institutionalizes prejudice and legitimizes the prejudicial behavior of the general 
public. 

• The connection between state-sanctioned profiling and the legitimization of 
private bias is evident in the dramatic increase in hate crimes against Muslims 
and Arabs and those perceived to be Muslim or Arab in the aftermath of 
September 11, 2001.42 These bias inc idents have continued since this period and 
although less physical in nature, they continue to include discrimination in 
employment and housing43 and are legitimized by both the Sta te and the 
intellectual elite .44 

Use of Lethal Force 

17. Policies that instruct law enforcement on how to respond to potential suicide bombers must not 
remove the usual safeguards that attach to the use of force. These requirement include: 

a. Proportionality ,45 including in the context of use of force against terrorism suspects;46 

b. Necessity; 47 and 

c. Use of non-lethal means where feasible.48 

18. Removing the requirements that a threat is imminent and that lethal force is "necessary", and 
encouraging the use of lethal force on the basis of mere suspicion or fai ling to require a 
reasonable basis to believe that the suspect even has a bomb to detonate, strip the use of force of 
its usual safeguards. 

19. This removal or watering down of safeguards on the use of lethal force amounts to a tacit 
assertion that current uses of force standards are inapplicable or ineffective in countering real 
suic ide bombing threats. Such an assertion misses the function of prevailing legal standards on 
the use of lethal force, which is. not to deny law enfo.-cement officials the authority to. use lethal 
force when required, but rather to ensure that lethal force is only used when it is required. 

5 
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V. Recommended Questions 

20. Following on from paragraphs 449 and 1550 of the Committee's List of Issues, the Committee 
may wish to ask questions or adopt conclusions that encourage the U.S. to: 

a. Make public the existence and content of any "shoot-to-kill" policies and any plans to 
introduce these policies. In this regard, the Committee may wish to reiterate the need for 
transparency and open dialogue around measures that have the potential to affect the 
security of persons in the community; 

b. Ensure that police officers are sufficiently trained on the prohibitions against racial 
profiling and the arbitrary use of deadly force; 

c. Ensure that law enforcement officers do not substitute reliable intelligence with 
behavioral indicators that operate as prox ies for racial, ethnic, and religious profiling; 

d. Ensure that strategies for responding to potential suicide bombers operate within the 
framework of existing legal standards that include safeguards relating to necessity and 
imminence to check against arbitrary uses of lethal force; and 

e. Publicly investigate allegations of racial profiling and illegal uses of force in all counter­
terrorism measures and prosecute those found responsible for these violations. In this 
regard, the Committee may wish to refer to the conduct of the U.S. in relation to the 
Alpizar case, where officials made statements in suppott of the air marshals' actions even 
before an investigation into the incident was concluded and the report of that 
investigation was issued.51 

AboutCHRGJ 

The Center.f'or Human Rights and Global Justice. (CHRGJ). at NYU School of Uiwfocuses on issues related to 
"global justice, " and aims to advance human rights and respect for the rule of law through cutting-edge advocacy 

and scholarship. The CHRGJ promotes human. rights research, education and training, and encourages 
interdisciplinary research on emerging issues in international human rights and humanitarian law. Philip Alston is 
the Center's Faculty Chair; Smita Narula and Meg Satterthwaite are Faculty Co-Directors; and Jayne Huckerby is 

Research Director. 

Center for Human Rights and Global Justice 
New York University School of Law 

110 West Third Street Room 204 
New York, NY 10012 

Email: law.chrgj@nyu.edu 
Website: www.chrgj .org 
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