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Dear Ms. Pustay, 

Requesters American Civil Liberties Union and American Civil 
Liberties Union Foundation (collectively, "ACLU') write to appeal the 
Federal Bureau ofinvestigation's ("FBI") refusal to confu·m or deny the 
existence or nonexistence of records requested by Freedom of Information 
Act ("FOIA") request number 1315015-000 ("Request"). The request seeks 
records regarding the acquisition, possession, and use of cell site simulators 
deployed on aircraft. See Ex. A (FOIA Request dated November 19, 2014). 
Record/Information Dissemination Section Chief David M. Hardy's letter 
refusing to confirm or deny the existence or nonexistence of responsive 
records ("Response Letter") is dated March 26, 2015. See Ex. B (Response 
Letter). The ACLU respectfully requests reconsideration of this 
determination and the release of records t'esponsive to the Request. 

The ACLU requested release of five distinct categories of 
information pertaining to the acquisition, possession, and use of cell site 
simulators deployed on aircraft. See Ex. A at 3-4. The FBI denied the 
ACLU's FOIA t'equest with a Glomar t•esponse. The Response Letter 
invoked FOIA exemption (b)(7)(E) and stated, in conclusory terms, that 
"the FBI neither confirms nor denies the existence of records responsive to" 
the Request, because "[t]he mere acknowledgment of whether or not the 
FBI has any such records in and of itself would disclose techniques, 
procedures, and/or guidelines that could reasonably be expected to risk of 
[sic] circumvention of the law." Ex. B. 

The Glomar response provided het'e is far too sweeping and 
categorical. Under FOIA, an agency may invoke the Glomar response
refusing to confirm or deny the existence of requested records--<lnly if the 
very fact of the records' existence or nonexistence would "cause harm 
cognizable under an FOIA exception." ACLU v. CIA, 710 F.3d 422, 426 
(2013) (citation and internal quotation marks omitted). The FBfs Response 
Letter invoked FOIA exemption (b)(7)(E), but it is extremely unlikely that 
merely confirming or denying the existence of responsive records would 
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risk circumvention of the law by revealing a generally unknown law 
enforcement technique, procedure, or guideline-particularly in light of the 
widespread public controversy over airborne cell site simulators, other 
federal agencies' acknowledgment of their use, and the FBI's release of 
details regarding its use of cell site simulator technology. 

The Response Lette1· fails to adequately justify the sweeping and 
categorical Glomar response. The Response Letter provides only a 
conclusory explanation of the basis for invoking the Glomar response, and 
it does not explain why acknowledging the existence or nonexistence of any 
responsive records "could reasonably be expected to risk cil-cumvention of 
the law" by revealing a generally unknown law enforcement technique, 
procedm-e, or guideline. See 5 U.S.C. § 552(b)(7)(E); Ex. B. Further, the 
Response Letter makes no attempt to distinguish between the five distinct 
categories of information contained in the ACLU's Request or to explain 
why confirming or deny any particular category ofl-equested records would 
trigger the (b)(7)(E) exemption. The summary and categorical rationale 
provided in the Response Letter is not an adequate justification for denying 
the ACLU's FOIA request in toto. See Morley v. CIA, 508 F.3d ll08, ll26 
(D.C. Cir. 2007) (remanding with instructions that "the CIA must 
substantiate its Glomar response with 'reasonably specific detailm); 
Defenders of Wildlife v. U.S. Border Patrol, 623 F. Supp. 2d 83, 90 (D.D.C. 
2009) (declining to accept agency's conclusory statements of (b)(7)(E) 
exemption's applicability and instructing that agency must do more than 
"merely recite the statutory standards" (quoting Carter v. U.S. Dep't of 
Commerce, 830 F.2d 388, 392-93 (D.C. Cir. 1987)) (internal quotation 
marks omitted)); Riquelme v. CIA, 453 F. Supp. 2d 103, ll2 (D.D.C. 2006) 
("[A) Glomar response does not ... relieve [an] agency of its burden of 
proof." (citing Phillippi v. CIA, 546 F.2d 1009, 1013 (D.C. Cir. 1976)). 

Nor is it likely that the agency could provide an adequate 
explanation of exemption (b)(7)(E)'s applicability. Exemption (b)(7)(E) 
protects only law enforcement techniques, procedures, and guidelines that 
are unknown to the general public. Rugiero v. U.S. Dep't of Justice, 257 
F.3d 534, 551 (6th Cir. 2001); ACLU v. U.S. Dep't of Justice, No. 12 CIV. 
7412 WHP, 2014 WL 956303, at *7 (S.D.N.Y. Mar. 11, 2014) (Slip Op.). 
Because the FBI issued a Glomar response, claiming that (b)(7)(E) protects 
the mere existence or nonexistence of responsive records, the proper focus 
of the public knowledge inquiry is only the general subject of the request
that is, airborne cell site simulators. See Marino v. Drug Enforcement 
Admin., 685 F.3d 1076, 1081 (D.C. Cir. 2012) C'[l]in the context of a Glomar 
t·esponse, the public domain exception is triggered when 'the p1-ior 
disclosure establishes the existence (or not) of 1-ecords responsive to the 
FOIA request,' regardless whether the contents of the records have been 
disclosed." (quoting Wolfv. CIA, 473 F.3d 370, 379 (D.C. Cir. 2007)). 
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The FBI bears the burden of establishing that the use of airborne cell site 
simulators is not known to the public, see Davin v. U.S. Dep't of Justice, 60 
F.3d 1043, 1064 (3d Cir. 1996), but it is doubtful that the agency can do so. 
In 2014, the Wal l Street Journal published a report on the Justice 
Depru:tment's use of aircraft·mounted cell site simulators in criminal 
investigations. Devlin Barrett, Americans' Cellphones Targeted in Secret 
U.S. Spy Program, Wall Sl. J., Nov. 13, 2014, 
http://www.wsj.cornlarticleslamericans·cellphones-targeted-in-secret-u-s
spy-program-1416917533. Citing sources inside the Justice Department, 
the report explained how the technology works and provided details on its 
use by the U.S. Marshals Service aboard Cessna aircraft_ I d. According to 
the report, the Marshals Service "(s]ometimes ... deploys the technology on 
targets requested by other parts of the Justice Department." I d. After that 
report was published, there was widespread coverage of the program by 
mainstream media. See, e.g., Spencer Ackerman et al., US government 
planes mimic cellphone towers to collect user data- report, Guardian (Nov. 
14, 2014), http://www.theguardian.cornlworld/2014/nov/14/government
planes-mimic-cellphonc-towers-to-collect-user-data-report; Gai l Sullivan, 
Report: Secret government program uses aircraft for mass ccllphone 
surveillance, Wash. Post, Nov. 14, 2014, 
http://www. washington post.cornlnews/morning-mix/wp/20 14/11/1 <llreport
secret-government-program-uses-aircraft-for-mass-cellphone-surveillance/; 
Kim Zetter, The Feds Are Now Using 'Stingrays' in Planes to Spy on Our 
Phone Calls, Wired (Nov. 14, 2014), http://www.wired.com/2014/lllfeds
motherfng-stingrays-motherfng-planesl; Megan Geuss, Feds gather phone 
data from the sky with aircraft mimicking cell towers, Ars Technica (Nov. 
13, 20 14), http://arstech nica .cornltecb-policy/20 14111113/feds-gather-phone
data-from-the-sky-with-aircraft.-mimicking-cell-towersl. See also Matthew 
M. Aid, Spy Copters, Lasers, and Break-In Teams, Foreign PoUcy, Nov. 19, 
2013, http:l/foreignpolicy.com/2013/11119/spy-copters-lasers-and-break-in
teams/ ("Some of the vans, aircraft, and helicopters used by the FBI for this 
(surveillance of foreign dip lomatic and consular facilities in the United 
States] are equipped with equipment capable of intercepting ce ll -phone 
calls and other elect.J'Onic forms of communication."). 

Relatedly, previous government acknowledgment of information 
sought in a FOIA request waives an otherwise valid Glomar claim. Wolf, 
473 F.3d at 378. In response to a 2012 FOIA request, the Department of 
Homeland Security, Immigrations and Customs Enforcement released 
documents that included information on the purchase of an • Airborne 
Flight Kit• for a Stingray II cell site simulator and a class to train agents in 
its use. U.S. Immigration & Customs Enforcement, Limited Sources 
Justification and Approval - Harris IT Services Corporation (Sept. 20, 
2010), available at https://www.documentcloud.org/documents/479397-
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#documentlp44. The ACLU's pending Request was not limited to 
information about the FBI's "acquisition, possession and use of cell site 
simulators deployed on aircraft," but rather "the Department of Justice's 
and Department of Homeland Security's .... " Ex. A. Thus, the FBI's 
sweeping and categorical Glomar response cannot possibly be justified. See 
ACLU v. CIA, 710 F.3d at 428 (rejecting agency's Glomar response in part 
because FOIA request was not limited to documents regarding CIA drone 
use). 

Even apart from the media coverage and government 
acknowledgement of airborne cell site simulators, the FBI itself has 
repeatedly and publicly divulged details regarding ita use of cell site 
simulators generally, which bas also been the subject of extensive public 
debate. As a result of FOIA litigation pursued by the Electronic Privacy 
Information Center \EPIC"), the FBI released thousands of pages of 
documents pertaining to its use of cell site simulators, including FBI 
policies, legal analysis, and technical explanations. See Elec. Privacy Info. 
Ctr., EPIC v. FBI- Stingray I Cell Site Simulator, 
https://epic.org/foia/fuilstingray/; see also Ryan Gallagher, FBI Documents 
Shine Light on Clandestine Cellphone Tracking Tool, Slate (Jan. 10, 2013, 
2:14PM), 
http :1/www .slate .comlblogslf uture_tense/20 13/0 111 0/sti ngray _j msi_ca tcber _ 
fui_documents_shine_light_on_controversial_cellphone.html. Even at the 
pleadings stage, the FBI's answer to EPIC's oomplaint admitted a number 
of details of the kind sought by the ACLU's present request. See Defs 
Answer, EPIC v. FBI, No. 2013-cv-00442 (TSC) (Nov. 5, 2014) (admitting, 
inter alia, that the FBI had used cell site simulator technology to track and 
locate phones, that the FBI possessed documents concerning the use of cell 
site simulator devices, and that cell site simulators may collect information 
from non-targets). The FBI has also released reoords concerning cell site 
simulators to other FOIA requesters. See, e.g., 
h ttps://www .m uckrock .co m/foilunited -states-of-america -1 0/fu i-agree menta
with-harris-oorp boeing -and-meeting· minutes-re-sti ngrays-16083/#fi Jes. 
Beyond FOIA disclosures, the FBI has publicly disclosed details about its 
use of cell site simulators in numerous other judicial proceedings. See, e.g., 
United States v. Rigmaiden, 844 F. Supp. 2d 982, 995 (D. Ariz. 2012) 
(reviewing FBI's stipulations regarding its use of a cell site simulator in a 
criminal investigation); Uruted States v. Allums, No. 2:08-CR-30 TS, 2009 
WL 806748, at* 1 (D. Utah, Mar. 24, 2009) (reoounting FBI agent's step-by
step testimony on how he located an individual using a cell site simulator); 
Search Warrant to Obtain Location, Other Data, & Telephone Records for a 
Cellular Telephone Facility, In ReApplication ofthe United States for the 
Authorization to Obtain Location Data Concerning a Cellular Tel. Facility 
Currently Assigned Telephone Number (908) 448-3855, Mag. No. 12-3092 
(D.N.J. 2012) (publicly docketed search warrant describing cell site 
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simulatot1s capabilities). 

The FBI cannot avoid its FOIA obligations by resorting to excessive 
precision in defining the relevant law enforcement technique for (b)(7)(E) 
purposes. See Rosenfeld v. U.S. Dep't of Justice, 57 F.3d 803, 815 (9th Cir. 
1995) (e>o:plaining that allowing this strategy would let governntent 
"withhold information under Exemption 7(E) under any circumstances, no 
matter how obvious the investigative practice at issue, simply by saying 
that the 'investigative technique' at issue is not the practice but the 
application of the practice to the particular facts underlying that FOIA 
request"). The FBI's use of cell site simulators is well known and publicly 
acknowledged by the agency. The same is true of the FBI's use of aerial 
surveillance generally. See, e.g., United States v. Medina, 761 F.2d 12, 18 
n.6 (1st Cir. 1985) ("The F.B.I. conducted both an automobile and aerial 
surveillance of the site where the ransom was left."); Amato v. United 
States, 549 F. Supp. 863,867 (D.N.J. 1982) ("An FBI airplane overhead 
observed [the suspects'] movements."); Dan Roberts, FBI admits to using 
surveillance drones over US soil, Guardian (June 19, 2013), 
http:/lwww.theguardian.com/world/2013/jun/19/fbi-drones·domestic· 
surveillance; Nabiha Syed, Why the FBI Thinks Warrantless Drone 
Surveillance Is Constitutional, Slate (Dec. 17, 2013), 
http:/lwww.slate.comlblogslfuture_tense/2013/12117/fbi_slideshow_explains 
_whyjt_thinks_warantless_drone_surveillance_is_constitutional.html. 
The subject of the request is merely the conjunction of a well-known 
practice with a well-known technology. The Response Letter offers no 
explanation of why the fact of the existence of responsive records is exempt 
from disclosure. 

The FBI has failed to articulate a cogent rationale for refusing to 
confirm or deny the existence or nonexistence of records responsive to the 
Request, and it is difficult to imagine a et-edible justification in light of the 
information already available to the public and the nature of the 
information sought. Maintaining a Glomar response in this situation runs 
counter to the letter and spirit of Pl-esident Chama's directive that FOIA 
"should be administered with a clear presumption: In the face of doubt, 
openness prevails. The Government should not keep information 
confidential merely because public officials might be embarrassed by 
disclosure, because errors and failures might be revealed, or because of 
speculative or abstract fears." Barack Obama, Memorandum for the Heads 
of Executive Departments and Agencies, Freedom oflnformation Act (Jan. 
21, 2009), http:lll.usa.gov/rA14ol. 

Moreover, the FBI's position is inconsistent with the Department of 
Justice's reevaluation of its policy concerning disclosure of information 
about cell site simulator technology. See Devlin BatTett, U.S. Will Change 
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Stance on Sect·et Phone Tracking, Wall. St. J., May 3, 2015, 
http :1/www. wsj .comlarticle_emailfu -s-will-change-sta nee-on -secret-phone
tracking-1430696796-lMyQjAxMTI lNDAOMzEw NjMzWj ("Senior officials 
have also decided they must be more forthcoming about bow and why the 
[cell site simulator] devices are used."). Even assuming the FBI's Glomar 
response is proper-which it is not-the ACLU respectfully requests that 
the Request be reprocessed in light of the agency's revised position, and 
that the Glomar response be withdrawn. 

For the foregoing reasons, we respectfully request that you 
reoonsider the decision to neither oonfirm nor deny the existence or 
nonexistence of any records responsive to the Request and that you release 
1-ecords responsive to the Request. We look forward to your prompt 
response. 

Respectfully Submitted, 

Nathan Freed Wessler 
Speech, Privacy, and Technology Project 
American Civil Liberties Union 
125 Broad Street, 18th Floor 
New York, NY 10004 
(212) 549-2500 
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Freedom of Information Operations Unit (SARO) 
Drug Enforcement Administration 
Department of Justice 
700 Army Navy Drive 
Arlin~ VA 22202 
Fax: (202) 307-7596 

Record/Infomurtion Dissemination Section 
Federal Bureau oflnvestigation 
Department of Justice 
170 Marcel Drive 
Winchester, VA 22602-4843 
Fax: (540) 868-4995 

Office of General Counsel 
United States Marshals Service 
Department of Justice 
Washington, D.C. 20530-1000 
Fax: (202) 307-8544 

FOlNP A Mail Referral Unit 
Department of Justice 
Room 115 
LQC Buildi.i:!g 
Washington, DC 20530-0001 
Fax: (301) 341-0772 

U.S. Immigration and Customs Enforcement 
Freedom oflnfonnation Act Office 
500 12thStreet,'S.W., Stop 500.9 
Washington, D.C. 20536-5009 
Fax:(202)732-4265 

Re: Freedom of Information Act Request I 
Cell Site Simulators Deployed on Aircraft 

I 

November 19,2014 
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To Whom It May Concem: 

This letter is a request under the Freedom of Information Act by the 
American Civil Liberties Union ("ACLU"). This request seeks records 
regarding the acquisition, possession, and use of ceil site simulators deployed 
on aircraft. 

Cell site simulators, abo colled IMSI catchers (in reference to the 
unique identifier-<lr international mobile subscriber identity-of wireless 
devices), impersonate a wireless service provider's cell tower, prompting cell 
phones and other wireless devices to communicate with them. One model of 
this technology, which the U.S. Marshals Service and likely other agencies 
deploy on airaaft, is sometimes called a "dirlbox" or "DRT box," afu% il3 
manufacture~' Digital Receiver Technology, Inc. (DRn.• Cell site simulatrus 
are commonly used in two ways: to collect unique nwneric identifiers 
associeted wilh phones in a given location, or to ascertain the location of a 
phone when the officers lcnow the numbers associated with it but don't know 
precisely where it is. Both of these uses raise privacy concerns. Collecting 
unique identifiers of all phones in a particular location inherently collects 
location data on many inn~t people. And using a cell site simulator to 
ascertain the location of a specific cell phone can reveal !hat it is in a 
constitutionally protected ploce, such as a home, that has traditionally been 
immune from search unless law enforcement agents obtain a WIUTIIIIt based on 
probable cause. 

Even when law enforcement is using a cell site simulator to track a 
particular suspect's phone, the technology inevitably sweeps in infonnation 
about innocent bystanders • phones, and can interfere with their calls on the 
wireless network. Deploying oell site simulators on aiiplanes beightens 
concerns by affecting a larger geographic area and therefore more people's 
phones. 

A recent press report has revealed that the Department of Justice uses 
cell site simulators deployed on aircraft in criminal investigations? As 
explained by tho Wall Street Journal, the U.S. Marshals Service program 

1 See Devlin BIIJTCt~ Amencans • Cellphones Targeted in Secret U.S . .spy Program, 
Wall St J., Nov. 13, 2014, htlp:l/onlinc.wsj.com/artick:slanu~ricans-«llphones
tsrgeted-in«=t-u-Hpy-program-
1415917533?mod=WSJ_hp_t:BF'ITopS!Mes&cb"'loggcd0.8041513075437096. 
Othrr models of cell site simulalors produ<;ed by the Barris Corpomtion include lhe 
"Stingray: "Triggcafuh, u "Kiil&fim: and "Hailstorm." See Rym Gallagber, M«t the 
Macllinu that StetJI Your P~'s Data, An Teclmica (Sept 25, 2013), 
hUp:l/amteclmica.comltec.b·policyflOl3J09/meet-tho-mac::hinelt.that«eaa-yoor-pbanes
data/. 
1 See Barrett, n~pra note 1. 

2 

l 
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began in 2007 and involves regular flights using Cessna aircraft from at least 
five ai1p0rts. Each flight is able to collect data from tens of thousands 
cellphones. Other federal agencies are also known to have purchased 
equipment allowing use of cell site simulators on aircraft as well. For 
example, U.S. Immigration and Customs Enforcement purchased an 
"Airborne Flight Kit" for a Stingray ll cell site simulator as early as 2010.3 

This request seeks additional information about the Department of 
Justice's and Department ofHomeland Secority's acquisition, possession, and 
use of cell site simulators deployed on aircraft. 

Records Reauested 

Please provide copies of the following records aeated from January I, 
1997 to lhe present: 

1. All policies, guidelines, rules, practices, or legal analysis regarding the 
use of cell site simulators deployed on aircraft, including those 
conceming; 

a. restrictions on when, where, how, and against whom they may 
be used; 

b. what information can be acquired using thia technology; 

c. the possibility of disruption of lawful phone calls; 

d. protections for non-targets; 

e. limitations on retention and use of collected data; 

f. when a wftli'BDt or other legal process must be obtained; 

g. deployment ofthia technology in investigations condncted with 
other agencies or at the request of other agencies; 

h. disclosure of information acqnired using this tochnology to 
other agencies; and 

i. when the existence and use of cell site simulators may be 
revealed to the public, criminal defendants, or judges. 

' U.S. Immigration & Customs Enforcement, Umited So= Justification 
and Approval-Harris IT Services Corporation (Sepl20, 201 0}, avaiJDble aJ 

https:/lwww.documentcloud.org/documentsl479397-#document/p44. 
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2. Records regarding tho acquisition of cell site simulators that were 
meant fur aircraft deployment or were used on aircraft, including 
invoices, purchase orders, contracts, loan agreements, procurement 
documents (mcluding butoot limited to solicitation documents or 
notices of proposed contracts, proposed bids, unsolicited proposals, 
and/or documents justifying contmcting without full and open 
competition), correspondence with companies providing the devices 
(including. but not limited to, Boeing DRT and Hmris Corpotation), 
and similar documents. 

3. All applications submitted to state or federal courts for search warrants 
or orders anthorizing use of cell site simulators deployed on an aircraft 
in criminal investigatioru, as well as any affidavits or other documents 
tiled in support thereof: warrants or orders, denials of warrants or 
orders, and retums of wammts associated with those applications. If 
any responsive records aro sealed, please provide a record cootainiog 
the date and docket number for each sealed document. 

4. Records reflecting the docket numb~r. if unavailable, other 
identifying infotmation-of all criminal cases in which Jaw 
enforcement officers sought permission to use, were authorized to use, 
or in fact used a cell site simulator deployed on an aircraft as part of 
the llllderlying investigation. 

5. Records reflecting the number of investigations in which cell site 
simulators deployed on aircraft have been used, and the number of 
those investigations that have resulted in prosecutioM. 

Applicntlon for Expedited Processing 

We request expedited processing pursuant to 5 U.S.C. 
§ 552(a)(6)(E). There is a "compelling need" for these records, as defined in 
the statute and regulations, becnuse the information requested is urgently 
needed by an organization primarily engaged in disseminating infurmation in 
order to infOtm the public about actual or alleged govcmment activity. 5 
U.S.C. § 552(a)(6)(E)(v). 

1. The ACLU Is an organization primarily engaged in 
disseminating information in order to inform the public about 
actwJI or alleged government activity. 

The ACW is "primariiy eogaged in disseminating information" within 
themeaniogofthe statute and regulations. 5 U.S.C. 
§ 552(aX6}(E)(v}(II). See A.CLU v. Dep't of Ju.stice, 321 F. Supp. 2d 24, 30 

4 
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o.5 (D.D.C. 2004) (finding that a non-profit, public-interest group that 
"gathers infoiJJlation of potential interest to a segment of the public, uses its 
editorial skills to tum the raw matmal into a distinct work, and distributes that 
work to an audience'' is "primarily engaged in disseminating information" 
(internal citation omitted)); see also Leaden hip Conference on Civil RJgh/3 v. 
Gonzales, 404 F. Supp. 2d 246, 260 (D.D.C. 2005) (finding Leadership 
Conference-whose mission is "to serve as the site of record for relevant and 
up-to-the-minute civil rights news and information" and to "disseminateD 
information regarding civil rights and voting rights to educate the public (and) 
promote effective civil rights laws"-to be "primarily engaged in the 
dissemination of information''). 

Dissemination of information about actual or alleged government 
activity is a critical and substantial component oftheACLU's mission and 
worlt. 'The ACW disseminates this information to educate the public and 
promote the protection of civil hDerties. The ACW's regular means of 
disseminating and editorializing information obtained tbrough FOIA requests 
include: a paper newsletter distributed to approximately 390,000 households; 
emsil updates to 1.1 million subscribers; published reports, books, pamphlets, 
and fact sheets; a widely read blog that attracts more than 40,000 unique 
visitors per month; heavily visited websites, including a Stingray l"tlSOurce

4
; 

and a video series. 

The ACLU al8o regularly issues press releases to call attention to 
documents obtained through FOlA requests, as well as other breaking news.' 

4 ACUJ, StinpynaclciJlg Devices: Who's Oot'Ibem?, 
hUps:/lwww.aclu.~y-tracking-<lm~wbos-got-thcm 
' Sa, e.g., Release, Ama icao Civil Uberties Unioo, Docummts Sltow FBI Mo!tUGnd 
Bay Aretl Occupy .MOVUimt, Sepl 14, 2012, http://www.acln.orglnodo'36742; Prca 
Release, American Civil Liberties Union, FOIA Documents Show FBI Usbtg 
".M031JUe Outreach" for Intelligence Gathering, Mar. 'rl, 2012, 
http:/lwww.aclu.orglnational-eecurity/foia-docummts-stww-fbi-using·moaqne>
ontreach-intelligenco-galbcriug; Press Release, American Civil Liberties Union, FOIA 
Documents Show FBI Illegally Collecting Intelligence Under Guise of "Community 
Outreach," Dec. 1, 2011, bttp://www .aclu.org/Dational-security/foia·docwncnts-t~how
fbi-illegally-oollecting-intelligence>-under-gnise-community; Press Release, Amcricau 
Civil Liberties Union, FOIA Documents from FBI SJww Unconstitutional Racial 
Profiling, Oct. 20, 2011, http://www.acln.orglnalional-aecurity/foUI-documetlt&-fbi
show-uncon.stitutional-fliCial-profiling; Press Release, Ameriam Civil Liberties Union, 
l>ot:umenb Qb/ajn«J by A CLU Slww &aaull A.buse of lmmigra!Wn !Ntolltu..r is 
'Frtdespreod National Problem, OcL 19,2011, http://www.aclu.org/"~ 
prisooers-rights-prisoncrHighb/docwnc:nts-obllioed-achHhow-ecxua!-ebulc; Prca 
Release, Amtric:an Civil Jibcxtiea Union, New E~ of Abuse al Bagrom 
Undencores Need for FuJI Disclosure Aboul Prison, Says ACLU, Juno 24, 2009, 
http:/lwww.aclu.orglnational«oe:urity/Dew-evidcn~agJIU!\-un~

filll..discl~about-prison-sayHclu. 
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ACLU attorneys are interviewed frequently for news stories about documents 
released through ACLU FOIA requests. 6 

The ACLU website specifically includes features on infoimation about 
actual or alleged government activity obtained through FOIA. For example, 
the ACLU maintains an online ''Torture Database," a compilation of over 
100,000 FOIA documents that allows researchers and the public to conduct 
sophisticated searches ofFOIA documents relating to government policies on 
rendition, detention, and interrogation. The ACLU also maintsins a "Torture 
FOIA" webpage contsining commentary about the ACLU's FOIA request, 
press releases, and analysis of the FOIA documents. (That web page also 
notes that the ACLU, in collaboration with Columbia University Press, has 
published a book about the documents obtained through FOIA. See Jameel 
Jaffer & Amrit Singh, Administration of Torture: A Documentary Record 
from Washington to Abu Ghraib and Beyond (Columbia Univ. Preas 2007)). 
Similarly, the ACLU's webpage about the Office ofLegal Counsel ("OLC'~ 
torture memos obtained through FOIA contsins commentary and analysis of 
the memos; an original, comprehensive chart summarizing the memos; links 
to web features created by ProPublica (an independent, non-profit, 
investigative-journalism organization) based on the ACLU's infoimation 
gathering, research, and analysis; and ACLU videos about the memos. In 
addition to websites, the ACLU has produced an in-depth television series on 
civil liberties, which has included analysis and explanation of infoimation the 
ACLU has obtained through FOIA. 

The ACLU plans to analyze and disseminate to the public the 
information gathered through this Request. The record requested is not sought 
for commercial use, and the Requesters plan to disseminate the infoimation 
disclosed as a rCSlllt of this Request to the public at no cost. 

2) The record sought is urgently needed to inform the public 
about actual or alleged government activity. 

These records are urgently needed to inform the public about actllal or 
alleged government activity; moreover, this document relates to a breaking 
news story of general public interest. 

6 See, e.g., Carrie Johnson, Delay in Releasing CIA Report h Sought; Jt~slice Dep 't 
Wants More Time to Review IG's Findings on Detainee Treatment, Wash. Post, June 
20, 20()9 (quoting ACLU staff attorney Amrit Singh); Peter Finn & Julie Tate, CIA 
Mistaken on 'High-Value' Detainee, Document Shows, Wash. Post, June 16,2009 
(quoting ACLU staff attorney Ben Wizner); Scott Shane, Lawsuits Force Disclosures 
by C.LA., N.Y. Times, June 10, 2009 (quoting ACLU National Secwity Project 
director Jameel Jaffer); Joby Watrick, Like FBI. CIA Has Used Secret 'Leuers,' Wash. 
Post, Jan. 25, 2008 (quoting ACW staff attorney Melissa Goocbnan). 
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We make this Request to .further the public's understanding of 
Depmtment of Justice and Department of Homeland Security programs that 
deploy cell site simulators on aira:aft. National news stories have highlighted 
the significance of these prognuns for the public record. &«, e.g., Barrett, 
supra note 1; Gail Sullivan, Report: Secret GovemmenJ Program Usu 
Aircraft for Mass Gel/phone Surveillance, Wash. Post, Nov. 14, 2014, 
www .washingtonpost.com/newslmoming-mixlwp/2014/11114/report·secret
govemment-prognun-uscs-aircraft-for-mass-cellphon«>
surveillancel?tid=hp_mm; Spencer Ackerman et al., US GovemmenJ Planes 
Mimic CellphoM Towus to Collect User Data-Report, The Ouardian (Nov. 
14, 2014), www.theguardian.cornlworldfl014/nov/14/govemmcnt-planes
mimic--cellpbon~>otowers-to-collect-user-data-report; Julian Hattem, Report: 
Secret Justice Program Spied on Ce/JphoMS, The Hill (Nov. 14, 2014), 
http:/lthdl.ill.oom/policyftechnology/224129-report-feds-using-airplan«>
trackers-to-monitor-ceUphones; US Government Planes Collecting Phone 
Data. Report Claim.J, BBC News (Nov. 14, 2014), 
http://www.bbc.com/newsltechnology-30054137; Megan Gcuss, Feds Gather 
Phone Data from the Sky with Aircraft Mimicking Cell To)llj!rs, Ars Teenica 
(Nov. 13, 2014), http://arstechnica.com/tech-policy/2014/11/fods-gathcr
phone-data,.from-the-sky-with-aircraft-mimicki.ng-cell-towers/. 

National news outlets and the public msintain great interest in learning 
about this technology. The news story is still developing. 7 

Limitation of Processing Fees 

The ACLU requests a limitation of processing fees pursuant to 5 
U.S.C. § 552(aX4XA)(u)(ll) ("[F]ees shall be limited to reasonable standard 
c.barges for document duplication when records are not sought for commercial 
use and the request is made by ... a representative of the news media .... ") 
and 28 C.F.R. §§ 16.1l(c}(l}(i), 16.ll(c)(3), 16.11(dXl} (search and review 
fees shall not be charged to represlllltatives of"the news media"). As a 
representative of the news media, the ACLU fits within this statutory and 
regulatory mandate. Fees associated with the processing of this request should, 
therefore, be limited accordingly. 

The ACLU meets the definition of a representative of the news media 
because it is an "entity that gathers information of potential interest to a 
segment of the public, uses its editorial skills to tum the raw materials into a 

1 See Devin Bmett & Gautham Nagesb., U.S. Defends Mtu$hals In Wah of 
Secret Cellphone Spying Report, Wall SL J., Nov. 14, 2014, 
http://online. wsj .oom/articles/justie«>-dept-defends-u-s-marshals-in-wake-of
secret-<:ellphone-spy-report-1415980141. 
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distinct work, and distributes that work to an audience." Nat'/ Sec. Archive v. 
U.S. Dep'tofDef., 880F.2d 1381, 1387 (D.C. Cir. 1989). 

Dissemination of information to the public is a critical and substantial 
component ofthoACLU's mission and work. Specifically, the ACLU 
publishes newsletters, news briefing!, right-to-know documents, and other 
educational and informational materials that are broadly disseminated to the 
public. Such material is widely available to evCI)'Ooe, i.nclud:ing individuals, 
tax-exempt organizations, not-for-profit groups, law students, and faculty, for 
no cost or for a nominal fee through its communications department and web 
site. The web site addresses civil rights and civil liberties issues in depth, 
provides features on civil rights and civil hl>erties issues in the news, and 
contains many thousands of doclUllcnts relating to the issues on which the 
ACW is focused. The websile's blog attracts more than 40,000 unique 
visitors per month. The website specifically includes features on infonnation 
obtained through the FOIA. For example, theACLU's "Accountsbility for 
Torture FOIA" webpage, http://www.aclu.org'torturefoia, contsins 
commmtary about the ACLU's FOJA request for docummts related to the 
treatment of detainees, pxess releases, analym of the FOIA documents 
disclosed, and an advanced search engine permitting webpage visitors to 
search the documents obtained through the FOJA. See Judicial Watch, Inc. v. 
U.S. Dep't of Justice, 133 F. Supp. 2d 52, 53-54 (D.D.C. 2000) (finding 
Judicial Watch to be a news-media requester because it posted documents 
obtained through FOIA on its website). 

The ACLU publishes a newsletter at 1east twice n year that reports on 
and analyzes civil-liberties-related cwrent events. The newsletter is dislributed 
to approximately 390,000 households. The ACLU also sends email updates to 
1.1 million. Both of these newsletters often include descriptions and analyses 
of infonnation obtained from the government through FOJA, as well as 
infonnation about cases, governmental policies, pending legislstion, abuses of 
constitutional rights, nnd polling data. Cf. Elec. Privacy Info. Ctr. v. Dep 't of 
De/, 241 F. Supp. 2d 5, 13-14 (D.D.C. 2003) (finding the Electronic Privacy 
Information Center to be a representative of the news media under Dqw1meDt 
of Defense regulations because it published a "bi-weekly electronic newsletter 
that is distributed to over 15,000 readers" about "court cases and legal 
challenges, government policies, legislation, civil rights, surveys and poUs, 
legislation, privacy abuses, intemational issues, and trends and teclmological 
advancements''). 
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The ACLU also regularly publishes books,' ''know your rights" 
publications,' fact sheets, 10 and educational broch~m:S and pamphlets designed 
to educate the public about civil bl>erties issues and governmental policies that 
implicate civil rights and liberties. These materials are specificslly designed to 
be educational and widely disseminated to the public. See Elec. Privacy Jrifo. 
Ctr., 241 F. Supp. 2d at ll (finding the Electronic Privacy lnfonnation Center 
to be a news-media requester because of its publication and distribution of 
seven books on privacy, technology, and civil liberties). 

Depending on the results of this request, the ACLU plans to 
"disseminate the information" it receives "among the public'' through these 
lcinds of publications in these kinds of channels. The ACW is therefore a 
news media entity. 

Disclosure is not in the ACLU's commercial interest. The ACLU is a 
"non-profit, non-partisan, public interest organization." See Judicial Watch 
Inc. v. Rcssotti, 326 F.3d 1309, 1312 (D.C. Cir. 2003} (citation and internal 
quotations omitted) ("Congress amended FOIA to ensure that it be 'libemlly 
construed in favor of waivers for noncommercial requcstm. "'). Any 
infonnation disclosed by the ACLU as a result of this FOIA will be available 
to the public at no cost. 

1 SomeoftherecGlt boob published bylheACW include: Susan N. Herman, 
Taking Liberti«f: 11te War 011 TetTOr and IM .Brosian of American Dmwcrocy 
(Oxford Univ. l'rcs1 20 II); Lenora M. Llpidus, Emily J. Martin & Namila U!thra, 
The Rights ofWomm: 11te AutlloritativeACLUGIIide to Womm'1Riglots(NYU 
Press 41b ed. 2009); Jamcel Jaffer & Amrit Singh, Administration of Torture: A 
Documentary ka>rd from Washington to Abu Gllraib a71d Beyond (Columbia Univ. 
Press 2007) (a book based on documents obtained through FOJA). 
'Some of the more recent "know your rights" publications include: ACUJ, Xnuw 
Your Rights: Demongtrarlons and Prote.rl3 (Nov. 2011), available at 
http:/lwww.aclu.o.rgffileslassctslkyr_prote.sUI.pdf; ACUJ, Gender-B03ed Ywlence d: 
HarassmenL· Your School, Your Rights (May 2011), available at 
http:/lwww.aclu.orgfliles/aasct.s/genderbasedviolence_faotsheet_O.pdf; ACLU, Know 
Your JUghrs: What to Do if You're Stopped by Police, Immigration Agents or the FBI 
(Iune2010), available at 
http:/Jwww.aclu.orgffileslasactslbll!tcard-121&_ 20100630.pdf. 
10 See, e.g .• ACLU, Mi!IIIV)I Abortion Ban in ~of Rape and Incest (FactsMd) 
(20ll},availableatbttp:/Jwww.aclu.orWreProcJu~freedomlmilitary-ebol1iao-bln
cascHapc·and.mccat-factsbec:t; ACLU, 11re Facls About "TM No Taxpayer Flllldlllg 
For Abortion Act •• (20 II), available at 
http://www.acln.org/fileslasseWC!u:is_ Smith_ bill-_ACW _Fact_ Sbcet-_ UPDATED-
4-30-Jl.pdf; ACUJ, Fact SJour 011 H.R. 3, tile No Tazpayu Funding for Abortion Ad 
(2011 }, available at bUp://www.aclu.cqlreproductive-~cet-hr-3-ncr 
taxpa~-funding-abortion-«el. 
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Waiver of All Costs 

The ACLU lldditionally requests a waiver of all costs pursuant to S 
U.S.C. § SS2(a)(4XAXiii) (''Documents shall be furnished without any charge 
... if disclosure of tho information is in the public interest because it is likely 
to contribute significantly to public understanding of the operations or 
activities of the government and is not primarily in the commercial interest of 
the requester.''). 

The requested information will "contribute significantly to public 
understanding." ld. Disclosure of the requested information will help the 
American public better unders1alld the tradeoffs between law enforcement 
needs and citizens' privacy. The public needs more information about the use 
of cell site simulators deplo~ on aira-aft so that it can play a meaningful role 
in determining bow the balance should be stmclc. Tho public ha.q already 
demonstrated a strong interest in learning more about this technology, as is 
apparent by the escalating amount of press coverage devoted to this issue. &e, 
e.g.,suprap. 7. 

As a nonprofit SOl ( c)(3) organization and "representative of the news 
media" as discussed in Section m, the ACLU is well-situated to disseminate 
information it gains from this request to the general public and to groups that 
protect constitutional rights. Because the ACLU meets the test for a fee 
waiver, fees associated with responding to FOlA requests are regularly waived 
for the ACLU.11 

Pursuant to applicable statute and regulatiODS, we expect a 
detemrination regarding expedited processing within ten (1 0) calendar days. 
Sees u.s.c. § 552(aX6)(BXii)(I). 

If the request is denied in whole or in part, we ask that you justify all 
witbholdings by reference to specific exemptions to the FOIA. We also ask 

11 For example, in June 2011, the National Seoority Division of the Depnrtmenl of 
Justice granted a fee waiver to the ACLU with respect to a request for documenla 
relating to the interpretation and implcmco.tatiOD of a scctiOD of the PA 1RIOT Act. ln 
October 2010, the Department cf the Navy granted a fee waiver to the ACLU with 
respect to a request far documco.ta n:garding the deaths of detainees in U.S. ewlody. 
In January 2009, the CIA granted a fee wah.u with respect to the same requcsL In 
Man:h 2009, the Sta'.e Department granted a fee waivll" to the ACLU with reprd to a 
FOIA reqtJe3l submitted in Dcccmber 2008. The Departmcut of Justice granted a fee 
waiver to the ACLU with rcprd to tho same FOJA request. In November 2006, the 
Department of Health and Human Services g18UICd a fee waiver to theACLU with 
regard to a FOlA request submitted in Novc:mba- cf2006. 
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that you release all segregllblo portions of otherwise exempt material. 

We resetVe the right to appeal a decision to withhold any information 
or to deny expedited processing or a waiver of fees. 

Thank you for your prompt attention to this matter. Please furnish aU 
applicable records to: 

Nathan Freed Wessler 
Staff Attorney 
American Civil Liberties Union Foundation 
125 Brol!d Street, 18• floor 
New York, NY 10004 

11 

Sincerely, 

Nathan Freed Wessler 
Staff Attorney 
American Civil l.Jocrtics Union 
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MR. NATHAN FREED WESSLER 
AMERICAN CIVIL LIBERTIES UNION 
125 BROAD STREET 
18TH FLOOR 
NEW YORK, NY 10004 

Dear Mr. Wessler: 

U.S. Department of Justice 

FC!doral Bureau ollnVHtlptlon 

WB5/JingtDn. D.C. 20SJ5 

Mardi 26, 2015 

FOIPA Request No.: 1315015-000 
Subject: CEU. SITE SIMULATORS 
DEPLOYED ON AIRCRAFT 

This is in response 1o your Freedom ollnformalionl Ad (FOIA) request 

Please be adVised lhallhe FBI neither confirms nor denies the existence of recoRis responsive to 
your roque$! putWant to FOIA exemption (b) (7) (E) [5 U.S.C.§562 (b)(7)(E)). The mete~ of 
wholher or not the FBI h8s wry such reccnls in and of itself WOUld disdose tedlniq.-. procedures, andlor 
ij\Jidelit-s tllat oould realiOI18bly be expected to l1sk of~ ollhe bw. Thua, the FBI neither 
confirms nor cle<liea lhe eldslance of any recorda. 

For your infonmlllon. <:ongrcas ol!CIUded lhJH c~wv .. cale!IOf* of law enforaoment and national 
security records from the requirements or the FOIA. ~ 5 U.S. C. § 552(c) (2006 & Supp. rv (2010). This 
response Is llmlled to thOSe records lllat are sLtlject to the requiremonla ollho FOIA. Thlals a alandard • 
notification lhal is given to d our requesters and lhould not be taken as an Indication that excluded recorda 
do. Of do not. eXist 

You may file an appeal by 'Wri1k>g to the ();reel«, Oftlce of lnfornlMion Pelley (OlP), U.S. Oej)ertmenl 
or Jualic:e, 1425'N-York Ave.. NW. SOile11050, WaShllglon;t).C. 20530-000, or you may submit an appal 
through OIP's eFOIA por1al at b!!p·ftwww jys!iqt qovfl!!plefo!a-portathlmt Your appeal must be receMocl by 
OIP w1lhi1 llx\y (60) days from e. dale olthlaleUerln onler 10 be considered timely. The envelope and lhe 
leiter should be clearly n18Ae<l "Freedom oflnformation Appeal· Pleasa cite the FOIPA Request Humber in 
any correspondence to us lot proper idenlilieation of your ~ 

Enclosed for yourinlonnallon Is a copy of the FBI Fad Sheet and &planation of Exemptions. 

Endosute(s) 

David M. Hardy 
Secllon Chier. 
Rtcanl/lnfoonation 
Dissemination Seclion 

Records Management DMsion 


