June 3, 2019

The Honorable Elijah Cummings The Honorable Jim Jordan
Chairman Ranking Member

U.S. House Oversight and Reform U.S. House Oversight and Reform
Committee Committee

2157 Rayburn House Office Building 2105 Rayburn House Office Building
Washington, D.C20515 Washington, D.C. 2051

Dear Chairman Cummings and Ranking Member Jordan:

The undersigned privacy, civil libertiegyil rights, and investor and faitQroupswrite to urge

you to put in place a federal moratorium on face recognition for law enforcement and
immigration enforcement purposes until Congress fully debates Wwhaty, uses should be
permitted.This moratoriunshouldalsoapply tothe provision of federal grants and assistance to
states and localities who seek to deploy this technologgfoenforcement ammigration
purposesGiven the substantial concerns, which representatives on both sides of the aisle
recognized at a recent hearjhgrompt action is necessary to protect people from harm.

Face recognition gives government agenthesinprecedentedowerto track who we are,

where we go, and who we kno@ompanies marketing this technology to the government boast
that it can be used to track people in4tiake, reconstruct past movements from video footage,

or identify a hundred individuals from a single photo. This capability threatens to create a world
where people are watched and identified as they attend a protest, congregate outside a place of
worship, visit a medical provider, or simply go about their daily lives.

The fact that this technologwhichcan be readily abusgkas been deployed by fedér

agencies largely in secrgtould give us all pausBeither Congress nor a single state legislature

has passed a lagxplicitly authorizing face recognition fémw enforcement use that clearly

dictates what safeguards must be in pl¥®&#, federal agncies, including the FBI, have

continued to expand the use of face recognition without safegUédmel$-Bl has access to over

400 million photos for f ace atebdsesbfioverfifteen ncl udi
statesand passport application gios" has performed hundreds of thousands of face

recognition searches, and is now reportedly piloting new uses of the technology.

A moratorium is also warranted because the harms associated with this technology will
disproportionally fall on vulnerableommunities, including communities of color. Numerous
studies have found that face recognition is less accurate on certain groups, including women and
people with darker skin. For example, a study examining leading face recognition algorithms
found thathey were 30 percent inaccurate on women of color. Despite these studies, the FBI has
not fully tested the accuracy of its own systems and disavows any responsibility to test the
accuracy of externagency systems that it us&€sien if the technology werperfedly accurate

it is being deployed in an imperfect irThus, it would still risk exacerbating existing



disparities in the criminal justice system because the technology is more likely to be used on
communities that are already disproportionagaiiced, arrested, and likely to have force
improperly used against them. In the U.S., the technology has already been used to identify
people protesting police brutality; abroad, it has been deployed to systematically control a
religious minority group.

Such risks are further compounded given that
appear to fully comport with theddstitution.Though the Supreme Court has ruled that the
government must get a warrant when collecting or demandirgjrcétation information, the

FBI does not have public policy requiring the agency to obtain a warrant or any independent
judicial approval prior to using face recognition. Moreover nin@usculenumber of court cases
referencing face recognition suggesitat the FBI may not be fully complying with its

constitutional obligation to provide disclosure or notice to criminal defendants, including in

cases where face recognition may constitute exculpatory evitience.

Congress should put in place a moratormmfederal use or provision of assistance for the
deployment of face recognition for immigration and law enforcement purposes until there can be
a full debate about what, if any, uses should be permitfedshould not move forward with the
deployment othis technology untiand unlessur rights can be fully safeguarded.

Sincerely,
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