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We write in response to the National Institute of Standards and Technology
(ANI SToOo) 6s June 2021 speci al publ i c
Managing Bias within Artif il Weaapplaudnt e
NIST for seeking input on the critically important topic of artificial intelligence
(AAI'0) and its potential for bias. T
help i nform NIST6s policies andllast s
advance methods to understand and reduce harmful forms of Al bias.

EXECUTIVE SUMMARY

I n t he dr aft publication, NI' ST h
characteristics needed to cultivate trust in Al systems: accuegghainability and
interpretability, privacy, reliability, robustness, safety, and security (resili@nce)
and that har mf ul?Oberalhthegsblicationereflents aniogedyt e
tech-determinist approach to mitigating bias in. ®hile techni@al characteristics
of Al must be addressed, numerous 4technical factors have contributed to the
current need to improve trust in Alhese include, but are not limited to: the social
context in which Al systems have been and will be used; the excludion
communities and individuals that will be directly impacted by the use of Al systems
from conversations about those syste
the | egal and regulatory context s u
problems and qactices that have led to a lack of public trust; failure to reform
existing problematic Al systems and lax existing policy; and market incentives that
encourage the use of untrustworthy Al. Additionally, the publication does not
sufficiently emphasize l&c of diversity among technical staff among the
contributors of bias

lIReva Schwartz et al ., Nat ol Il nst. of Standa
Identifying and Managing Bias in Artificial Intelligence (June 2021),
https://doi.org/10.6028/NIST.SP.12d0aft [https://perma.cc/LM5MZD6Z].

21d. at lines 10507.


https://doi.org/10.6028/NIST.SP.1270-draft

Biases in Al systems result directly and indirectly from both the technical characteristics of
models and an array afontechnical factorsThe ACLU has included within this comment
recommendations addressing these technical characteristics as malitashnicalsociological
and ethical considerations. As NIST undertakes the important challenge of identifying and
managing bias in Al, we recommend that the following be addressed:

1 Explicitly name impacted individuals and communities as key stakeholdaits in
aspects of the Al lifecycle.

T Meaningfully involve i mpacted communiti e:
framework for trustworthy and responsible Al.

1 Seek to improve institutions before pushing for additions of Al to these settings.

1 Set standards for audiand impact assessments, including their public release and
retention.

1 Facilitate transparency about entitiesodo |
reports in partnership with others.

1 Emphasize that algorithmic decisiomaking necessarily inveés making policy
decisions.

1 Make clear that the economic costs of an algorithmic deemsi@king system
include the costs of appropriate oversight, safeguards against bias, and compensation
for individuals when misjudgment occurs.

1 Reuvise the Al lifecycleo reflect the multiple points at which developers may decide
to stop the development or use of an Al tool due to unacceptable biases and impacts.

M Develop a framework for assessing when the existence or risk of bias becomes
intolerable in a given applicain.

91 Highlight that data privacy violations, flawed or unethical collection methods, and
data inaccuracy can all contribute to Al bias.



Defining Stakeholders vs. Impacted Communities
As a comment to:
1 Spec. Pub. 1270 line&’5 491

The draft publication makes broad references to stakeholders when discussing recommended
community engagement, but this engagement app
the publication recogni zes siakehotershaachneaintairing o f e |
diversity along social lines where bias is a concern (racial diversity, gender diversity, age diversity,
diversity of 3pohmerstiondsamade ahbimpadtetl gojnmumities as stakeholders.
Instead, the draft publidaton poi nts t o st aukeeshpactitiomarss subgeatc h  a ¢
matter experts, and interdiscipli rfAlthoughphe of es s |
draft publication does acknowledge that Al tools may affect people other than esditusees
not center them in the Al lifecycle for managing biases. It is important that these impacted
communities take part in the decisioraking process at each stage, including the decision whether
or not to adopt a tool in the first place.

First, the views of end users may differ dramatically from those of impacted communities. For
example, in the child welfare context, an end user of a screening tool for child maltreatment
allegations is the child welfare agency workerot the family being scrutined and at risk of
being separated. In the criminal legal context, an end user of a risk assessment tool may be the
judge, not the individual whose liberty, livelihood, and ability to care for their loved ones is at
stake in the ass e®istmhousingt empldyrdent, oaaeditcantext, the end
user may be the housing provider, employer, or lender, but the impacted individuals are the people
who may be denied a home, job, loan, or other basic economic opportunities. In addition to having
guestions about the toolds ability to make t
individuals and communities have a direct, personal stake in how and when the tool is used.

Engaging impacted communities over the entire lifetime of an Alisoobt a matter only of
fairness and efficacy, but also of realizing the promise of civic engagement in a democracy. When
government agencies use algorithmic decisiaking tools, the values and policies embedded in
and enacted by those tools must belalste to the public for review and debate. Especially when
these tools are deployed in systems with preexisting racial, gender, disability, or age disparities,
the failure to engage impacted communities, to disclose how a tool was created or how it works,
and to provide meaningf ul opportunities to co
fairness and efficacy. To the extent these tools are used to make decisions that impact fundamental
liberty interests or equal protectidrsuch as child welfaragencies intruding into the paresttild
relationship? law enforcement detaining and incarcerating individuals, public housing authorities
denying individuals access to housing/shelter, or administrative agencies denying individuals the
ability to acces employment opportuniti@sensuring transparency and accountability by

31d. at lines 47678.

41d. at lines 48082.

5> See, e.gMeyer v. Nebraske262 U.S. 390, 399 (1923) (holding that the Due Process Clause of the Fourteenth
Amendment protects Athe right of the indiviPergeawl t o .
Socby 0268153.510,6385 (1925) (recognizing the #fAliberty of p
upbringing and education of ¢hid r e n n d e r Santosky vr Kramedds Ur.So 1459 J53 (1982)
(acknowledging the fundament al |l iberty interest of na
child. o).

u
i



meaningfully involving impacted communities in the development, adoption, and review of Al
tools is of the utmost importance.

We recommend: (1) that NIn8nlebngpacted imeitualppamd | i ¢ a
communities as key stakeholders in all aspects of the Al lifecycle, and (2) that NIST meaningfully
involve impacted communities in its plans to develop a framework for trustworthy and responsible
Al

Il. Lack of Trust in Al is Linked to Lack of Trust in Institutions
As a comment to:

1 Spec. Pub. 1270 lines 1id@b6: AWorking with the Al community, NIST has
identified the following technical characteristics needed to cultivate trust in Al
systemsao

1 Spec. Pub. 1270 lind96'98:A NI ST research in Al cont
to focus on how to measure and enhance the trustworthiness of Al systems.
Working with the Al community, NIST has identified the following technical
characteristics needed to cultivate trust in Al systs 0

1 Spec. Pub. 1270 lines 20:iSpeci fi cal |l vy, how the
automated systems can contribute to harmful outcomes and a public lack of
trust. o

1 Spec. Pub. 1270 lines 26B8: i Ther e have l ong been
assumptions about the rise ané 0$ automation: it could make life easier and
also create conditions that reduce (or eliminate) biasethndecision making
and bring about a more equitable society. These two tenets have led to the
deployment of automated and predictive tools withirsted institutions and
highst ake settings. o

Throughout the draft, managing Al bias is framed as a solution to remaqulylaig mistrust.
While this represents an important goal, NIST must acknowledge that the lack of public trust in
Al systems is based arumerous examples, some cited in the draft, of untrustworthy Al deployed
on unsuspecting or powerless popul at i bputs. Fr a
the onus on the public to increase their trust, rather than on institutions to lpeg\vere worthy
of public trust in their adoption and use of technology. Until recently, institutions have done little
to engender public trust. Few companies or institutions have publicly released proof or evidence
that goodfaith efforts have successfullyldressed public concerh some instances, institutions
have put out dubious or questionable efforits an attempt to create the appearance of

8NIST, supranote 1, at line 105.

"See, e.gWillKnight The Apple Car dabidd Adhtat @S, e\irail NGWIDdR@ID)e m
https://www.wired.com/story/thapplecarddidntseegenderandhatsthe-problem/[https://perma.cc/QKH2
RB9G]; Shunyuan Zhang et aCan an Al Algorithm Mitigate Racial Economic Inequality? An Analysis in the
Context of AirbnifRotman Sch. of Mgmt., Working Paper No. 3770371, 2021),
https://papers.ssrn.com/sol3/papers.cfm?abstract id=37 TiX§y<://perma.cc/6PFITIH].

8 See, e.gAlex C. EnglerJndependent Auditors Are Struggling to Hold Al Companies Accountaast Company
(Jan. 26, 2021 nttps://www.fastcompany.com/90597594&gorithmauditinghirevuelhttps://perma.cc/BUG3
SZA7]; Letter from Rebecca T. Wallace, Senior Policy Counsel, ACLU of Colora8lar&n Horowitz, Deputy
Chief Analytics Officer, ACLU Natél to Hon. Brian J. F
https://www.courts.state.co.us/userfiles/file/Court_Probation/21st Judicial_District/2021
07%20Vacate%20Bond%20Guidelines%20A0%20201 g df[https://perma.cc/MD8E9DS].



https://www.wired.com/story/the-apple-card-didnt-see-genderand-thats-the-problem/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3770371
https://www.fastcompany.com/90597594/ai-algorithm-auditing-hirevue
https://www.courts.state.co.us/userfiles/file/Court_Probation/21st_Judicial_District/2021-07%20Vacate%20Bond%20Guidelines%20AO%202018-01.pdf
https://www.courts.state.co.us/userfiles/file/Court_Probation/21st_Judicial_District/2021-07%20Vacate%20Bond%20Guidelines%20AO%202018-01.pdf

trustworthiness, when that trustworthiness was not des&raqatacticecommonly described as

i et dwia s & Plrisghusidconcerning that the primary contributors to the publication are creators
of Al systems and practices, and not reflective of a broader community of stakeholders. It is
particularly concerning that the team of contributors does not include meaptsmmunities who
would directly experience the effects of the use of Al todlgractitioners and researchers have

not yet proven themselves worthy of public tru§ncouraging trust may itself be
counterproductive, if it encourages trust in untrustivy systems.

The lack of trust in Al is mentioned throughout the publication, as is building and gaining
public trust. The authors make the cl-gtakam t hat
settingso as t he reeasiarland reduce orelininate human biasoHowesdt, e | i
we often see the opposite in pracfical is hailed as a techasolutionist option to some of the
leasttrusted institutions, because human bias is perceived as so problematic to the functioning of
thosei nsti tutions. Among institutions we know of
is the criminal legal system, in which only 20% of Americans have a great deal or quite a lot of
trust, large technology companies, in which only 29% of Americams hayreat deal or quite a
lot of trust, banks, in which only 33% of Americans have a great deal or quite a lot of trust, and
police, in which 49% of Americans do not have a great deal or quite a lot of°’tRestpeople
i mpacted by t Xstng kiasedmsnailytcammunities®f@ola@e the level of trust
is especially low!! It should come as no surprise that Black people are twice as likely to not trust
their local police as the general population, and 1.6 times more likely to expeceittorimon
for innocent people to be convicted of a crithEederal policies that have codified and legalized
biased treatment of marginalized communities have led to predictable disparities and a breakdown
of trust in many public systems in the U.S. Inglaituations, adding Al to an already broken
system can amplify its bids.

A salient contributor to the |l ack of trust
own lack of responsiveness to public opinion and critique. For example, muah Aférican
banking and credit system relies on credit scores as reported by three private companies: Equifax,
TransUnion, and Experian. These scores reflect racial and ethnic bias in historical access to credit
and housing, making it more difficult for seno obtain housing or other lines of credit as a result

9See, e.gYochaiBenklerDon 6t | et herues fortArNgstureMay tl,2019),
https://www.nature.com/articles/d415869-014131 [https://perma.cc/9ZD>PEFR].

10 SeeGallup, Confidence in Institutiong2021),https://news.gallup.com/poll/1597/confideriostitutions.aspx
[https://perma.cc/MSZ&XUQQG].

11 See, e.g.Fed. Deposit Ins. Cor2017 FDIC National Survey of Unbanked and Underbartkedsehold0
(Oct. 2018) https://www.fdic.gov/householdsurvey/2017/2017report[pttps:/perma.cc/X8UMP3TU] (finding
Black Americans are 5.3 times more likely to be unbanked).

12 See, e.g.Jamie BallardBlack Americans Less Likely to Feel Safe Speaking with Pdl@eGov (Nov. 18,
2018),https://today.yougovam/topics/politics/articleseports/2018/11/13/blaekmericangpolice-safetytrust
[https://perma.cc/N2XANPXM].

13 See, e.g.Danielle Ensign et alRunaway Feedback Loops in Predictive Poligi@ty Proc. Machine Learning
Rsch. 1 (2018http://proceedings.mir.press/v81/ensigni8a/ensign18fhtips://perma.cc/Y8DFBECJIV]; Alex
Albright, If You Give a Judge a Risk Score: Evidence from Kentucky Bail Dec{Seps 3, 2019) (Ph.D.
dissertation, Harvard Universitylttps://thelittledataset.com/about_files/albright_judge_score.pdf
[https://perma.cc/L96MRTDX]; Robert Bartlett et alConsumeiLending Discimination in the FinTech Era@ Nat 6 |
Bureau of Econ. Rsch., Working Paper No. 25943, June 2019),
https://www.nber.org/system/files/working_papers/w25943/w2594 Bapigis://perma.cc/LWV8XKDN].



https://www.nature.com/articles/d41586-019-01413-1
https://news.gallup.com/poll/1597/confidence-institutions.aspx
https://www.fdic.gov/householdsurvey/2017/2017report.pdf
https://today.yougov.com/topics/politics/articles-reports/2018/11/13/black-americans-police-safety-trust
http://proceedings.mlr.press/v81/ensign18a/ensign18a.pdf
https://thelittledataset.com/about_files/albright_judge_score.pdf
https://www.nber.org/system/files/working_papers/w25943/w25943.pdf

of long-standing biased policies and lack of generational wéa8leveral relevant factors such as
years of ortime utility and rent paymendsarguably a significant contributor to habits in repayin
debt® are not included in the traditional score despite public calls for this chahye018,
Experian created a service in response to this desire for scores to be more reflectitienef on
payments of utility, phone bills, and even streaming siitgmns ¢ though opting into this service
improves only the Experian credit score, leaving the Equifax and TransUnion scores unchanged.
Additionally, credit scores, although touted as a means to model credit worthiness, actually can
decrease when debtsegraid off. As longstanding public critiques of the current systems continue
to be ignored, lack of trust in institutions like cresliioring remains reasonable, and that lack of
trust will likely extend to future technologies. Until public opinion is ex¢pd and addressed,
there will continue to be skepticism and mistrust of U.S. institutions.

Al is often deployed not in trusted institutions, but in institutions that have historically
implemented (and continue to implement) systemically biased poligids aations, with
consequent biased and harmful impacts. Algorithmic models are trained using data that emerges
from these biased systems, and yet the algorithmic decisions are promoted in this context as a
solution to this institutional untrustworthine§$e best course of action for NIST is to first seek
to improve the institution, rather than push for additions of AI/ML to these settings. Whether Al
is employed by these institutions or not, there is still a fundamental lack of trust that must be
addresse.

II. Transparency, Auditing, and Impact Assessments
As a comment to:

1 Spec. Pub. 1270 lines 1980: iNIST has identified the following technical
characteristics needed to cultivate trust in Al systems: accuracy, explainability
and interpretability, privacy, reliability, robustness, safety, and security
(resiiencep and t hat har mful bi ases are miti

Whil e NI STb6s proposal focuses on -techmicahni c al
characteristic that must accompany techrstandards: transparency. Transparency is needed with
respect to both the consumers, users, and/or targets of Al systems, as well as to the public in
general. This first type of transparency comes in the form of explainability and interpretability,

14 SeeCaroline Ratcliffe & StevenBrowtGr edi t Scores Perpetuate Raci al Di spa
Prosperous CitigsUrban Wire (Nov. 20, 2017https://www.urban.org/urbawire/creditscoresperpetuatgaciak
disparitieseveramericasmostprosperougities [https://perma.cc/ZTJ8JQ8Wh o 6 s Keepi ng Scor e? H
Credit Bureaus Accountable andgéring a Broken System: Hearing Before the H. Comm. on Fin. Sgéisth

Cong. (2019) (written testimony of Jennifer Brown, Ass
https://www.congress.gov/116/meeting/house/108945/withesses/HHBRBAOO-WstateBrown320190226.pdf
[https://perma.cc/8ISXYL2].

15 SeeNatalie CampisiFrom Inherent Racial Bias to Incorrect D&a he Problems With Current Cradscoring

Models Forbes (Feb. 26, 2021itps://www.forbes.com/advisor/crediards/frominherentradal-biasto-incorrect
datathe-problemswith-currentcreditscoringmodels/https://perma.cc/WY 34 HH6].

16 SeeBrian CassinMillions of American consumers will have the opportunity to instantly improve their credit

score and get access to tbredit they deserydexperian (Dec. 18, 2018),
https://www.experian.com/blogs/news/2018/12/18/expeiamst/[https://perma.cc/GORBMPH]; Experian

Giving Consumers a Credit Bst for Their Love of StreaminBusiness Wire (July 27, 2020),
https://www.businesswire.com/news/home/2020072788Fen/ExperiaiGiving-Consumers-CreditBoostfor-
Their-Love-of-Streamindhttps://perma.cc/YS6@ABLH].



https://www.urban.org/urban-wire/credit-scores-perpetuate-racial-disparities-even-americas-most-prosperous-cities
https://www.urban.org/urban-wire/credit-scores-perpetuate-racial-disparities-even-americas-most-prosperous-cities
https://www.congress.gov/116/meeting/house/108945/witnesses/HHRG-116-BA00-Wstate-BrownJ-20190226.pdf
https://www.forbes.com/advisor/credit-cards/from-inherent-racial-bias-to-incorrect-data-the-problems-with-current-credit-scoring-models/
https://www.forbes.com/advisor/credit-cards/from-inherent-racial-bias-to-incorrect-data-the-problems-with-current-credit-scoring-models/
https://www.experian.com/blogs/news/2018/12/18/experian-boost/
https://www.businesswire.com/news/home/20200727005185/en/Experian-Giving-Consumers-a-Credit-Boost-for-Their-Love-of-Streaming
https://www.businesswire.com/news/home/20200727005185/en/Experian-Giving-Consumers-a-Credit-Boost-for-Their-Love-of-Streaming




