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(U) NSA OFFICE OF THE INSPECTOR GENERAL

(U) The NSA Office of the Inspector General (OIG) conducts audits, investigations, inspections, and special
studies. Its mission is to ensure the integrity, efficiency, and cffectiveness of NSA operations, provide
intelligence oversight, protect against fraud, waste, and mismanagement of resources, and ensure that NSA
activities are conducted in compliance with the law. The OIG also serves as an ombudsman, assisting Agency
employees, civilian and military, with complaints and questtons.

(U) intelligence QOversight

(U) The OIG Office of Intelligence Oversight reviews NSA’s most sensitive and high-risk programs for
compliance with the law.

(U) Audits

(U) The OIG Office of Audits within the OIG provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess whether NSA
operations comply with federal policies. Information Technology audits determine whether IT solutions meet

customer requirements, while conforming to information assurance standards. All audits are conducted in
accordance with standards established by the Comptroller General of the United States.

(U) Investigations and Special Inquiries

(U) The OIG Office of Investigations administers a system for receiving and acting on requests for assistance
and complaints about fraud, waste, and mismanagement. Investigations and special inquiries may be
undertaken as a result of such requests and complaints (including anonymous tips), at the request of

management, as the result of questions that surface during inspections and audits, or at the initiative of the
Inspector General,

(U) Field Inspections

(U) The Office of Field Inspections conducts site reviews as part of the OIG’s annual plan or by management
request. Inspections yield accurate, up-to-date information on the effectiveness and efficiency of field
operations and support programs, along with an assessment of compliance with federal policy. The Office
partners with Inspectors General of Service Cryptologic Components and other Intelligence Community
Agencies to conduct joint inspections of consolidated cryptologic facilities.
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TO: DISTRIBUTION

SUBJECT: (U} Audit of the FISA Amendments Act (FAA) §702 Detasking
Requirements (AU-10-0023) — ACTION MEMORANDUM

1. (U) This report summarizes the results of our audit of the FISA
Amendments Act (FAA) §702 Detasking Requirements (AU-10-0023) and
incorporates management’s response to the draft report.

2. (U/ /FOH6]} As required by NSA/CSS Policy 1-60, NSA/CSS
Office of the Inspector General, actions on OIG audit recommendations are
subject to monitoring and follow-up until completion. Therefore, we ask
that you provide a written status report concerning each planned corrective
action categorized as “OPEN.” If you propose that a recommendation be
considered closed, please provide sufficient information to show that
actions have been taken to correct the deficiency, If a planned action will
not be completed by the original target completion date, please state the
reason for the delay and provide a revised target completion date. Status
reports should be sent to| Assistant Inspector General
for Follow-up, at OP‘,_S-Q"B, Suite 6247, within 15 calendar days after each
target completion date.

3. . (U / [Fe5oy We appreciate the courtesy and cooperation
extended to the auditors throughout the review. For additional
information, please contact on Y63-0957 or via e-mail at

(b) (3)-P.L. 86-36

e % w Q,A{:/
George’ Ellard
Inspector General
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th) (1)
(U) EXECUTIVE SUMMARY (5).(3)-p.L. 86-36

(U) OVERVIEW (b) (3) -50 USC 3024 (1)

—S77ST//REE-TOUSAFVEY] Section 702 of the Foreign Intelligence Surveﬂiance Act
[FISA) Amendments Act of 2008 (FAA), has strengthened Signals Intelligénce

(SIGINT} collection, particularly against terrorist targets. From September'QOOS to
March 2010, the number of SIGINT reports that incorporated FAA §702 sourced
collection| ]

TS/ 8H78F Under the law, collection under FAA §702 must cease in certain
circumstances, potentially resulting in a gap in coverage. To regain coverage, NSA
must transition to another authority for continued collection, such as a FBI FISA
Order. The Agency does not have a consistent process to ensure a seamless
transition from FAA §702 authority to FBI FISA Orders.

(U) HIGHLIGHTS

coverage exist
SATFYEY) Analysis of detasking for FAA §702 compliance

(U) Significance of]
| ® (D]

(B {3~ Be936

(b) {3)-50 UsSC 024 (i)

—S S RER-FO-ESATFVEY) Need for standardized processl
—FSSH-NE) The Agency lacks a standardized process |

(U/ /FEEFS) Management Response ;o
(U//Fo98) The recommendation is being addressed by management
(b} (1)
(b) (3)-P.L. B6-35

~FOP-SFERET/CONMINT/ANOTORN- (b) (3) -50 Usc 3024 (i)

iii
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I. (U) INTRODUCTION
(U) Background
WYy e =i ESLSLLLNE] Section 702 of the Foreign Intelligence Surveillance Act
(b) (3) -P L. B6-3 (FISA} Amendments Act of 2008 (FAA), enhances surveillance against
(b) (3)-50 UsC '3024(i)  foreign nationals outside the United States.| |

-] |§702 effectively broadened
access fo crifical targets of interest, particularly terrorists. From
September 2008, when FAA was implemented, to March 2010, the
number of Signals Intelligence (SIGINT) reports that incorporated
§702 sourced collection |

o D
(b) (3)-P.L. B6-36

5 Collection under FAA 8702 must cease under certain
circumstances. Detasking is required when a target is determined to
be entering or to have entered the United States] ]

Collection also must ¢ease when a target. 1s found to be a U.S.

I-(_ | To regain coverage of such a target, collection
(b) (1) must transition to another authority, for example, a Federal Bureau
(b) (3) ~P.L. 86-36 of Investigation (FBI) FISA Order. The transition from FAA §702 to
(b) (3) -50 USC 3024 (i) another authority may not be seamless, thereby creating a gap in

coverage and potentially causing a risk to U.S. security. This audit
assessed the circumstances and extent of the FAA §702 coverage gap
by examining tasking and detasking records, FBI FISA data, traffic
collected and purged, and SIGINT reporting.

(U) FAA §702

—B5+5H FAA §702 allows NSA to use the assistance of U.S.
telecommunications and Internet service providers to target non-
USPs outside the United States. After the Attorney General and the
Director of National Intelligence file a joint certification that certain
statutory requirements have been met and the certification is
approved by the FISA Court (FISC), NSA may conduct foreign
intelligence surveillance of the content of communications. The
certification includes an affirmation that the surveillance fargets only
non-USPs reasonably believed to be outside the United States. The
certification is submitted to the FISC and typically is approved for
one year. Acquisition under a certification must adhere to targeting
and minimization procedures approved by the Court. As of August

—FORSECRELACOMNOFORN—
1
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2010, NSA was authorized to conduct FAA §702 collection under

I:lcertiﬁc ations.

By
(b) {3)-PiL. B6-36
(b} {3)-50 usc l"'3'02_47 !_i)

(U/ /PeY6T Other, FISA authorities provide alternative means to
_obtain collection against foreign intelligence targets when NSA must
stop collection (detask] pursuant to FAA §702,

« (U) FAA §704
(U/ o6 Other Acquisitions Targeling USPs Qutside the
United States. A FISC Order is required, but surveillance
techniques are not reviewed by the court.

- (U} FAA §705b
(U/ FEoHe) Joint Applications and Concurrent Applications
When a FISA Order that authorizes surveillance of a target
inside the United States is in place, the Attorney General can
authorize targeting while the USP is reasonably believed to be
outside the United States.

(U) FBI FISA Order
55 REE-TFEFYEH The FBI is authorized under a FISC

Order to perform searches and electronic surveillance against

by (1y T T agéhts of a foreign power  Under FISC-docket number
(b) (3)-P.L. 86-36 (known as the Raw Take Sharing Order) dated July 2002, NSA
(b) (3) -50 USC 3024(4) is able to receive most FBI FISA collection.

{U) Increased use of FAA §702 Authority

— SR PO S FYEYT According fo analysts in the Signals
Intelligence Directorate (SID}, collection under FAA §702 authority is
productive and grew in the 19 months between September 2008 and
- March 2010, Increased tasking under FAA §702 authority has
resulted in increased SIGINT reporting. The Agency has also
experienced an increase in compliance-related detaskings of
selectors.
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« (U} Tasking
SR S A Tasking b,y,..salecterrl |
- e

Compliance-related detasking

- (U) SIGINT reporting - .

-%SWREL#@—H-H%Repomng based on collection
" under FAA §702 authority increased| |

1 |

S RO A R
(U) NSA oversight of FAA §702 collection
5SS HHRE-FO-ESAIEY In addition to the analysts’ obligation to

review the status of their selectors, the SID Oversight and
Compliance Office (SV) is responsible for monitoring compliance with
FAA §702 and tracking detasking. SV monitors selectors throup;h

special too]s to ensure comphance| e T [ () (3)-P.L. 86-36

Targeting Ofﬁce of Primary Interest (TOPI) and requests that its
personnel research the selector before detasking. SV is also
responsible for maintaining a Protect America Act (PAA)/FAA
Incident database to record and track incidents and provide that
information for external oversight by the Department of Justice (DoJ)
and the Office of the Director of National Intelligence.
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(U) FINDING: Gaps in Coverage Exist T (b) (3)~P.L. B6-36.

—{(FSHSHNF Although FAA §702 has provided important SIGINT
collection, the Agency has experienced Dcpverage_gaps when
transitioning from FAA §702 to another authority.

—The Agency does not have a consistent process to‘_gﬂ,.;;,-,g“a
seamless ftransition from FAA §702 authority to.FBl FISA Orders.
(b) (1)
(b) (3)-P.L. B6-36
(U) FAA §702 Implementation (b) {3) =50 USC 3024 (i)

(U) FAA §702 procedures

= F3/SH- FAA §702 requires that NSA adopt procedures to
ensure that its collection targets are non-USPs reasonably believed to
be outside the United States and to ensure that the Agency does not
intentionally acquire communications known to be purely domestic.
NSA must also establish minimization procedures that reasonably
balance its foreign intelligence needs against the privacy interests of
USPs with respect to the collection, retention, and dissemination of
information.

(U) FAA §702 detaskings for compliance

(U/ /FEY8) In certain circumstances, NSA must detask selectors to
maintain compliance with FAA §702 and approved targeting and
minimization procedures. There are three broad reasons for
detasking.

+(U) Roamers
- The foreign target is initially
believed to be overseas, but it is subsequently determined
_.that the target has.entered-the United States| |

b)-: (-:siz);:::;.‘.ii _____
(b) (3)-P.L. 86-3

« (U/IFOEO~ USP status determined after tasking
A S REE-FO- AT TYEY] The target is overseas and
believed to be foreign, but NSA subsequently determines that

the target is a USP overseas. )

(b) (1)

(b) (3).-P.L. 86-36

(b) (3)-50. USC 3024 (i)

TS REE-PO-USATE | e

—TFOP-SEECRFLACOMINTAANOFORN—
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by (1
(b) ¢

LSS LL NN Once NSA determines that a target is a USP, is
roaming in the United States, or|
NSA must detask associated selecfors from collection under
FAA §702 authority and purge related SIGINT holdings from all
databases. To avoid a break in coverage, other authorities must

be sought if the target remains of interest and is an agent of a
foreign power (e.g., §704, §705b, and/or FBI FISA).

(C) Compliance detaskings few in context, but potential risk is great

* ‘ ~ — -
~FYETS The number of {/FOes FAA 702 detasked
selectors that are Selectors compared to all FAA
detasked for tasking and total SEGINT Selectors

compliance reasons (B (1
from collection under (S‘:) {3}
FAA §702 authority is
small compared with
all SIGINT selector
tasking as of March
2010
however, loss of FAA
§702 collection on
potentially high-
~ interest selectors,
particularly those
_ related to poses a
“risk when {ransition to
alternative coverage is
not seaimless.

(U) Defining the FAA §702 gap in coverage

—F5/5HMF+ The gap in coverage is the collection lost in the time
between destasking selectors from FAA §702 collection authority and
initiation of collection under another authority (e.g., §704, §705b, or
FBI FISA). For non-FAA §702 coverage, a higher legal standard,
individualized probable cause, is required to secure a FISA order. In
some cases, the Government may not be able to assemble facts
sufficient to satisfy the probable cause standard.
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(U) Audit Focus on

(U) Audit universe of FAA §702 detaskings
T8/ St To determine the extent of the coverage gaps, we
identified every Digital Network Intelligence (DNI} and Dialed
Number Recognition {DNR] selector that was detasked to comply
(15')""(3) P L 8636, with FAA §702 after enactment of the FAA in July 2008. By
- Téxantining |tasking records and SV’s
PAA/FAA lncidents database, we identific.ct‘mrelevant detasked
. These selectors were drawn from-

(b} (3) - -5, 186~ .36
(b) (3) ~50 USC 3024 (i)~

A v From September 2008 to March
2010 FAA §702 Collectlon contributed to an increasing percentage
: verall; the-increase-was-from- pereent tolj

(b) {1)

4

Percentage of| |Reports with Contributions from FAA
(September 2008 - March 2010)

c’QJQ O‘" $04 Q?/ \’bo Q?’ \sb* vg @'D‘\ \\\}(\ \\) v_ chfQ O& $0 QQS" \’b {<Qr \x\’g\
—FOP-SEEREF/COMANT /AN OFORN-
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(b)(3)-P.L. 86-36

(U/FOYET Audit sample focuses onEDNI selectors
=t REETFO-U84AFYEY From the universe. ofﬁdetasked

DNI and DNR selectors, we 1dent1fied|:|DNI selectors for

y-selector gap analysis (see Appendix B for
scope and methodology}. DNI seclectors represented the large

(BY(3) -P.L. 8§ 36 .. miajority-of FAA §702 detaskings in the sample (93 percent),

additiorn; Dselectors acéotnted forl Ipercent of tasked FAA

§702 DNI DNI FAA §702 Selectors by Certification

selectors as
indicated in the {(as of March 2010}

.. adjacent diagram. [ W) (1)
. The large quantity (5) (3)-P.L. 86-36

. oftaskings and {b) (3)-50 Usq 3024(i)
~. detaskings ",

coupled with the
- sighificant role of
. FAA §702 on
‘reporting, as well
as the high risk
that a gap in
COVerage pOSES,
prompted gur
focus on]  |DNI
detaskings.

{U) Effective
Collection Priority

—SAHE A REFE-
‘U‘S?r‘F"vLE\‘)-To understand better the priority of tasking and

selectors, we obtained the

(b) (3)=P. L -

collectwn préEéde"ﬁcel """ i
| | ECP-values range from
one through nine, with one being the highest priority. Fot the
selectors that we 1dent1f1ed the average ECP was 2.52, indicating
that these selectors are of high priority.

(U) Effect of Gaps on SIGINT Collection and Reporting

“during-a-13- -month- pertod [February 20{}9 to- March 2010}
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'""”""‘"""'"""'(U')DCoilection Coverage Gap Analysis

T I W A 2 . Ml 2 W o P S

b) 1)

(b) (3)-P.L. 86-36._ - - ]
e T {UIFOUe) Time delay poses risk on productive selectors

1SN |
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(b) (3)-P.L. §6-36

( )(3) P L. B6-36

(b)-{3) -50 USC 3024 (i)

(U) Minimal delay on some high-interest selectors

4;(' 1-) ........... e R

(U) Projected lost FAA §702 collection

{54 SHHREE-FO-HSA FrET|

[could

result in risk to the nation from these hlgh—mterest| |targets.

(U) Majority of

B
(b) (3)-P.T.-86-36

(b) (3)-50 USC 3024(i})..._

(b) (1)
{b) (3)-P.L. B86-36

10
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(U) Selectors not Retasked

Total —— [ 100.00%
RS SRR
(U) Lack of Systematic Process | ]
)| e o B)3)P L. 86-36
=r| | Production Center has faced
e challenges in achieving seamless coverage of targets while
{b)(1) maintaining compliance with FAA §702 requirements, | |

(b)(3)-P.L. 86-36

(b)(a) L. 8636 B ]

(b)(‘."i)-SQ_V!JSC 3024(i)

(U) Need fﬁ‘r.ponsistent process

LU |

11

~ {b){3)-P.L. 8
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fﬂ}}lim ‘-ss 36
(b)(3)-56 L"SC 3024(iy (U)I:ITaskin'g"'Tim'té'"G'aﬁ """""""" T ) 8)-PuL. 8
—{FO BN
e Lt ( b)('l)
(b)(3)-P.L. 8
Total | = 100%
(b)(3)-P.L. 86-36 (PSS NEY (o)1)
(UIFeuey | | (b)(3~)f?:tl:f‘§6-3s

1, PRS- SEAANE After the Agency detasks an FAA §702 selector,

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

2. =SS TOPIs can directly notify | ]

3. RS- After normal duty hours, NSA's

bI)
(b)(3)-P.L, 86-36

4. RS Agency analysts can send

(RO SHFT | l

—FSHSH-NF In addition, in September 2009, at the request’idi‘

the NSA Director, an Emergency Authorization Qgpgjqpt,,.of--r---'i‘:‘(’b)(1)
Operations was developed |"an'd”"’the Office of (b)(3)-P.L. 86-36
General Counsel (OGC) to outline a detailed process for
maintaining coverage | |

S SR -T oL A—EWE |

l

12 (b)(3)-P.L. 86-36
(b}(3)-50 USC 3024(i)
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{(b)(3)-P.L. 8
(U4 Lack of understanding of the handoff process

'(B‘jﬁj T
{(b)(3)-P.L. 86-36 "
{b)(3)-50 USC 3024(i)

(UHYFOUO) Case studies

B
(b}(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

1 AFSHSHARE~FO-USA— YA Informai, but nearly seamless:
A I

(b)(1}

(b)(3)-P.L. 86-36
(b){3)-18 USC 79
(b)(3)-50 USC 30

(b))
(b)(3)-P.L. 86-36
{b)(3)-50 USC 3024¢i)

—{FSHOHNFY Selectors Associated with[ .. .. oo T () (q)
l |- (b)(3)-P.L. 8

(b)(1
(b)(3)-P.L. 86-36 RS

13
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Pt NSA, the Central Intelligence Agency, and the FBI

{B)(t):..-
(b)(3)-P L 86-36

(b)(1) ---------------------
{b)(3)-P.L. 86-36

{b)(3)-50 USC 3024(i)

(b)ﬂ)
(bY(3)-P.L:-86-36

(PSRN
—FSHSHREEFO-H5A-TFYEY These selectors had been plaoed

under FAA §702 coverage| oo I e ()] ¢ }
because théy Were used by several nersons assoc1ated with (b)(3)-P.L. &
(g)(;) P.L. 86-36
:D;E3;:5(.l Usc 3024(i) st [ | analystsinitially did hot kiow who to contact ~ (B)1)
about obtaining alternative coverage and were not clear-abéuit (b)3)-P.L. 8
what could be obtained from FAA §705b tasking and how this
tasking -Ultimately, the analysts
e N — T o 1 (b)(3)P.L. 8
l ' T
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were provided guidance internally

(b)(3}—P Lr 86.36
(h)(3)-50 Usc. 3024(0

occur because not all analysts in the office are familiar with these

new procedures.

3ATSTSHARETFOUSAFYEY Limited feedback and a Iong
=

delay: | """""

(b)(1) B

| (b)(3) P.L.8

(b)(3)-P.L. 86-36
IJﬂ?e_l_qe_;:.toru‘ﬂ&é;s%ociatecl with|

(b)(3):50 USC 3024(i)

]

TITSTTSHTNES

TS/ SbaShortly_after tasking on the selector had been

initiated |

I
(b)(3)-R.L. 86-36
(b)(3)-50 USC 3024(i)

“{‘SW@'WV uses{:,t() n:onitor tasked selectors lo ensure foreignness and

compliance with the law, .

(b)(3)-P.L. 86-36 15
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(b)u)
(b)(3)-P L.-86-36
(b)(3)-50 USC 3024(.)

(b)(3)- -P.L. 86- 36

lsugaest i nts

agreed that a standardized process would improve the timeliness

| They also concluded that the

process should be strengthened and s
improvements to the current system.-

uggested other

(b)(1)
(b)(3)-P.L. 86-36
(b}(3)-50 USC 3024(i)

P87/ 781/7NFI Establish a standardized process for

|when it is determined that

coverage should continue after seiectors are detasked
from FAA §702 collection.

(ACTION: SID with OGC)

CONCUR. [U//%Dand BEC-comeur with OIGs TTTTT
recommendation. Corrective a

completed as soon as possible,

{U) Management Response

tion is under wav and will be

(b)(3)-P.L. 86-36

—FOP-SECREEACONMINTANOFORN—-

16
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Successful completion within this timeframe is contingent upon
direct involvement from SV and Sl as they are owners of mission
components that are directly tied to the transition process (see
Appendix C for full text of management comments}.

(U) O1G Comment

(U) Planned actions meet the intent of the recommendation.

(U) Loss of Collection | f -

8577 S REEFOUSATFVEY We also grouped the selectors

reviewed by the reason for detasking.

— Sl — Circumstances of Detasking

T
(b)(3)-P.L. 86-36
(b)(3):50 USE 3024(i)

(U) Sig'nif'i'é'a.nce of |- e T (g 3)-PLL, 86-36
MRS Taasivwiess ol |
—FOP-SEERET//CONMINT/NOFORN—

17
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(U/FFA37- Strict guidance on detasking |- (b)(3)-P.L. 86-36
T8/ STREEFO-USAFYEYT Strict guidance from DoJ and QGC

Byey o
(b}3)-P.L.86-36 " o

(b)(3)-50 USC 30246)..

(U) Action taken R
— RS SN | |*-‘the:::QIR’NSA',""'El'é‘ﬁéiﬁ?'i"tﬁ""tk'iém -~ (b}3)-P.L. 86-36
Attorney General and the acting Director-of National Intelligence,
filed with the FISC FAA §702 certification renéwal documénts
related to targeting and minimization procedures for the

—F GO | |NSA learned that the FISC was

concerned with the proposed changes to the minimization
procedures. DoJ and NSA are exploring alternatives to address
the matter while continuing to operate under the existing
procedures.

18
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(U) ACRONYMS AND ORGANIZATIONS

CIA (U) Cetitrat Intelligence Agenc
|-y e D :

DIRNSA  (U) Director, NSA & I

DNI (U/ ey Digital Network Intelligence #(b)(3)-P.L. 86-36

DNR (U} Dialed Number Recognition

Dod {(U) Department of Justice

ECP (U} Effective Collection Priority e

FAA (U} Foreign Intelligence Survelllance Act of 1978 (FISA)
Amendments Act of 2008 -

FBI (U) Federal Bureal of Investigation

FISA (U} Foreigi Intelligence Surveillance Act of 1978

FISC ____..(U'}"lFbreign Intellizence Surveillance Court |

)

0GC (U} Office of General Counsel

PAA (U) Protect America Act

SID (U) Signals Intelligence Directorate

SIGINT (U) Signals Intelligence

Y (U/ 0T Signals Intelligence Directorate, Oversight and
Compliance

5v4 (U/ FPSBOY Signals Intelligence Directorate, Oversight and
Compliance, FISA Authorities

TOPI (U/ fFOHOT Targeting Office of Primary Interest

use (U) United States Person

19
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(U) APPENDIX A

(U) About the Audit
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(U) ABOUT THE AUDIT

(U) Objectives

{U) The audit objective was to document the circumstances and the
extent of dropped Signals Intelligence (SIGINT} collection as a result
of Foreign Intelligence Surveillance Act of 1978 (FISA) Amendments
Act of 2008 (FAA) §702 restrictions.

(U) Scope and Methodology

(b){3)-60 USC 3024(i}

{U) Conducted from February to August 2010, the audit examined
the gaps in coverage when a selector is required to be detasked for
compliance with FAA 8702 and the measured effect of the lost
coverage.

(U/ 59 We reviewed current policies and laws pertaining to FAA
§702. We obtained access to the Protect America Act (PAA)/FAA
Incident database and reviewed reported incidents from 10 July
2008 (when the FAA became law) through 4 March 2010 and
documented actual instances when SIGINT collection was stopped
to comply with §702. See Appendix C - Data Analysis for our data
sources.

~c-We interviewed representatives from the following organizations:

Signals Intelligence Directorate (SID} Oversight and Compliance

(8] | Office of General

Counsel{0GE)] | and

addition, we mef with] land documented the
collection transfer from NSA to FBI.

(U) 81D Qversight and Compliance

(U/ AEH0T To gain an understanding of the Agency’s process for
documenting and reporting incidents and viclations, we met with the
SV staff. We obtained for our analysis information from SV’s
PAA/FAA Incidents database on sclectors that were detasked
because of FAA §702 restrictions.

(U) Office of General Counsel

(U/ [0 We met with the OGC FAA liaison to gain the overall legal
perspective of the implementation of FAA §702. We also met with the
Acting General Counsel to discuss the nature of collection
restrictions that are inherent in NSA's legal authorities. In addition,
we discussed whether the current law is sufficient for NSA to achieve
its mission goals.

—FOP-SECREHACOMINEANOFORN—
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) |

" (U/ FPEE6] We met with technical leadership in the
| |to gain an understanding
of the lepal, policy, and compliance constraints in the
Ianalytic enviro nment, specifically related to
selectors that were detasked

[when a selector was detasked was discussed with
| Janalysts. We obtained the analysts’ opinions about the effect of
collection on their work, including specific benefits and obstacles of
the FAA §702 authority.

(U) FAA implementation leads

(U/ /[0 We met with the Analysis & Productien FAA leads who
are charged with overseeing working groups, which are addressing
problems with carrying out work under the FAA. They outline efforts
on analytic training and coordinate with the Department of Justice,
QOGC, and SV.

(U) Tasking tool and data repository personnel
U We met with personnelinf ... .-

:gﬁ;;-P.L. 86-36 2 f——p— tO dlSCUSS thﬂ] """"" T

(b)(3)-50 USC 3024(i)

{b)(3)-P.L. 86-36

'databases to assist in our review. In addition, we met with the SQ
metrics team | )
personnel, and a representative from SIGINT Strategy and -
Governance to gather additional data concerning tasking- ‘gaps,
collection prioritization, and gualitative measures related fo the FAA
§702 selectors of interest.

(U} Training

U/ /FEYOT We took the Legal Compliance and M1n1m1zat1on
Procedures {USSID 18) training to obtain actess to certain
databases. In addition, we attended Taining.

(U) Government auditing standards

(U} We conducted this performance audit in accordance with

generally accepted government auditing standards. Those

standards require that we plan and perform the audit to obtain

sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions according our audit objectives. We believe |
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that the evidence obtained provides a reasonable basis for our
findings and conclusions according to our audit objectives.

(U) Prior Coverage

(U) The Office of the Inspector General has not performed any
previous audits or inspections on FAA §702.

(U) Use of Computer-Processed Data

U} To perform this audif, we used data that originated [rom the
-the-SV4-PAASFAA Iﬁé’id'éﬁ't’é;l |-3éﬁ-d?| I “(b}(3)-P.L. 86-36

databases. We used the data to.conduct a gap analysis on selectors

that were detasked for FAA §702 compliance reasons. We did not

determine the validity of these databases; however, we validated the

data across multiple sources to ensure an accurate depiction of the

data as used for our analysis.

(U) Management Control Program

(U} ITOUO+ As part of the audit, we assessed the organization’s
contrel environment pertaining to the audit objectives, as set forth
in NSA/CSS Policy 7-3, Internal Control Program, 14 April 2006. We
found that SV4’s 2010 statement of assurance reported that a lack
of upgrades of Information Technology systems and software
application and lack of training and staffing could impede the SV4
mission.
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(U) APPENDIX B

(U) Data Analysis
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(U) DATA ANALYSIS

(U) ldentification of Detasked Selectors

(B)(3)P.L; 8636 . s sources of selectors that were detasked to maintain

compliance with FAA §702.

Hﬂﬂ‘@} We used the SV PPAA/FAA incidents database and the
a

(U//FOUQ) SV4 PAA/FAA Incidents database
(U} /FOTO) We examined the SV4 PAA/FAA Incidents database,
which containg a record of reportable incidents under the PAA/FAA.
A reportable incident under PAA/FAA is one of the following:

(U/ FREEET The conduct of any SIGINT activity (collection,
processing, retention or dissemination) using PAA collectors ina
way that contravenes the terms of the PAA or the terms of the
specific certification under which you are operating. & This includes
any activity that runs counter to the Director’s affidavit or the
associated exhibits that describe the process for determining
foreignness, the minimization procedures, or the targets authorized
for collection under the certification.

(U/ 95 The conduct of any SIGINT activity using PAA )
collectors without having a certification in place to cover the b)1)

target being collected. (b)(S) P.L. 86-36

{55 REE-FOEAAISIEEY We reviewed the records in the SV
PAA/FAA Incidents database from 10 July 2008 (the inception of

FAA} to 4 March 2010 and determined that there were a total of
incidents.

(U/ FOES) The records in the database are categorized by incident
type. This allowed us to determine those that met the criteria for
our review of detaskings related to compliance. The relevant
incident types for further review are:

(b)(3)—l5 - VVVVV : P
(b)(3)-50 usc 3024(.) e 4SSt e ’ |

o {RSHAREFO-IEAFYEY Targets identified as a USP after
tasking under §702

Roamers into the US

(U/ Aet90) Incident types such as “analyst error” and “tasking
error” did not relate to detasking to maintain compliance with §702;
therefore, we eliminated these types of records from our review,

(Uy PAA was the predecessor o FAA.

~TOP SECRET/COMINT/ANOFORN-
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(U/H;e‘Ue')l | """""""""""""" - ii::t"‘::rri- ----

—{SFSHRE-TOYSATFYE| |1S the targetmg tool used to_-

(b)(3)-P.L. 86-36

By e
(b)(3)-P. L. 86-36

submit and manage Digital Network Intelligence {DNI] targetmg
requests. To ensure that we obtained records of all detaskings
related to §702 compliance, we requested froml:lfésking records
a record of detaskings for any of the three following reasons™:

1. User is a USP
2. User is entering the United States
3. User is in the United States

~EEY} The main purpose for requesting
detasking reeords from was to search for selectors that were
detasked citing a reason “user is entering the United States” and
that were not captured as incidents in the SV PAA/FAA Incidents
database because they were detasked before the user actually
roamed into the United States.

(U) Audit universe

(U/ [FEH9) We compared the results of the query with the selectors
identified in the review of the PAA/FAA Incidents database and
identified additional selectors that were detasked for compliance
purposes.

Incidents andl Idetaskmg records; we identitfied a total universe

“"(b)(3)-P.L. 86-36

/(b}(3)-P.L. 86-36

ofD unique seclectors that were detasked for compliance reasons.

The detaskmgs covered the l?AA §702 certifications:

| We were able to identify both detasked DNI and

b))
(b)(s)'P.L. 86-26
(0)(3)-50 USC 3024(i)

Dialed Number Recognition (DNR) selectors from the FAA
Incidents database and detasked DNI selectors from }
detasking records. The breakout of the selectors are detailed in the
following table:

T (UIFEYS

2009; therefore, our search within

March 2010,

I:ldidnot--fo-rmaﬂf ”ffi ude-a- “dclask reason” ﬁeld unt;l an upgradc WAS. pcrfmmcé in Fehruar

(b){3)-P.L. 86-36
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(U) Audit Sample for Gap Analysis

(b))

{b){3)-P.L. 86-36

AU-10-0023
(O HEo=e
SV4 PAAFAA Incidents Compiiance-related ig%g?&?
database detaskings since July 2008 2010
SV4 PAAFAA Incidents Compliance-related {g%‘;?ff
datebase detaskings since July 2008 2010
SV4 PAAFAA Incidents Compliance-related ‘ég%iggﬁ
database detaskings sinoce July 2008 2010
SV4 PAAIFAA Incidents Compliance-related th'mfoﬁ,
database detaskings since July 2008 2-0?'()6-
Compliance-related = —""'February
,-I:Idetasking record detaskings since February"' 2009 to
2009 . March 20310
i Compliance-related February
;,..-Ddetaskmg record detaskings since February 2000 o
] T 2009 March 2010
Total |
SR AR O AP A —

{b)(3)-P.L. 86-36

réasons under the;
2010. We-concentrated on the selectors from. the
V_becauéle of the signifance of the FAA§702 collection incl

TISTT ST ;

selectors that were detasked for collection for compliance
certification from February 2009 to March

FAA

The focus of our gap analysis was on

{gaps in coverage in days) and collectmn covérage. gaps {proj

certification

missed collection as a result of the loss of coverage) for the-

selectors.

udi

nf the

selectors on of the availability
nalysis, and the majorlty of the

ected

L |

o))
: (b}(3}-P.l.. 86-36

SV4 PAA/FAA Incidents database

|detasking records

Total
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(U/FOTS) Records reviewed

(U/ /PO To measure the extent of the gaps associated with

detasked §702 selectors, we evaluated multiple scurces_of

information. This information was requested from SV,
and the-$24 We-also. rc:vmwed the ‘

following databases:. | [ (b)(3)-P.L. 86-36

« (U0  §702 tasking history
(U/ Fetor records were used to determine the dates of

coverage for the selectors. The data included the dates the
selectors were tasked and detasked;_ in for Executive Order
712333 and §702 coverage

comparison between mformatlon in th PAA/FAA Tncidents

sking fecords from We also used the
data to defermine the Effective Collection
Pr1or1ty' of each of the selectors.

. (U/)‘FG-HG-)?'“{ e |
—fS#SWREb#@—H—Sﬁ—-F—WEHI |data were requested for
determination of the number of pieces of traffic. or “traffic hits,”
~ collected per day related to §702 This
(b)(‘U ST traffic aﬂpwed us to determine how active the selectors were in
{b)(3)-P.L. 86-36 regard to traffi¢ ¢o vlected| l

(b)(3)-50 USC 3024(i} From this information, we were able to project the potential
collection that was lost during gaps in coverage related to §702
compliance. It also provided us the ability to determine how

« (WP Purged records
{U/ /FOHOT Purge requests from SV4 to database managers were

(b)(3)-P.L. 86-36 evaluated fO‘r"r'ecords****rel'ated"'to---the"-gro-up---o—flzls electors in the
T atabase. The purged records in effect represent a gap
in collection coverage.
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- (UIF0E8) - reporting
) (UffFOucj We requested frog_; the SQl |counts of

VY | |

- (UMFOYOY- §704/§705b tasking

—SFFSHRREEPE- S APYEYT Reports were generated from
and records requested from SV regarding §704/705b

authorizations to determine if any of the |:|detasked §702 -
selectors were subsequently approved under those (b}(3)-P.L. 86-36
authorizations. =

(b))
(b)(3)-P.L. 86-36
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(U) APPENDIX C

(U) Full Text of Management Comments
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L (U)) SUMMARY

{U/HEdEY As requested, this correspondence provides the Office of
| ' |and Office of General Counsel’s (OGC) statefents of  (b)3)-P.L. 86-36
concurrence (or non-concurrence) with the recommendation contained in the Ofﬂce,*'"
of Inspector General’s (OlG's) draft audit report on the transition gap NSA '
encounters when targets of Foreign Intelligence Surveillance Act (FISA) ‘
Amendments Act (FAA) §702 collection must be de-tasked from this collec_t,io'h
authority. This memorandum also provides OIG with the results ofD"énd
OGC's review of the draft report for factual accuracy.

I1. (U) CONCURRENCE WITH RECOMMENDATION

(&7 8N Recommendation : Establish a process fq_[,{,\_l,SAl ]
| |coverage for-accounts de-tasked from FAA 702

collection. (b)}(1)
(b){(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U) Lead Actionee: SID with OGC.

(U) Concur/Non -Concur & Estimated Completion Date: and OGC ¢ concur-with
OIG’s recommendation. Corrective action is underway and-will be compfeted as
soon as possible, | I Suiccessful completion within this
timeframe is contingent upon direct involvement from SV and S1 as they are
owners of mission components that are directly tied to the transition process.

-HSASHNE) Comment: Although there is a current process for the Signals
Intelligence Directorate (SID)| [coverage of targets of interest,
OGC does not dispute OIG's substantive finding that the current process does not

appear to be umversaiEy understood by SID s| A_m|_;personnei--~-

)(3)-P.L. 86-36

include|  |persorinel, are workmg on smprovmg the: current process I

| |coverage of| ‘ targets that must be dropped from FAA 702
collection. "OGC and SID|  [personnel have already initiated discussions to
establish a cleare'f'precess for NSA] |coverage for selectors de—
tasked from FAA 702 coilectfon 0GC andl__]personnei have begun drafting a
comprehensive standard operatlng procedure (SOP) for anaiysts to follow when
I fas appropriate.. The SOP will
also include a quick reference guide and checklist for dnalysts. 0OGC will engage 7
with the Department of Justice (DoJ)| Jas T 16)3)-P.L. 86-36

—TOP SECRET/COMINT//NOEORN- R
{b)(3)-P.L. 86-36
4 {b)(3)-60 USC 3024{i)
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necessary to ensure that the new process addresses OlG's finding and
recommendation.

fg}g; P.L86-36 ~(FSHSHAYF I the short term [_nas-initiated-a series of training sessions for ~ (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024Wmmber3 of the division and branch leadership teams to raise awareness of the
"-~process| | The purpose of the
tralnmg is to establlsh branch and division level Points of Contact (POCs) who WIH
be able to assist analysts through thﬁi: process. Additional Video
Teieconferencmg Center (VTC) sessions will be scheduied to include the extended

enterprise.

(B)(3)-P.L. 86-36 N
Flnatiy an e- maii ahas has been created that mc!udes technlcal and

PQOCs as they work with the analysts on the process. Members of the
group will also ensure that timely resolution is reached for selectors de-tasked from
FAA 702.

II1. (U) REVIEW EOR FACTUAL ACCURACY

~(b)(3)-P.L. 86-36

(U/FOE63 OIG Comment: The OIG does not agree with- the|:|that all suggested
changes were due to inaccuracies or misleading- statements. In most cases, these
suggested changes were based on[__ Jinterpretations of the report and new
information. We made the appropriate changes to update and clarlfy areas of the
report. /

—SHEHThe following lists areas of the report where :li'dentified factual
inaccuracies or misleading statements that should be corrected in the final version
of OIG’s report on the‘__—__lglap NSA encounters when targets of FAA 702
colfection must be de-tasked from fhis collection authority. These factual
inaccuracies do not affect| | concurrence with the report's recommendation that

SID and OGC establish a new process| l
| |targets that must be dropped- from FAA 702 collectmn The
following constitutes spec"lflc suggested correctfons '
(b)(1)
(b)(3)—P-L- 86-36 (b)(3)-P.L. 86-38

(U) Correction 1 (b)(3)-50 USG 3024(1)

—(S7SHAREY Highlights Section (page i}: On page ‘i’ in the “H|ghllghts"’ sectton the
report contains a sentence that says|
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~—fGHSHAEET Comment: This statement implies that NSA would have been able to
obtain probable cause on all of those selectors and would have been able to
transition to another authority. Believe we should clarify that we cannot transition
all selectors in all circumstances.

“(b)(3)P.L. 86-36
() Correction 2 {b)(3)

—SHSHAET Gaps inl:lCoverage Ex1st (page 5): Under the FINDING (top

of the page), it states “...the Agency has experienced coverage gaps when
transitioning from FAA702 to another authority.”

—t5H5HAHS Comment: This statement implies that NSA should be able to transition
to another authority in all instances. This is not the case. Believe we should clarify
that we cannot transition all selectors in all circumstances. While the need for a
“higher legal standard” ts mentioned on the bottom of page 6, believe we need to be
up front with the fact that some selectors will not transition.

(U) Correction 3
—SHEHHNE Effective Collection Priority (ECP) (page 8): This section states that the
average ECP was 2.52 indicating that “the average ECP was 2.52, indicating that

these selectors are of high priority.”

—SHSHANFY Comment: Believe we need to add context to this statement. We would

imagine that mostifnotalt{ —has an (0)3)-P.L. 86-36
ECP that falls into the 1-3 range. Probably alluseiectofé"are of hlgh prlonty based
on the ECP.

{U) Correction 4

—{FSHSHANFY- Selectors not retasked (page 11). The table at the top of the page

indicates that . o fE{S{ P.L. 86-36

—FSHEHNE Comment: We think it is important to add a footnote that indicates
that the analysts were told that they did NOT have to perform thorough research to
try to recall why the selector was not retasked. Below is an excerpt from an email
exchange between OIG and| indicating that the analyst did not have to perform
research if they didnot remember why the selector was not retasked.

(b)(3)-P.L. 86-36 6
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—FSH5HAIE) We agree with your assertion that the analysts simply note that they do
not recall what happened to the selectors if they cannot remember. Qur intention
was not to require people to spend hours trying to recall information to answer our
survey, which is why there is a “don't recall” option in the first questiong,q)

(b)(3)-P.L. 86-36

(U) Correction 5 (b)(3)-50 USC 3024(i)

FSHSHANRS

—F5HSHAN Comment

(U) Correction 6

~F5ASHNFT Need for consistent process (page 11): The document states that,
(B)(1)..
(b)(3)-P.L. 86}36
(b)(3)-50 US{ 3024(i)

—F5HSHAN- Comment: We think it is important to note that some selectors will
take longer to transition compared to others based on the circumstances. The
probable cause standard is higher than the standard associated FAA 702 tasking.
This statement implies that we should always be able to transition quickly. It may
take time and a lot of back and forth between befoie we (0)3)-P.L. 86-36
reach the probable cause standard. We realize this is addressed in the Case Studies
on page 13 but we think it should be stated up front.

{U) Correction 7

—8HSHREE- Footnote 3 (page 14): States that (0)§)-P.L. 86-36

I[1)
(b)}{3)-P.L. 86-36
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b)(3)-P.L. 86-36

(U) Correction 8

~(F3H8tANF) First Paragraph (page 15): “The analysts also may not have been
: th)(1)

(p)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

—F543H Comment

(U) Correction 9

—tFSASHANFY Action Taken (page 18): This section discusses the new procedures

which are supposed to provide relief on soma scenarios” " (b}1)
(b)(3)-P.L. 86-36

~FSHEHANT Comment: Unfortunately, provisions were . (bN1)
. - (b}2)-P.L. 86-36
removed from the new procedures so we will not see any refief
based on the new procedures. OGC would have details on exactly what occurred
and where we stand.

IIL (U) OGC - REVIEW FOR FACTUAL ACCURACY

(UMHRBE0Q) OIG Comment: The OIG does not agree with the OGC that all
suggested changes were due to inaccuracies or misleading statements. in most
cases, these suggested changes were based on OGC’s interpretations of the report
and new information. We made the appropriate changes to update and clarify
areas of the report.

-t5H5HANE) The following lists areas of the report where OGC identified factual
inaccuracies that should be corrected in the final version of OIG’s report on the
transition gap NSA encounters when targets of FAA 702 collection must be de-
tasked from this collection authority. These factual inaccuracies do not affect
OGC's concurrence with the report’s recommendation that SID and OGC establish
a new process! Itargets that must be
dropped from FAA 702 collection. The following constitutes OGC $ specific
suggested corrections: .

(b)(1)
W%W (b)(3)-P.L. 86-36

8 (b){3)-50 USC 3024(i)
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(U) Correction 1 e }E;:;; P L 86.36
&SN Highlights Section (page 1): On- page ‘r’ in the “Hrghllghts’1 sect:on the
report contains a sentence that says’ the issue of a i
| Jis currently under review by Doi. This statement is
factually incorrect. In July 2010, DoJ attempted {o persuade the Forelgn intelligence
Surveillance Court (FISC) to allow tasking to continue under one version of the
| but the FISC
refused to accept the proposed change fo NSA’s FAA targeting and minimization
procedures that the Government proposed to address this problem. OGC's
understanding is that the FISC concluded such a change would conflict with
statutory restrictions contained in the FAA legisiation itself. Therefore, Dol is no
longer reviewing this issue in the manner mentioned in the draft report. Instead,
Do! is reviewing twao different draft legislative proposals that attempt to close the
transition gap. One proposal was drafted by NSA and the other proposal was

prepared by Dol’'s National Security Division. |

_ (b)(1)
{U) Cotrrection 2 {b)(3)-P.L. 86-36
=55t Introduction: On page 2, the “Introduction™ section of the draft report
contains the following sentence:

(b)) FeuUnder Fl'SC"do'cket"numberI:l(known as the Raw Take

{g;g;_:ol‘ugg%%ﬂ“ Sharlng Order) dated Jjuly 2002, NSA is able to receive FBI FISA collection.”

(U) As drafted this sentence is factually inaccurate. The sentence should be revised
to read: :

~(SHSHAE “Under FISC docket neéﬁ'ber' (known as the Raw Take
Sharing Order) dated July 2002, NSA is able to receive most FBI FISA
colfection directed against the FBI’s counterterrorism targets.”
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(U) Correction 3 ’(b)(a)-P.L. 86-36

~t&HSHANFY Finding that Gaps 1n[:]Target Coverage Exist: Page 6 of this section
of the draft report contains the following sentence:

(55N “To avoid a break in coverage, other authorities must be sought if
the target remains of interest and is an agent of a foreign power (§704, §705b,
and/or FBI FISA).”

-(5HEHANE) This sentence is inaccurate as drafted since it implies that the listed
authorities are the only possible authorities available to resume coverage. The
sentence should be revised to read:

~SHSHAE “To avoid a break in coverage, other authorities must be sought if
the target remains of inferest and is an agent of a foreign power (e.g., §704,
§705b, FBI FISA, etc.).”

(U} Correction 4 {b)(3)-P.L. 86-36

“EHSHE) Finding that Gaps inI___]Target Coverage Exist: Page 6 of this section
of the draft report contains the following statement:

—5A5HAR-“For non-FAA §702 coverage, a higher legal standard,
individualized probable cause, is required to secure a FISA order.

—SHGHANFEY Although the statement is accurate as drafted, for completeness OEG"""
may wish to note that, in some cases, the Government may simply not be abie go
assemblie facts sufficient to satisfy the probable cause standard. (b)(1)
/ (b)}(3)-P.L. 86-36
(U) Correction 5

—(FSHEHHFY Discussion of lack of process| |On pages
15 to 16 of this section of the draft report, there is a discussion of the delay
experienced in regaining coverage of selectors associated with ]

Smce the report says

—JOR S FERFHACOMENFAOFORN— (b)(1)
10 (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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NSA had to de-task the account once the Agency learned- that] |

b)(3)-P.L. 86-36
b)(3)-50 USC 3024)

(U) Correction 6

—{SHSHE) Discussion of “Strict guidance on detae_kmgl |: On

pages 17 to 18, the draft report states that DoJ-and OGC have provided “strict
guxdance” to de task| | Akthough accurate as drafted the report

-;:;;;;_z::draft report s dlscussmn of the legal advice provided by Do) and OGC on the de-
_tasking-of| |is extremely misleading. Although this sect|on ofthe

(b)mi PLSHS the Gové’?nment propbsed:ho NSA's FAA 702 targetlng and

kthel ||ssue OGC’s understandmg isthat.the Court concluded that

-, even the modest changes proposed| |to address one aspect of the|
N were
incompatible with the current statutory framework. Moreover, for completeness,
the report should also note that, even if the statutory language is changed, there
may be Fourth Amendment problems with maintaining electronic surveiliance of a
U.S. person or a person located inside the United States on anything less than a
formal probable cause determination.
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