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INTRODUCTION 

 The FBI is the “primary investigative agency of the federal government.”  FBI, Domestic 

Investigation and Operations Guide, Oct. 15, 2011 (“2011 DIOG”), at 29.1  It is charged with 

“investigat[ing] all violations of federal law that are not exclusively assigned to another federal 

agency.”   Id.  It is also tasked with taking the “lead domestic role in investigating international 

terrorist threats to the United States, and in conducting counterintelligence activities to counter 

foreign entities’ espionage and intelligence efforts.”  Id.   Armed with years of expertise 

accumulated in performing these roles, the FBI has concluded that releasing the information 

sought by plaintiff in this Freedom of Information Act (“FOIA”) case could jeopardize ongoing 

criminal investigations, cause serious damage to the United States’ national security and foreign 

relations, and facilitate the circumvention of federal law.  Nonetheless, plaintiff – the ACLU of 

Michigan – insists that it is entitled to this information.  It is not; not only does the Court lack 

jurisdiction over this suit because plaintiff failed to exhaust its administrative remedies, but the 

information sought is protected from disclosure by FOIA exemptions 1, 7A, and 7E.   Plaintiff 

also asserts that defendants have failed to demonstrate that the FBI conducted a reasonable 

search, but the FBI’s 99-page declaration and 8-page supplemental declaration demonstrate 

otherwise.   For the reasons discussed below, the Court should dismiss plaintiff’s complaint for 

lack of subject matter jurisdiction or enter judgment in favor of defendants.  

ARGUMENT 
 

I. The Court Lacks Jurisdiction Because Plaintiff Failed to Exhaust Its Administrative 
Remedies.   

Plaintiff has failed to exhaust its administrative remedies, so its suit should be dismissed 

for lack of subject matter jurisdiction under Federal Rule of Civil Procedure 12(h)(3).  

Exhaustion is required if an agency responds to a FOIA request before a suit is filed because 

Congress “did not mean for the court to take over the agency’s decisionmaking role in midstream 

                                                 
1 The DIOG is available online at: 
http://vault.fbi.gov/FBI%20Domestic%20Investigations%20and%20Operations%20Guide%20%
28DIOG%29/fbi-domestic-investigations-and-operations-guide-diog-2011-version. 
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or to interrupt the agency’s appeal process when the agency has already invested time, resources, 

and expertise into the effort of responding.”  Ogelsby v.U.S. Dep’t of Army, 920 F.2d 57, 64 

(D.C. Cir. 1990); Percy Squire Co., LLC v. FCC, 2009 WL 2448011, at *4 (S.D. Ohio Aug. 7, 

2009).  The failure to exhaust administrative remedies deprives the Court of subject matter 

jurisdiction.  Reisman v. Bullard, 14 F. App’x. 377, 379 (6th Cir.2001) (unpublished); Percy 

Squire Co., 2009 WL 2448011, at *5. 

The FBI responded to plaintiff’s request before plaintiff filed suit:  It sent several letters 

indicating that it was processing plaintiff’s request, and it produced 298 pages of documents to 

plaintiff on December 22, 2010, which was 7 months before plaintiff filed suit.  Complaint for 

Injunctive Relief, July 21, 2011, Doc. No. 1, ¶ 34.  This response sufficed to require exhaustion.   

The courts in Percy Squire, 2009 WL 2448011, at *5 and CREW v. FEC, 2011 WL 6880679, at 

*7 (D.D.C. Dec. 30, 2011), concluded that agreements to produce documents constituted 

responses adequate to trigger the exhaustion requirement.  Thus, the actual production of 

documents necessarily suffices to require exhaustion by plaintiff.   And plaintiff did not exhaust 

it administrative remedies.  It sent the FBI an appeal letter complaining about aspects of the 

initial document release (i.e., the release of the 298 pages), but it filed suit before its appeal was 

decided, and, in any case, it did not appeal the FBI’s search.   See Decl. of Mark Fancher, 

Attorney, ACLU, April 10, 2012, ¶¶ 8-13 (attached as Exhibit 2 to Memo. in Support of Pl.’s 

Cross-Mtn. for Partial Summ. Judg. and Opp. to Defs.’ Mtn. for Summ. Judg. (“Opp.”), April 10, 

2012, Doc. 24).   Accordingly, Plaintiff has failed to exhaust its administrative remedies and its 

suit should be dismissed for lack of jurisdiction.  

II. Defendants Adequately Described and Performed Their Search.  

A. The Search Description Was Reasonably Detailed.  

To satisfy the FOIA, the government must give reasonable detail of the scope of its 

search.  Rugiero v. U.S. Dep’t of Justice, 257 F.3d 534, 548 (6th Cir. 2001).   Defendants met 

that standard here.  The search description takes up 9 pages of the FBI’s initial declaration.  See 

Decl. of David M. Hardy, Section Chief of the Record/Information Dissemination Section 
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(“Records Section”) of the Records Management Division, FBI, Feb. 17, 2012 (“Firs Hardy 

Decl.”) (attached to SJ. Brief as Ex. 1), and has been supplemented with another declaration, 

Second Declaration of David M. Hardy, May 24, 2012 (“Second Hardy Decl.”), ¶¶ 7-8 

(attached).2  The declarations describe the search of (i) the FBI’s Central Records System, (ii) 

five components of the FBI headquarters (the Office of Public Affairs [“OPA”], the Office of 

Congressional Affairs [“OCA”], the Corporate Policy Office [“CPO”], the Directorate of 

Intelligence [“DI”], and the Office of General Counsel [“OGC”]), and (iii) the FBI field office in 

Detroit.  First Hardy Decl. ¶¶ 23-38, Second Hardy Decl. ¶¶ 4-10.   The First Hardy Declaration 

explains why those offices were searched and describes the detailed search instructions 

distributed by the Records Section.   First Hardy Decl. ¶¶ 23-38.  For example, the Records 

Section instructed offices to search, if necessary, “[a]ll records or communications preserved in 

electronic or written form, including but not limited to correspondence, documents, data, faxes, 

files, guidance, evaluations, instructions, analysis, memoranda, agreements, notes, rules, 

technical manuals, technical specifications, training manuals or studies.”  Id.¶ 32.   

Plaintiff nonetheless argues that the FBI did not adequately describe its search because it 

not did describe what databases were searched or how.  Opp. at 11.  Not so. Take the 

headquarters’ offices.  The Records Section provided a detailed description of the search that 

was to be conducted.  It not only provided directions about the kinds of records that should be 

                                                 
2 In the course of the reviewing the search history to ensure the precision of this brief, defendants 
recently discovered that one component may not have conducted the initial search, and that 
another component may have mis-transmitted the information that it found after conducting its 
search.  Second Hardy Decl., ¶¶ 7-8 (attached).  But those components have since conducted (or 
re-conducted) the search described in the First Hardy Declaration and, as a result, have released 
23 pages of records in full and 5 pages of records with minor redactions.  The redactions 
comprise a phone number, which was redacted for privacy purposes under Exemptions 6 and 
7(c), see Second Hardy Decl. ¶ 12, First Hardy Decl., ¶¶ 64-66, and redactions about law 
enforcement techniques that track redactions taken and justified in previously disclosed 
documents, specifically:  information regarding when law enforcement techniques may be used, 
Second Hardy Decl. ¶¶ 12-14, First Hardy Decl. ¶¶ 88, 90, 91, information on the limitations of 
law enforcement techniques, Second Hardy Decl. ¶¶ 12-14, First Hardy Decl. ¶ 91, and 
information on the use of sources as an investigative tool, Second Hardy Decl. ¶¶ 12-14, First 
Hardy Decl. ¶ 82.   
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searched, if necessary (as mentioned in the preceding paragraph), but it also told them  how to 

search – “review database systems as well as paper or manual files” and “submit an all employee 

e-mail throughout your division for all relevant records pertaining to this request,”  First Hardy 

Decl. ¶ 29 – and even how not to search – “a thorough search of the  . . . Central Records System 

[has been completed]; therefore receiving offices are not required to search Automated Case 

Support,”  Id. ¶ 31. And the headquarters’ offices have “conduct[ed] the [ ] described search.”  

Id. ¶ 34; Second Hardy Decl. ¶¶ 4-10.  With respect to the field office, the Record Section 

coordinating the search gave it the same detailed directions regarding the search.  Id. ¶ 353.  The 

Records Section provided further directions to the field office regard the kinds of records to be 

searched – such as records describing “[f]ocused behavioral characteristics reasonably believed 

to be associated with a particular criminal or terrorist element of an ethnic community,” 

id.(quotation marks omitted) – and even where responsive records are most likely to be found, id. 

¶ 37 (noting that “most responsive documents will be found within Field Office Intelligence 

Groups  [ ]/Directorate of Intelligence . . .”).  The Detroit field office took these detailed 

directions and “conducted a diligent search of intelligence products and maps meeting the 

guidelines provided”; it sent an “office-wide email canvass for the requested material” and spent 

8 person hours conducting the search and reviewing material for responsiveness.  Id. ¶ 38.   

The detail contained in these declarations easily surpasses the reasonably detailed 

description standard applied by the courts.  In Rugiero, the Sixth Circuit upheld a search by the 

Department of Justice Tax Division in which it stated simply that it “searched its ‘indices’” and 

that its files are organized by the name of the subject of the investigation.  257 F.3d at 548.  Mr. 

Hardy’s declaration provides much greater detail about the scope of the search and how it was 

conducted.   

 

                                                 
3 Paragraph 35 of the First Hardy Declaration states that “the Detroit Office was provided with 
the same detailed request for records as the Headquarters division, [which is described] in 
paragraphs 28-31.”  The citation to paragraphs 28-31 is a typographical error; it should read 
“paragraphs 29-32,” as is evident from the substance of the paragraphs.  
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      B.     Defendants Performed a Reasonable Search.   

Plaintiff also argues that defendants’ search was substantively inadequate.  Opp. at 12-13.  

It contends that the field office’s search was unlikely to locate legal and policy documents, 

because the office searched “intelligence products and maps,” First Hardy Decl. ¶ 38.  Opp. at 

12.  And plaintiff argues that the field office’s search was unlikely to uncover Domain 

Management Files because “the Hardy Declaration provides no indication whether or how the 

field office searched these filed, whether in paper or electronic form.”  Opp. at 13.   

The FOIA requires an agency to conduct “a search for the requested record using 

methods reasonably expected to produce the requested information.”  Rugiero, 257 F.3d at 547.  

Courts focus on “the agency’s search, not on whether additional documents exist that might 

satisfy the request.”  Id.  That is, “a search need not be perfect, only adequate, and adequacy is 

measured by the reasonableness of the effort in light of the specific request.”  Meeropol v. 

Meese, 790 F.2d 942, 956 (D.C. Cir. 1986).  “In the absence of countervailing evidence or 

apparent inconsistency of proof [the agency’s affidavit] will suffice to demonstrate compliance 

with the obligations imposed by the FOIA.”  Rugiero, 257 F.3d at 547 (internal quotation marks 

omitted).  

The agency searched for legal and policy documents where they would likely be found – 

at headquarters, in OPA, OCA, CPO, DI and OGC.  These are offices that have a role in creating, 

coordinating, or conveying policy decisions (OPA, OCA, CPO, and DI) or legal decisions 

(OGC).  For example, the FBI searched for policy documents in, among other places, the 

Corporate Policy Office, which “manages the coordination, review, approval and publication 

process [for FBI policies] to bring order and clarity to FBI policy and procedure. This office was 

the most logical location to search for policy and guidance documents within the FBI.”  First 

Hardy Decl. ¶ 26.  And the FBI searched for legal documents in, among other places, the Office 

of the General Counsel, which provides legal “advice to the Director, other FBI officials and 

divisions, and field offices on all aspects of law.”  Id. ¶ 28.   This was reasonable.  That the field 

office may have a few copies of such documents does not mean that the FBI was obligated to 
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search there, given that it searched these headquarters offices.  In Rugiero, the Court upheld the 

Department of Justice’s Tax Division’s search, even though it searched only for documents in 

which the requester was the subject of an investigation, notwithstanding that the request was not 

so limited.  257 F.3d at 548-49.  The search here was even more thorough than in Rugiero, 

because the agency did not neglect a category of records, but rather reasonably chose to tailor its 

search.    

Plaintiff’s second argument regarding the substance of the search – i.e., that the agency did 

not describe its search for domain management documents in the field office – reads like a 

complaint about the description of the search, not its substance.   If it is a challenge to the 

description of the FBI’s search, the challenge fails because the agency explained that the field 

office searched intelligence files, and this is where domain management documents would be 

expected to be found.  First Hardy Decl. ¶ 38, pp. 24-25 n.10.  Indeed, the Second Hardy 

Declaration confirms that field office searched the 800 series files where domain management 

documents are located.  Second Hardy Decl. ¶ 4.  If this is a challenge to the substance of the 

search, then it fails because the FBI searched where domain management documents would be 

expected to be found – not only the Detroit field office, but also the OPA, OCA, CPO, and DI.  

Indeed, the FBI focused its search of the DI on the “Domain and Collection Program 

Management Unit within the DI because this is the most logical location for any policy and 

guidance type of materials concerning the collection of racial and ethnic data . . . and any related 

items.”  Id. ¶ 27.  
 

III. Defendants Disclosed As Much Information As Possible Without Revealing Exempt 
Information. 

Plaintiff raises a number of objections to defendants’ segregation and disclosure 

decisions, i.e., their decisions about what information in documents may be released and what 

information must be withheld under one of the FOIA’s exemptions.4  None has merit.5   

                                                 
4 Plaintiff does not challenge defendants’ invocation of Exemptions 6, 7C, or 7D.  Opp. at 14-15 
n.14.  And plaintiff challenges defendants’ invocation of Exemption 7E only with respect to the 
DIOG-related training materials.  Id.   
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A. Defendants Appropriately Justified Their Segregability Decisions. 

Plaintiffs maintain that defendants “do not provide the required factual support for their 

segregability determinations” with respect to the documents that they have withheld under FOIA 

Exemptions 1 and 7A.6  Opp. at 15.  Exemption 1 permits the government to withhold from 

disclosure under the FOIA documents that must be “kept secret in the interest of national defense 

or foreign policy.”  5 U.S.C. § 552(b)(1).  And Exemption 7A authorizes the withholding of 

information “compiled for law enforcement purposes” whose release “could be reasonably 

expected to interfere with enforcement proceedings.”  Id. § 552(b)(7)(A). 

The FOIA provides that “any reasonably segregable portion of a record shall be provided 

after deletion of the portions which are exempt.”  Id. § 552(b).  Interpreting this phrase, the Sixth 

Circuit has concluded that “the words ‘reasonably segregable’ must be given a reasonable 

interpretation, particularly where information or records compiled for law enforcement purposes 

are concerned.”  Dickerson v. Dep’t of Justice, 992 F.2d 1426, 1434 (6th Cir. 1993) (emphasis 

added).  Thus, the Court in Dickerson concluded that given the context – namely, that the records 

sought pertained to the ongoing criminal investigation into the disappearance of labor union 

official Jimmy Hoffa – “the prospects for finding any ‘reasonably segregable’ non-public 

portions of the Hoffa files that could properly be made public are [not] such as to justify the 

remand.”  Id.  The files would have to have been redacted to such an extent as to render them 

                                                                                                                                                             
5 Plaintiff asks the Court to conduct an in camera review of certain documents, if it does not 
order their disclosure.  Opp. at 17, 29.  Courts, however, disfavor in camera reviews because 
“they are burdensome [on the courts] and are conducted without the benefit of [ ] adversary[ial] 
proceedings.”   Osborn v. IRS, 754 F.2d 195, 197 (6th Cir. 1985).  Owing to these deficiencies, 
the Sixth Circuit has determined that an in camera review of documents is appropriate only if the 
government cannot, in a public forum, provide adequate information supporting its withholdings.   
Id. at 197-98.  But defendants have adequately justified their invocation of the FOIA exemptions, 
as explained below, so the in camera reviews sought by plaintiff are unwarranted.  An in camera 
review of defendant’s response to plaintiff’s argument regarding FOIA exclusion §552(c)(3), 
however, is appropriate for the reasons discussed in § IV of this brief.   
6 The argument addressed in this section, and the arguments addressed in sections B and C 
(below), apply to all withheld documents except for the (1) DIOG-related training slides and (2) 
the withholdings from one partially released map, DE-GEOMAP 483-486, which plaintiff 
explicitly does not challenge.  See Opp. at 14 n.13, 14.   
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meaningless.  Id.   And courts should review segregability decisions under Exemption 1 in a 

similarly deferential manner, because, “[i]n determining the applicability of Exemption 1, a 

reviewing court should accord ‘substantial weight’ to the agency's affidavits regarding classified 

information.”  Jones v. FBI, 41 F.3d 238, 244 (6th Cir. 1994) (emphasis added).  Courts do so 

because they “lack the expertise necessary to second-guess [ ] agency opinions in the typical 

national security FOIA case.”  Krikorian v. Dep’t of State, 984 F.2d 461, 464 (D.C. Cir. 1993). 

The deferential principles employed in Dickerson and Jones apply with equal  force in 

this case.  “Each page of every document was carefully reviewed, line by line, to determine if 

any information could be segregated for release.”  First Hardy Decl. ¶ 93.  As a result of this 

review, the FBI has released 430 pages, in full or in part.7  But it determined that no other 

“information could be segregated from any page or document for release.”  Id. ¶ 93.  

Importantly, these documents do not relate to investigations of run-of-the-mill petty crimes, but 

rather pertain to investigations and intelligence gathering about organized crime syndicates, 

domestic and international terrorist groups, and foreign governments operating covertly in the 

United States.  The release of any further information, accordingly, “would cause serious damage 

to the national security; would cause harm to ongoing, pending, and anticipated future 

investigations and prosecutions, [would] reveal confidential sources, and would reveal sensitive 

analytical, intelligence gathering, and investigatory techniques and procedures that if known 

would allow criminals to circumvent the law.”  Id. ¶ 93.  And the law does not require such 

harms to be inflicted in the name of FOIA.  Rather, Courts exercise prudence in evaluating 

segregation decisions in the context of criminal investigations, national security, and foreign 

affairs, and prudence dictates that “the prospects for finding any reasonably segregable non-

public portions of  [these sensitive documents] that could properly be made public are [not] such 

                                                 
7 The FBI released the 46 pages of communications after re-reviewing them, in accord with 
footnote 1 of defendants’ opening memorandum.  
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as to justify” upending the expert agency’s decisions.  Dickerson, 992 F.2d at 1434 (internal 

quotation marks omitted); see also Jones, 41 F.3d at 244.8  

B. The Record Supports Defendants’ Segregability Decisions. 

Plaintiff argues that “record evidence controverts Defendants’assertion that no racial or 

ethnic information can be segregated and disclosed.”  Opp.at 16.  As an example, plaintiff states 

that, in a related case, defendants released a document “showing FBI use of census figures on 

Hispanics, African Americans, and individuals of Central American origin in New Jersey; a chart 

of ‘New Jersey’s top five Hispanic populated counties’; and a map concerning populations from 

“’El Salvador, Honduras Guatemala.’”  Id. at 20.  They also point to similar demographic 

information released with respect to Alabama and Georgia.  Id.   

The release of the documents highlighted by plaintiff does not demonstrate that 

defendants can disclose more “racial and ethnic information” from documents withheld under 

Exemption 7A.  These documents addressed the threat posed to the areas of operation of various 

field offices, by a gang, MS-13, that was no longer the subject of an active criminal 

investigation.  See ACLU of New Jersey v. Dep’t of Justice, 11-CV-2553 (D.N.J.), Doc. No. 22, 

Dep’t of Justice Reply/Opposition Brief, at 17-18.  Thus, their release simply demonstrates that 

defendants can release more information from a document when the document does not relate to 

an active or prospective criminal investigation.  But all of the documents from which plaintiff 

seeks more information (except for the DIOG-related training materials) pertain to active or 

prospective criminal investigation.  And “[u]ntil these potential and pending enforcement 

proceedings . . . are concluded and resolved, none of the information sought by plaintiff can be 

released.” First Hardy Decl. ¶ 59.  To release the information “could reasonably be expected to 

interfere with enforcement proceedings.”  5 U.S.C. § 552(b)(7)(A).  Racial and/or ethnic data can 

                                                 
8 According to plaintiff, defendants argue that “when information in a record is covered by more 
than one FOIA exemption, Defendants are freed from their burden of disclosing the reasonably 
segregable non-exempt information in the record.”  Opp. at 19 (emphasis in original).  This is not 
defendants’ argument.  Defendants have released all “reasonably segregable” non-exempt 
information. 
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be significant to an investigation.  “National security investigations often have ethnic aspects; 

members of a foreign terrorist organization may be primarily or exclusively from a particular 

country or area of the world.  Similarly, ethnic heritage is frequently the common thread running 

through violent gangs or criminal organizations [such as MS-13].”  FBI, 2011 DIOG, § 4.3.1.  

Given these correlations, releasing demographic information about a specific ethnic group in a 

certain area (such as Detroit) compiled in the course of an investigation could reasonably be 

expected to alert a criminal or terrorist organization that it is the subject of an investigation.  And 

this would allow the targeted group “to change their behavior and/or the ‘players’ to avoid 

detection and/or further investigation.”  First Hardy Decl. ¶ 59.  Exemption 7A allows 

defendants to withhold information to avoid this harm and, thereby, protect the integrity of their 

investigations.  

C. No Aspect of the FBI’s Investigations Justifies Further Disclosure. 

Plaintiff argues that defendants must “disclose publicly-available information revealing 

that the FBI is targeting Michigan communities based solely or primarily on their race, ethnicity, 

national origin, or religion” because (1) “such targeting is public knowledge and, as such, further 

disclosure would not harm any ongoing investigations under Exemption 7A’s harm prong,”  and 

(2) this “targeting violates the DIOG and Guidance on Race, and thus cannot be withheld as a 

permissible ‘intelligence source or method’ under Exemption 1.”  Opp. at 17.   

This argument depends on two premises, both of which are faulty.  The first premise is 

that if some basic investigative technique is publicly known, then the disclosure of documents 

discussing the use of that technique in specific circumstances could not possibly hinder an 

investigation.  This is nonsense.  That the public knows the FBI sometimes tails criminal 

suspects does not mean that releasing details about ongoing surveillance of a specific criminal 

suspect would be harmless.  The law applicable to an analogous argument made in the context of 

Exemption 1 is instructive.  FOIA requesters sometimes oppose the invocation of Exemption 1 

(which pertains to classified information) on the basis that the information withheld has already 

been released to the public.  See, e.g., ACLU v. U.S. Dep’t of Defense, 628 F.3d 612, 620-21 
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(D.C. Cir. 2011).  When evaluating this argument, Courts look at whether any information 

previously released is as specific as the information sought by the requesters.  Id.  If the 

information sought is more specific, then courts do not treat the information sought as being in 

the public domain.  Courts do this because “details” matter in national security.  Of course, as 

demonstrated by the simple example provided earlier in this paragraph, they also matter in 

criminal investigations.  And releasing these details “could reasonably be expected to interfere 

with enforcement proceedings.”  5 U.S.C. § 552(b)(7)(A).   

The second incorrect premise is that the withheld documents reveal that the FBI has 

violated internal guidelines by conducting “investigations” driven purely or predominantly by 

race, ethnicity or religion, and that defendants are withholding them under Exemption 1 (as 

classified documents) for that reason.  Opp. at 17-19.  As an example, plaintiff states that a 

document released in this case demonstrates that the Detroit Field Office impermissibly 

conducted an assessment of the Middle-Eastern and Muslim communities in its area of operation.  

Opp. at 17-18.   

But the released document, as well as those that have been withheld, show that the FBI 

has acted in accordance with the law, including the DIOG.   Plaintiff’s use of the word 

“investigations” requires further explanation.  What plaintiff appears to be complaining about is 

collection and analysis of demographic data, rather than the kind of activity one might associate 

with the phrase criminal investigation.  Compl. ¶¶ 2,4. And the FBI’s collection of demographic 

data, such as that discussed in the document cited by plaintiff, comports with the law, including 

the DIOG.  Indeed, the DIOG states the following: 
[The law] permit[s] the FBI to identify locations of concentrated 
ethnic communities in the field office’s domain, if these locations 
will reasonably aid the analysis of potential threats and 
vulnerabilities, and, overall, assist domain awareness for the 
purpose of performing intelligence analysis.  If, for example, 
intelligence reporting reveals that members of certain terrorist 
organizations live and operate primarily within a certain 
concentrated community of the same ethnicity, the location of that 
community is clearly valuable – and properly collectible – data. 
Similarly, the locations of ethnic-oriented businesses and other 
facilities may be collected if their locations will reasonably 
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contribute to an awareness of threats and vulnerabilities, and 
intelligence collection opportunities.   

2011 DIOG § 4.3.3.2.1 (2008 DIOG § 4.3(C)(2)(a)). The document from the FBI field office 

cited by plaintiff explains, in conformance with the DIOG, that the Detroit field office wants to 

“collect[ ] information and evaluat[e] the threat posed by international terrorist groups 

conducting recruitment, radicalization, fund-raising, or even violent terrorist acts within the state 

of Michigan” because Michigan “is prime territory for attempted radicalization and recruitment 

by terrorist groups” given that “many terrorist groups originate in the Middle-East and Southeast 

Asia” and “use an extreme and violent interpretation of the Muslim faith as justification for their 

activities.” DE-GEOMAP 484-85 (attached as Ex. K to First Hardy Decl.).  In short, nothing in 

that document suggests that the FBI is violating the DIOG (or any other laws).9  Rather, it 

supports the conclusion that defendants are withholding information under Exemption 1 for the 

reasons stated in the declaration, namely, to protect national security and foreign relations, and 

not to hide inappropriate conduct.10  

D. Defendants Properly Invoked Exemption 1. 

In its brief, plaintiff notes that the FBI’s declaration does not state whether any publicly 

available information is being withheld under the auspices of Exemption 1.11  See, e.g., Opp. at 

22.  This is irrelevant.  Plaintiff appears to be hinting that the official acknowledgment doctrine, 

which precludes invocation of Exemption 1, may apply.  See ACLU v. U.S. Dep’t of Defense, 

628 F.3d at 620-21.  That doctrine applies only if the plaintiff establishes the following criteria:  

(1) the information sought is no more specific than the information previously released; (2) the 

                                                 
9 Indeed, the FBI’s selective accumulation of ethnic data also comports with the Department of 
Justice’s Guidance Regarding the Use of Race by Federal Law Enforcement Agencies, June 
2003, at 9 (available on-line at http://www.justice.gov/crt/about/spl/documents/guidance 
_on_race.pdf ) (permitting federal law enforcement agents protecting national security to 
consider race or ethnicity to the extent permitted by law).   
10 Even if the FBI were using an investigation technique later found to be illegal (which it is not), 
that in no sense vitiates the ability to assert Exemption 1.  See, e.g., ACLU v. U.S. Dep’t of 
Defense, 628 F.3d at 622  (“Documents concerning surveillance activities later deemed illegal 
may still produce information that may be properly withheld under exemption 1.”).  
11 Plaintiff’s argument applies to all documents over which defendants have invoked Exemption 
1.  See Opp. at 22, 25, 26, 28.  
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information requested matches the information previously disclosed (i.e., for example, involves 

the same time period); and (3) the information requested has been made public through an 

official and documented disclosure.  Id.  Plaintiff has not established the existence of any of 

these criteria; it simply speculates that the information withheld may be in the public domain.  

Such speculation does not require the government to release classified information, especially 

because “[i]n determining the applicability of Exemption 1, a reviewing court should accord 

‘substantial weight’ to the agency's affidavits regarding classified information.”  Jones, 41 F.3d 

at 244 (emphasis added).   

Plaintiff also maintains that the FBI has failed to explain in sufficient detail “why the 

material has been kept secret and why such secrecy is allowed by the terms of [the] executive 

order.”  See, e.g., Opp. at 23 (quotation marks omitted, brackets in original).  This argument is 

meritless.  Exemption 1 allows an agency to withhold “matters that are - (A) specifically 

authorized under criteria established by an Executive order to be kept secret in the interest of 

national defense or foreign policy and (B) are in fact properly classified pursuant to such an 

Executive order.”  5 U.S.C. § 552(b)(1) (emphasis added).  Executive Order 13526 allows an 

agency to withhold information under Exemption 1 if its release would cause damage to national 

security and it pertains to, among other things,  “intelligence activities . . . intelligence sources or 

methods, or cryptology,” § 1.4(c), or  “foreign relations or foreign activities of the United States, 

including confidential sources,”  § 1.4(d).  The FBI properly invoked both sections in this case.   

The FBI withheld portions of documents under § 1.4(c) of the Executive Order because 

disclosure could reasonably be expected to cause “serious damage” to national security for the 

following reasons: (1) disclosure would permit “hostile entities to discover the current 

intelligence activities used”; (2) “disclosure would reveal” or allow a hostile entity to “determine 

the criteria used--and priorities assigned to--current intelligence or counterintelligence 

investigations”; and (3) “disclosure would reveal the targets of the intelligence activities and 

investigations.”  First Hardy Decl. ¶ 52.  Based on these kinds of disclosures, “[h]ostile entities 

could [ ] develop countermeasures which could severely disrupt the FBI's intelligence-gathering 
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capabilities.”  Id.  Thus, for example, defendants have withheld (1) portions of the June 10, 2010 

“Counterintelligence Program Assessment,” which discusses “the intelligence and investigative 

interests in the Counterintelligence [field] for the Detroit Division, including threats, 

vulnerabilities, and knowledge gaps,” First Hardy Decl. at pp. 34-35 (DE GEOMAP 618-51), 

and (2) portions of an assessment of foreign terrorist organizations, which “contain[s] recent 

intelligence information gathered by the FBI and other partners of the intelligence community on 

several foreign terrorist organizations active within the Detroit domain,” id. at pp. 33-34 (DE-

GEOMAP 569-89).  

The FBI withheld, under § 1.4(d) of the Executive Order, portions of documents that 

“contain sensitive intelligence information gathered by the United States either about, or from, a 

foreign country,” because, of course, “[r]evealing sensitive intelligence information gathered 

about, or from, a foreign country could injure diplomatic relations between the U.S. and those 

countries.”  First Hardy Decl. ¶ 54.  Under this provision, defendants have withheld, for 

example, (1) parts of an October 2009 Domain Intelligence Note that “identifies and analyzes the 

presence and threat posed to certain industries and areas in Michigan by foreign entities,”  First 

Hardy Decl. at p. 49 (DE-GEOMAP 744-54), and (2) portions of an October 2009 Domain 

Intelligence Note that “identifies and analyzes the presence and threat posed to certain 

technologies and proprietary information in Michigan” by foreign intelligence activity, First 

Hardy Decl. at p. 50 (DE-GEOMAP 755-777).  

Contrary to plaintiff’s argument, and given the sensitivity of the subject matter and the 

deference owed the executive branch in the context of Exemption 1, the FBI supported 

nondisclosure with a sufficiently detailed explanation.  See Jones, 41 F.3d at 244.  A recent case 

from the D.C. Circuit, Larson v. Dep’t of State, 565 F.3d 857, 867 (D.C. Cir. 2009), is 

instructive.  In Larson, the National Security Agency withheld information under Exemption 1, 

and the court of appeals accepted “the necessity to foreign intelligence gathering of keeping 

targets and foreign communications vulnerabilities secret” as a sufficiently specific rationale for 

nondisclosure.  Id.  The FBI’s explanations in this case, which are described above, are at least 
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specific as the explanation validated by Larson.  First Hardy Decl. ¶¶ 52, 54-55.  With respect to 

“intelligence activitites,” the basis for the withholding is, among other things, “the necessity to 

[counter]intelligence gathering of keeping targets and  . . . vulnerabilities secret.”  Larson, 565 

F.3d at 867; First Hardy Decl. ¶¶ 51-53.  And with respect to foreign relations, withholding the 

information is justified because releasing the information would jeopardize delicate foreign 

relations.  First Hardy Decl. ¶ 54.  Moreover, sound reasons exist for not demanding more detail:  

The release of more detail could undercut the purpose of the exemption – the protection of 

national security and foreign relationships – and the executive branch is in a better position than 

courts to assess such potential harm.  Larson, 565 F.3d at 867; Jones, 41 F.3d at 244.   

E. Defendants Appropriately Redacted the DIOG-Related Training Materials. 

Plaintiff argues that defendants have not adequately justified their withholding, under 

Exemption 7E, of 10 pages of material from DIOG-related training materials (DIOG PPD 65-66, 

123-24, 209-11, 239-40, 291-92).  Opp. at 29.  It insists that (1) defendants’ justification “lack[s] 

[a] contextual description . . . of the documents . . . or of the specific redactions,” (2) defendants 

have not demonstrated that any technique is not well known (because if the technique is already 

well known revealing it will not facilitate circumvention of the law), and (3) defendants’ asserted 

basis for making redactions amounts to “inadequate” “boilerplate.”  Id. at 30 (internal quotations 

omitted, ellipses in original).  Indeed, as to the last point, plaintiff argues that “the assertion that 

disclosure of these guidelines would ‘cripple’ the effectiveness of investigations and assessments 

is inapplicable to these particular slides, which appear to provide guidance to FBI agents on how 

to follow the law.”  Id.  Exemption 7(E) protects from disclosure “records or information 

compiled for law enforcement purposes” when the release of such information “would disclose 

techniques and procedures for law enforcement investigations or prosecutions, or would disclose 

guidelines for law enforcement investigation or prosecutions if such disclosure could reasonably 

be expected to risk circumvention of the law.”  5 U.S.C. § 552(b)(7)(E) (emphasis added).  

Defendants withheld these documents under the second (i.e., circumvention) prong of 7E.  First 

Hardy Decl. ¶¶ 88, 90.  
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Insofar as plaintiff complains about defendants’ alleged failure to provide a “contextual” 

description of the documents and the redactions, its argument borders on the frivolous.  

Defendants released 298 pages of DIOG-related training materials (see Ex. K to First Hardy 

Decl.), and a redacted copy of the DIOG itself is available on-line at plaintiff’s website 

(http://www.aclu.org/national-security/aclu-seeks-records-about-fbi-collection-racial-and-ethnic-

data-29-states-and-dc), so plaintiffs have a firm idea of the overall context within which the 

training records fit.  Moreover, defendants have released, in unredacted form, the pages 

surrounding the redacted pages that they seek.  See Ex. K.  Thus, plaintiff also knows the 

narrower context within which the redacted portions of the training material fall – i.e., text 

describing the training of FBI agents on the investigative constraints imposed by privacy and 

civil rights laws, such as the Privacy Act and the First Amendment.  Id. at DIOG PPD 63-64, 67.  

Plaintiff similarly cannot get any traction from its argument challenging defendants’ 

asserted basis for redacting these materials.  Defendants explained that the training materials 

contain a “number of concrete hypothetical examples that describe when particular activities or 

particular investigative techniques may be used” and “[t]hese training exercises are not known to 

the public because . . . [i]f an individual considering engaging in illegal activity were to become 

aware of specific activities that would or would not trigger authority for particular investigative 

activities or techniques, he or she could alter his or her behavior to avoid detection.”  First Hardy 

Decl. ¶ 90.  Thus, contrary to plaintiff’s suggestion, Opp. at 30, these techniques are “not known 

to the public.”  Id. ¶ 90.  Moreover, the FBI could not explain the techniques more specifically 

without risking the harm – i.e., circumvention of the law – that Exemption 7E is meant to 

prevent.  See Larson, 565 F.3d at 867.  Finally, plaintiff’s insistence that the circumvention of 

the law rationale could not apply to the redacted information, because the information “appear[s] 

to provide guidance to FBI agents on how to follow the law,” Opp. at 30, is without foundation.  

Plaintiff does not know the content of the redacted information and, in any case, the FBI’s views 

of the limits of its investigatory powers certainly could facilitate circumvention of the law.  For 

example, if the FBI instructed its agents that they could not search suspects’ sofas, then everyone 
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would hide their contraband in their sofas.  Revelations about the limits of the FBI’s 

investigatory powers tell criminals how to stand just outside of its reach.  The FBI need not 

reveal its non-public investigatory guidelines; the FOIA is not a stimulus program for criminals.      

IV. Exclusions Should Be Addressed through In Camera, Ex Parte Filings. 

Plaintiff has inquired as to whether defendants have documents that would be responsive 

to its FOIA request but for the fact that they are excluded from FOIA’s scope pursuant to 5 

U.S.C. § 552(c).  See Opp. at 31.  Section 552(c) provides that agencies may treat certain law 

enforcement and national security records “as not subject to the requirements” of FOIA.  5 

U.S.C. § 552(c).  Congress added this section to the FOIA in 1986 to create a mechanism for 

protecting especially sensitive law enforcement materials, including documents concerning (1) 

ongoing criminal investigations, (2) informant identities, and (3) classified foreign intelligence or 

international terrorism information.  Id. §§ 552(c)(1), (c)(2) and (c)(3).  Section 552(c) differs 

from 552(b), as Section 552(c) allows the government to “exclude” certain highly sensitive 

information from the scope of the FOIA, not simply “exempt” information from production.  

Steinberg v. U.S. Dep’t of Justice, No. 93-2409, 1997 WL 349997, at *1 (D.D.C. June 18, 1997).  

“An ‘exclusion” is different from an exemption in that the Government need not even 

acknowledge the existence of excluded information.  Rather, the Government is permitted to file 

an in camera declaration, which explains either that no exclusion was invoked or that the 

exclusion was invoked appropriately.” Id.    

Because “it is essential to the viability of the exclusion mechanism that requesters not be 

able to deduce whether an exclusion was employed at all in a given case,” it is “the government’s 

standard litigation policy . . . that wherever a FOIA plaintiff raises a distinct claim regarding the 

suspected use of an exclusion, the government routinely will submit an in camera declaration 

addressing that claim, one way or the other.”  Attorney General’s Memorandum on the 1986 

Amendments to the Freedom of Information Act,  

§ G (“Attorney General Memo”) (available at www.justice.gov/oip/86agmemo.Htm 
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#exclusions).  Plaintiff’s question regarding whether defendants have relied on 552(c) in this 

case is thus addressed in defendants’ in camera, ex parte declaration, filed May 10, 2012. 

 Just as it is vital to the integrity of the exclusion provisions that the government file an in 

camera declaration any time a plaintiff raises a distinct claim under 552(c), regardless of whether 

the government actually relied on 552(c), it is paramount that a court, after reviewing the 

government’s in camera, ex parte submission, not indicate in any manner whether there is or is 

not an exclusion in play.  Id. at 30.  If a court is satisfied with the government’s submission, a 

public decision may not confirm or deny that an exclusion was actually invoked, but may state 

only that “a full review of the claim was undertaken and that, if an exclusion in fact was 

employed, it was, and continues to remain, amply justified.”  Id.; Beauman v. FBI, Civ. No. 92-

7603 (C.D. Cal. Apr. 28, 1993) (attached as Exhibit 2).   

Plaintiff proposes novel procedures for adjudication of its claim under Section 552(c) of 

the FOIA.  See Opp. at 32-35.  Specifically, it asks the Court to require defendant-agencies to 

submit “public court filing[s]” indicating whether the agencies interpret all or part of a plaintiff’s 

FOIA request as seeking records that, if they exist, would be excludable under Section 552(c)(3).  

Id. at 33.  The parties “briefing and the Court’s opinion would address a hypothetical question – 

whether any of the requested records, if they exist, fall under Section 552(c) . . . .”  Opp. at 35 

(emphasis added).   

Plaintiff’s proposal should be rejected.  In every instance, defendants would have to 

respond affirmatively to the question of whether they interpret the request to seek records that, if 

in existence, would fall under one or more of the exclusions.   If defendants did not always state 

that an exclusion could be at play, then their actions would imply when an exclusion was at play 

and when it was not.   Thus, the “hypothetical” question would be briefed in every case in which 

a plaintiff alleges that defendants have invoked an exclusion.  And in their briefs, defendants 

could do nothing more than parrot the language of the exclusion provision, lest they reveal either 

the information they seek to exclude or the fact that no such information exists.  But the Court 

need not adjudicate hypotheticals.  Defendants submitted an in camera, ex parte declaration to 
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the Court with the filing of this brief, thereby allowing the Court to determine whether any 

exclusion was properly used.  As other courts have done when presented with 552(c) in camera 

submissions, the Court can determine the correctness of any reliance on the exclusion provisions, 

and then state on the public record that “if an exclusion was invoked, it was and remains amply 

justified.”  See, e.g., Steinberg v. Dep’t of Justice, 1997 WL 349997, *1 (D.D.C. June 18, 1997).   

CONCLUSION 
  

The Court should dismiss plaintiff’s action for lack of subject matter jurisdiction  
 
or, in the alternative, enter judgment in favor of defendants.  
 
 
Dated: May 25, 2012     Respectfully submitted 
       
       STUART F. DELERY  
                          Acting Assistant Attorney General  
          
                         BARBARA MCQUADE 
                  United States Attorney 
 
       ELIZABETH J. SHAPIRO  
       Deputy Director  
       Federal Programs Branch 
 
       s/Justin M. Sandberg                
       JUSTIN M. SANDBERG 
       (IL Bar No. 6278377) 
       U.S. Department of Justice 
       20 Mass. Ave. NW, Rm. 7302 
       Washington, D.C.  20001 
       (202) 514-5838 
       justin.sandberg@usdoj.gov  
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