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(U) INTRODUCTION 

tSj This report is submitted pursuant to Rule 13(b) of the Rules of Procedure for the 
Foreign Intelligence Surveillance Court (hereinafter, "the Comt") and in compliance with the 
Court's August 25, 2009, instructions regarding providing timely and effective notification to the 
Court of compliance issues involving the Government's implementation of its authorities under 
Section 702 of the Foreign Intelligence Surveillance Act of 1978, as amended (FISA). As 
described in a February 4, 2010, letter to the Court, the Department of Justice's National Security 
Division (NBD) files prompt notices to the Court regarding compliance matters in several 
categories of particular concern. This report provides the Coutt with futther information regarding 
those incidents and notifies the Court of other compliance incidents that did not fall within the 
specified categories. 

(TSNSIH'OC~~F) This quarterly report covers incidents repo1ted to NSD and the Office of 
the Director of National Intelligence (ODNI) from December 1, 2014, through February 28, 2015. 
To provide some context to the scope of the Government's collection dur~eriod, the 
National Security Agency (NSA) repo1ts that, on average, approximate ly- individual 
facilities 1 were under task at any given time between December l , 20 14, and February 28, 2015. 
These facilities include those initially tasked under the NSA 's Section 702 targeting procedures 
during this repotting period, as well as facilities that had been tasked prior to this reporting period, 
either pursuanf to the NSA Section 702 targeting procedures or under the authority of several 
certifications made by the Attorney General and Director of National Intelligence (DNl) pursuant 
to the Protect America Act of2007, Pub. L. No. 110-55, 121 Stat. 552 Au . 5, 2007 (hereinafter, 

(SI/NF) NSD and ODNI conduct oversight ofNSA's, the Central Intelligence Agency's 
(CIA), and FBI's use of Section 702 authorities. This oversight occurs in two principal manners. 
First, the vast majority of the incidents discussed below were initially reported by the reviewed 
agencies themselves. NSD and ODNI inquired about and, where appropriate, investigated the 
compliance matters discussed herein. Second, NSD and ODNI conducted targeting and 
minimization reviews at each of these agencies to ensure compliance with the procedures.3 

3 t£t Minimization procedures also govern the National Counterterrorism Center 's (NCTC) review of previously 
minimized Section 702-acquired information in limited situations. Specifically, NCTC is not currently authorized to 
receive unminimized Section 702 data. However, NCTC ingests data from FBI systems which contain minimized 

-------Section-7.02.infor.mation- Because-NCTC i s-not..a-law-enforcement..agency.,jt...may-not..recei~e.disseminations..o . ._ _ ______ _ 
Section 702 information that is evidence ofa crime, but which has no foreign intelligence value. NCTC's 
.minimization procedures.are very limited in scope, anclare.primarily_designed to require purgingin.situationsjn which 
NCTC personnel discover purely law enforcement information in the course of reviewing Section 702-acquired 

----==- _ T~ 8EC~T_.'.2-~INQ_~ON~~~~- ==----~ 

ACLU 16-CV-8936 (RMB) 000582 



All withheld information exempt under (b)(1) and (b)(3) unless otherwise noted. Approved for Public Release 

TOP 8ECR£T1~-i'8J:f/ORCON/NOFOR~ 

Targeting reviews included an offsite review by NSD of facilities tasked by NSA, with a 
subsequent onsite review by NSD and ODNI at NSA and (when a ro riate CIA or FBI to 

uestions raised durin the initial offsite review. For 

NSD and ODNI also conducted onsite minimization reviews at NSA, CIA, and FBI, with 
a particular focus on these agencies' dissemination of United States person information. 
Compliance incidents discovered during any of these targeting and minimization reviews are 
described in more detail below. 

(U) For ease of reference to the Cou1t, this repo1t contains the text, modified only for 
internal consistency, of the latest Rule I 3(b) notice regarding each compliance matter previously 
repo1ted. Any additional information obtained since the filing of the latest Rule 13(b) notice is 
clearly delineated. 

(U) NEW INCIDENTS OF NONCOMPLIANCE 

I. fS1 Incidents of Noncompliance with the NSA Targeting and Minimization 
Procedures 

fSj Below are descriptions of incidents involving noncompliance with the NSA targeting 
and minimization procedures. There have been four primary categories of incidents of 
noncompliance with the NSA targeting procedures during this reporting period. The first category 
involves incidents where noncompliance with the targeting procedures resulted in an error in the 
initial tasking of the faci lity. The second category involves incidents in which the facility was 
properly tasked in accordance with the targeting procedures, but errors in the detasking of the 
facility caused noncompliance with the targeting procedures. The third category involves incidents 
in which a fac ility was properly tasked and (when necessary) detasked in accordance with the 
targeting procedures, but a notification requirement contained in the targeting procedures was not 
satisfi ed. T he fomth category involves incidents where the determination to tairaet a facility was 
not properly documented as required by the taraeting procedures. In addition, incidents 
involving NSA's minimization procedures an. other incidents are repo1ted below. In some 
instances, an incident involved more than one type of noncompliance. Such incidents are 
discussed below only once, although each type of noncompliance has been noted where 
appropriate. 

(T8,l/8I,lfNF) Regarding Purges Discussed i11 this Report. Many of the compliance 
incidents in this report required NSA to purge Section 702-acquired data from appropriate 
systems. As the Court is aware, NSA revised its purging process in 20 I 0 in response to 
prior deficiencies in its purging practices. NSA has identified and applied a ce1iification 
process to systems that handle Section 702-acquired data. To the extent that NSA has 
officially certified a system, the Government believes that the system is compliant with the 
purge requirements of the NSA Section 702 targeting and minimization procedures, and 

information either in FBI systems or in NCTC systems which have directly ingested the information. No incidents of 
noncompliance with the l-JCTC.minimization procedures were identified dudng this reporting period. 

TOP 8ECR£Th./81//0RCON/NOFOR'l\J' 
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thus will be able to properly execute purging actions. NSA has also developed a Master 
Purge List (MPL)4 to be used to document and assist in the application of its purge 
practices. 5 

(TS//SI.f~~F) The relevant purge dates in this report for NSA reflect not the date on 
which NSA removed the data from its systems, but rather the date on which the uni 
identifiers of the objects6 to be uraed were added to the MPL. 7 

occur as part of a separate 
action, but in all cases adding the communications to the MPL prevents their use in NSA 
reporting and FISA applications. 

4 (TS//SIJ~lF) As stated in the Director ofNSA's affidavit filed o~ 2010, in docket number
(hereinafter "DIRNSA affidavit"), ''NSA has used its existing records of past purge actions across all SIG INT 
authorities to create [the MPL]. This list includes the identifiers of unique items purged from select NSA systems." 
DIRNSA affidavit at 4. 

3 
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quarterly report indicates (for every incident requiring a purge) whether NSA's above
described process has identified any disseminated reports based upon the purged objects at 
issue and, if so, the disposition of those reports. 

(Sln.~F) CIA and FBI receive unminimized data from manif Section 702-tasked 
faci lities, and at times are thus required to conduct similar purges. For each incident 
requiring the purging of data, NSD has confirmed with CIA and FBI that either: ( l) CIA 
and FBI received no data from NSA that required purging; or (2) CIA and/or FBI have 
completed the required purge. When a ClA or FBI purge was required, its occurrence is 
noted in this report. When a required purge for any of the agencies has not been completed, 
this is also noted. 

TOP 8ECRET/,.,t81f/ORCON/NOFOR~ 
- - - - - --- - --- ---

4 
ACLU 16-CV-8936 (RMB) 000585 



All withheld infonnation exempt under (b)(1) and (b)(3) unless otherwise noted. Approved for Public Release 

TOP SECRET/,./81//0RCON/NOFOR...~ 

If so, FBI immediately sequesters the data in .and then conducts a 
purge of this system. If any FBI personnel had accessed the now-sequestered fff P1!'!!1 
records, FBI contacts these individuals to determine whether the data has been 
disseminated or otherwise migrated to any other FBI s stems. If so, the mi rated data is 

uroed and the disseminated data is recalled. ' 

(S/mF) Like the other agencies, FBI similarly repo1ts that its purge process 
generally does not extend to temporary archives utilized for backup purposes. 13 These 
archives are only accessible to FBI technical ersonnel. FBI re orts that these archives 
have limited capacity, · 

t8f (A) Tasking Errors. The followin. incidents involved noncompliance with the NSA 
targeting procedures that resu lted in an error in the initial tasking of the faci lity. 14 

1~ In notices filed in May and July 20 14 and March 20 15 , the Government advised the FISC of gaps in the 
FBl ' s purge process and the FBl ' s resolution of the matter. 

11 f5lfNB In a notice fi led on October I, 2013, the Government advised the FISC that there were multi 

On November 14, 201 3, the Attorney General and Director 
ofNational Intelligence approved amended certifications which include amended minimization procedures for FBI 
that permit FBI to process and retain raw Section 702-acquired information, subject to certain conditions and 
restrictions, in ad hoc FBI databases in order to conduct additional analysis of the Section 702-acquired information. 
The FISC approved these minimization procedures on December 13, 20 I 3. 

12 fSj FBI advises that - (b)(1). (b)(3). (b)(7 )(E) 

FBI advises that as an added precaution, FBI conducts purges of one temporary backup archive : 

- ------ - -
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t8j (C) Noncompliance with a Notification Requirement. 

fSt-NSA 's targeting procedures require NSA to report certain incidents to N SD and ODNI 
even if these incidents do not involve noncompliance with the targeting procedures. Specifically, 
NSA is required to terminate acquisition and notify NSD and ODNI if "NSA concludes that a 
person is reasonabl y believed to be located outside the United States and after targeting this person 
learns that the person is inside the United States, or if NSA concludes that a person who at the time 
of targeting was believed to be a non-United States person was in fact a United States person." 
NSA Targeting Procedures at 8-9. This notification must occur within five business days. 

t8j In addition to other notification issues noted in incident descriptions above, during the 
period covered by this repo1t, there have beertlll incidents involving circumstances in which NSA 
did not notify NSD and ODNI w ithin the required five business days. 

In the remainin incidents, a faci lity NSA reasonably believed to be used by a non-United 
States person was found to be used by a United States person. Reporting delays ranged from one 
to 131 business days, with an average delay of approximately 19 business days. 52 

uired no relevant data from the taskina 
facilities, NSA advised tha 

respect to the remaining faci lity, NSD is still confirming the necessary purges at NSA. 

t8j CJA advised that it was-Section 702 data for. ofthe l incidents. CIA 
advised that it completed the necessar es as of Februar l 0, 2015, and that it identified no 
.--the collection. · 

ts) (D) Noncompliance with Documentation Requirements. 

ts) The fowth category of incidents involved noncompliance with the documentation 
requirements of the NSA targeting procedures. The NSA targeting procedures approved for use in 
each ce1tification require that NSA's documentation concerning each tasked facility contain a 
citation to the source of information upon which the determination was made that the user of that 

51 f81 

-------5~-.'.f-here-wer.ell-instances in-which-the-respective-delayS-were--13-1-andSJ-business-da¥-S.-• -due-to-incident------
reports being inadvertently lost by an agency. Otherwise, the longest delay was 13 business days. Without those. 
instances, the_average delay was approximately_four days. _ _ _ 

TOP 8ECRET/,./SJh'ORCONINOFOR~ 

56 
ACLU 16-CV-8936 (RMB) 000637 



All withheld information exempt under (b)(1) and (b)(3) unless otherwise noted. Approved for Public Release 

TOP 8ECRET/,.,£8JJ./ORCON/NOFOR1\T 

facility was reasonably believed to be located outside the United States (the "foreignness 
determination") and identify the foreign power or foreign territory about which NSA expects to 
obtain foreign intelligence information pursuant to the tasking. According to the procedures, the 
purpose of the citation is to "enable those responsible for conducting oversight to locate and 
review the information that led NSA analysts to conclude that a target is reasonably believed to be 
outside the United States." 

f81 According to requirements set forth in the NSA targeting procedures, NSD and ODNI 
conducted regular Section 702 oversight reviews in order to evaluate NSA' s implementation of its 
targeting procedures. Two such reviews occurred during this repo11ing period. During the review, 
NSD and ODNI identified isolated instances in which NSA may not have complied with the 
documentation requirements in the targeting procedures. Of the approximately- taskings 
assessed durincr the reporting period of reviews, NSD and ODNI have, to date, identified 
approximately. instances in which NSA may have failed to cite sources that NSD and ODNI 
assessed were adequate to demonstrate a reasonable basis for believing that the user of the account 
was located outside the United States. Additionally, NSD and ODNI have identified 
approximately I instances in the course of these bimonthly reviews in which NSD and ODNI are 
still attempting to determine whether NSA cited sources that NSD and ODNI assess are adequate 
to demonstrate a reasonable basis for believing the user of the account was located outside the 
United States. During the reporting period, NSA reported no instances in which it identified 
taskings based upon similarly insufficient documentation. 

t81 (E) Minimization Incidents53 

f81 (1) Incomplete Purge 

This incident was initially reported to the Court in a Rule l 3(b) notice 
2014. As detailed in that 

A retention of information 
On 

o FISA that NSA analysts marked for purge ith 
the disposition code- were incorrectly posted to the MPL 
thus dela incr the urcre rocess for those ob· ects. 

53 ~ The Go:v.ernment is in.vestigating. add.iti.onaLincidents. 
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-· Jn.2013and 
correct the errors 

Thus, 
objects was delayed when they were placed on the MPLI 

(TSh'Sfh'NF) O~ 2014, NSA identified the error and began the 
process of purging the~As of 2014, all of the misidentified 
objects were placed on the MPL in purge state. The Government will further update the 
Cou1t on the disposition of affected communications related to this incident. 

(U) NSA informed NSD and ODNI of this incident on 2014. 

fS1 (2) Query Using United States Person Identifier 

(TShfSI/INF) Although section 3(b)(5) ofNSA's Section 702 minimization 
procedures permits the scanning of storage media using United States person identifiers, 
such queries are to first be approved in accordance with NSA internal procedures. 
Additionally, section 3(b )(5) prohibits using United States person identifiers to query 
Internet communications ac uired throu h NSA's u stream collection techni ues. NSA 
re orted that o , 2014, 

NSA advises 
that all results had expired from NSA systems b 2014. NSA fu1ther advises 
that the relevant personnel have been reminded of the Section 702 query requirements. 

(U) NSA informed NSD and ODNI of this incident on- 2014. 

fS1 (3) Overly-Broad Query 

(TSh'Sim-~F) According to section 3(b)(5) ofNSA's Section 702 minimization 
procedures, " [ c ]omputer selection terms used for scanning, such as telephone numbers, key 
words or phrases, or other discriminators, wi ll be limited to those selection terms 
~kely to return foreign intelligence information." NSA repotted that on 
- 2014, an analyst conducted an overly broad search against data acquired from 
multiple authorities, including Section 702. NSA advises that the analyst realized his error 
immediately, canceled the query, and deleted the corresponding results. NSA further 
advises that the analyst has been reminded of the Section 702 query requirements. 

- = -- -=====- -- - - - --- - -
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f81 (4) Overly-Broad Query 

ff81/8l/[))ff)-According to section 3(b)(5) ofNSA's Section 702 minimization 
procedures, "[c]omputer selection terms used for scanning, such as telephone numbers, key 
words or phrases, or other discriminators, will be limited to those selection terms 
~kely to return foreign intelligence information." NSA repotied that on 
- 2014, an analyst conducted an overly broad search against data acquired from 
multiple authorities, including Section 702. NSA advises that the analyst recognized the 
error upon viewing the results, and immediately deleted the results. 

(U) NSA informed NSD and ODNI of this incident on-, 2014. 

f81 (5) Query Using a United States Person Identifier 

(T8118Ifill'JF) Although section 3(b)(5) of NSA 's Section 702 minimization 
procedures permits the scanning of storage media using United States person identifiers 
such queries are to first be approved in accordance with NSA internal procedures. 
Additionally, section 3(b)(5) prohibits using United States person identifiers to query 
Internet commu~uired through NSA's upstream collection techniques. NSA 
repo11ed that on-2014, an NSA analyst used the identifier of a United States 
person, subject to acquisition pursuant to Title I and 705(b ), as part of a query against data 
acquired from multiple authorities, including Section 702 upstream data. The United States 
person identifier had not been approved as a query term in accordance with NSA internal 
procedures, and querying United States person information against Section 702-acquired 
upstream collection is barred by the minimization procedures. On- 2014, an 
NSA auditor discovered the error, and NSA advises that the query and its results were 
deleted the same day. NSA fmther advises that the analyst has been reminded of the 
Section 702 query requirements. 

(U) NSA informed NSD and ODNI of this incident on-, 2014. 

f81 (6) Overly-Broad Query 

(T81/8Il~JF) According to section 3(b)(5) ofNSA's Section 702 minimization 
procedures, "[ c ]omputer selection terms used for scanning, such as telephone numbers, key 
words or phrases, or other discriminators, will be limited to those selection terms 
~ely to return foreign intelligence information." NSA reported that on 
- 2014, an NSA analyst, due to a typographical error, inadvettently conducted 
an overly broad query against data acquired from several authorities, including Section 702 
data. NSA advises that the query returned no results, and that the analyst has been 
reminded of the Section 702 query requirements. 

(U) NSA informed NSD and ODN I of this incident on-' 2014. 

TOP 8ECRET/,./81h'ORCON/NOFOR...l\l" 
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fS) (7) Overly Broad Queries 

(TSh'SJ,l/NF) According to section 3(b)(5) ofNSA's Section 702 minimization 
procedures, " [c]omputer selection terms used for scanning, such as telephone numbers, key 
words or phrases, or other discriminators, will be limited to those selection terms 
~kely to return foreign intelligence information." NSA reported that on 
-· 2014, an NSA analyst conducted, due to incorrectly formulate~ 
searches, overly broad queries against data acquired from several authorities, ~ 
Section 702. Upon seeing the results, the NSA analyst realized the error and deleted the 
results. NSA advises that the analyst has been reminded of the Section 702 query 
requirements. 

(U) NSA informed NSD and ODNI of this incident on-, 20 14. 

fS1 (8) Overly Broad Queries 

(TS//SI,~lF) According to section 3(b)(5) ofNSA's Section 702 minimization 
procedures, " [c]omputer selection terms used for scanning, such as telephone numbers, key 
words or phrases, or other discriminators, will be limited to those selection terms 
~likely to return foreign intelligence information." NSA reported that in 
-2014 an NSA analyst conducted, due to incorrectly formulated- searches, 
overly broad queries against data acquired from several authorities, including Section 702. 
NSA advises that the relevant personnel have been reminded of the Section 702 query 
requirements. 

(U) NSA informed NSD and ODNI of this incident on-2015. 

fS1 (9) Overly-Broad Query 

(TS//SI/INF) According to section 3(b)(5) ofNSA's Section 702 minimization 
procedures, " [c]omputer selection terms used for scanning, such as telephone numbers, key 
words or phrases, or other discriminators, will be limited to those selection terms 
~ely to return foreign intelligence information." NSA repo1ted that on 
- 2014 an NSA linguist conducted an o~uery against data acqu ired 
from several authorities, including Section 702. On-, 2014, an NSA auditor 
discovered the inappropriate query. NSA adv ises that query results have aged offNSA 
systems. NSA further advises that the linguist has been reminded of the Section 702 query 
requirements. 

(U) NSA informed NSD and ODNI of thi s incident on- 2015. 

fS1 (10) Overly-Broad Query 

(I8iL~)-.Acc_o_r.dingJ:o_s.e_cJion...1(h)(5..)_om..sks_sectionJ_02.m.inimizatio.~------

procedures, " [c]omputer selection terms used for scanning, such as telephone numbers, key 
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words or phrases, or other discriminators, will be limited to those selection terms 
reasonably likely to return foreign intelligence information." NSA re~hat o._, 
I, 20 15, an NSA analyst conducted, due to an incorrectly formulated- search, an 
overly broad query against data acquired from several authorities, including Section 702. 
The NSA analyst immediately realized the error, and deleted the results. NSA advises that 
the analyst has been reminded of the Section 702 query requirements. 

(U) NSA informed NSD and ODNI of this incident on- 2015. 

f£t (11) Query Using a United States Person Identifier 

(TS//SJ//NF) Although section 3(b)(5) ofNSA's Section 702 minimization 
procedures permits the scanning of storage media using United States person identifiers, 
such queries are to first be approved in accordance with NSA internal procedures. 
Additionally, section 3(b)(5) prohibits using United States person identifiers to query 
Internet communications acquired through NSA's upstream collection techni ues. NSA 
repo1ted that on - 2015, an NSA analyst used a as a1t of 
~ultiple authorities, including Section 702 upstream data. The 
- had not been approved as a query tenn in accordance with NSA internal 
procedures, and querying United States person information against Section 702-acquired 
upstream collection is barred by the minimization procedures . NSA advises that all results 
were deleted on-, 2015. NSA further advises that thi s analyst has been reminded 
of the Section 702 query requirements. 

(U) NSA informed NSD and ODNI of this incident on-, 2015. 

f£t (12) Query Using a United States Person Identifier 

(TSh'SINNF) Although section 3(b)(5) ofNSA's Section 702 minimization 
procedures permits the scanning of storage media using United States person identifiers, 
such queries are to first be approved in accordance with NSA internal procedures. NSA 
reporte9 that on- 2015, an NSA analyst used a presumed United States person's 
facility:is as pa1t of a query against multiple authorities, including Section 702. The facility 
had not been approved as a query term in accordance with NSA internal procedures. On 
- 2015 an NSA auditor discovered the error, and the results were deleted. NSA 
further advises that this analyst has been reminded of the Section 702 query requirements. 

(U) NSA informed NSD and ODNI of this incident on- 2015 . 

f81 (13) Query Using a United States Person Identifier 

(TS//Slfn'ff) Although section 3(b)(5) ofNSA's Section 702 minimization 
procedures permits the scanning of storage media using United States person identifiers, 
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such queries are to first be approved in accordance with NSA internal procedures. 
Additionally, section 3(b)(5) prohibits using United States person identifiers to query 
Internet communications acquired through NSA's upstream co llection techniques. NSA 
repo1ted that on- 2015, an NSA analyst used a United States person's e-mail 
account as pait of a query against multiple authorities, including Section 702 upstream 
data. 56 The Un ited States person identifier had not been approved as a query term in 
accordance with NSA internal procedures, and querying United States person information 
against Section 702-acqu ired upstream collection is barred by the minimization procedures. 
Upon reviewing the results, the analyst recognized the error and repotted the matter. NSA 
further advises that this analyst has been reminded of the Section 702 query requirements. 

(U) NSA informed NSD and ODNI of this incident 01-, 2015. 

f£1 (14) Query Using a United States Person Identifier 

(TS//S I,Lfi>~F) Although section 3(b)(5) ofNSA's Section 702 minimization 
procedures permits the scanning of storage media using United States person identifiers, 
such queries are to first be approved in accordance with NSA internal procedures . 
Additionally, section 3(b )(5) prohibits using United States person identifiers to query 
Internet communications acquired through NSA' s upstream collection techniques. NSA 
repo1ted that on-2015, an NSA analyst used a United States person identifier as 
patt of a query against multiple authorities, including Section 702 upstream data. The 
United States person identifier had not been approved as a query term in accordance with 
NSA internal procedures, and querying United States person information against Section 
702-acquired upstream collection is barred by the minimization procedures. NSA adv ises 
that all results were deleted o~, 201 5. NSA fmther adv ises that this analyst has 
been reminded of the Section 702 query requirements. 

(U) NSA informed NSD and ODNI of this incident on-, 2015. 

f£1 (15-16) Queries Using United States Person Identifiers 

(TS,l/Shlfi>ff) Although section 3(b)(5) ofNSA's Section 702 minimization 
procedures permits the scanning of storage media using United States person identifiers, 
such queries are to first be approved in accordance with NSA internal procedures. 
Add itionally, section 3(b )(5) prohibits using United States person identifiers to query 
Internet communications ac uired throu h NSA's u stream collection techni ues. In 

2014, 
it was 

not clear to the NSA analyst that some of the selectors were used by United States irsons. 
Consequently, the NSA analyst used the Un ited States person identifiers as patt of 
queries against data acquired from multiple sources, possibly including Section 702-
acquired upstream data. The United States person identifiers had not been approved as 

TOP 8ECRET/,.18l//ORCON/NOFOR~ 

62 
ACLU 16-CV-8936 (RMB) 000643 



All withheld information exempt under (b)(1) and (b)(3) unless otherwise noted. Approved for Public Release 

TOP 8ECRET/1./81//0RCON/NOFOR.""l 

query terms in accordance with NSA internal procedures, and querying United States 
person information against Section 702-acquired upstream collection is barred by the 
minimization procedures. On-, 2015, the NSA analyst discovered the error, and 
attempted to discontinue the queries. However, due to an unknown error, additional 
queries were conducted using some of the United States person selectors on one additional 
occasion. NSA advises that all results from all queries were deleted. NSA further advises 
that the relevant personnel have been reminded of the Section 702 query requirements. 

(U) NSA informed NSD and ODNI of this incident on-, 2015. 

t8j (17) Overly-Broad Query 

(TSh'SIIJ}~F) According to section 3(b)(5) ofNSA's Section 702 minimization 
procedures, " [c]omputer selection terms used for scanning, such as telephone numbers, key 
words or phrases, or other discriminators, will be limited to those selection terms 
reasonably likely to return foreign intelligence information." NSA reported that on-
1, 2015, an NSA analyst conducted an overly broad query ac= acquired from 
several authorities, including Section 702-acquired data. On--, 2015, an NSA 
auditor discovered the inappropriate query, and the results of the query were deleted that 
same day. NSA advises that the analyst has been reminded of the Section 702 query 
requirements. 

(U) NSA informed NSD and ODNI of this incident on-, 2015. 

tsf-(18) Improper Dissemination of Domestic Communications 

(TSllS@~F) According to Section 5 ofNSA's Section 702 minimization 
procedures, domestic communications must "be promptly destroyed upon recognition 
unless the Director (or Acting Director) ofNSA specifically determines, in writing, and on 
a communication-by-communication basis, that the sender or intended recipient of the 
domestic communication had been properly targeted under section 702 of the Act, and the 
domestic communication satisfies one or more of' several enumerated conditions. NSA 
advises that on 2015, an NSA analyst improperly disseminated a domestic 
communication. 0 2015, the analyst recognized the error, recalled the 
dissemination, marked the communication for deletion, and repo1ted the matter. 

(U) NSA informed NSD and ODNI of this incident on-2015. 

fS) 19 Im ro e 
(b)(1 ); (b)(3). (b)(7)(E) 

J 

(TS/ISillNF) This incident involves the improper (b)(1). (b)(3): (b)(7)(E) 

NSA' . . . f d "t NSA t "d . . . d S f 702 . d I 

(b)(1); (b)(3); (b)(7)(E) 

-------- - - ~ -- -
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(U) NSA informed NSD and ODNI of thi s incident on-2015. 

f81 20 Im ro er 
b)(1): (b)(3), (b)(l)(E) 

(TS//SJm.W) This incident involves the improper (b)(1); (b)(J), (b)(7)(E) 

NSA's minimization procedures permitNSA to rovide unminimized Section 702-ac 
communications to FBI and CIA, · 

(b)(1), (b)(J): (b)(7)(E) 

(U) NSA informed NSD and ODNI of this incident on-2015. 

f81 (21) Improper Dissemination oflnformation Concerning a United States Person 

(S//NF) This incident involves the dissemination of United States person 
information in a manner contrary to the requirements of Section 6(b) ofNSA's Section 702 
Minimization Procedures. Specifically, on-2015, an NSA analyst discovered 
that NSA issued a report which included the name of a United States person whose identity 
was not foreign intelligence information. On- 2015, NSA recalled the report 
and reissued it without the United States person information. 

(U) NSA informed NSD and ODNI of thi s incident on-2015. 

f81 (22) Improper Dissemination of Information Concerning a United States Person 

(S/.fNF) This incident involves the dissemination of United States person 
information in a manner contrary to the requirements of Section 6(b) of NS A's Section 702 
Minimization Procedures. Specifically, on-, 2015, NSA issued a repo1t which 
contained name~sons whose identities were not foreign intelligence 
information. A-analyst discovered the error and notified NSA. On 
- 2015, NSA recalled the report and reissued it without the United States person 

---------~·LU..orrnation. -----------------------------------

- - ----- - -
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(U) NSA informed NSD and ODNI of this incident on-, 2015. 

fS) (23) Query Using a United States Person Identifier 

(TSh'S I//Jl-JF) Although section 3(b)(5) ofNSA' s Section 702 minimization 
procedures permits the scanning of storage media using United States person identifiers, 
such queries are to first be approved in accordance with NSA internal procedures. 
Additionally, section 3(b )(5) prohibits using United States person identifiers to query 
Internet communications acquired through NSA's upstream collection techniques. NSA 
reported that on-, 2015, an NSA analyst used a United States person identifier 
as part of a query against multiple authorities, including Section 702 upstream data. The 
United States person identifier had not been approved as a query term in accordance with 
NSA internal procedures, and querying United States person information against Section 
702-acquired upstream collection is barred by the minimization procedures. NSA advises 
that all results were deleted on-, 2015. NSA further advises that the relevant 
personnel have been reminded of the Section 702 query requirements. 

(U) NSA informed NSD and ODNI of this incident on-, 2015. 

fS-1 (24) Query Using a United States Person Identifier 

(TSh'Sil-n'JF) Although section 3(b)(5) ofNSA' s Section 702 minimization 
procedures permits the scanning of storage media using United States person identifiers, 
such queries are to first be approved in accordance with NSA internal procedures. NSA 
repo1ted that on-2015, an NSA analyst mistaken ly used a United States person 
identifier as part of a query against multiple authorities, including Section 702 data. 
Although the query did not run against upstream-acquired data, the United States person 
identifier had not been approved as a query term in accordance with NSA internal 
procedures. An NSA auditor discovered the error on-2015, and all results 
were deleted on - 20 15. NSA further advises that the relevant personnel have 
been reminded of the Section 702 query requirements. 

(U) NSA informed NSD and ODNI of this incident on-2015. 

fS-1 (25) Overly-Broad Query 

This incident was initially reported to the Cou1t in a Rule 13(b) notice 
filed on 015. As detailed in that notice, NSA repo1ted that an NSA analyst 
conduct y broad queries the previous day. The queries at issue were of NSA 
repositories containing information collected under multiple authorities, including NSA 
Section 702 upstream collection. While running. queries, the analyst used terms and 
phrases, which if connected together properly, would have limited the selection terms to 
those reasonably designed to return foreign-·cr · · · The analyst, however, 
· Jadye,r.tently c.onstrncte.d_the...queries usfog _esulting_in_an _ _ _ _ 
extremely large number of search results. Due to the error, the resulting queries were not 
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limited to those terms reasonably designed to return foreign intelligence information. On 
- 2015, NSA deleted all results from these queries. NSA has not identified any 
reporting that resulted from foreign intelligence information returned by these queries, and 
advised that the analyst has been reminded of applicable query requirements in the SMPs. 

(U) NSA informed NSD and ODNI of this incident on-2015.57 

(U) (F) Other Issues58 

fSt--(1) Unauthorized Access to Section 702 Data 

(TS//SI/mF) According to section IV ofNSA's Section 702 targeting procedures, 
raw Section 702 data must be stored in aut~tories and accessed only by 
authorized personnel. NSA advises that o~, 2014, an analyst e-mailed a " tip" 
containing unminimized Section 702 collection to NSA employees who were not 
authorized to receive the data. NSA advises that the unauthorized recipients did not further 
disseminate the information and that the e-mails were deleted. NSA also advises that the 
information was subsequently assessed to be foreign intelligence information and properly 
disseminated. NSA further advises that the relevant personnel have been reminded of the 
Section 702 data access requirements. 

(U) NSA informed NSD and ODNI of this incident on 2014. 

fSt--(2) Unauthorized Access to Section 702 Data 

(TS//SIJ/NF) According to section IV ofNSA's Section 702 targeting procedures, 
raw Section 702 data must be stored in autl~ositories and accessed only by 
authorized personnel. NSA advises that 01-, 2015, an analyst stored unminimized 
Section 702 collection in a particular database from whic. NSA employees, who are not 
authorized to do so, reviewed the Section 702 data. NSA advises that the unauthorized 
recipients did not fm1her disseminate the information and that the information was deleted 
from the database. NSA also advises that the relevant personnel have been reminded of the 
Section 702 data access requirements. 

(U) NSA informed NSD and ODNI of this incident on-, 201 5. 

tSj (3) Unauthorized Access to Section 702 Data 

(TS//S:Em-~F) According to section IV ofNSA's Section 702 targeting procedures, 
raw Section 702 data must be stored in auth~sitories and accessed only by 
authorized personnel. NSA advises that on-, 2015, an analyst attempted to 

57 (U) In the- 20 15, letter, the government incorrectly advised that NSA reported the matter on-, 
~~~~~~20 15.~~~~~~~~~~~~~~~~~~~--~~~~~~~~~~~~~~~~~~~~ 

58 fS1 The goverrunentis still investigating one possible incident. 
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coordinate, via e-mail, a report containing Section 702-acquired information with. 
language analysts. When sending the e-mail, the analyst mistyped one of the language 
~-mail was inadvertently sent to an employee detailed to NSA 
- who was not authorized to review unminimized Section 702 
data. Upon scanning the e-mail on- 2015, the detailee recognized the error and 
reported the matter. NSA advises that the detailee did not further disseminate the 
information and that the e-mail was deleted. NSA advises that the relevant personnel have 
been reminded of the need to carefully rev iew e-mails prior to sending. 

(U) NSA informed NSD and ODNI of this incident on- 2015. 

fSj (4) Unauthorized Access to Section 702 Data 

(TSh'SI/~W) According to section IV ofNSA's Section 702 targeting procedures, 
raw Section 702 data must be stored in authorized re ositories and accessed onl b 
authorized personnel. NSA advises that, fro 2015, 
used by NSA instructors and students contained raw Section 702 data. On 
2015, an NSA instructor who was not authorized to access raw Section 702 data reviewed a 
student's Section 702 work product .59 The instructor recognized the error 
~d the matter. NSA advises that all Section 702 data was purged-

--2015. 

(U) NSA informed NSD and ODNI of this incident on-2015. 

fSt-(5) Unauthorized Access to Section 702 Data 

(TSh'Sh'~~F) According to section 3(b)(5) ofNSA's Section 702 minimization 
procedures, "[c]omputer selection terms used for scanning, such as telephone numbers, key 
words or phrases, or other discriminators, will be limited to those selection terms 
reasonably likely to return foreign intelligence information." According to section 1Y of 
NSA's Section 702 targeting procedures, raw Section 702 data must be stored in authorized 
repositories and accessed only by authorized personnel. While an analyst was assigned to a 
particular group, the analyst received the dail results of ueries run against Section 702 
data. When the analyst was reassigned it , access to the resu lts of those 
daily queries should have been removed. 01 20 I 5, an NSA auditor discovered 
that the analyst still had access to the query results. NSA advises that the analyst's access 
was removed on - 2015, and that the analyst did not view of any the query 
results after being transferred in 

(U) NSA informed NSD and ODNI of this incident on-, 2015. 

59 ~ The instructorJ1ada pending request for authorization to access raw Section -702 data. __ _ 
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E8j (G) Reported Incidents that Appear at this Time to Not Be Compliance Incidents. 

(SHNF) NSA is required to report to NSD and ODNI incidents other than those it assesses 
to be compliance matters. The NSA's targeting procedures require that whenever NSA "concludes 
that a person is reasonably believed to be located outside the United States and after targeting this 
person learns that the person is inside the United States, or ifNSA concludes that a person who at 
the time of targeting was believed to be a non-United States person was in fact a United States 
person," NSA must terminate the acquisition without delay and rep011 the incident to NSD and 
ODNI. NSD reviews each of these incidents and, as necessary, asks questions ofNSA or other 
relevant agencies regarding the initial tasking and the subsequent detasking of facilities used by 
these targeted individuals to ensure that no compliance incident has in fact occurred. It is also 
NSD's practice to confirm with .each agency that may have received the unminimized acquisitions 
from a facility involved in one of these incidents that the agency has completed any purges 
required by the procedures. NSD does not consider a reported incident to be closed until all 
outstanding questions have been answered and all purges have been confirmed. 

E8j This quatierly report includes all incidents repo11ed to NSD and ODNI between 
December 1, 2014, and February 28, 20 15, determined to be compliance matters. There are, 
however, approximately I incidents for which NSD is awaiting additional information before 
deciding that these incidents can be closed. 

II. (U) Incidents of Noncompliance with the CIA Minimization Procedures 

(SH~~F) CIA does not task faci lities under the Section 702(g) certifications, though it can 
nominate fac ilities to be tasked by NSA. CIA does, however, rece ive raw, unminimized data as a 
result of NSA's and FBI' s acquisition of foreign intelligence information under the ce11ifications. 
CIA must minimize such information in accordance with CIA ' s minimization procedures. During 
the reporting period, NSD and ODNI have conducted one review of CIA 's app lication of its 
minimization procedures. 

(U) During the reporting period, the government repotied no instances of noncompliance 
with CJA' s procedures. 

III. (U) Incidents of Noncompliance with the FBI Targeting or Minimization Procedures 

account · 
FB I must then review the NSA's foreignness determination for each facility 

(b)(1). (b)(J). (b)(7)(E) 
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(b)(1). (b)(3). (b)(7)(E) 

NSD and ODNI conducted two joint targeting reviews during the reporting period in order to 
monitor FBI' s targeting practices. 

(b){1). (b)(3). (b)(7)(E) 

and ODNI conducted one joint minimization review during the reporting period in order to 
monitor FBI's minimization practices. 

fS1 During the reporting period, the fo llowing compliance incidents were identified.61 

{b)(1 ). (b)(3). {b)(7)(E) 

(U) This incident was discovered during a January 2015 j oint NSD and ODN I 
review at FBI. 

(b)(1). {b)(3). (b)(7)(E) 

SD 

61 ~) The government is still investigating one possible incident of non-compliance with the FBl 's procedures. 
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f81 (2) Improper Dissemination of United States Person Identifiers 

(U) This incident was discovered during a November 2014 joint NSD and ODN I 
review at FBI. 

f8) 3 Incom lete 
(b)(1). (b)(3). (b)(7)(E) 

(S//Jl-ff) This incident was initially reported to the Court in a Rule l3 b 
on March 12, 2015. As detailed in that notice, FBI re orted an error · 

(b)(1). (b)(3), (b)(7)(E) 

(b)(1): (b)(3). (b)(7)(E) 
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(U) FBI informed NSD and ODNI of this incident on December 23, 2014. 

----------t(I8±0tl:iti~~Jit1:.l:&eoilEf:)_Ihisincident.w.as_initially_rep.orteclto_the_Couttin_a..Rule.JJ(bJ.notic .. - ------
(b)(1)' (b)(3). (b)(7)(E) 

fi led on March 4, 2015. As detailed in that notice, during a review atll 
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(b)(l); (b)(3); (b)(7)(E) 
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(U) This incident was discovered during an NSD review - (b)(1). (b)(3), (b)(7)(E) 

IV. (U) Incidents of Noncompliance by an Electronic Communication Service Provider 

f81 1 Provider Change 

liliiillThis incident was initially reported to the Comt in a Rule 13(b) notice 
filed on 2014. As detailed in that nof · 
communications from accounts not tasked ursuant 

(U) NSA informed NSD and ODNI of this incident on 2014. 

f81 ~Overproduction -f) This incident was initia lly repo1ted to the Court in a Rule 13(b 
filed on , 2015. As detailed in that notice, NSA repo1ted an e rror 
resulted in an a arent over roduction of data. S ecificall , NSA 
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accounts. 

~ The Government is sti ll confirming the necessary purges. 

(U) NSA informed NSD and ODNI of this incident on 

(U) UPDATES ON INCIDENTS OF NONCOMPLIANCE 
REPORTED IN PREVIOUS REPORTS 

2014. 

~ There were a number of matters discussed in previous quarterly reports for which NSD 
stated that it was continuing to gather information. The following provides relevant updates to the 
matters that remained outstanding in the previous repotts. A substantial majority of these matters 
were first discussed in the previous qua11erly report, covering the period from September 1 through 
November 30, 2014. For ease of reference, the letters and numbers referencing the incidents 
below have been retained from that previous repo11. Gaps in the letter or numbering sequence 
indicate that no updates from the previous repo11 were necessary. Several incidents first reported 
in prior qua1terly reports for which new information has been gathered are reported at the 
conclusion of this section. 

E8f-Updates On Incidents First Reported in the Previous Quarterly Report 

I. ~ Incidents of Noncompliance with the NSA Targeting and 
Minimization Procedures 

~ (A) Tasking Errors 

~ (31) Retasking of Facilities due to a System Error 

(8,lfp.ff)~ quarterly report, the Cou11 was updated regarding a tasking 
error involvin- facilities that NSA had previously detasked. As of 
previous quarterly report, NSD was awaiting final purge confirmation from NSA. NSA 

TOP SECRET/,. /Slh'ORCON/NOFOR...1\l" 
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fS) (B) Detasking Errors. 
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f81 (C) Noncompliance with a Notification Requirement. 

f81 In the previous quarterly repo11, NSD advised the FISC that there were I 
incidents involving circumstances in which NSA did not notify NSD and ODNI within the 
required five business days. At the time of the previous quaiterl report, NSD was 
awaiting final confirmation from NSA regarding the purge of facilities. NSA now 
advises that the unique identifiers of the relevant objects from the facilities were 
placed on the MPL in purge state as of-, 2015. NSA further advises that it 
identified no reporting based on this collection. With respect to the remaining facility, 
NSD is still confirming the necessary purges. 

f81 (F) Overcollection Incidents 

Incident 

(TS//SYINF) In the previous quarterly repmt, the Comt was updated regarding a 
overcollection in NSA Section 702 u stream collection. Specifically, NSA repo1ted that on 

TOP SECRETh./SJ//ORCON/NOFOR..~ 
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(U) (G) Other Issues 
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t£1 (G) Reported Incidents that Appear at this Time to Not Be Compliance Incidents. 

fS1 The previous quarterly repo1t included all incidents reported to NSD and ODNI 
determined to be compliance matters. There were, however, I incidents for which NSD was 
awaiting confirmation that all required purges have been completed II from NSA and. from 
FBI). For incidents, NSA now advises that it acquired no relevant data from the 
facilities. For incidents, NSA now advises that the unique identifiers of the relevant 
objects from the facilities were placed on the MPL in purge state as of- 2015. NSA 
fmther advises that it identified no repo1ting based on this collection. For the remaining. 
facilities, NSD is still confirming the necessary purges. 

fSt-Fo 
systems as of · 
thi s collection. 

faci lities, FBI advises that it purge the relevant data from FBI 
FBI fu1ther advises that it recalled.disseminations based on 

, NSD is sti ll confirming the necessary purges. 

fS1 UPDATES ON INCIDENTS OF NONCOMPLIANCE 
REPORTED IN PRIOR QUARTERLY REPORTS 

I. fS1 Incidents of Noncompliance with the NSA Targeting and 
Minimization Procedures 

fSt-(E) Minimization Incidents. 

fSt-~ Database 

(8f/8J//REL TO USA, fVEY) In the previous qua1terly reports, the Comt was 
u dated regarding NSA's efforts to evaluate transcripts stored in a database known as 

that ma have been retained lonaer than ermitted. 
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fS) (F) Overcollection Incidents. 

t81--0) Overcollection Incident Related to-

fS-1 (C) Noncompliance with a Notification Requirement. 

fS-1 At the time of the previous qua11erly report, NSD was awaiting final confirmation from 
NSA regarding one incident for which there was a notification delay. With the exception of one 
communication, NSA now advises that the unique identifiers of the relevant objects were placed 
on the MPL in purge state as of-, 2014. NSA fu11her advi sed that it identified no 
reporting based on this collection. With respect to the remaining communication, NSA executed 
the necessary waiver on-, 2014. 

fS-1 (H) Reported Incidents that Appear at this Time to Not Be Compliance Incidents 

fS-1 The previous qua11erly repo11s included all incidents re~ed to NSD and ODNI that 
were determined to be compliance matters. There were, however,. incidents for which NSD 
was awaiting confirmation from NSA that all required purges have been completed. For 

I incidents, NSA now advises that it acquired no relevant data from the facility. For 
incidents, NSA now advises that the unique identifiers of the relevant objects from the 

facilities were placed on the MPL in purge state as of 2014. NSA further advises 
that it recalled one report based on this collection. For incidents, NSA executed 

-----~destruction...w:ai..v_e.rs_ancla_clvjses_thaUbe_unique_i_dentifie.rs_oLthe_r_elexantr.e.maining_obj_e_c_ts_.fro~-------

-------
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the faciliti es were placed on the MPL in purge state. For the remaining facility, NSD is still 
confirming the necessary purges. 

- - -------- -- -----
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U.S. Department of Justice 

National Security Division 
{' +! , .. 

SECRET/./NOFORN 20\5 ll/~ 20 Pl l !;: 53 
Washi11gton, D.C. 20530 

March 20, 2015 

T 

The Honorable Thomas F. Hogan 
United States Foreign futelligence Surveillance Court 
333 Constitution Avenue, N.W. 
Washington, D .C. 20001 

(U) Re: Quarterly Report Concerning Compliance Matters Under Section 702 of FISA 

D.ear Judge Hogan: 

(g/JNF) The attached report is submitted pursuant to Rule 13(b) of the Rules of Procedme 
for the Foreign Intelligence Surveillance Court (hereinafter, "the Court") and in compliance ·with 
Your Honor's August 25, 2009, instructions regarding providing timely and effective notification 
to the Court of compliance issues involving the Government's implementation of its authorities 
tmder Section 702 of the Foreign Intelligence Surveillance Act of 1978, as amended (FISA). As · 
desclibed in a February 4, 2010, letter to the Court, the Department of Justice's National Security 
Division has filed prompt notices to the Comt regarding compliance matters in several categolies 
of particular concern. This repo1t provides the Court with further information regarding those 
incidents, and notifies the Comt of other compliance incidents that did not fall within the . 
specified categories. For ease of reference to the Court, this report contains the text, modified 
for internal consistency, of the latest Rule 13(b) notice regarding each compliance matter 
previously reported. Where additional information has been obtained since the filing of the latest 
Rule 13(b) notice, this information is delineated. In addition, the attached repo1t updates the 
Comi on incidents included in prior Quarterly Reports that were not fully resolved. Please 
contact me if you have any questions regarding the compliance matters discussed in the attached 
report. 

Respectfully submitted, 

(b)(6); (b)(7)(C) 
I 

Kevin J. O'Connor 
Chief, Oversight Section 
Office of Intelligence, NSD 
U.S. Department of Justice 
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