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involved with National

COUNTERINTELLIGENCEH Security

The FBl, S RO| e A ] Couhteri.nFe.iiigence Dividoii
w Cyber Divison

s s lﬂihge Intelli gen Ce&g » Counterterrorism Division

m Directorate of Intelligence

However all FBI personnel have the same prioritig

- FBI Priorities— Top Ten

1. Protect the U.S from terrorist attack

2. Protect the U.S against foreign intelligence operations
and espionage P

3. Protect the U.S. againg cyber-based attacks
and high-technology crimes

What we do...criminal

n Asa Law Enforcement Agency
Broad criminal jurisdiction

4. Combat public corruption at all levels The cted a.g'filnd
5. Protect civil rights al activity "
6. Combat transational and national criminal
organizations and enterprises , etc.).
7. Combat mgjor white-collar crime
8. Combat dgnificant violent crime
9.  Support federa, state, local and international partners
10. Upgrade technology to successfully perform the FBI's

mission

What is Counterintelligence ?

What we do ... Intelligence

Counterintelligence is ...

= Asa Counterintelligence Service the FBI “ {nformation gathered and activities conducted to
. : protect against espionage, sabotage, and other
is authorized under EO. 12333 to intelligence activities, conducted for or on behalf
prevent and defeat ... of foreign powers, organizations or persons, or

international terrorist activities, but not including

- activities a'}d a.ctlvmes personal, physical, document or communications
by adversarial tions security.”
interests
L. * By presidential order, the FB] alone conducts
- | indgde the Counterintelligence within the United States and coordinates

C! activitieswith the other agencies in the Intelligence
Community. —~ Executive Order 12333

AT I
-

SEU
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The Role of Foreign
Counterintelligence Squads

Intelligence Gather Intelligence on Foreign Intelligence Service
Reéform Act, activities In the United Hates
Dec. 2004 Conduct Criminal investigations, such as Espionage

over preexisting and Economic Espionage

function from CIA ' v Directar of
Including brlefing  §3 : (@:::"al (DNI)
president, ntelligence
establlshing 1C ksl
priorities and
overseeing the
WNatlonal
Counterterrorism
Center

Three Interrelated Obiectives

How Do We Do [t?

How Do We Do It?

Foreign Services Foreign Services

-

How Do We Do 1t?

How Do We Do It?
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The Old Threat... The New Threat is ...

TCriteria Countries” Soviet Bloc was |

the main enemy (the Cold War) « Which countries or groups? .
T [ «Which U.S. Gov't entities are targets?
X « Who is targeting the U.S.?
=« Which private industries are targets?
« What military/ defense
industries are targets?

Country Threat List

National Security List

N s L « This ligt is classified but includes
countries designated a threat because

of aggressive, intrusive behavior thaf js
(jg a pervasive
Countl‘y , lssue «threat to the
United Stateg
Threats Threats national security

Issue Threat List ~Issue Threats

. .. 1. Terrorism - International
C_:atggorles of activity that pose a Terrorism committed by
significant threat, or are of such Terrorist Groups and/ or

concern, to the national security of Stat f Terrori
the United States when engaged in @ Sponsorso o e
by @l foreign power or entity that 2. Proliferation of
coUmmrintelligence or monitoring Special Wea

. . pons
act g directed against such nuclear, chemical,
act are warranted. or biological

FBI1041087




Issue Threats

3 Targeting the National Information
Infrastructure — computers cable, satellite,
telecommunications banking and financing
gystems trangportation, water supplies
electrical power systems gas arid oil storage
and transportation, emergency systems
continuity of government

tel

Issue Threats

4. Espionage - the identification,
targeting and collection of U. S.
national defense information.

5. Economic Espionage -the unlawful or
clandestine targeting or acquisition of
sensitive financial, trade or economic
policy or proprietary information or

critical technologies; or influencing of
[ senditive economic policy decisons,

ACLURMO042188

Issue Threats

6. Targeting The US Government —
Foreign Affairs Economic Policy, Financial
Matters, Defense Egtablishments National
Preparedness |ntelligence Community

(including FB personnel)

7. Perception Management
Propaganda use by an
intelligence agency to effect
public perception of
another country though deception

8. Foreign Intelligence Activities

Foreign Intelligence
Activities

m Active gathering of
information through
the use of various
techniquesto
obtain....

— Classified

— National Security
Information

FBI1041088




Authorities -

Authorities o
Extraterritorial
u Intelligence Intelligence A uthorization  Comprehensive Crime
Authonzaion Act of A ctgof 1990 IC?og’!rolm:t
1995, 8811 referrals. R - ' — Gives the FBI jurisdiction  F8! h‘;esr]sl.:erai:dictlon when US
= Head of each agency in er=l Interests are ipvolved
the Executive Branch . over espionage With concurrence of the host
shall ensure FBI is Invedlgatlons inal US country Khobar Towers,
advised immediately of diplomatic missons Kenya, Tanzanla
any information abroad

indicating classfied

i ¢ ed (FE
information ha¢is being W%gg:’g '
disclosed to a foreign *‘!’a'f%"'-gf‘:’%’—?
government without LD el
authorization : ,;ﬁ:'{ﬁ 3%
= ALY X
Joai o 5\5%

Authorities i —

Protect the Upited States against foreign Intelligence
operations mnd esplotage

Qtratante

= 2001- USA Patriot Act, modifications in 2005

® 2003 - revisions to the NSIG (AG Guidelines).

m Executive Order 13354 (2005) and the Intelligence
Reform and Terrorism Prevention Act of 2004
— New Director of National Intelligence

~ National Counterterrorism Center, created in 2003, is
assigned to the new DNI —Includes CIA, FBI, DOD,
DHS, DOS, DOE, NRC, HHS, USDA Mission ~
Analysis, information access and sharing, operations

[Enabling Strategies:
* Warlforee Fypertise Rewource Manaremen Intellizence
Tralnlng ClSquadsincach Ficld Divislon Collection  Analytical Products

Expertence Distribution of Funding/stalfing ~ Asset Base

Continuity Adequate Equipment Information Sharing

QUESTIONS?

ACLURMO042189
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UNITED STA

E LGEN
MMUNIT

co

The US Intelligence Community (USIC)

There are currenitly 16 members of the USIC. It should be noted that specific offices or branches
represent some parent agencies in the USIC. In the following list, the name of the specific branch or
office is listed below the parent agency. Also listed are additional branches and offices of USIC
agencies that are frequently in contact with FBI counterintelligence (CI) personnel.

Central Intelligence Agency (CIA) — The CIA is responsible for the collection and analysis of foreign
intelligence primarily outside the borders of the United States.
http://www.odci.gov/

artn,
O o o

gs"lfrceme“\ b

Drug Enforcement Administration (DEA)
http://www.dea.gov/

Office of National Security Intelligence (ONSI) — DEA is a component of the

US Department of Justice (DOJ). It is responsible for identifying and disrupting illegal drug trafficking.
DEA was added to the USIC to assist in countering terrorist involvement in illicit drug trafficking, and
to aid in combating the significant threat illegal drugs pose to the national security of the United States.
The ONSI is responsible for providing the USIC with intelligence collected through DEA investigations.
It also coordinates and responds to USIC requests for information.
http://usdoj.gov/dea/programs/intelligence.htm

Defense Intelhgence Agency (DIA) DIA is a component of the US Department of Defense (DOD). It
is the major producer and manager of intelligence for DOD. DIA provides a wide variety of military
intelligence to combat personnel, planners, and military policymakers.

http://www.dia.mil/

Last updated on 3/17/06 1
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US Department of Energy (DOE)
http://www.energy.gov/

Office of Intelligence (OI) — DOE is responsible for US energy policy and nuclear energy matters. It’s
OI is tasked with affording DOE policymakers and the USIC with support in the fields of nuclear
weapons and proliferation, nuclear energy waste and safety, science and technology, and energy
security.

http://www.energy.gov/nationalsecurity/intelligence_couterterrorism.htm

http://www.dhs.gov/dhspublic/

Information Analysis and Infrastructure Protection Directorate (IAIP) — DHS is charged with
protecting the territory of the United States from terror attack and responding to natural disasters. The
IAIP is responsible for distributing DHS national security analyses to State and local governments and
private sector entities to protect key domestic assets of the United States.
http://www.dhs/dhspublic/interapp/editorial/editorial_0646.xmi

Frequent CI Contact: )
Immigration and Customs Enforcement (ICE) — ICE is the largest investigative arm of DHS. Itis
responsible for investigating a wide range of issues including export enforcement (e.g., illegal tech

transfer to foreign adversaries, etc.), immigration crime, and cyber crime.

3

http://www.ice.gov/graphics/index.htm

Last updated on 3/17/06 2
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US Department of State (DOS)
http://www.state.gov/

Bureau of Intelligence and Research (INR) — DOS is the US Government’s (USG) lead foreign
policy agency. One of its principal roles is to implement the President’s foreign policy. State’s INR is
strictly an analytical. It is responsible for providing intelligence support to DOS leadership and
diplomatic operations and ensuring that intelligence activities support US foreign policy.
http://www.state.gov/int/

Frequent CI Contact:
Diplomatic Security Service (DSS): DSS is responsible for providing a safe and secure environment

for the conduct of US foreign policy. It also charged with conducting personnel security investigations
and runs the Office of Foreign Missions (OFM).

US Department of the Treasury (DOT)
http://www.ustreas.gov/index.html

Office of Intelligence and Analysis (OIA) — DOT manages the revenue of the USG and promotes and
implements the President’s economic policies. The OIA is responsible for providing DOT with
analytical support and intelligence production in field of positive intelligence, CI, terrorism,
proliferation, and other national security areas. A key OIA function is the analysis of financial (and
other support networks) used to assist terrorist groups.

Last updated on 3/17/06 3
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Federal Bureau of Investigation (FBI)
http://www.fbi.gov/

National Security Branch (NSB) — The FBI is the principal investigative arm of DOJ. Its top
investigative priorities are counterterrorism, counterintelligence, and cybercrime. The NSB manages

national securj ted matters at the FBL : b7E
*Note that this is an|:|site.)

National Geospatial-Intelligence Agency (NGA) — The NGA is a component of DOD.

It is responsible for preparing geospatial data, ranging from maps to sophisticated computer databases
that are used primarily for targeting precision-guided weapons.
http://www.nga.mil/portal/site/nga01/index.jsp?front_door=true

the USG’s satellite collection systems.
http://www.nro.gov/

agency responsible for coordinating, directing and collecting SIGINT.
http://www.nsa.gov/

Last updated on 3/17/06 4
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US Army
http://www.army.mil/

Military Intelligence — The US Army is an armed service component of DOD. It is primari}y
responsible for land-based military operations. It’s Military Intelligence branch is charged with
producing strategic, specific mission-orientated, and tactical intelligence for the US Army.

]

Frequent CI Contact:

Intelligence and Security Command (INSCOM) INSCOM conducts CI investigations for the US

US Navy (U SN)
http://www.navy.mil/

Naval Intelligence — The USN is an armed service component of DOD. It is responsible for conducting
naval operations around the World. The USN’s Naval Intelligence branch is responsible for producmg
strategic, specific mission-orientated, and tactical intelligence for the USN.

Frequent CI Contact:

Naval Criminal Investigative Service (NCIS): NCIS conducts CI investigations for the USN and the
US Marlne Corps.

http;)/www.ncis.navy.lnil/

Last updated on 3/17/06 5
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US Air Force (USAF)
http://www.af.mil/

Inteiligence, Surveiliance, and Reconnaissance (ISR) — The USAF is an armed service component of

DOD. It is the aerospace branch of the US military. The USAF ISR branch is responsible for producing
strategic, specific mission-orientated, and tactical intelligence for the USAF.

Frequent CI Contact: :
Office of Special Investigations (OSI): OSI conducts CI investigations for the USAF.

s
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http://www.public.afosi.amc.af.mil/

US Marine Corps (USMC)
http://www.usme.mil/marinelink/men2000.nsf/frontpagenews

Marine Intelligence — The USMC is an armed service component of DOD. It serves as an all-purpose,
fast response task force for the US military. The Marine Intelligence branch is responsible for
producing strategic, specific mission-orientated and tactical intelligence for the USMC.
http://www.quantico.usme.mil/mcia/index.asp

US Coast Guard ’
Intelligence Element — The US Coast Guard is a component of DHS. It is charged primarily with
protecting the public, economy, and environment of US coasts, potts, and waterways. The US Coast
Guard’s intelligence element affords support to its operational elements, and provides intelligence
collected through its port security, counternarcotics, and other missions to the USIC.
http://www.uscg.mil/uscg.shtm

Last updated on 3/17/06 6
ACLURMO42195
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Monday
8:00am - noon

1:00pm - 5:00pm

Tuesday
8:00am - noon

1:00pm - 5:00pm

Wednesday
8:00am - noon
1:00pm - 5:00pm
Thursday
8:00am - noon
1:00pm - 5:00pm

Friday
8:00am - 9:30am

Advanced Counterintelligence

Interviewing

(August 22-26, 2011)

ALL INFORMATION CONTAINELD
HEFETIHN I3 UNCLASSIFIED
DATE 10-17-2011 BY 65179 DMH/STU

Welcome

Interview Techniques
Stress and Deception
Elicitation

Statement Analysis
CI Interview Strategies.

Interviews

Espionage Interviews/Interrogations (content)

Interviews

Espionage Interviews/Interrogations (method)

Subject Interviews/Interrogations .

Lessons Learned

ACLURMO042197
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Advanced Counterintelligence Interviewing
f 8 = <
- Aninterdactive course designed to develop participants’ CI interviewing and interrogation skills
} Performance Objectives
Day 1 -
Participants WilIl
| Thev will then|
b7E
Participants will identify|
After providing a|
Day 2
In analyzing a statement. participants wil
During class discussion, participants will|
As a group, the class will| -
I I
Participants willl
| Participants willl
Day 3
Participants will list]
In a group, participants will
bTE
Day 4
Particinants will prepare a written interrosation nlan
Participants will conduct an interview/interro éti an espionage subject

ACLURM042198
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Advanced C.ounterintelligenée Interviewing

Assignments
Due Tuesday AM Due Wednesday AM Due Thursday AM Due Friday AM
Read Gestures
pp. 228-231 (re: U.S.) Elicitation Results
Elicitation Results (from class members)
Skim “Statement (from the general
Analysis: What Do public) Return Elicitation
Suspectlsi e"\’fgglrglj Really Read “Mistakes to sheet, with ansvxfers |
' Mitigate.” Check any
that have applied to
you and be prepared to
disouss n class. Course Evaluations
Browse
Table Talk Results Reid Technique
complete pp. 232-233 | Travel Home Safely!

Due Tuesday 5PM | Due Wednesday SPM | Due Thursday 5 PM
Self-evaluation (green) Interview Plan (white)
Progress Sheet (yellow) Self-evaluation (blue)
Progress Sheet (yellow)
ACLURM042199
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Advanced Counterintelligence Interviewing

Personal Progress Sheet

Naine:

Personal Interviewing Strengths

Areas for Improving Interviewing Versatility

Interview - Areas of Improved Versatility

Interview and Interrogation - Areas of Improved Versatility

Final Comments on Your Own Interviewing Progress

ACLURMO042200
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ALL INFORMATION CONTAINED
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UHCLASEIFIED

DATE 01-15-201£ EY 651792 DHH/ZTH

Name

Interviewing Self-Evaluation
Interview of

[0 Interview 1 [] Interview 2

Overall assessment of your interview:

ACLURMO042201

FBI1041101
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ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 01-18-2012 BY e517% DHH/3TW

Name .

Interview/Interrogation Self-Evaluation

(] Interview #1 [ Interview #2

b7E

Overall assessment of your interview/interrogation:

ACLURMO042202
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Intercultural Skills

Rank in order the top 10 intercultural skills:

b7E

- —— - ‘ b7E
| ACLURM042205 .
FBI041105
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Interview
Techniques

Interview

A conversatior
with a purposg

Rapport Building

ELL INFURMATION CONTATHED
HEFEIN I8 UNCLASSIFIED
DATE 10-17-2011 EY 65175 DMH/3TW

Questioning Techniques

Rapport Questioning Tec
o] ;C
N
Questioning Techniq
QUESTIONS TO AVOID The Magic Question
ACLURMO042207
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Na_'[ne

 Detection of Deception -

~ Nonverbal

- Deceptive

Truthful - _—

ACLURM042208
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Truthfulness.and Deception.

ALL IKFORIATION CONTAIKED
HEREIE I3 UNTLAZZTFIED
DATE 10-26-2011 BY o5173 DMHH/ITW

Although interviewers cannot actually determine deception,
they can learn to recognize subjects’ signs of stress caused by their deception.

’Elues to Truthfulness

Nonverbal

Clues to Deception

ACLURMO042209
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. Truthfulness and Deception .

Clues to Truthfulness

Verbal

Clues to Deception

ACLURMO042210
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ALL INFORMATION CONTATHED
HEREIN I3 UNCLASSIFIED
DATE 10-Ze-2Z011 BY e:17% DHH/STU

E»li}cix.ta_ti‘o.nz A method of gaining desired information during normal conversations,
without alerting the person providing the information

10 Elicitation Techniques

ACLURMO042211
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Elicitation Exercises

Reminder:

ACLURMO042212
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Statement Analysis

A structured method of examining the verbatim words in an individual’s
written or oral account to gain insight and to detect deception

Indicators of Veracity

Indicators of Deception

Areas of Insight

ACLURMO042213

FBI041113
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bu1 gundy s"'dan and:rele%fsedf

pluiiged down the’ ramp into South
Carolina’s- Long Lake, ‘with her
sons, Michael, 3, and Alexander, 14
months, strapped into their car
seats. To cover her actions, Susan
told police that the boys were ab-
ducted at gunpoint, launching a na-
tionwide search for the victims and
their abductor. During the investiga-
tion, Susan tearfully told reporters,
“My children wanted me. They
needed me. And now I can’t help
them.”! Yet, the boys’ father, David,

- soon.”*

Photo © Bob Leverone
The Charlotte Observer

"What Do Suspé@-z‘s d
Wam’s :Really Reveal?

By SUSAN H. ADAMS, M. A

okay. They re. gomg to ‘be home

-~ Police” subsequently alrested
Susan for the murder of hér chil-
dren. She was tried and convicted
and is currently serving a life sen-
tence in a South Carohna correc-”
tional institution.

Many investigators use a
technique called “statement analy-
sis” to discern the truth in state-
ments like the ones given by Susan
and David Smith. In statement
analysis, investigators examine

wh‘o}believed?Sﬁﬁan:s:rstbrj‘l“, t_n"éd’-jto' 'words mdependent of case facts 10"
* reassure ‘her by “saying: “They’re
the: parkmg brake The car -

detect deception. They also remain -
alert for information. omitted and-
question why the suspect may have
done so. Investigators then analyze
the clues unintentionally provided
by a suspect and use this insight
during the subsequent interview.

In the case of Susan Smith, by
analyzing the statements made by
the victims’ parents, one could con-
clude that the father believed the
boys were alive and the mother
knew the children were dead. The
key to this deduction lies in simple
English grammar, specifically, verb

fPublished by the Federal Bureau of Investigation, U.S.
Department of Justice) Reprinted from the FBI Law Enforcement
Bulletin, October, 1996.

ACLURMO042214
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tense. The father referred to the
children in the present tense; the
- mother used the past tense. Of all
times, when the “abducted” chil-
dren really would need their mother,
she speaks of them in the past tense;
e.g., “They needed me.” The chil-
dren could no longer want or need
her because they were no. longer
alive.

This article 01ves a brief over—

view -of statement analys1s It ex--
amines four components of stafe-*
ment analy31s——parts of speech .

(pronouns, nouns, and verbs), ex= .
“and ircreases the validity of the‘ +th

'analysm o
- Statement ana1ys1s is anvaid: thati . m
* cén be used to obtain 4 | confession; it - - fil',
is riot an. end in itself. Therefores =

trahéous 1nformat10n lack of ¢on-

Vlctlon and thé balance of the

statement

A word of cautlon 1s warranted'

hete. There is much tore to:state-
mént dnalysis than what is provided
in this article; space limitations
préclude 'incorporating other state-
ment -analysis components, such as
the iéinaihing parts of speech and
the numerous indicators of missing
* information. R

Still, ‘armed with the infoftna-

tion presented in this article, inyesti- ~

gators will be able to use these basic
techniques to gain insight into a sus-
pect prior to_conducting -an inter-
view. By learhing more about a sus-
pect and determining whether that
person is being deceptive, they have
a much better chance of identify-
ing the guilty party and gaining a
confessmn

THE TECHNIQUE

Statement analysis follows a
two-step process. First, investiga-
tors determine what is typical of
a truthful statement, referred to
as the norm. They then look for
any deviation from this norm.

; SPEECH

- datlon of statement analys1s To

Truthful statements differ from fab-
ricated. ones in both content and
quality.®

Although spoken words can be
analyzed, investigators inexperi-
enced in statement analysis will find
it easier to begin by examining writ-
fen statements Investigators car
make transcripts of oral statements. -

Or even better, they can, have: sus- .. .
" pects write a statement that details

what they did from the time they
woke up until thé time they went to -

‘bed. This account provides a totally -

“untainted: versmn of the day’s events i t1cular attentlon should be- glven tO e

whenever  possible, investigators -
' truthful people give ‘statements us- -

should analyze the statement before
interviewing the suspect.

IMPORTANT PARTS OF

Parts of speech form the foun-

analyze a statement, investigators
first need to examine the individual
parts of speech, particularly pro-
nouns, nouns, and verbs, and to.es-
tablish the norm for each. If a devia-
tion from the norm appears, they
then should ask, “Why?”

Pronouns =
Pronouns are parts of speech

’ that take the place .of nouns. Coni=

_mon examples of personal, pronouns .-
Jinclud me‘ you he, she, we, they,

‘ersonal pronouns ‘T’ and

Investlgators have noted that

ing the pronoun L ‘Wthh is first
fperson, smgular Any deviation . |
from this form: deserves close scru-

."I‘tmy, for it could be an indication
that the pérsonisnot totally commit-

.ted: to'the facts in the statement and

Statement analys:s

_process.

A IHNE U MR,

ACLURMO042215

. proy vides in vestlgators
with vital background
data and details about

relationships to explore
during the interview

SpeCIal Agent Adams teaches statement analys:s as pan‘ of
lnterwewmg and mterrogat/on courses at the FBI Academy
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therefore, is not telling the whole
truth.

The following written narrative
begins with a clear commitment,

then shows a definite lack of

commitment;

“I got up at 7:00 when my
alarm went off. I took a shower
and got dressed. I decided to go
out for breakfast. I went to the
McDonald’s on the corner. Met
a man who lives nearby.
Talked with him for a few
minutes. I finished breakfast
and drove to work.”

The ﬁrst four sentences of the
statement ‘match_the horm of first -
person smgu]ar the tise of thepro~:"_‘.7
the next two sentences;' .
show dev1at10n, because this pro- "
noun is missing from the statement '

noun “I”

What caused the writer to stop using
the pronoun “I*?

Any change in the use of pro-
nouns is s1gn1flcant, and at this
pomt 1nvest1gators should realize
that the statefiient now "becomes
devoid of personal 1nvolvement
Could there beé tension between the
Writér and the man menttoned in the
statement'7 Durmg “the 1nterv1ew
investigators should draw out spe-
cifics.about this relationship to de-
tefmine if this part of the narrative
is really true or if the Writer omitted
information.

I versus We

Because using the first person,
singular pronoun is  the norm for
truthful statements, investigators
need to look for a lack of the pro-
noun “I” and overuse of the pronoun

we,” which is first person, plural.
The following version of a teen-
ager’s account when asked to relate

what he did on Saturday evening

illustrates the norm:
“I met four friends at the movie
theater, watched a movie, then
stopped to get sommething 1o eat
with them. We had a few
drinks at the bar on the way
homie. I stayed until just after
midnight. I drove home....”

* The following version- of the
same account when contrasted with
the above statement, indicates deV1a—
tion from. the norm:

- “We-all miet- at'the mov1e
. theater, watched amovie, then'.
: ':stopped to get.something to cat,

In statement analys:s
investigators exarine
words, mdependent
" of case facts, to .

detect deception.

Bécause th.e‘v second statement

contains only “we,” instead of the
expected norm, which uses mostly
“I,” the investigator should wonder
why there is no individual involve-
ment. Perhaps the teenager hopes to
conceal something or at least to
avoid sole responsibility for some
act.

The Pronoun “We”

In speech and the written word,
linguists consider the shortest way

ACLURMO042216
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to say something as the easiest and
clearest way to communicate. The
pronoun “we” is a short, clear way
to describe one’s self and others af-
ter proper intradnctions have been
made. “We” also denotes together-
ness; it indicates a relationship be-
tween persons.

Omission of the pronoun “we”
is significant, particularly when the
individuals are spouses. In the fol-
lowing versions of an account of
events given by a husband, the first
statement indicates the norm; the

T second one denotes deviation:

- “My wife and I Were invited to
-"a neighbor’s 50th birthday

© . party. We ariived at the party a

 little late. The party'was stillin

R ‘:full swmg when we: 1eft for N

-~ home.” ]
sk S
“My wife and'T were invited to
a neighbor’s 50th birthday
party. My wife and I aitived at
the party a little-late. The party
‘was still in full swing'when my
“wife and I left for home.”

" 'The. second’ statement Tevedls
distaiice between the’ husband aiid
his wife. Ornce the husband 1intro-
duces his wifé into the ‘statément,
using the pronoun ‘we” is the short-
est way to communicate. Yet, the
husband avoids this word. Why?
Perhaps because there is no “togeth-
erness” in the relationship.

If later that night the wife is
murdered, and the husband, when
recounting the day’s activities, pro-
vides a statement devoid of the pro-
noun “we,” investigators question-
ing the husband should focus on the
couple’s relationship. If the husband
admits to marital problems, but ve-
hemently denies any involvementin
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the death, investigators may clear
him as a suspect, barring contrary
evidence. However, if the husband
responds that the couple was very
close, investigators should be wary,
because statement analysis
reveals otherwise.
' A shift from “they” to
e” also is.significant, for
it reveals personal involve-
ment. In white-collar crime
cases, the guilty person
who denies complicity may
find it difficult to keep
the pronoun. “we” out of a
statement completely. In
. such instances,. investiga-
tors need, to.search the
entrre Wntten statement R
for “we.” Then, during the
1nterv1ew they should fo-
-cus on the transaction de-
‘scribed with “we.” This
pronoun indicates that the. writer
was invo]ved.
Another example of thlS shift in

the use of pronouns often can be -

found in alleged.rape reports. In the
following two statements taken. from
rape reports the focus is on the  pro-
noun. “we’’:

“He. forced me into the woods

versus
“We went into the woods.”

The first statement represents
the norm. The second statement,
which contains the pronoun “we,” is
a deviation from the norm.

Veteran rape investigators are
alert to the sudden appearance of
the pronoun “we” in a victim’s
statement. From their experience
interviewing rape victims, they
have normed the rape victim to'use
the pronouns “he” and “I,” not the

pronoun “we,” to describe the as-
sailant and herself.

Because the pronoun “we” de-
notes togetherness, the investigator
reading “we” in an alleged rape

statement should ask if the victim
knew the -assailant, and. if they
were together before the rape oc-
curred, . If the victim' denies. this,

* there is reason to beheve the state—

ment is a fabrrcatlon _
In ‘teports of an abd’uc_:tion, the
use of the pronoun “we” also can

. Indicate that the v1ct1m may not be
- telling the whole truth. For- example

a young woman who reported that
she had been abducted at a shopping
center provided the following writ-
ten statement:
“T parked and started getting
out of my car when a white
male about 200 pounds, 6 feet
tall approached me and told me
to get in the car or he would
hurt me. He then got in the
back. I got in the front and
began to drive. He told me to
drive west on the highway. He

ACLURMO042217

asked me if I had any money. I
told him no. We drove for
about an hour. During that
hour, he hit me repeatedly on
the right side-of my face. When
we got to the exit, I told
him I had no gas. He got
mad.and told me to get off
the exit. We went stralght
off the exit for about 4-5
miles. He.told me to turn
down the first.street on my
left. We went down.it
about 1/4 of a mile. He
told me to stop..He  opened
the door, put both feet out,
‘hit e, and ‘took off
walking qu1ck1y He took
off to the east of wheire I
was parked After that, I
took o_ff and Iost 31ght of
him.” ‘ )

Investigators experienced in
statement analy31s would question
the truthfulness of. the above decla-
ration, A true abductr_on statement,
when normed, includes phrases
like “He -forced me to drive...” or
“He made me gét off at the exit....”
Traumatized. victims who are tell-
mg the truth.do not use the pronoin

“we” to describe ‘assailants .and
themselves )

Investrgators concluded that the
above statement revealed deceptlon
When interviewed, the woman sub-
sequently confessed that no abduc-
tion occurred. She was, in fact, with
aman she knew.

]
=
=}
5
8
-
-
9

Possessive Pronouns

Possessive pronouns, e.g., my,
our, your, his, her, and their, reveal
the attachment that the writer or
speaker acknowledges toward a
person or object. A suspect will

FBI041117
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change the pronoun, or drop the
pronoun completely, when opting
not to show possession or admit as-
sociation with a particular object or
peisuii. Fut cadiuple, “T was caii-
ing my gun. I was putting my gun
away. The gun discharged.”
. This person, wanting to dis-
claim ownership of the gun that dis-
charged (either accidentally or in-
tentlonally), stopped using the
possessive pronoun “my.” It no
longer was his gun, under his con-
'trol it becarne the gun.
" Another example can be found
- in a written statement made by a
-'.person whose home burned to the
~ ground:
- “Tleft my house right after
.- breakfast to join my friends at
' ‘the track for the day.... I drove
" back to my house, made a few
" phone calls, then went out to
- dinner with Stan Thompson
-+ ~Stan droppéd me off at iy
" "house around 10:00. AfterI
" changed my clothes I leftthe

;% ¢ousin Tom’s. Around mid- . =
" hight we heard fire engines and
. :f",.-"got up to see what was going .
2 on’
~ In this account, after the wnter
* consistently used the pronoun “my”
to describe his house, he omitted
the pronoun the last timie it was
mentioned. Was it because the
house burned down, and it was no
longer his house? If so, then this
change should have occurred much
later, after midnight, when the
writer learned that the house was
burning.
Based on the statements made,
investigators should question why
the switch in references occurred the

B house to spend the night atmy: .

last time the writer was in the house.
Was it because the writer had spread
accelerant on the floor of the house?
Was the writer already giving up
jpussessivii beedtise hie liad sct the
fire? Just as arson investigators try
to discover if valuable possessions
have been removed from a house
prior to a fire, those skilled in state-
ment analysis look for the exact
point at which.the owner stops tak-

- ing possess1on by failing ‘to use the

pronoun “my.”

Sia z‘ement anal ysis
is an aid that can be
used io, obtain a
confessmn, itis not
an end in itself.

Nouns denote persons, places,

"Nouns‘

- and. thlnvs “Yet, nouns take on dif- -
fereiit 1 meanlngs, dependmg on'the

individual.:

When examxmng the words used
bya suspect the irivestigator needs
to note any .changes, because a

“change of language reflects a
change in reality.™ If suspects sub-
stitute a different word after using
one word consistently, they tele-
graph the fact that something in their
lives has changed. Although lan-
guage changes can occur with any
part of speech, they are observed
more frequently with nouns.

In a statement written by a
suspect in a homicide investigation,
a significant change in noun usage

ACLURMO042218

occurred. A young man shot his wife
in the face with a shotgun. The
woman died instantly, and the hus-
band claimed the shooting was acci-
dental. Invectigators acked the man
to write a statement of the events
that occurred during the day of the
shooting. The husband wrote a de-
tailed statement, using the noun
“wife” seven times to refer to his-
wife. He then wrote:

- “..Ilost control of the gun. I
sensed that the barrel was
pointing in Louise s direction
and I reacted by’ grabbing at
thé gur to get it back under
control “When I did this the
gun dxscharged I went: off
once and I locked over and saw
blood on Louise’s face.”
What caused the husband to

start using “Loulse his wife’s first
name? Did this occur at a-significant
point in the narrative?

Prior to this point, investigators
had normed the husband as using the -
noun “wife.” When the spouse went
to church with her husband, she was

“my wife.” When she Iater called to

her husband ‘she ‘was ¢ my wife”

- But when the’ ‘barrel of' the gin was
lpomtmg in her dlrectxon and wheri
there was blood on her face; two

critical pointsin the statement, the
spouse was no longer referred to as
“my wife.” She became Louise.

Investigators have determined
that perpetrators find it nearly im-
possible to admit to harming a fam-
ily member. The husband in this
case could not admit that he had
killed his wife. He removed the fam-
ily relat1onsh1p by substltutmg the
name “Louise.”

The husband also failed to in-
troduce Louise to the reader. After

FBI041118
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using the noun “wife” seven times, The norm for healthy rela- wife. Knowledge of this prior to the
the name “Louise” suddenly ap- tionshipsis a proper, clear introduc-  interview could assist investigators
pears. The reader does not know tion. But in tumultuous relation- inuncovering the truth.

for certain who Louise is. Itonly can  ships, introductions often are

be assumed that Louise is the wife, confusing or missing completely. Yerbs

but the husband gave no proper in- The lack of a proper introduction Verbs express action, either in
troduction, such as “my wife, mostlikely indicates a poor relation- the past, present, or future. In state-
Louise.” ship between the husband and his ment analysis, the tenge of the verb

An example of a staternent analyzed by an investigator
appears below

‘ The evenlng started out normally. @
‘closed up aftsr all the customers had
Ieft @worked e faite” Shift: ]’a“sf’ﬁight?'
becatsefljnad-ansappointment-during;
the dayAJcounted the money and
filled ouit a deposit slip Jwas the last | Before:
one out sol}set the alarm and locked | 12 lines
missing]  the doorsDrove.to the First Nafional (54%)
Bank to. ,make@deposnt (Dusually:
_ R T Sotsifforma: | -park right nextto:the night-deposit;

i tion: Hig Hlig) ht f o - missingl . box,Got out O@mr and: headed o
ghlightin Oﬂnat‘; L the deposit box: Atall man

¥ thiat G685 ) ot a answe1 the
- questlon.asked,.e 5i; WH&K T 4- roaches, 4 white guy around 6"2",
happened“) of What didyou !: ) icomes out of nowhere
. do'sincé you'g oot op this T and tells Jto drop the bag./NGthing | pyring:
mormnor? o like this has everhhappénéd 0 lines
before @m very-careful abolt Whére (41%)
{!Jpark and-whethief anyorie i around.
{Lidropped the bag and froze right
wher as. The man grabbed the

1_P§_Qlioun5' (

“- - pronouns:; 1nchcatemlssm° o
b ronbﬁns drthe: margin L

i
L2 Verbs' Und ellme a]l : .

' f chances inlanguage T
, anguage |

5:Lack. of conv1ctlon.
Bracket.any words that
indicate lackof conviction

6. Balanée_ of statement:

Divide statement into bag and ran into the shadows. I After:
before, during, and after [That's basically what happened.] > 1line
and check the balance (5%)

ACLURMO042219
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is of utmost importance. When ana-
lyzing statements, investigators
need fo concentrate on the tense of
the verbs used. In a truthful state-
ment, the use of the past tense is
the norm, because by the time a
person relates the event, it has
already occurred.

For example, the followmo
statement typifies the norm:

“It happened Saturday night. I
went out on my back deck to
water the plaits. It was almost
dark. A man ran out of the
bushes. He came onto the deck,
- . grabbedine and knocked me
.. down.”
B The next statement shows de-
’ v1at10n from thenorm:
“It happened Saturday night. I
went out on my back deck to
water the plants. It was almost
dark. A'man runs out of the
. bushes. He comes onto the

= deck, gr abs me and knocks me

down.”

: The shift to present’ tense is sig-
'mflcant because events recalled

from.memory. should be stated by = -

‘using the past tense The charige 'to

- present tense could indicate decep-
tion. Knowmg this, an investigator
interviewing the victim of the second
statement is forewarned that the ac-
count may be fabricated.

The use of past or present tense
also is significant when referring to
mlssmg persons. In such cases, the
norm is to describe the person in the
present tense, as in, “I just pray that
Jenny is all right.”

‘When chﬂdren are missing, in
the parents’ hearts and minds, the
children remain alive, sometimes
long after the point of reason. As

evidenced in the Susan Smith case,
use of past tense almost immediate-
ly after the alleged abduction
showed a sm,mﬁcant deviation from
the norm.

EXTRANEOUS
INFORMATION

Extraneous information in a
statement also can provide clues to
deception. A truthful person with
nothing to hide, when asked the
question, “What happened,” will re-
count the events chr onologically and
concisely. Any information given
that does not answer this question is
extraneous.

Siatemenis
contain a wealth of
information far
beyond what the
suspect or alleged
victim infends io
commumcate

-

People involved in crimes may
feel the need to justify their actions.
In such cases, the information in the
statements will not follow a logical
time frame or will skirt what reall y
happened. They also may include
more information than is necessary
to tell the story. In such instances,
investigators should scrutinize this
extraneous information and ques-
tion why this person felt the need to
include it.

ACLURMO042220

For example, in a homicide
investigation involving a young
woman shot by her husband, the
husband told police officers that he
was cleaning his gun when it acci-
dentally discharged. Investigators
then asked the husband to write a
statement about his actions on the
day he shothis wife. He provided a
detailed statement, writing at length
about the rust on his gun and a pre-
vious hunting trip. He failed, how-
ever, to describe fully his activities
on this specific day. The amount of
extraneous information prompted
the-investigator to view the husband
asa suspect :

LACKOF CONVICTION

Another 1mportant factor in
statement analysis is a person’s
lack of conviction. When analyzing
a statement, investigators: should
note if the person feigns a loss of
memory . by repeatedly inserting
“I don’t remember” or “T cant
recall.”

They also should look to Seg if
the person hedges during the. nana-

. tive by ‘using -such. phrases’ ag “I

think,” “I beheve ” “fo the - ‘best of
S my Lnowledge * or“kind of.” These
phrases, also called qualifiers, serve
to temper the action about to be de-
scribed, thereby discounting the
message before it even is transmit-
ted.® Clearly, the person giving the
statement is avoiding commitment,
and warning bells should ring in the
investigator’s ears.

The following is a transcript of
an oral statement of a college stu-
dent who reported that a man broke
into her apartment at 3:30 a.m. and
raped her. A statement regarding
such a traumatic experienc | Id

FBI1041120




: Crime Norm What to Look For Deviation from Norm
- Missing | “Jenny is such A verb in past tense “Jenny was such
Persons: | awonderful soon after the a wonderful
daughter.” disappearance daughter.”.
Arson: | “..drovebacktomy | The lack of “...drove back to my
house...went out for possessive house...went.out for
-dinner, returning to pronouns before dinner, returning to
my house...Jeft my property is my house...left the
house....” burned house....” '
- ‘White:collar | “...they The use of the word “,..they
: Crime: | invested...they “we” to describe invested...they ’
8 purchased...they transaction ~ purchased...we
¥ financed....” financed....”
e Abduction, | “Heforced me The use-of the word “We got into
L Rape: | into the car....” “we” for-assailant and the car....”
u self and the language
. used (“got” versus
; “forced”),

brim with conviction, which this
statement clearly lacks.
“He grabbed me and held a
knife to my throat. And when I
woke up and I was, I mean I

was really asleep and I

know'what was going on, and I,
kind of you know I was scared
and I kind of startled when I
woke up, You know, You
know I was startled and he, he
told, he kept@ telling me to shut

up and he asked me if I could

feel the knife.”

It 1s
phrase, “

didn’t
awakens
fo see an

important to consider the
T kind of startled when I

woke up.” Certainly, this is not a
normal reaction for a woman who

in the middle of the night
unknown man at her bed

and to feel a knife at her throat.
The word “terrified” more appropri-
ately comes to mind. Using the
words “kind of startled” shows a

@

ACLURMO042221

FEIARARE

gross deviation from the expected

normal reaction of terror.

Another example of lack of con-
viction can be found in a written
statement given by a relative of a
woman who mysteriously disap-
peared. Investigators asked the
missing woman’s sister-in-law to
recount the activities that took
place on the weekend of the disap-
pearance. After claiming .memory
lapses and showing a general lack

FBI041121
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of specificity, the sister-in-law
ended her statement with:

“...that was about it. These

were my actions on the week-

end to the best I can recall.”
Any investigator reading the above
statement should seriously question
whether the events were described
accurately and completely.

BALANCE OF THE
STATEMENT

A statement given by a suspect
or an alleged victim should be exam-
ined by investigators for overall bal-
ance. Statements should be more
than just a series of details. They
need to sound like an account of the
event.

A truthful statement has three
parts. The first part details what was
going on before the event occurred;
it places the event in context. The
second part describes the occurrence
itself, i.e., what happened during the
theft, the rape, the fire, etc. The last
part tells what occurred after the
event, including actions and emo-
tions, and should be at least as long
as the first part. “

The more balanced the three
parts of the statement, the greater
the probability that the statement
is true.® A statement containing
the same number of lines in the
before, during, and after parts, i.e.,
33 1/3 percent in each part, indi-
cates truth, although some degree
of. variation from perfect balance
can be expected.

If any part of a statement is in-
complete or missing altogether, then
the statement is probably false. The
following breakdown of a statement
written by a man whose home

burned shows a deviation too great
from the balanced norm. The man
provided a 56-line account of
what happened that day, divided as

fn] Avvae
(O3 $ XA

BEFORE the fire:
33 lines -59.0%

DURING the fire:
16 lines - 28.5%

AFTER the fire:
7 li_nes -12.5%.

Parts of speech
form the foundation
of statement
analysis.

Investigators concluded that the
above distribution indicates decep-
tion, because the three parts of the
statement are clearly out of balance.
The “before” section is too long and
the “after” section is too short.

Examination of the statement
revealed that in the first part, the
writer provided too much informa-
tion totally unrelated to the fire.
This signaled the investigators to
ask themselves, “Is the writer stall-
ing or trying to justify his actions?”

Also, the statement contained
sparse information on what hap-
pened after the fire and lacked any
indication of emotion. There was no
sign of anger, shock, or sense of
loss. The writer, who showed no
concern about the consequences of
the fire, ultimately confessed
to sefting it.

ACLURMO042222

CONCLUSION

Statements contain a wealth of
information far beyond what the
suspect or alleged victim intends to
communtcate. Fortunately, mvesti-
gators can use this information to
their benefit. '

Statement analysis provides
investigators with vital back-
ground data and details about
relationships to explore during the
interview process. It also can de-
termine whether the intent of the
statement is to convey or to con-
vince, that is, to convey the tmuth
or to convince through decep-
tion.” Armed with this knowledge,
investigators can enter the interview

room with increased confidence to

identify the perpetrator and gain a
confession. 4 .

Endnotes .
1The Washington Post, November 5, 1994,
AlS. ‘

2 The Washington Post, July 26, 1995, A7.

*Udo Undeutsch published this hypothesis in
German in 1967. It also was reported in “The
Development of Statement Reality Analysis,”
Credibility Assessment, ed. John C. Yuille (The
Netherlands: Kluwer Academic Publishers,
NATO ASI Series, 1989). The Germans
generally are credited with the advancement of
statement analysis for investigative purposes.
German psychologists devised a system to assess
the credibility of staternents made by children in
child abuse cases. Called criteria-based content
analysis, the technique became mandated in
German courts in 1954 in cases involvinga
disputed allegation of sexual abuse of achild.

4 Avinoam Sapir, Scientific Content Analysis
(SCAN) (Phoenix, AZ: Laboratory for Scientific
Interrogation, 1987), 52.

SWalter Weintrab, Verbal Behavior in
Everyday Life (New York, NY: Springer
Publishing Co., 1989), 13.

4Don Rabon, Investigative Discourse
Analysis (Dutham, NC: Carolina Academic
Press, 1994), 17.

7Ibid., 35.
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Are You Telling Me the Truth?
Indicators of Veracity

in Written Statements
By Susan H. Adams, Ph.D., and John P, JJarvis, Ph.D,

hile reporting her abduction from a shop-
* ping center parking lot, a young woman
described seemingly implausible events to re-
sponding officers. When they asked her to recount
everything that happened, however, she described
the smell of motor oil on the assailant’s hands, Her
inclusion of such a unique sensory detail as a
specific smell alerted the officers to the possibility
that the allegation, as improbable as it appeared,
might be true. Further investigation confirmed that
the victim provided a truthful account.
Investigators frequently focus on indicators of
deception' to determine whether a suspect’s or
victim’s account of a criminal incident is truthful
or deceptive. Often, however, they overlook indi-
cators of truthfulness, or veracity,? in the process.
To study the relationships between veracity and

iy

Research Forum

features of written statements, the authors exam-
ined 60 narratives written by suspects and victims.
The authors found three features of the state-
ments—the length of the criminal incident section,
the presence of unique semsory details, and the
inclusion of emotions—that accurately discrimi-
nated truthful statements from deceptive ones.

Length of Criminal Incident Section .
Suspects and victims depicting criminal inci-
dents typically include information preceding and
following the description of the incident itself.
Because of this, investigators can divide written
statements into three sections: the introduction, the
criminal incident, and the conclusion. The infro-
duction establishes the context of the crime by
providing details of when and where specific ac-

tions occwrred. The eriminal incident section an-

swers the questions of what happened, how the
crime occurred, and who was involved. The con-
clusion portrays the individual’s actions following

.the crime, such as calling 911, crying, or shaking,

In calculating the length of each section in a
statement, the first word of the statement marks the

.beginning of the introduction. The point in the

statement where the criminal incident begins also
determines the end of the introduction. The conclu-
sion starts when the criminal incident section stops
and then continues to the end of the statement. The
following quotes from a robbery statement illus-
trate these three sections:

Introduction:

“My husband and I were sitting in the first
booth on the right as you come into the
restaurant.”

Criminal incidesnt:

~ “I heard a loud bang, like a firecracker, and
shouts to lay down on the floor, and I knew
the restaurant was being robbed. I saw two
men with ski masks. The taller man had a
rifle or a shotgun.”

Oclober 2004 /7
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. draw a border around the crimi-
nal incident section. By simply

Conclusion:

“We stayed under the table until the police
came.”

In this statement, the introduction section be-
gan with the first word. The criminal incident sec-
tion started when the restaurant patron described
hearing the loud bang of a gunshot because, at this
point, law enforcement authorities would inter-
vene.? This section continued until the desoripﬁon
of the robbery ended. The conciusmn section
followed, with a description of

begin our narrative, without adding ‘any more to
what has already been said, for it would be foolish
to- Jengthen the preface while cutting short the
h]story itself.” The suspect or victim who length-
ens the introduction while cutting short the crimi-
nal incident section may be revealing the likeli-
hood that the statement contains deception.

A missing person case can illustrate the value
of examining the relative lengths of the statement
sections. A man called 911 to.file a missing person
report. He stated that he dropped off his wife for an

early morning jog and she had

the actions occurring after the
robbery.
Investigators actually can

14

clancing at the entire written
statement, they can see the rela-
tive length of the criminal inci-
dent section. Those desiring a
more accurate technique for ex-
amining the balance of the state- .
ment can calculate the word-

Suspects and victims
depicting criminal
Jincidentis. typically . .

include mformatlon
precedmg and foHowmg
_the descnptlon of the

not returned by the afternoon.
Investigators asked the husband
to write down what happened.
“He could have focused his state-
ment on his wife’s departure,
her normal running route, and
his frantic attempts to locate
her. Instead, the husband con=
centrated on what happened be-
fore he discovered that his wife
was missing. He wrote at length
about arguments that the couple

count percentage of each
section by dividing the total number of words in
the statement jnto the number of words in each
section. Through examination of the word-count
percentages of the three sections of a written state-
ment, investigators can determine the relative
lengths of each section.

When individuals provide written statements
about criminal events, the incident section should

~ contain the greatest percentage of words because it

constitutes the focus of the statement. Individuals
who provide a much longer introduction than
criminal incident section may be delaying the dis-
cussion of the incident by focusing on previous
actions. A reference to the length of introductions

appeared as early as 104 to 63 B.C. in one of the

Apocryphal books, which relates the history of
Judas Maccabeus prefaced by a verse from 2
Maccabees 2:32: “At this point, therefore, let us

8 / FBI Law Enforcement Bulletin

had in the days preceding his
wife’s disappearance, resulting in the introduction
containing 82 percent of the total words in his
statement. An examination of the three sections of
the statement revealed an extremely short criminal
incident section compared with such a lengthy
introduction. In fact, the description of the criminal
incident (the discovery that his wife was missing)
used only 7 percent of the total words, with the
conclusion accounting for the remaining 11 per-
cent. The brevity of the criminal incident section
indicated that the husband’s statement lacked criti-
cal information. For example, he failed to mention
any search for his wife or any phone calls to her
friends and relatives. His later admission of stran-
gling his wife during an argument confirmed the
lack of veracity in his statement.
Analysis of the 60 statements in the authors’
study revealed a positive statistical relationship
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Research Overview

T he authors selected 60 statements written by suspects or victims during the investiga-
tion of violent crime and property crimes. They chose this number based on the know-
ledge that research results tend to stabilize after 30 observations. Therefore, they used 30
statements that investigators concluded were truthtul and 30 that mvestigators found-decep-
tive. The investigators determined veracity or deception through the conviction by a judge
or jury, overwhelming physical case evidence, or corroborated confession by the offender.
For many of the statements, all three conditions applied. '

In choosing the 60 statements, the authors considered six selection factors: clear case
resolutions, open-ended instructions, legibility, original language (not translated into
English), redundancy by individual, and redundancy by incident. They used each selection
factor to eliminate as many potential confounding factors as possible. Once they had
selected the statements, they had them typed for computer-searching purposes.

between the percentage of words in the criminal
incident section and veracity. The criminal inci-

-dent section—the essence of the statement—di-

rectly answers the question, “What happened?”

- Statements with an unusually long introduction
followed by a short criminal incident section in- -

form investigators that the writers did not concen-
trate on the primary event, the criminal incident.
Therefore, focused interviews with the writers of

such unbalanced statements may help investigators .

uncover vital missing information conceming the
crime.

Presence of Unique Sensory Details

A second relationship that the authors found
between veracity and features of the examined
statements involved the inclusion of unique sen-
sory details. Such information recounted by a sus-
pect or victim includes detailed depictions of the
five sensory- perceptions—sight, sound, smell,
taste, and touch. In an assault case, for example, a
truthful victim might describe the alcoholic smell
of an assailant’s breath or the rough feel of his
callused hands. Unique, rather than generic,
descriptions add to the specificity of the sensory
details. The following excerpts from truthful

statements illustrate unique sensory details in the
five sensory categories:
« Sight: “ looked back and saw that the car was
" in total flames.” ‘ :
« Sound. “I heard a very loud thud.”

+ Smell: “I had to change her diaper ‘cause sh
smelled awful.”” -

+ Taste: “It was so bitter that I couldn’t drink
it.”
» Touch: “The window blew out, and I felt heat
on my face.” '
Studies contrasting truthful, experienced
memories with false, or constructed, ones have
shown that the experienced memories contain
more sensory information.’ Similarly, in studies of
oral statements, researchers have found that truth-
ful accounts include more details than deceptive
ones.® When the authors examined sensory details
m the 60 written statements, they also found a
positive statistical relationship between the pres-
ence of sensory details and veracity. Overall, the
truthful statements contained a specificity of sen-
sory details not found in the deceptive ones.

In examining sensory details, investigators
must consider whether an alleged victim or a

Qctober 2004 / 9
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suspect provided the statement. One written by a
falsely alleging victim may reveal a lack of sensory
details because the person could not perceive any
sensory data from a fictitious incident, A statement
written by a deceptive swuspect may disclose the
same lack of sensory details, but for different rea-
sons—either to avoid providing a truthful account
that would implicate the writer or to refrain from
supplying detailed false information that a compe-
tent investigator could refute. The location of the
sensory details within state-

the criminal incident. An introduction filled with
sensory details followed by a criminal incident
section devoid of such details, however, should
alert the investigator to scrutinize the statement.

. For example, a woman reporting an assault re-

vealed a decreasing amount of sensory details. She
described ‘specific details about her actions before
the assault occurred. But, she filled the ciminal
incident section with vagueness and equivocation,

rather than with sensory details. She wrote “some-

one” instead of “a tall man

ments also can provide clues fo
investigators. In the examined
statements, the authors found a
positive relationship with ve-
racity and sensory details lo-
cated within the criminal inci-
dent section of the statements,
whereas no statistically signifi-
cant relationship existed be-
tween veracity and sensory de-
tails in the introduction. In the
criminal incident section of a
bank robbery getaway driver’s

“Throuigh examination-,
of the word-count:." -
percentages of the three

- . sections of a written

i statement, mvestlgators
can-determine ihe relative -
lengths of each section..

wearing a black ski mask™ and
“sort of poked a weapon” in-
stead of “jabbed the -gun into
my neck.” Suspects or alleged
victims who include sensory
details in the introduction but
not in the criminal incident
section should receive care-
fully planned follow-up ques-
tioning to explore why- they
omitted such critical details
from the most important part of
their statements.

truthful account, she described
a dye pack exploding as the car left the bank,
including sensory details of sight, sound, and
touch.

I heard three pops (sound) and the car started

to fill with red smoke (sight). I couldn’t see

(sight) and was having a hard time breathing

(touch). I started to cross over the yellow line

(touch/sight), and he yelled at me to calm

down (sound). 1 finally pulled over to the side

(touch). When I opened the door, [ fell out

(touch) because I was choking and having a

hard time breathing (touch).

Deceptive writers, as well as truthful ones,
included sensory details in the introductions of the
examined statements. The deceptive writers may
have provided truthful information in this part of
their statements. The sensory details may have
represernited accurate recall of events that preceded

10 / FBI Law Enforcement Bullelin

The presence of sensory
details indicates an increased likelihood that the
detailed part of the statement is truthful. Other
. parts of the statement, however, may not be totally
truthful. As an example, a young man admitted that
he burned his car for insurance reasons. He
provided the following written statement, which
began with sensory details but ended with a vague,
equivocal description and three examples of the
negation word not:
I turned off the hard-top road, got out of the
car and left it running (touch). I reached in
and dropped it in gear, steering it over the hill
(touch). The car went way over an embank-
ment (sight). T walked down and shut the car
off (touch). I removed the keys and soaked
the whole car in gasoline (touch). I took a
cigarette lighter and lit it (touch). 1 took off
back up the steep hill (touch). .
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[ caught a ride with someone (vague and
equivocal) on the hard-top road, but I'm not
sure (negation, lack of knowledge) who it
wes. I’m not sure (negation; lack of know]-
edge) where [ went right after that, but
ended up at my house. I really don’t remem-
ber (negation, lack of memory) much more
than what I’ve told you. _
The detailed part of the statement gave a truth-
ful account of a ‘car arson. In the remainder of the
statement, however, the owner omitted sensory
details, such as the descriptions of the person who
gave him a ride and the vehicle.
He used equivocation and nega-

A victim of a quickly occurring traumatic event
may not be aware of emotions until the trauma
ends, when the emotions flood into consciousness.
Such emotione, therefore. may appear in the
conclusion of a statement. Truthful victims may
include specific descriptions of fear, anger, embar-
rassment, or shock in their conclusions.'? Because
emotions in the conclusion reveal the crime’s ef-
fect on the writer, the presence of emotions may
provide a clue that the event actually was experi-
enced, not fabricated. As an-example, the bank
robbery getaway driver wrote that she “was ner-

vous and scared” and “heard a

O agohe Image Lbray oy shot and jumped because it

tion to avoid supplying a com-
plete account of the arson. Fur-
ther investigation revealed that a.
friend had followed the suspect
to the arson site and provided the
ride home.

Inclusion of Emotions

The final part of the research .
involved .examining the relation-
ship between veracity-and the in-

scared me.” The description$ of
fear in her written statement indi-
_cated that the incident described
likely did happen.
In the authors’ study, the ex-
amination of emotions in the con-
~ clusions proved more informative
than in either the introductions or
the criminal incident sections.
The conclusions of statements al- .
low victims and suspects to react

clusion of. emotions in the 60
written statements. An emotion ,
is defined as a physiological change from homeo-
stasis experienced in strong feelings, such as fear.’
Researchers have categorized emotions into eight
main families: fear, anger, sadness, enjoyment,
love, surprise, disgust, and shame.® Each emotion
family includes a range of similar emotions that
evokes the same physiological responses. For ex-
ample, fear emotions range from anxiety and ap-
prehension to fright and terror.’

Memory studies have revealed that the recall of
experienced events includes more affective infor-
mation, such as emotional reactions, than the recall
of created events.! In oral statements, researchers
have found emotional experiences present in truth-
ful witness accounts but not generally in con-
structed ones.!

to what previously has happened.
After truthfully describing being
raped, a victim included this sentence in her con-

clusion: “I was hysterical and locked all the doors.”

By noting any references to emotions in the con-
clusions, investigators may gain valuable insight
to how crimes emotionally affect victims and
suspects. ’

The inclusion of emotions in statements ap-
peared to differ with the specific type of crime.
When the authors examined all 60 statements, they
found a weak positive relationship between verac-
ity and emotions in the conclusion sections. They
found the strongest and most significant relation-
ship between veracity and emotions in the conclu-
sions of homicide statements. Suspects and wit-
nesses writing about murder incidents might be
expected to be more emotionally involved than

Octlober 2004 / 11
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those writing about crimes of a less serious pature
because homicides involve loss of life of the victim
and loss of freedom (or life) of the offender.
A witness to a homicide wrote in his conclusion,
“I was scared out of my mind.”

Conclusion

Instead of relying solely on indicators of decep-
tion fo discern truthful siatements, investigators

also can gain insight from indicators of veracity.

Overall, the authors’ study of 60 written statements
revealed three clues to veracity.

1) In truthful statements, the criminal incident
section was typically the langest of the state-
ment. This did not hold true for many of the
deceptive statements exam-
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‘Levin focused on the fact that his story never

" beating death of Katelynn with the mi

Case Study '

Statement Analysis

Beyond the Words
By Susan H Adams, Ph.D._

66 L l ;\/ y story’s never changed,” Levin
sa1d from the-defense table. ‘I i

did not hurt that child.””! Asher Levin was con-
victed of hom101de in the death of 3-year-old

Katelynin Fra21er who 11ved w1th her mother. and

Levin: Levin’s ‘comments from the defense tabl;
during his sentencmg hearing provide fascmatmg
insight to law enforcement profess1onals ‘Why:
would Levm describe hlS account of Katelynn S
injuries as “my- story”‘7 What does it mean ‘whe

changed? Why did Levin refer to the'brital:

verb “hurt”? Fisially, what could it rnean’ whe
Levin calls Katelynn “that child™?- .
The process of analyzmg statemen S

* as statement analys1s is the examination of the

verbatim words used by suspécts and alleged
victims'to gain valuable insight for planmng
interview strategies.? Linguists erdphasize the

importance of: studying the words of narrat1ves S

trusting the text, and bemg opento what the '

. words may reveal, “We' should.not tmpose our. *, . -

ideas on it. We should. accept thét a large pait of
our linguistic behavior is sublirinal, and; there-
fore, we may find a lot of surprises.” Asher -
Levin revealed rich information in his short
quote. If investigators remain open to what words
reveal, they, indeed, may discover surprises that
will aid their investigations..

Although statement analysis encompasses
numerous hngu1st10 and structural elements, this
case study is limited to the three elements evident
in Asher Levin’s brief quote—nouns, verbs, and
adjectives. Individuals choose their own words to
describe their accounts of events. These words
already exist in their minds. What can the choice
of words reveal?

22/ FBI Law Enforcement Bulletin
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T ALL THFORMATION CONTALTHNED
HEREIN I3 UHCLARSIFIED
DATE 10-26-2Z011 ET 5172 DIMEH/STW

Choice of Nouns o o
Asher Levin used two interesting nouns in
his quote: story and child. Nouns name persons, -
places, and things. Examination of the choice = -
of nouns vsed can Ie\mql ingi orht tn asqi st
investigators. : A
The noun story is worth scrut1mzmg because j_'
the word may describe a created tale: Investlga- T
. tors need to know the context of the communica-: j_ '
part' 'ularly the queshon that prompted the

md1v1dua

Ny discr S
w1th mformatlon prev1ous1y prov1ded For'éx
ample; in another case, a young man, reported
that an. assallant stole money from hith as He ™
attempted to makea. deposit in. abank mght
deposit drawer. In his wiitten statemerit, the -
alleged victim wrote that he already had told. “our 7
story” to the respondmg officer. The examination * .
of the words in this case revealed: not only that
the account was fictitious but also that a second '
individual was involved in orchestratmg the
fictitious robbery.

A second mterestmg choice of nouns in Asher
Levin’s quote is the word child. Levin could have
used the girl’s name, Katelynn, but chose not to.

It would be important to explore what the less
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personal word child means to Levin. Does it
indicate a rela‘monsh1p that lacks personal warmth
and caring?

Choice of Verbs

Verbs are action words, such as hurt. Levin
chose the word /urt to describe beating injuries
to a 3-year-old girl so severe that she d1ed This
represents an example of ‘ ‘

explore his relationship with Katelynn. Subse-
quent investigation in this case revealed that
Levin was not close to Katelynn as he continually
neglected and abused her.

Conclusion
Scrutiny. of spoken and wntten words can

" reveal valuable insight toward an understandmg

of the narrator. The 1n31ght

minimizing, by lessening the
severity of the crime. Mini-
mizing words can indicate

1

gained from- exammmg the
choicé of words in suspects™
and alleged victims? state-

increased separation from an
individual’s actions.’* When
minimizing verbs occur i
parts of a statemeént that

should be of greatest intensity, -

they deserve further explora-
tion during follow-up inter-

Linguists emphasize
the importance of
studying the words of
narratives, trusting

the text, and being
open to what the
words may reveal.

ments$ can help investigators -

* prepare effective interviewing

strategies to lead them to the”

'truth +

. Endnotes S
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Katelynn,.repeated bruising.
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was evident. Katelynn’s

mother, who pleaded guilty for falhnor to: protect R

Katelynn from: Levin’s continued: abuse ‘was
sentenced to 10 years in pnson ¢ Levih was
sentenced to 18 years in pr1son and an additional
8 years.of state supervision.’

Choice of Adjectives C
Adjectives modify nouns and pronouns, thus

providing additional information for investiga-

tors. Asher Levin described Katelynn as “that

child.” Linguists designate the adjectives that and
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quote provides insight that he figuratively placed.
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CI Interviews - “Things to Think About”
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CI Interviews b7E

ALL INFOFMATION CONTAINEL
HEFEIN I3 UHCLASSTIFIED

interview topics/questions: DATE 10-26-2011 BY 65179 DMH/STW
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3 How Well Do You Know Your Subject?

GENERAL BIOGRAPHIC

FAMILY HISTORY

b7E

RELIGION

ACLURMO042233

FBI041133




(_

EDUCATION

MARRIAGE AND FAMILY -

EMPLOYMENT
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MILITARY SERVICE

FINANCIAL SITUATION

RESIDENCE

HEALTH
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PHYSICAL CHARACTERISTICS AND PERSONAL APPEARANCE

HOBBIES AND INTERESTS
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( BEHAVIOR

VEHICLE AND DRIVING STYLE
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THOUGHT PROCESSES

ASSESSOR'S IMPRESSIONS
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Interview Practical Logistics
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Mistakes to Mitigate in Espionage Subject Interviews

Planning

ALL INFOFMATION CONTAINED
HEEEIN I3 THNCLAZSIFIED
DATE 1l0-2&6-2011 BY 65179 DMH/FTW
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Issues To Consider
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Tvpes of Questions

Interaction With the Subject

People

ACLURMO042241

FBI041141

bTE




ALL IHFORMATION CONTAINED
HEFETIH I3 UNCLAZSIFIED
DATE 10-Z6-2011 EY o517% DHH/ZTU

ESPIONAGE STATUTE 18 — 794(a)

Whoever with intent or reason to believe thiat it is to be used to the injury of the
United States or advantage of a foreign nation, communicates, delivers, transmits...
or attempts...to any foreign government or faction, party, military or naval force
within a foreign country whether recognized or unrecognized or to any representative,
officer, agent, employer, subject or citizen thereof either directly or indirectly, :

information relating to the national defense

Elements of the Espionage Statue

1. Transmittal

2. National defensé information

3. To a foreign nation or agent thereof

4. With intent to harm the US or aid a foreign nation

ACLURMO042242

FBI041142




ESPIONAGE STATUTE 18 — 794(a)

WHOEVER

WITH INTENT

b7E

OR REASON TO BELIEVE |

THAT IT IS TO BE USED

TO THE INJURY OF THE UNITED STATES

b7E

OR ADVANTAGE OF A FOREIGN NATION
COMMUNICATES, DELIVERS, TRANSMITS... OR ATTEMPTS '
TO ANY FOREIGN GOVERNMENT OR FACTION, PARTY, MILITARY OR
NAVAL FORCE WITHIN A FOREIGN COUNTRY WHETHER RECOGNIZED
OR UNRECOGNIZED
OR TO ANY REPRESENTATIVE, OFFICER, AGENT, EMPLOYER, SUBJECT
OR CITIZEN THEREOF

b7E

EITHER DIRECTLY OR INDIRECTLY

INF ORMATiON RELATING TO THE NATIONAL DEFENSE
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Salient Interview Questions for Espionage Intexviews

The following interview questions pertain to esnionace interviews.| |

b7E

ACLURMO042244

FBI041144




ALL INFORMATION CONTAINED
HEREIN I3 UHNCLASSIFIED

Show Stopper Questions ~ DATE 10-26-2011 BY 65179 DMH/STW

You MUST have answers for these questions (and any others that may be particular to your case)
before you begin your interview. Rehearse out loud!
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KEY SHOW STOPPER QUESTIONS TO ANTICIPATE

b7E
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Interviews
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Interrogations
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The Five Steps of Interrogations
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Interrogation of Pelton Was Skilled,
But It Also Is at Issue in His Appeal

Bya WaLL STrEET JOURNAL Staff Rrportzr

When two FBI agents first began ques-
tioning Ronald Pelton on Nov. 24, 1985, it
was clear their task wasn't going to be
easy. “You have got no case,” Mr. Pelton
said. "You can't get your witness back,
and you have got no documents."

He had a point. Vitaly Yurchenko of the
KGB, the man who had told the FBI of a2
spy code-named *‘Mr. Long," had by this
time defected back to the Soviet Union and

was [n Moscow. And Mr. Pelton hadn't |

stolen any National Security Agency docu-
.ments to give the Soviets. -

In fact, at that point the FBI didn't even
have grounds to arrest Mr. Pelton, much
less enoug} to convict him. But bit by bit,”
in an example of the bureau’s interroga-
ton technique, the agents got enough de-
tails from Mr. Pelton to convince a federal

.Jury he was gullty of esplonage.

The FBI planned the interview for-a:.

Sunday morning at 9. The early hour left
plenty of time, and Mr. Pelton would be at
wark alone, with nobody else around to of--
fer him advice.

.. At what was to be the interview site, the
Annapolis Hilton, the agents rented Several
rooms. One would serve as headquarters,

~ another held a polygraph machine that
could be used (it wasn't) and a third was
for the questioning.

The chair where Mr. Pelton was to be

- seated faced away from the window, so he

‘wouldn't be distracted. To promote friend-

liness and openness, there were coffee and

doughnuts on hand.

An Invitation

Then, in what was Mr. Pelton’s first i m-
dication that he was a suspect, FBI agent *
.David Faulkner simply phoned and asked i
.him to come to the hotel to discuss an “‘ur- !
~ gent matter”; Mr. Pelton complied. Then ! E
Mr. Faulkner and agent Dudley Hodgson
sat down with the suspect, and Mr. Faulk-
ner recounted a story about an individual—
clearly Mr. Pelton—who he said had been
reared in Benton Harbor, Mich., worked
for the NSA and visited with the Soviets in
thelr embassy. The agents then played the
tapes of Mr. Pelton’s calls to the embassy.

‘And they showed a photo of Mr. Yurchenko -

to Mr. Pelton, who, according to later FBI
testimony, ‘‘shrank away" from it. Fi-
nally, In a casual way, the agents asked -
Mr. Pelton to complete the story.

Mr. Pelton denied that the voice on the -
- tape was his. Agent Hodgson said it clearly
was, and asked if he would be willing to
take a polygraph test on that point *‘right
now.”’ Mr. Pelton gave no answer.

The agents pressed him again, present-
Ing themselves as the “'good guys.” They
said they believed Mr. Pelton might coop-"
erate, 2 move that would forestall the bu-’
reau's sendmg teams of agents to inter-
view everyone Mr. Pelton knew, including
his employer. Thelr superiors wanted to
proceed with broad interviews immedi-~
ately, they sald; only cooperation by Mr.

Pelton could stave that off.

" "“Whoever . . . was involved in this busl-
ness would be crazy . . . to make any state-
ments without having an attorney,” Mr.
Pelton responded, according to his own tes-
timony later. He testified that at that point
he dlrectly asked for a lawyer. Mr. Faulk- -
ner's testimony disputed that account. i

Mr. Pelton is appealing his conviction, i
contending that he didn’t make his state- .
ments voluntarily and that the FBI agents
should have formally advised him, prior to
any Incriminating statements, of his right
to have an attorney and remain silent. The
prosecution argued that Mr. Pelton offered
bits of information to the interrogators as
bargaining chips, trying to win a guaran- .
tee against being prusecuted. :

Ambassador’s Digs

Stymied temporarily, the FBI agents
shifted the topic. They asked Mr. Pelton

‘sympathetically about his financial trou-

bles, and he poured out his tale of bank-
ruptcy. According to his later testimony,
one agent casually asked, **Without com-
mitting yourself, about how much money
was involved?”
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The discussion became harsher. As Mr.
Pelton described it in later testimony,
*“The questions were rapid-fire, one ques-
tion, another question, another ques-

_Hon. .

Mr Faulkner wanted Mr. Pelton to say
whether he belleved his disclosures would

_ hurt the U.S., another element necessary .
to pmsecudon Mr. Pelton hesitated but,

according to FBI testimony, finally agreed
that In general, yes, the disclosures would
be harmful.

By 11:50 p.m. it was over. The FBI
agents snapped handcuffs on Mr. Pelton,

_and took him to jail.

Mr. Pelton said he got $§35,000. from the

Soviets, The agents asked for the dates.
When he said payments were made in Vi-
enna, he was asked about the trips there.
Mr. Pelton responded with colorful detail,
including how he was housed in the resi-
dence of the Soviet ambassador to Austria, ’
much to the jrritation of the ambassador,
who had to vacate the apartment.

In the early afternoon Mr. Pelton had to
leave to- keep an engagement with his
woman friend. But as requested, he re-
turned to the Hilton by 10:40 p.m,

The agents sought to learn what-infor-
mation Mr. Pelton had given the Soviets,
as prosecution would require showing po-
tential harm to the U.S. Mr. Pelton balked,
saying he wanted “guarantees" against
prosecution, The agents said that was up to
their superiors.

Next, after saying that they knew about
the undersea tap, the agents gave Mr. Pel-

ton a map and asked him to circle the area

where he had told the Russians the U.S.
had tapped in. Mr. Pelton drew a circle.
He said he ‘had chosen this project-to de-
scribe to the Soviets when he first walked
into the embassy because they could easily
and quickly understand its value.

At this point the FBI agents read Mr.
Pelton his legal rights, including his right
to an attorney. He also signed a statement

saying that “I do not want a lawyer” and

that *“no promises or threats have been
made to me."
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Pelton Sp}ing

Conviction

Is Upheld

United Press International

\

RICHMOND, .Dec. 21—A fed-
eral appeals court today upheld the
espionage conviction of Ronald W,
Pelton, a former National Security
Agency employe found guilty of
spying for the Soviets,

Pelton, who was paid more than
$35,000 for classified information
on NSA operations he provided the
Soviets between 1980 and 1983,
argued that statements he made to

the FBI concerning the spying op-

eration should have been excluded
from his trial in U.S. District Court
in Baltimore.

Pelton contended that he made
statements detailing the operation.

because the agents led him to be-
lieve he would not be prosecuted,
but would be employed in a coun-
terintelligence operation.

He also argued that there was
insufficient evidence to support his
conviction of attempted espionage,
a conviction based on an aborted
attempt to meet with the Russians
again in 1985 in Austria.

Pelton, who was sentenced to
three life terms plus 10 years, also
contended the District Court could
not have admitted evidence ob-

ALL INFOFMATION CONTAINED

‘HERETIN I3 TNCLASZIFIED
DATE 10-17-2011 BT 6ol

tained under the, Foreign Intelli-
gence Surveillance Act.

Judge J. Harvie Wilkinson, writ-
ing for the three-judge panel,
turned aside all three arguments.

“We cannot credit Pelton's claim
that he believed the agents prom-
ised leniency and assignment as a
double agent,” Wilkinson wrote.
“Far from promising him assign-
ment as a double agent, the FBI
told him not to recontact the Sovi-

" ets. The record is clear—and Pel-

ton acknowledges—that the agents
consistently refused to give any
guarantees,”

On the attempted espionage con-
viction, Pelton had maintained it
should be thrown out because he
did not know exactly what informa-
tion. the Soviets were se€king when'
he made the trip to Vienna, a claim
Wilkinson also rejected.

*“This ignores Pelton’s entire mode-
of operation,” the judge wrote. ‘Pel-
ton's past acts of espionage had not
involved the simple transmission of.
documents, Rather, Pelton contacted
the Soviets and aljowed them to ask
him’ qiestions on matters that were
of interest to them.”

In reviewing the constitutionality
of the Foreign Intelligence Surveil-
lance Act, the appeals panel found it
was used properly in garnering in-
formation about Pelton’s activities,

Pelton, 46, worked for the NSA
for 34 years as a technician, Shortly
after he quit, he made contacts with
Soviet agents to sell classified in- -
formation about the agency's elec-
tronic eavesdropping programs.
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Report by
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Security Officer, FBIHQ

Alleged Violation:

Complainant:

Investigation:

Status:  Referred to WFO for further investigation
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[This bibliography is a representative selection of materials either owned or available at the FBI Academy
Library. Inclusion of an item does not represent an endorsement by the FBI of the material or its author.]
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(CD-ROM-bascd course - Available in all ficld offices through CI SSAs or division training b7E

coordinators). The course includes extensive information concemnine cnltural issiies

(CD-ROM-based course - Available in all field offices through CI SSAs or division trainin b7E
coordinators in November 2005.) This course focuses od |

Internet
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Buckley Amandmcnt
§ * Directory Infor mation ‘ ‘ ‘
‘ There Is an exception carved out to the limitations on educational records, in that under
gertaln circumstances, an educational facllity can disclose “diroctory information.”
*Directory Information”Is dafined as inan racord of a ‘
+student *that would not generally be considerad harmful or an invasion of privacy, More - H
specifically, It Includes, but s not timited to, a student’s name, addsoss, telephona lsting,
electronlc mall address, photograph, date and place of blsth, major ﬂeIJ of study, dates o
, attendance, grado leval, enroliment status (@ g., undergraduate of q’raduale. tull-time of port.
Ume}, participailon In ofﬂclally recognized activities and sports, weight and helght of
members of athletic teams, degree: ots and awards received, and the most recent
' educational agency or Institution aliended, 34 C F.R. §3. A school may disclose “dlrccto
s informatlon™ from the educatlon records without prior consent only after giving notice to the
student of Its directory Information policy, :nd‘pmv!u-ng parents and ellgible siudents with “« x
ano; rfunity to opt oul of having thels “direciory Information® disclosed. Thos i
conditions do not bave 10 be mot in order for a school to disclase directory information
‘ about a former student, 34 C.F.R. § 99.37. (U} A
‘ ? Undor FERPA, a school niay not comFlywilhuequcsl for *directory Information™ that {s ! 1
linked to othor non-dlmto?llnlorma lon, Fot Jnstance, a school cannol disclose ~diigctory
Intormation™ on students of a Gortain 1ace, gender, or nalonal ofigin. However, the sc
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f + Electronic Communication System 18 USC 2510 (15) means any ‘
I3 service which provide to the users thereof the abilily to'send or B7E
receive wire or glectronic communications. . i :
«
'

' * ‘Stored Wire and Efectronic Communications and Transactional v
Records Access 2702 (a) (1) & (2) A person or enlily providing . | .
electronic communications service to the public shall not \

t knowingly divulge to any person the conlents of the
communicalion while in"electronic storage by that service, and ) i § i
* person or entity, providing remole computing service (o the pubiic
o shallnot-knowingly divulge-to-any person or enlity the contents of | -
any communication which is camed or maintained on that service PN
q ?
i 1 * Depends sometimes no somstimes yes. .
N .
! ‘ [ 4
' G agni 2010 FoUo s |} ¢ orAeni20i0 Fouo 10
H ! -
> 1 ‘ { §
i B "
: . ) Vi
ir 1
l r
: 1
. : " H .
¥ . . “ v . ] 1
3 ] . N N ; 1 ‘4
. 'Y cen mys . . ‘et 1]
. National Security Higher Education Advisory: | ) . S - [
t 1| "Board G . NSHEAB ; ' 5
‘Boar . ! i ]
1
‘! ' ) } « Amerlcan Gouncil on Education - President Margaret C. Broad 4 ! \'
R » . . ¥ ¢ v Arizona Stile University - Presldent Michael Crow
(53] i i the ~Pré
J o Ao Sr Y ToPLrS G (5 SESdunes e e e ot AGadems Aance. e B atoa L Conon Coraant
. The Board, which witl cons!st of the presidents and chanceliors of sevesal prominent U S, universities, [l * Cornell Unlversity - President David Skorton ¥
Is designed 1o foster outreach andto promofe understanding between higher education snd the Eedersl »  Duke Unlversity - President Richard H. Brodhead l
1 Buteau of Investigation. The mission of the Board will be as foitows: . + Georgla Institute of Technology - President G, P. Peterson
¢ 4
. . 2 . " ke o " + lowa State Unlvershy - President Gregory L. Geoffroy
? sehating leT .‘.‘.m-‘ ';::rk'y', fn'noﬂun, mnul:r‘;\l‘:ﬂlqtmc. and certain criminal mtluv‘:“. " - ! = Michigan State University - President Lou Anna K. Simon i i
New York Unlversity - President John Sexton
{ © conmugal 14 413 Condul (1 discusson batweenselevant fedeal sgtnces andtheHighes sducatop ‘ . T Mottt o:‘n"“,”';v?' m;'.‘m:;" e Yehsero
! 3 ’ ’ » Rice Unlversity - Piesident David Leebron
[ ] e 3 . Yoassistinunderstanding the unlque culturs, traditions, and practlces of higher education, § « The State - Grakam 8. Spanler
Irciuding the CUILUre of OpeANEss, academmic tigecom, and the Importanice of intemational coaboration, H « ThoState of New York Nancy L. Zimpher ¥
. R . : + Unlversity of Callfornia - Los Angeles - Chancellor Gene Sfock
{ g A L o st | Lt teyorcotende; o chanceler b . Dsuano : ¢
. g = To advite on fan agenda for natontal security. ® *  Univarsity of Maryland - Coliege Park « President C.D. Mote, Jr. l A
: Inteestus pashis mattars pertalaing (o visas. foreign students, vishars, & . Unlvuslly:: Rochester=President Joel?v:‘l:i‘;l\:ﬁlr‘lon ]
je
ridllectusl propatly Sportaduss. ¥ « Unlversily of Toxas at Austin « Prosident Wililam C. Powers. i
.. »Josenfeasa hights educatio ! d + Unlversliy of Washington - President Mark Allen Emmeort
. % ternships, t
}  apm L S B SRR oo ) by
] 07 Apnl 2010 Fouo " ; N 07 Apr1 2010 FOUO 12 ,
' .4 ‘ . |
iR . ¥,
' I | |
v
. , | : ;
i ! \ - v
¢
, ! { 0y
' , |
¢ ( : "
¢ s i . ‘
v lii ) 2 {
«
. { ACLURMO042266 !
' ; A !

. FBI041166




1 t by
) oy .
T ) |
; it !
r oy vt :
4§ [ I
{l ! [ ' ‘ Y , ' {
i i ¥ \x
f ' i |
4 1
§
! Conclusion ' Questions .
A . ¥ kY
I"'\DIC)G,uNational‘SecurityHigher‘Edu::atic:n.Advisory. " .
Board, Till, ECPA, Consent Trespass Issues call: | ¢ !
I I ' ‘ }
i 1 \ . . t
Buckley issues call: \ , b6
A4 | ] , b7C
: i
!
i !
1
; gyt ! {
| . ¢
' i N Q7 Apnl 2010 FOUC 13 i i '
— ) }
. |
{ I f o
i |
‘ v
) .‘
) '
+ ‘ ' *
A
1 ‘% ¥
v, i ; - . )
o [y
] ‘ i? ] | ]
[ f { '
| Ty " ‘ :
. 4 ! ‘: ' ) ‘» .
‘ ! * ! \
\ bt
' i
; i ,
] " ! i ‘
§ ! ' ! !
. . ! \ . ,
‘ | f ) 8]
, * f '
] ‘ 1
W :
o ' oo
H : ! ] ' t
t ; t
. i bt ! b
t o ‘ '
! o d
L P
) ‘ ‘
l I, by
!
{
b
i i C
) ' { ‘1:‘ ! {, !
! Rl o
'y
. i
3!
¥ ro 1
' ‘ . ACLURM042267 ! ;

. | FBI041167




v,7'/1‘3/gzm_. |

ALL INFOEMATION CONTAIHED
HEREIN I3 THCLASSIFIED
DATE 11-08-2011 BY 65179 DHMH/3TW
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] [Field Division .

‘Arez of Responsibility -

.

UNCLASSIFIED -

&outh Carclina ,
Key Population Features

.

1. l(20063 Popuition Estimate: 4::32‘:;1 248 s
: e Evo[vmg from Rural to Urban Sooietf)’/

“|m Foreign Influcnces Emerging

| UNCLASSIFIED

SA
h
UNCLASSIFIED
‘South Carolina Demographics
Foreign born population
by place of birth
SR - M * » %
Féreign born persons. 118,978 160.0
‘Mexico i ) . {31,719 273
Germiany ' ‘ 7873 68
United Kingdom ] ) 6,850 - _iss.
Canada " 5,512 {47
dIndia_ 5,130
Phlilippiries . B 8,108
Ghira . ‘ 450
Columbia.”  ° i 3,394
Vietnam ! 3,008
Korea : 3,080
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South Carouna
Domam/Cntlcal Infrastructures

- Highest Average naual Lavals of Not Domastic Migratine
S PLL5, Ctadosy 2000-2008 °

R.nk -g‘_;;e- IR V' A\;e;a:}" An'}fii'_” ot DQ! A i 'V liaration :;’

1 Florida 190,894

2 Arizona $6,344

3. {Mevada 50803 o R

4 Georgia aizese B

5 Noith Caroline | 39,137 e
e [ Texes 36,566

7 Virginia 20535 N T

8 South Carolina 8,765 T

e Tennessen - A 634

10 Wathington 113,354 -

¥ Academva/Research , :

e Savannah River Site and National
Laboratory -

& The Port of Charleston

& Military Installations .

|k Sensitive Industries/Enterprises
& Nuclear Power Industry

UNCLASSIFIED/FOUO

A oademaa

UNCLASSIFIED

- Savannah River Site
and National Laboratory

UNCLASSIFIED

L UNGLASSIFIED” {

Military Installations

UNCEASSIFIED
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. 0N 11-09-2011
What is the Domain Task
?
ICES . N . Force? b7E
: Domain Task Force [ The Pomain Task Force is a FBI task force that
= n entails forging relationships between the FBI,
|F'eld Office . academic arena, U.S. industry, and the U.S.
intelligence community in effort to address
threats by foreign governments and foreign
: H H . intelligence services. Also, the Domain Task Force
Academlc Alliance provides counterintelligence  awareness  to
academic arena, U.S. industry, and the U.S.
intelligence community.

ow can my relationship with the What are the signé of potential

Domain Task Force benefit my compromises?
. academic institution? —

m A partnership between academia = Intelligence threats to your academic
conducting critical government and institution may come in the forms of
sensitive research and the FBI is . visitors, scientists, or students.
crucial for protecting critical research .
and development and intellectual |
property from foreign intelligence
threats.

. How Can I protect my

Collection Trends

company?

Most Sought After Information and Technologies u Identify

. = Incorporate bTE

. = Educate

" = Notify -

ACLURMO042271 ‘
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Points Of Contacts

FBI Domain Task Force

FB]I |Field Office

bé
b7cC
b7E

SEERET
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' 200Q Techniques

* Electronic surveillance

* Physical surveillance

® Arrests

¢ Interrogations

* Search warrants

* Trash cover

* Forfeiture

¢ Convictions — Federal Prison time

Unclassified

Definitions

ACLURMO042273

13)
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Goals b7E

¢ Make you aware these types of cases exist.

¢ Familiarize you with a real-life example of how
several different investigative techniques
contributed to a successful investigation, and
the pros and cons of these tools.

¢ Warn you of potential pitfalls during such an
investigation.

¢ Show you that you can do this.

Featuring... b7E

« FBI (FCI squad, Msse, TAs, TTAs,
‘ERT, FA, CART, S 7 divisions)

¢ Department of Commerce-Office of Export
Enforcement

¢ Internal Revenue Service

¢ US Immigration and Customs Enforcement

* DHS, Customs and Border Security

¢ Manitowoc Police Department

¢ Other

Unclassified

bl
b7E

FBI041173
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Unclassified

Electronic Parts Description

Dual-use parts, DOC
controlled

3A001, 3A002
Semiconductors, Analog-
to-Digital converters, etc.
Radar, satellite
communications,
electronic warfare, other
SPT, T1, AD, Xilinx,
Qualcomm, others

Why do we care about little Because they go into things that can
. o be used to kill Americans. |
waesnes___ElECEroNic parts???

—_ bé
Unslassified b7C

I:lcase; Referral/Consult

The Beginning

® 2001 CTI/54% Research Institute looks for * Review source file
tech support from SPT. SPT tracks part to .

e Drive by residence/business

& * Open source/business records
>

¢ Manitowoc PD visit

* What to do?

Unclassified

ACLURMO042274

FBI041174




bé
b7C
Timeline
b1
bé
bL7C
L7D
o b7E
54
S ET
: T
Timeline, contd.
bé
/\ b7C
This\learned)| |Later b7D
\ confirmed in detail In documents.
Unclassified
ACLURMO042275

FBI041175




Timeline, contd.

9

Unclassified

Unclassified

You have some background.

What Now???

Unclassified
Trash Cover

...............

¢ Pros
~-Low cost.
-Relatively low approval authority-can start
immediately.
-Can yield great stuff.
-A business must generate trash (boxes,
labels, etc).

e Cons
-Potential for compromise,
-Target may shred important docs or carry
trash out (NJ).

Unclassified "Involve third party — (First trash cover).

* Formed in 1992 in San Diego, CA
* Moved to Manitowoc, Wisconsin in 1994

¢ 2 employees, according to Dun and
Bradstreet

* Owner and PresidentlIl

* Vice President and General Manager,

Unclassified

Trash Cover -

Unclassified

Trash Cover

* Boxes
« Shipping labels
¢ Invoices

L et utind ]

Unc| aSS!! !eg

bé
bic
b7D

FBI041176




bé
bic

Physical Surveiilance

Unclassified

Unclassified

* (U) Pros
« Relatively low approval authority.
« Business must receive or send
packages.
« Identify others with access. -
«.Identify pattern of subjects for
future knowledge.

¢ (U) Cons
+ Human resource intensive.
+ Potential for compromise.
* No knowledge of what's happening
inside.

E Physical Surveillance

SEGRET
Physical Surveillance

Keep in mind: Elements ofl |

ACLURMO042277

bl |
bo

b7cC
7D
b7E

FBI041177




= =

I | (8 |

.

N Daily Operations
3/ Monday-Thursday
Pt s il

(8-

IhF wrsday bo
-Fax list of parts to be shipped on Friday. o
-Package parts with helper in PM. b7C
- b7E
-Receive guldanc n how to falsify shipping
documents. D °
“Ship out one or two packages, by different shippers.
« n
[ %bpacket of falsified Invoices and actual
- ‘S d invoices.
m /,/ weeaifieg “0OVdering procedures; reseller v. manufacturer
Upclassified Ynclassified
, Money-Parts Flow
Arranging Package Pick Up : R -,
Documents readly, offset pick up times Electronic Parts ijc
06/04, First call is to UPS at 12:50 pm .
Pick up at front door. (i:i?j Us Dalfars \ 1"35'“‘“’"“ Parts
PRC Money S PRCend
06/04, Second call is to DHL at 2:12 pm oney Sodrees & useric;‘?}?ﬁk:g
(after UPS pick is done). ‘ R,
Pick up at front desk. RMB RMB |
Why would a business do this?
Unclassifled

FBI041178




I
| |emai||eﬁ|

story about the arrests in New
Jersey.

Unclassified

Unglassified

the

| ltalking ahout tensio

between

Unglassified

u

Local couple totac E
f«iwatgraml,;m;c} ‘
prvn el s .

e - ow
» v
i AT O S

talking to| in reference to
the arrests in New Jersey.

°| You have to provide true
mformation. No false information.
It is illegal to provide false
information. If you don't provide

false information, then you don't
know; I don't know.

Unclassified
RS o]

Unclassified|

.V Y: F—

are coming to visit
the USAI!

Border Searches

Unclassified

RED

SEG

ACTURMO042279

bic

FBI1041179




be

b7C

If you want to mal:e ar. arrest...

¢ Declassify information neczicd for
prosecution

"""" * AG authority{' |

e Licensing deﬁerminations

SECRET

| lexcellent
(and last) North American |,
e Adventure b6
b7cC
b7E
(S

FBI1041180




Unclagsified

i warrants| I

o

« Each arrested separa‘ely, near &
simultaneous execution. L7 C
* Search warrants for cffice/residence,
safe deposit boxes.
* Subsequent search warrants for
computer, luggage.
+ Four interviews/interrogations. All
waived rights and agrecd to answer
questions.
Unclassified
b6
b7C
b&
b7C

Guess what's in here?

SE!

SR

ACLURMO042281

FBI1041181




Unglassified

Items found ir 3yirch

o’
- m ———te

® Eyery invoice of parts shinned fiey Ziee G 7y sresent

* Every quote sheet requesting paris: ~rices from early
‘90s to present, one per day, 5 day- w2l otc.

® Tax preparation information and re-~rds, including

homemade reductions in revente, i ~zause Ythe tax

was too big.” (quote from proffer s¢ ssicn)

* 20,000+ documents, plus 4 computor hard drives.

¢ Hundreds of phone numbers, name:, addresses,
business cards.

Last pa

an
He is not experienced and
has told the manufacturer
about the destination of
the goods. Asaresult,
export license needs to be
arranged. I agreed since 3
weeks are not too long.
Experience may be
gained.”

Unclassified
Unclagsifjed
- Unclassified’
‘Resignation Le¢. vzr
[ Jwrites:
Ugc]qss‘!; ed I

Continuity Letter

Jrites to his replacement about the

status of his projects. For example,

Unclassified

[unclas

ACLURMO042282

bic

FBI041182




Unclassified

fax from|

“IT ¥éu want io go around tna t,%. 2x, org
inspections, then you nee tc partvit fiigh-
priced purchases in order to ¢'o s7:

1) Need to ask a U.S. compeity {wio tas &
production factory) who vses 3 Izt of IC chips to
help us order goods. We warnt *o use their name,
do not mention export;

2) Do not mention resell and d:. nat even mention
tax free; the key is to find a fierd ~f#1.”

Unclassified

Search document excerptr, Sriny 2001 Ynclassified

‘IIF T offer to ask if the export license is required,
the answer will definitely be yes...There years
even though nobody has come to me, it cannot be
guaranteed that no one is watching me.”

cannot think of a betier way to ro so,

Y

shipment values)

Unclassified

nor could he find a shortcut.” (re.arcrice falsifying

Unclassified

Search document excerpts (froml L Spring 2¢gdpssificd

. “Actually, many parts that I buy require
export licenses.”

“This part is another sensitive product. Too
many questions about it will attract attention. It
may even cause the order to be cancelled or an
export license will be required for ordering this
part.ll .

“Up until now, the reps| _ |
haven’t mentioned anything about the Export
License...Strictly speaking these (parts) are all
illegal.”

-1

ACLURMO042283

't U, ElIectronic countermeasures ‘WWW)

+(U) Several others

FBI041183




(5}

5

(5]
| bl
beé
b7C
b7E
bl
bL7E
" <0y Others
g Unlassilied
Lifespan of T
: . w -
‘ b6
< b7C
Pleas and Trial
<
L
Unclassified e e Unclassified
1

FB1041184




Unclassified

Unclagssified
»

" Plea Agro~ none:
| pled guilty t

J{sentenced to 4o m™... "}

2|

(sentenced to 6 V2 1" L)

| ngd quiltvl

(sentenced to 42 msti-s, 337K fine)

o All three participztod in proffer
sessions.

Unclassifled

ggcla_ss!ﬂeg

Unclassifi
.
Trict
« Ninecounts
*
.
o
Ll
.
.
.
.
-
- Unclassificd
S
T’

e SA testimony

« Seizing Agent, Trash Cover Agent,
read tech cuts into recond
¢ DOC, IRS, ICE SAs
» Handling Agent
» Assessment
+ Recording
e Case Agent - Cross : tii* 9
* Did he ask for anything™
o Arrest planning and ex¢ xtw .
» Knowledge of Gui*t
 Recording of interrara® .o

Unclassified

* Nine counts.
« DOJ-Counterespionage Section involvement.
« Pre-trial motions

» Change of venue.

Trial

« Trial lasted about 5 days.
« Government Witnesses,
« FBI, IRS, DOC-OEE, US ICE SAs
‘e Supplier
« Technical expert
*» Translator

« Defense Witnesses,
» Handwriting expert
« Translator

—

Unclassified

Unclassifled

Rl ; .

Trial

£

» Defense argument themes
oI didn’t know.
I don’t remember.
I didn't understand English on
09/30/2004,
My wife did it all, without my knowledge.
+We did talk about the business, but it was
only 2-3% of the time.
«I never noticed that we made $100,000 a
year more that we reported on taxes.

Unclassified

~1 1 o5

MmO

FB1041185




Unclassified . Unclassified|
e °
Tric! , Sentencin
CEEETT enténced to 5 years in prison and $50,000 fine. bé
¢ Key moment.(during cross-examinat'ol: b7C
'When you are talking to the FBI, you knowr it's * Defense argued for consideration b7D
- Ing to tre FLL 4 | contributions to his US employe '
important to tell the truth, righ*? ‘Also included character
answer: testimonials. Also argued, unsuccessfully, t :
™ . ” not threatening to national security and tha
It depends on the subje-t. was most responsible.
¢ 22 hours.of deliberation (over kinch). ’
o ‘Verdict: Guilty ori &/f 9 counts., .
Unclassified Unclassified
= (i— Unghssified
Forfeiturc -- Fines
¢ Home/office.
° hecking account, bé
. money raw.rkei a zcount. :Ezg
- . b7
® fines ($5C{ erch).
L |cash in pacact in fines.
¢ Estimate Total: $587,770Q
Uncl ggsmed _
Unclassified Unclassified)
How to Avoid Detecti~n i1 Drcizring How to Avoid Detection in Shipping
In sum: Be-like water, follo'v H:2 path ¢ keast In sum: Lie by omission and commission
resistance. .,|
b7E
. Ugclasii[ﬂed - I |DJ\_c!p§_sifie¢_i

ACLURMO042286

FBJ041186




1)

laterTeturn t ithout bezal

-3 as responsuble but not 12k
e (1) ed to ‘wal'c: i way and then
r1e

(5]

Who is |?

Unclagsified

Questions, discussion, comments

Heraid Time,
e FBI Miami (formerly
of Milwaukee) .
° Direct:
leral &rundix;?
Unclassitied —

ACLURMO042287

5o 55

wd =1 Oy =

e

bl
bé
bic
b7E

FBI041187 '




DATE: 0l-16-zZ0lZ
CLASSIFIED BEY 65179 DHH/STW
FE&SON: 1.4 (C)

DECLAREIFY ON: 0l-185-2Z037

VELL INFORMATION CONTAINED .
HEFEIN I3 UNCLAZSIFIED EXCERT
WHERE =HOWH OTHERWIGSE

o b6
Learning Objectives ol
q
Visac
. 5
(The First Line of D >feqnr¢ b
ss |
Counterintelligence Trainins ¢ -iler
The overall classification of this praie. . atio 1is %
Why are Visas 11 7. .ani?
= b7E
)
SpeetT s ><
Ways to Find Visa Information
L
L
1 b7E

ACLURMO042288

FBI041188




Clve

ACLURMO042289

Tools for Visa Roviaw Assessing (Investigation) |
— — . DIOG Ciassificd Provisions ~ ~ '
v B. (U) CIRCUMSTANCES WARRANTING A
PRELIMINARY OR FULL INVESTIGATION L
X bl 4§
b7E
(2311
po- J
(s)
b1
b7E
‘Questions/Commanis
?/1
. SR b6
‘ssA b7C

" FBI041189 |




- DATE: 0l-15-201Z
[~

CLAZSIFIED BY

20

¥ O6RLT7S DIE/STH
FEAZON: 1.4 (C)

:

DECLASSIFY O n1l-18-2037
. . .
Finding Cases
ssq I
-Counterintelligence Training Center
The overall classification of this presertation is
. Other Resources for Tinva Info

B

ALL INFOFHMATICON CONTAINED
- HEREIN I3 UNCLAZSIFIED EXCEFT
WHERE SHOWH OTHERWISE

Where to look?

. s Visas

s

Ways to Find Visa Information

C

ACLURMO042290

... FBI041190




bl
b7E

Referral/Consult

Loicitare

Tools for Visa Review

E—— |
™ [visitors

|
|

l IV!Q*!OI‘S

ERIE DN

15

(a1

18)

ACLURMO042291

[Statistics

v« Albany: | s Boston
15) ’A

« New Haven

« NowWark

s New Yorik

151

=

FB1041191




|

' ’Methods of Screanaing

b7E

o e B g.l C ]
'PRELIMINARY OR FULU INVESTIGA

, A’SSess’inQ (Investi ution)

,. DIOG Clasélﬁed Provizions

) CIRCUMSTANCES Vi ARRANTII S A

X

~ Questions/Comments

2/

53
)]
=
et eey

FBI041192

] =1 5

I BN’
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SEERETINOFORN/ORCON

(5

Nuclear, Missile, Chemical, and Biological bTE

(G o To be usedinconjunctionwithi

IA

Comniled Ry:

FBIHQ

SEERET/NOFORN/ORCON

DATE: 1ll-02-2011
CLAZSIFIED BY &5175 DMH/ZTW
FE&SON: L.4 (C)

DECLAZEIFY ON: 11-05-2036

ALL INFORMATION CONTAINED
HEFEIN IS5 UNCLASSIFIED EXCEPT
WHEFE 3HOWH OTHEEWIZE

b6
b7 C
bL7E

ACLURMO042293

FBI041193




131

(5]

SECRET/NOFORN/ORCON bl
- NUCLEAR PROGRAM
ENTITIES/FACILITIES: ACADEMIC DISCIPLINES CON’T:
PROFESSIONS:
) bl
b7E
TECHNOLOGIES:
UNIVERSITIES:
ACADEMIC DISCIPLINES: .
“SEGRET/NOFORN/ORCON

ACLURMO042294

FBI041194




SEEREJ/NOFORN/ORCON
LI MISSILE PROGRAM
ENTITIES/FACILITIES: TECHNOLOGIES:
181 .
: bl
. b7E
ACADEMIC DISCIPLINES: .

“SESRET/NOFORN/ORCON

ACLURMO042295

FBI041195




SECRET/NOFORN/ORCON
LI CHEMICAL PROGRAM
ENTITIES/FACILITIES:
DISCIPLINES CON’T:
° bl
I: E :I . b7E
DISCIPLINES: TECHNOLOGIES:
| BIOLOGICAL PROGRAM
—I b 1
ENTITIES/FACILITIES: TECHNOLOGIES: PE
(3 .
DISCIPLINES: .
[ ]
SEBREI/NOFORN/ORCON

ACLURMO042296

FBI041196




S

TAB C: Biographid Format

>

bl
b7E

b7E

ACLURMO042297

FBI041197




b7E

(ci

34. SIGNIFICANCE]

~
1

a5 PolITICcSI ST

(Ch

bl
b7E

SkeRreT

36. MILITARY. REPUTATIOI\J' ><

ACLURMO042298

FBI041198




(o

“SEeRET

own service. Professional reputation, if civilian.)

37. CHARACTER}Ié\

bl

22 ACOUAINTANC RS /DL ,,\TI,ONS,’E,,INFLUENCE«V(y' b7E

ey .
39 PERSONAI (‘HAPA{“TIZDIQTI(‘Q\\/‘I
Gy
[C) 40.-POLICE RECORD ¢
44 _EN/AL IIATI(‘\?\M
(-

bl
b7E

(IR

42. ADDITIONAL INFORMATION ON SPOUSE (/

ACLURMO042299

FBI041199




From:

Sent:

To:

Cc:

Subject:
UNCLASSIFIED
NON-RECORD

| ke (Fai)

i 9, 2008 6:22 PM
| D) (B
TD) (CON)

Questions for Scientist

Questions for

ALL INFOFMATION CONTAINED

HEREIN I3 TNCLAZSIFIED

DATE 11-09-2Z011 BY &5l179 DMH/SETW
b6
bic
b7E

Premise:

1)

2)|

b7E

3)
4)

S)

6)

7

8) |

9 |

10\ |

Hope this helps,

UNCLASSIFIED

. ACLURMO042300

FBI1041200




. DRTE: Ol-lg-20la : ALL INFORMATION CONTAINED
CLASSIFIED BY 865173 DMH/GTW HEREIN I3 UNCLASSIFIED EXCEPT
BEAZON: 1.4 (O} WHERE SHOWH OTHERWISE

DECLABSIFY ON: 0l-15-2037

Starting at the “End”

A Case Sty - A b6

ssA |

Counterintelligence Traii g Center

The overall classification of this p.¢s rtotion is

ORCON /™" " TC.UY! PRCREL ORCON/NOFORN

Mvouco.\.\ A ” \ SECRSU/ORCON/NOFORN

> T e — \

ACLURMO042301

FBI1041201




IR

(3]
()

(51

(5] |

12 |

131

= What is the FBI's role?

%NIORCONI.\'('F(}Y Y

A Y

Other Agency Coordisation

-| |with U.C. Cue .nms
ervice

= Immigration and Natvrali=ation
Service

= Who else?

_IBSRETY/ORCONINGFCGRN

Results of Invectigation

= Consolidated pre-UFCN " .
investigative results - '
into new file i

1’ '
+ v
Loo- provides coverage .
T iy
™

i

Mncoz\mr(w"\‘“ -7

81| |
15)|
151

(5L

A Lead from FBIHQ

former Full Investigation subjects -

Mcoumomm

nd

1

8

(3]

_JIfNo Leadfrogl [

mconmosoxm

(&)

RS

HE

Follow-up Investigation

request

entitied another visa

cted to visit Utah
ES notified

Al

I Foes Tot travel to

(3]

« Other coordination?

MORCONINOFORN

bl
b7E

bl
b7E

ACLURMO042302

FBI1041202




Follow-up Investizalizn

Questions/Comments

[a) - fos
- —1 /1

+ FBI case closed

e i
» Xdentifled another visa - I -
request

! bl
= January 2004 SSAI bé

|
|
]
|
!
|
|
|
|
|
* Name Check
\

s : : [ b7C
TR T‘mm_| CITC b7E

+ Contacts FBI
* FBIretrieves “laptop”

K'E/en.nm RCON:NCTCGRN M/ORCON/NOFORN

ACLURMO042303

FBI1041203




Federal Bureau of Investigation

Intelligence

Assessment

Prepared by
FBI Counterintelligence
Division

SJ}C%”//ORCON,NOFORN//ZSXl

DATE: 11-08-2011
CLASSIFIED EY o5179 DMH/ITW
FEAGON: 1.4 (C)

DECLASATIFY ON: 11-09-Z2036

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLASSIFIED EXCEPT
WHEFE SHOWH OTHERWIZE

s UPDATE] X

ACLURMO042304

FBI1041204

§sify On: 25X1 o
@c@T//ORCON,NOFORN/ale

i




_SEGRET

SEERET//ORCON,NOFORN//25X1

(8) FBI Counterintelligence Threat
S Assessment Update:|

(U) Terms of Reference

This assessment addresses the Counterintelligence (CINT) topic of the National Intelligence
Priorities Framework (NIPF).

(U) Scope Note
X

8|

g | X

(U) Key Questions
{ X

@ 4

TEERCT —3TSRET/ORCON,NOFORN//25X1

ACLURMO042305




SEERE]

_SEERET/ORCON,NOFORN/25X1

(U) Key Findings

{ %
iﬁhx“

(3]
1 X
bl
b7E
(2
()]
' (U) We define 4 N
The goal 1s that thlsl b7E

E}@@T//ORCON,NOFORN//%ﬁ

ACLURMO042306

FBI1041206




SEEREL

SECKET//ORCON,NOFORN//25X1

(U) Threat Matrix

(21|

e

X

bl
b7E

(U) HIGH THREAT

Activities demonstrating intent, capability, and opportunity tol

|to the detriment of US national

security.

(U) MEDIUM THREAT

b7E

Activities suggesting intent, capability, and opportunity to| |
| |to the detriment of US national security.

(U) LOW THREAT

Activities demonstrating or suggesting intent, or capability, or opportunity tol I
| Jto the detriment.of US

national security.

(U) NO DETERMINED THREAT
Investigations have shown no intelligence activities undertaken.

(U) UNKNOWN THREAT

Intelligence activities undertaken are unknown.

SEeRET SESRET//ORCON,NOFORN//25X1

ACLURMO042307

FBI1041207
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1)

(31

(5]

EIN

SEERET//ORCON,NOFORN//25X1
(U) Introduction

X

(U) Significant Developments

X

X

S%%T//ORCON,NOFORN//ZSXI

ACLURMO042308




SESRET/ORCON,NOFORN//25X1

(U) Outlook
X

((D_New Intellioence Gans

bl
>< b7

13|

5% 5
& m "SEGRET/ORCON,NOFORN/25XI

ACLURMO042309

FBI1041209




7 ALL INFORMATION CONTAINELD
S e HEREIN I3 UHCLAIITFIED
‘ DATE 11-04-2011 BY 65178 DIEL/STW

Counterintelligence
1 Training Center

' (CITO) —
l Reading List

(Please note that books included on the CITC Reading List has been compiled based primarily
on the recommendations of CITC staff members, current and former FBI investigators and
analysts, and personnel from other US Government agencies.)

(** Indicates highly recommended)
(A indicates book in CITC Library)

Behavioral Analysis
b7E
/ ot
WA ETS
Updated on 07/19/2011 1 E?C
ACLURMO042310 l
FBI0OZ1T2710

HIZ10 oy



i b7E
\
|
%
i
|
|
1
| Counterintelligence
General
| b7E
|
i
Updated on 07/19/2011 2
| ‘ ACLURMO042311
- ‘ B FBI041211
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b7E
|
|

Cultural Issues

General

b7E
. Updated on 07/19/2011 3
ACLURMO042312 ]
FBI041212




-~
4

b7E

Updated on 07/19/2011

ACLURMO042313

FBI041213




b7E
Economic Espionage
b7E
Edgcation
b7E

Updated on 07/19/2011

9
ACLURMO042314

FBI041214




Espionage

General

b7E

Updated on 07/19/2011

10
ACLURMO042315

FBI041215




b7E

Federal Bureau of Investigation

General

b7E

Foreign Intelligence Services & Related Topics

" Updated on 07/19/2011 11
ACLURMO042316

FBI041216




General Reference

Updated on 07/19/2011 16
ACLURMO042317

FBI1041217




History

Pre-American War of Independence to Civil War

b7E

Updated on 07/19/2011 17
ACLURMO042318

FBI041218




American War of Independence

bIE
Civil War
b7E
World War 1
bTE
Updated on 07/19/2011 18
ACLURMO042319

FBI041219




\ Between the Wars

b7E

Allied Intelligence & Related Topics

b7E

World War IT

Updated on 07/19/2011 19
ACLURMO042320

FBI1041220




Cold War Years

Updated on 07/13/2011

22
ACLURMO042321

FBI1041221




b7E

Post Cold War

Updated on 07/19/2011

27
ACLURMO042322

FBI1041222




i
|
b7E
Intelligence . :

General

Updated on 07/19/2011 - 28
ACLURMO042323

FBI1041223




i
International Affairs

General Topics

Updated on 07/19/2011

30
ACLURMO042324

FBI041224




b7E

Interview & Interrogation

b7E

Updated on 07/19/2011

37
ACLURMO042325

FBI041225




Terrorism

International Terrorism

b7E

Updated on 07/19/2011 38
ACLURMO042326

FBI1041226




US Intelligence Community

b7E

Updated on 07/19/2011 40
ACLURMO042327

FBI1041227




b7E

Weapons of Mass Destruction

Updated on 07/19/2011 42
ACLURMO042328

FBI1041228
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