
FBI PrioritiesTop Ten

Rotect the U.S from terroriat attack

Rotect the U.S againat foreign intelligence operations

and espionage

Rotect the U.S againal rber-bad attacks

and high-technology crimes

Combat public corruption at all levels

Protect dvii rights

Combat trane-lational and national criminal

organizations and enterpriess

Combat major white-collar crime

Combat dgnificant violent crime

S.ipport federal state local and international partners

10 Upgrade technology to s.icceully perform the FBIs

miedon

What we do ntelligence

As Counterintelligence Service the FBI

is authorized under EQ 12333 to

Co TERI TELLI GEN CE

The FBI sRole

LtiJfleInteIIigence

Community

involved with National

Security

Counterinttiiigric Dvcni

Cyber Divion

Counterterrorin Divion

Directorate of Intelligence

However all FBI personnel have the same prioriti

prevent and defeat

activities and

by advermrial

interes

inside the

activities

ions

What is Counterintelligence

Counterintelligence is

Information gathered and activities conducted to

protect against espionage sabotage and other

intelligence activities conducted for or on behalf

of foreign powers organizations or persons or

international terrorist activities but not including

personal physical document or communications

security

By predentiaI order the FBI alone conducts

Counterintelligence within the United States and coordinates

CI activities with the other agencies in the Intelligence

Community Executive Order 12333
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How Do We Do It

Foreign Services

b7E

b7E

How Do We Do It

b7E

US Intelligence Community

Intelligence p..
keform Act \\
Dec 2004 jr

IC

priorities and

overseeing the

-7National

Counterterrorism

The Role of Foreign

Counterintelligence Squads

Gather Intelligence on Foreign Intelligence rvice

activities in the United ates
Conduct Criminal lnveigation aich as Eionage

and Economic Eionage

Thrn lntrrlitd hitivs

How Do We Do It

Foreign Services
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This li is cIafied but includes

countries deçpiated threat becaues

of aggreve intruve behavior

pervave
.threat to the

United ate
national curity

The New Threat is

1_
.Which countries or groups

Which U.S Govt entities are targets

.Who is targeting the U.S
Which private industries are targets

What military defense

industries are targets

National Security List Country Threat List

Country Issue

Issue Threat List

Categories of activity that poss

gnificant threat or are of sich

concern to the national sscurity of

the nited States when engaged in

by foreiçpi power or entity that

co rintelligence or monitoring

act directed again aich

act are warranted

Terrorisn International

Terrorign committed by

Terrorist Groups and or

State Sponsers of Terrorian

Proliferation of

Special Weapons

nuclear chemical

or biological

FBIO4I 087
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EGRZ

Issue Threats

Targeting th J4atiorial Information

lnfraructure computer cable tellite

telecommunication banking and financing

sjem tranortation water aipplie

electrical power sjem gas and oil orage
and tranortation emergency sjem
continuity of government

Issue Threats

Eionage the identification

targeting and collection of

national defen information

Issue Threats

Economic Dionage -the unlawful or

clandeine targeting or acquition of

ntive financial trade or economic

policy or proprietary information or

critical technologies or influencing of

ntive economic policy decions

Targeting The US Government

Foreign Affair Economic llicy Financial

Mattera Defen Eabliiment National

Peparedne Intelligence Community

including personnel

Frception anagement

Aopaganda by an

intelligence agency to effect

public perception of

another country though deception

Foreign Intelligence Activities

Foreign Intelligence

Act iv it es

Active gathering of

information through

the ues of various

techniques to

obtain.

Claaified

National curity

Information
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Authorities

Ext raterritorial

Intelligence uthorization

Act ol 1990

Gives the FBI juriadidion

over eDionage

invealigationsin all US

diplomatic miadons

abroad

Including active dut

military

Ut ho ii ties

Intelligence

At.ithôrizatiOn Mst of

1995 11 referrals

Head of each agency in

the Executive Branch

thall ensjre FBI is

advid immediately of

any information

indicating claedfied

information hasis being

diaclod to foreign

government without

authorization

Comprehensive Crime

Control Act

IT Overseas

FBI has lurisdictlon when US

Interests are lpvolved

With concurrence of the host

country Khobar Towers

Kenya Tanzania

ut ho it es

2001- USA Patriot Act modifications in 2005

2003 revisions to the NSIG AG Guidelines

Executive Order 13354 2005 and the Intelligence

Reform and Terrorism Prevention Act of 2004

New Director of National Intelligence

National Counterterrorism Center created in 2003 is

assigned to the new DN Includes CIA FBI DOD
DHS DOS DOE NRC HHS USDA Mission

Analysis information access and sharing operations

CI Program Strategic Plan

44

lthfflww

__

b7E

QUESTIONS
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UNITED STATES

INTELLIGENCE
COMMUNITY

The US Intelligence Community USIC

There are curretitly 16 members of thc USIC It should be noted that specific offic or branches

represent some parent agencies in the USIC In the following list the name of the specific branch or

office is listed below the parent agency Also listed are additional branches and offices of USIC

agencies that are frequently in contact with FBI counterintelligence CI personnel

Central Intelligence Agency CIA The CIA is responsible for the collectIon and analysis of foreign

intelligence primarily outside the borders of the United States

http/Iwww.odci.gov/

Drug Enforcement Administration DEA
http /Iwww.dea.govl

Office of National Security Intelligence ONSI DEA is component of the

US Department of Justice DOJ It is responsible for identifying and disrupting illegal drug trafficking

DEA was added to the USIC to assist in countering terrorist involvement in illicit drug trafficking and

to aid in combating the significant threat illegal drugs pose to the national security of the United States

The ONSI is responsible for providing the USIC with intelligence collected through DEA investigations

It also coordinates and responds to USIC requests for information

http //usdoj .gov/dea/programs/intelligence.htm

Defense Intelligence Agency DIA DIA is component of the US Department of Defense DOD It

is the major producer and manager of intelligence for DOD DIA provides wide variety of military

intelligence to combat personnel planners and military policymakers

http//www.dia.mil/

Last updated on 3/17/06
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US Department of Energy DOE
http //www.energy.gov/

Office of Intelligence 01 DOE is responsible for US energy policy and nuclear energy matters Its

01 is tasked with affording DOE policymakers and the USIC with support in the fields of nuclear

weapons and proliferation nuclear energy waste and safety science and technology and energy

security

http //www.energy.gov/nationalsecurity/intelligencecouterterrorism.htrn

US Department of Homeland Security DHS
http//www.dhs.gov/dhspublic/

Information Analysis and Infrastructure Protection Directorate IAIP DHS is charged with

protecting the territory of the United States from terror attack and responding to natural disasters The

IAIP is responsible for distributing DHS national security analyses to State and local governments and

private sector entities to protect key domestic assets of the United States

http//www.dhs/dhspublic/interapp/editorial/editorialO646.xmi

Frequent CI Contact

Immigration and Customs Enforcement ICE ICE is the largest investigative arm of DHS It is

responsible for investigating wide range of issues including export enforcement e.g illegal tech

transfer to foreign adversaries etc immigration crime and cyber crime

http /Iwww.ice gov/graphics/index.htm

Last updated on 3/17/06
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US Department of State DOS
http//www.state.gov/

Bureau of Intelligence and Research INR DOS is the US Governments USG lead foreign

policy agency One of its principal roles is to implement the Presidents foreign policy States INR is

strictly an analytical It is responsible for providing intelligence support to DOS leadership and

diplomatic operations and ensuring that intelligence activities support US foreign policy

http//www.state.gov/inr/

Frequent CI Contact

Diplomatic Security Service DSS DSS is responsible for providing safe and secure environment

for the conduct of US foreign policy It also charged with conducting persoimel security investigations

and runs the Office of Foreign Missions OFM

http//www.state.gov/mlds/

US Department of the Treasury DOT
http//www.ustreas.gov/index.html

Office of Intelligence and Analysis OIA DOT manages the revenue of the USG and promotes and

implements the Presidents economic policies The OIA is responsible for providing DOT with

analytical support and intelligence production in field of positive intelligence CI terrorism

proliferation and other national security areas key OIA function is the analysis of financial and
other support networks used to assist terrorist groups

Last updated on 3/17/06
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Federal Bureau of Investigation FBI
http//www.fbi.gov/

National Security Branch NSB The FBI is the principal investigative arm of DOJ Its top

investigative priorities are counterterrorism counterintelligence and cybercrime The NSB manages

national security rethted matters at the FBI

that this is ani bite

National Geospatial-Intelligence Agency NGA The NGA is component of DOD
It is responsible for preparing geospatial data ranging from maps to sophisticated computer databases

that are used primarily for targeting precision-guided weapons

http//www.nga.mil/portal/site/ngaOl/index.j spfrontdoortrue

National Reconnaissance Office NRO The NRO is component of DOD It develops and operates

the USGs satellite collection systems

http//www.nro.gov/

National Security Agency NSA NSA is component of DOD It is the USGs primary cryptologic

agency responsible for coordinating directing and collectIng SIGfNT

httpI/www.nsa.gov/

Last updated on 3/17/06

b7E
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US Army
http//www.army.mil/

Military Intelligence The US Army is an armed service component of DOD It is primarily

responsible for land-based military operations Its Military Intelligence branch is charged with

producing strategic specific mission-orientated and tactical intelligence for the US Army

Frequent CI Contact

Intelligence and Security Command INSCOM INSCOM conducts CI investigations for the US

Army

http//www.inscorn.arrny.mil/

US Na USN
http//www.navy.mil/

Naval Intelligence The USN is an armed service component of DOD It is responsible for conducting

naval operations around the World The USNs Naval Intelligence branch is responsible for producing

strategic specific mission-orientated and tactical intelligence for the USN

Frequent CI Contact

Naval Criminal Investigative Service NCIS NCIS conducts CI investigations for the USN and the

US Marine Corps

ID
http//www.ncis.navy.mil/

Last updated on 3/17/06
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US Air Force USAF
http//www.af.mil/

Intelligence Surveillance ailu Rcounaissance ISR The USAF i3 an armed service component of

DOD It is the aerospace branch of the US military The USAF TSR branch is responsible for producing

strategic specific mission-orientated and tactical intelligence for the USAF

Frequent CI Contact

Office of Special Investigations OSI OSI conducts CI investigations for the USAF

US Marine Corps USMC
http//www.usmc.mil/marinelinkJmcn2000.nsf/frontpagenews

Marine Intelligence The USMC is an armed service component of DOD It serves as an all-purpose

fast response task force for the US military The Marine Intelligence branch is responsible for

producing strategic specific mission-orientated and tactical intelligence for the USMC

http//www.quantico.usmc.mil/mcia/index.asp

US Coast Guard

Intelligence ElementThe US Coast Guard is component of DHS It is charged primarily with

protecting the public economy and environment of US coasts polls and waterways The US Coast

Guards intelligence element affords support to its operational elements and provides intelligence

collected through its port security counternarcotics and other missions to the USIC

http//www.uscg.mil/uscg.shtrn

Last updated on 3/17/06

FBIO4I 095

ACLURM042195



NOd cple

dvanced
ALL INFUPflATION CINTAITED

IPEIN IS TJSJCLASSIFIED

DATE 1vJ172O11 BY 65179 DB1JST1J

Coanterm telligence

Interviewing
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Advanced Counterintelligence

Interviewing

August 22-26 2011

Monday
800am noon

100pm 500pm

Welcome

Interview Techniques

Stress and Deception

Elicitation

ALL INFOPXATION CONTAINED

HEREIN IS UNCLASSIFIEI

DATE 1O172O11 DY 65179 DHEJ5TD

Tuesday

800am noon Statement Analysis

CI Interview Strategies

100pm 500pm Interviews

Wednesday

800am noon Espionage Interviews/Interrogations content

100pm 500pm Interviews

Thursday

800am noon Espionage Interviews/Interrogations method

100pm 500pm Subj ect Interviews/Interrogations

Friday

800am 930am Lessons Learned

h7E
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Advanced Couiiterinteffigeuce Interviewing

fl interäçtive course digned dºveopparticzpants CI interviewing and interrogation skills

Day

Participants wilil

Day2

Performance Objectives

b7E

In analyzing sthtemAnt nrfiinciiitc will

b7E

ParticiDants willi

Participants willi

Day3

Participants will listi

In group participants
willi

Day

Particinants will nrnre written intrrptinnlin
Participants will conduct an interview/interrogation of an esnionage subiecti

Thevwillthenl

ParticipØnts will identifl

After providing al

DUnniassdlscuss1onJjart1caPantS willII

b7E
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A$slments

Due Tuesday AM Due Wednesday AM Due Thursday AM Due Friday AM

Read Gestures

pp 228-231 re U.S Elicitation Results

Elicitation Results from class members
Skim Statement from the general

Analysis What Do public Return Elicitation

Suspects Words Really
Read Mistakes to

sheet with answers

Reveal
Mitigate Check any

that have applied to

you and be prepaied to

discuss in class
Course Evaluations

Table Talk Results
Browse

Reid Technique

complete pp 232-233 Travel Home Safely

Due Tuesday PM Due Wednesday PM Due Thursday PM

Self-evaluation green Interview Plan white

Progress Sheet yellow Self-evaluation blue

Progress Sheet yellow
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Advanced Counterintelligence Interviewing

Personal Progress Sheet

Name___________________________________

Personal Interviewing Strengths

Areas for Improving Interviewing Versatility

I1ntctw Areas of Improved Versatility

b7E

I1ntei1ew and Interrogation Areas of Improved Versatility

Final Comments on Your Own Interviewing Progress
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TTh

Name

Interviewing Seif-Evaluation

Interview

LI Interview Interview

b6

b7C

bE

TI

FBIO4I 101

Overall assessment ofyour interview
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Name
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Rapport

----___at4L
Three Levels of Rapport

44

5-

3.-.-

b7E

---

-1
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Types of Questions

FBIO4I 104
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Intercuitunel Skills

Rank in order the tn 10 Intercultural skills

lb
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ALL INWuPATI0J COflTAINED

hEREIN LThELAhIFIED

LATE 10 70011 351 L3i Ttb

OuestIonIncI TechnIcucs

The Magic Qiestion

Interview

conversatlo

with purpos

ROflOrt BiIdini
____________

Tfrpdctir

OUESTIONS TO AVOID
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Name

Detection ofDeception

Nonverbal

Truthful Deceptive

fl bal

Truthful Deceptive
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Truthfulness an Pception

ALL TEFOPflATI1 CONTAIED

HEPEIN PECLIFIEL
DATE 1O22O1 FT 5.179 PPE/Tr

Although interviewers cannot actually determine deception

they can learn to recognize subjects signs of stress caused by their deception

Nonverbal

Clues to Truthfulness Clues to Deception

FBIO4I 109
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Tr.thfulness and Dcceptio.ii

FBIO4IIIO

________________
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Elicitation method ofgaining desired information during normal conversations

without alerting the person providing the information

10 Elicitation Techniques

b7E
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Elicitation Exercises

Reminder

lb

b7E
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Statement Analysis

structured method of examining the verbatim words in an individuals

written or oral account to gain insight and to detect deception

Indicators of Veracity

Indicators of Deception

Areas of Insight

FB1041113
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IE

bii-guiidis1ah andte1eased

.thparking rk The car

plunged ditheräm into South

Caro1iEis Long Lake with her

sons Michael and Alexander 14

months strapped into their car

seats To cover her actions Susan

told police that the boys were ab
ducted at gunpoint launching na
tionwide search for the victims and

their abductor During the investiga

tion Susan
tearfully told reporters

My children wanted me They
needed me And now cant help

them Yet the boys father David

who believed Susansstory tfiºdtb

reasure her saying Theyre
okay Theyre going to be .hoine

soonZ.
Police subsequently airested

Susan for the murder of her chil

dren She was tried and convicted

and is currently serving life sen

tence in South Carolina correc-

tional institution

Many investigators use

technique called statement analy

sis to discern the truth in state

ments like the ones given by Susan

and David Smith In statement

analysis investigators examine

word independent ofcae façtst6

detect deption They also remain

alert fot inforiæation Omitted ahd

question ihy the suspect may have

done so Investigators then analyze

the clues unintentionally provided

by suspect and use this insight

during the subsequent interview

In the case of Susan Smith by

analyzing the statements made by

the victims parents one could con

clude that the father believed the

boys were alive and the mother

knew the children were dead The

key to this deduction lies in simple

English grammar specifically verb

Published by the Federal Bureau of Investigation U.S
Department of Justice Reprinted from the FBI Law Enforcement

Bulletin October 1996

Photo Bob Leverone
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THE TECHNIQUE
Statement analysis follows

two-step process First investiga

tors determine what is typical of

truthful statement referred to

as the norm They then look for

any deviation from this norm

tense The father referred to the Truthful statements differ from fab- analyze statement investigators

children in the present tense the ricated ones in both content and first need to examine the individual

mother tised the past tense Of all quality.3 parts of speech particularly pro-

times when the abducted cliii- Although spoken words can be noun tiouns and verbs and toes

dren really would need their mother analyzed investigators inexperi- tablish the norm for each If devia

she speaks of them in the past tense encedin statement analysis will find tion from the norm appears they

e.g They needed me The cliii- it easier to begin by examining writ- then should ask Why
dren cOuld no longer wailt or nd ten statrents Investigators cail

her because they were no longer make franscripts of oral statrneæts
Pronouns

alive Or even better they can have sus- Pronouns are parts of speech

This article gives brief over- pects write statement that details that take the place of nouns Corn-

view of statement analysis It ex- what they did from the time they mon examples of personal pronouns

aimnes four components of state- woke up until the time they went to include me you he she we they

ment analysisparts of speech bed This account provides totally
and it In statement analysis par-

pronouns nouns and verbs ex- untainted version of the day events ticular attention should be given to

traneous information lack of con- and increases the validity of the the personal pronouns and we
viction and the balance of the analysis

and allpossessivepronouns such as

statement Statement analysis is an aid that my otir your Ins her etc

word of caution is warranted can be used to obtain confession it

here There is much more to state- is not an end in itself Therefore
The Fionoun

ment analysis than what is provided whenever possible investigators
Investigators have noted that

in this article space limitations should analyze the statement before truthful people give statements us-

preclude incorporating other state- mterviewing the suspect mg the pronoun which is fist

ment analysis components such -person singulai Any deviation

the remaining parts of speech and IMPORTANT PARTS OF from this norm deserves close scm-

the numerous indicators of missmg
SPEECH tiny for it could be an mdication

information Parts of speech form the foun- that the person is not totally commit

Still anned with the informa- dation of statement analysis To ted to the facts the statement and

tion presented in this article mvesti

gators will be able to use these basic

techniques to gain insight into sus

pect prior to conducting an inter-

view By learning more about sus

pect and determining whether that $t1ePtpaIySi$
person is being deceptive they have provides investigators

much better chance of identify- with vitaibackgrouæd
ing the guilty party and gaining data anddetaisÆbout
confession

relationships to explore

during the intervieW

process

SpecialAgent Adams teaches stàterjient anaIysi apad of

interviewing and interrogation cburs at the FBIAOadam
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therefore is not telling the whole

truth

The following written narrative

begins with clear commitment
then shows detinite lack of

commitment

got up at 700 when my
alarm went off took shower

and got dressed decided to go

out for breakfast went to the

McDonalds onthe corner Met

man vho lives narby
Talked with him for few

minuts finished breakfast

and diovŒ to wdrk
The first four sentences of the

statement thaiŁli the nOrn of firt

person singularthe use of the pro
noun the next two sentences

show deviation because this pro
noun is missing from th statement

What caused the writer to stop using

the iiötth

Ahy Ænge in the tise of pro
nouns is significant and at this

point investigators should realize

that the statement now becomes

devoid of personal involvement

Could there be tension between the

writer and the man mentioned in the

statement9 During the interview

investigators should raw out spe
cifics about this relationship lode
tetinin if this part of the narrative

is really true or if the writer omitted

information

versus We

Because using the first person

singular pronoun is the norn for

truthful statements investigators

need to look for lack of the pro
noun and overuse of the pronoun

we which is first person plural

The following version of teen

ager account when asked to relate

what he did on Saturday evening

illustrates the norm

met four friends at the movie

theater watched movie then

stopped to get something eat

with them We had few

drinks at the baron the way
home stayed until just after

midnight Idrbvehome.

The following version of the

same account when contrasted with

the abäve state nent indicates devia

tioflfrom.thenonn

Weal1nietatthe movie

theater watched movie then

stopped to get something to eat

Wehad afew drinks at the bar

on the way home We stayed

until just after midmght We
each drove home

In statement analysis

investigators examine

words independent
of case facts to

dtctÆeption

Bºôàuse the seºónd statement

containS only ve Instead of the

expected norm which uses mostly

the investigator should wonder

why there is no individual involve

ment Perhaps the teenager hopes to

conceal something or at least to

avoid sole responsibility for some

act

The Pronoun We
In speech and the written word

linguists consider the shortest way

to say something as the easiest and

clearest way to communicate The

pronoun we is short clear way

to describe ones self and others af

trr proper intrndiictiori have been

made We also denotes together

ness it indicates relationship be

tween persons

Omission of the pronoun we
is significant particularly when the

individuals are spouses In the fol

lowing versions of an account of

events given by husband the first

statement indicates the norm the

second one denotes deviation

My wife afi4 Iere invited to

neighbórsSOth birthday

party We arrived at the
party

little late The party was still in

full hØnweleft fOr

home

My wife and were invited to

neighbor s50th birthday

party My wife and arrived at

the pafty littl1ae The party

was still in ftill swingwhen my
wife and left for home

The second statement reveals

distance between the husband and

his wife Once the husband intro

duceS his wife into the tatethent

using the pronoun we is the short

est way to communicate Yet the

husband avoids this word Why
Perhaps because there is no togeth

erness in the relationship

If later that night the wife is

murdered and the husband when

recounting the days activities pro
vides statement devoid of the pro

noun we investigators question

ing the husband should focus on the

couples relationship If the husband

admits to marital problems but ve

hemently denies any involvement in

FB1041116
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pronoun we to describe the as

sailant and herself

Because the pronoun we de

notes togetherness the investigator

reading we in an alleged rape

statement should ask if the viôtim

knew the aailafl apd if thy
were tdgethr- before the rap oc

curred If the victim deni this

there is reason to believe the state

ment is fabrication

Iii reports of abThiçtion the

use of -the pronoun ve alsO can

indicate that th vicifn may not

telling the whole truth Forexàmple

young woman who reported that

she had been abducted at slopping

center provided the following vrit

ten statement

parked and started getting

out of my car when white

male about 200 pounds feet

tall approached me and told me

to get
in the car or he would

hurt me He then got in the

back
got in the front and

began to drive He told me to

drive west on the highway He

asked me if had any money
told him no We drove for

about an hour During that

hour he hit me repeatedly on

the right sideof my face When

we got to the exit told

him had no gas He got

madand told me to get off

the exit We went straight

off the exit for about 4-5

miles He told meto turn

down the rststret on my
left We went down it

about 1/4 of.a mile He

told me to stqp lie dpened

the door both feet out

hit the and tôlc dff

walking quiókly Hetodk

off to the east of where

was parked After that

took off and lôt sight of

him

Investigators experienpecl in

statement analysis woii4 qiestion

the truthfulness of the adve decla

ration true abduction statement

when normed inçludps phrases

like He forced me to drive.. or

He made me gt off at the exIt...

Traatied victims who are tll

ing the truth do not use the proioun

we tO describe assailants and

themselves

Invcstigator concluded that tie

above stateinentrvealed deception

When interviewed the woman sub

sequently confessed that no abduc

tion occurred She was in fact with

man she knew

Possessive Pronouns

Possessive pronouns e.g my
our your his her and their reveal

the attachment that the writer or

speaker acknowledges toward

person or object suspect will

the death investigators may clear

him as suspect barring contrary

evidence However if-the husband

responds that the couple was very

close investigators should be wary
because statement analysis

reveals otherwise

shift from they to

we also is significant for

it reveals personal involve

ment In white-collar crime

cases the guilty person

who denies complicity may
find it difficult to keep
the pronoun we out of

statement completely In

such instances investiga

tors need to seaich hç
entire Writtefl statement

for w.Then durin the

interview they should fo

cus on the transaction de

scribed with we This

pronoun indicates that the writer

was involved

Another example of this shift in

the use of pronouns often can be

found in allegedrape reports In the

following two statements taken.from

rapeepprts the-focus on th pro
noiinwe

He.forced me into the woods

versus

We went into the woods

The first statement represents

the norm The second statement

which contains the pronoun we is

deviation from the norm
Veteran

rape investigators are

alert to the sudden appearance of

the pronoun we in victims

statement From their experience

interviewing rape victims they

have normed the rape viØtim to use

the pronouns he and not the
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change the pronoun or drop the

pronoun completely when opting

not to show possession or admit as
sociation with particular object or

pGiuiI F0 CAdlllplC as i.Jcüi

ing my gun was putting my gun
away The gun discharged

This person wanting to dis
claim ownership of the gun that dis

charged either accidentally or in

tentionlly sopped using the

possessive profioun my It PD

longer was .lis gun under his coh
trol it becad the gun

Another example can be found

in written statement made by
rsbn whose home burned to the

ground

Ileft my house right after

eakfast to join my friends at

the track for the day... dpy
back to my house rnadŁ afew

phone calls then went out to

dinner with Stan Thompson...
San dropped me off at niy

hOuse aimd 1000 AfteT

changed clothes lØftih

house to spend the night at
1sinToms.Aroidmjd.

hght we heard fire engines and

got up to see what was going

In this account after the writer

cOnsistently used the pronoun my
to describe his house he omitted

the pronoun the last time it was
mentioned Was it because the

house burned down and it was no

longer his house If so then this

change should have occurred much

later after midnight when the

writer learned that the house was

burning

Based on the statements made
investigators should question why
the switch in references occurred the

last time the writer was in the house

Was it because the writer had spread

accelerant on the floor of the house

Was the writer already giving up

ucssi bct..cjusc lic laJ ct tho

fire Just as arson investigators try

to discover if valuable possessions

have been removed from house

prior to fire those skilled in state

ment analysis look for the exact

poht at whichthe owner stops tak

ing possession by failing t5 üe the

pronoun my

Statement ahalyEis
is an aid that can be

vsed to obtain

confess/oh it is not

an Ond in itself

Nouns
Tiiis dehote persons places

tnd..things Yt take on dif

ferent ieanings depending .oCthe

individæal

When exariining the words used

by suspect the investigator needs

to note any changes because

change of language reflects

change in reality.4 If suspects
sub

stitute different word after using

one word consistently they tele

graph the fact that something in their

lives has changed Although lan

guage changes can occur with any

part of spcech they are observed

more frequently with nouns
In statement written by

suspect in homicide investigation

significant change in noun usage

occurred young man shot his wife

in the face with shotgun The

woman died instantly iind the hus

band claimed the shooting was acci

dental In.ctigators skd th rnn

to write statement of the events

that occurred during the day of the

shooting The husband wrote de

tailed statement using the noun

wife seven times to refer to his

wife He then wr6te

..I lost control of the gun
sensed that the barrel was

pointing inLoui.es drecon
and reacted grabbing at

the gun to get itback undr
control When did tliisth

gun discharged It went off

once and loOked Over nd saw

blood on Louises face

What caused the husband to

start using Louise hi wifes first

name Did this oçpur at asignificant

point in the narrative

Prior to this point ihvestigators

had normed the husband as using the

noun wife Whei the spouse went

to church with her husbaiid she was

mywife When heater.caTled to

her husband she was my wife

But when the barrel of the gun was

pointing .ji her direction and wher

there Was blood on her face two

critical pOints in the tàtement the

spouse was no longer referred to as

my wife She became Louise

Investigators have determined

that perpetrators find it nearly im

possible to admit to harming fam

ily member The husband in this

case could not admit that he had

killed his wife He removed the fam

ily relationship by substituting the

name Louise
The husband also failed to in

troduce Louise to the reader After
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using the noun wife seven times

the name Louise suddenly ap
pears The reader does not know

for certain who Louise is It only can

be assumed that Louise is the wife

but the husband gave no proper in

troduction such as my wife
Louise

The norm for healthy rela

tionships is proper clear introduc

tion But in tumultuous relation

ships introductions often are

confusing or missing completely

The lack of proper introduction

most likely indicates poor relation

ship between the husband and his

wife Knowledge of this prior to the

interview could assist investigators

in uncovering the truth

Verbs

Verbs express action either in

the past present or future In state

ment analysis the tense of the verb

-mr
The Mechanics of State Eii1r

iivstg scari-
condudit.apr1iminary

mehanid4l ieview of
An example of statement analyzed by an investigator

appears below

icompleting the following

1PronoünsCirc1ea1l

pronouns mhpatenussiri.g

ronoinsirrthfrnargin

2VerbsjJnceihneall

3NonUiidlme
---

missing

changes niTanguagiTi

ihØŒvenirig Łtªiled out riorrna1y

closed up äfter all the customers had

thdayjjcounted the moneyand

filled out deposit slip.Quvasthelast

one out scOset the alarm and locked

the doorsADrovetp the First National

Bank to.rnakedepositlfl

missing out o1par andhadØd to

the deposit box tall rnn

approaches white gjy around 62
omes out of nowhere

ahdtfl me to drop the bag.Nithihg

like this has

before.m veidarefül abOUtwhØre

ajark arid Whethº anygile is ârOuæd

Jropped the bag and froze right

wherwas The man grabbed the

bag and ran into the shadows

basically what happened

Before

12 lines

54%

Jit ºôUsihtorma- ---
tion Hgghhnformatr
that doenot answei1he

question alced What
hapened oWhatdiclyou
iti utü13 this

morning7

Lack of conviction

Bracket any words that---
indicate labkof conviction

Balance of statement

Divide statement into

before during and after

and check the balanc

During

lines

41%

After

line

5%
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is of utmost importance When ana
lyzing statements investigators
need to concentrate on the tense of
the verbs used In truthful state

ment the use of the past tense is

the norm because by the time

person relates the event it has

already occurred

For example the following
statement typifies the norm

It happened Saturday night
went out on my back deck to

water the plants It was almost

dark man r2in out Of the

bushes He caine ontO the deck
grabbed ffle and kckdme
down

The next statement shows de
viation from thenorm

It happened Saturday night
went out on my back deck to

water the plants It was almost

dark man runs out of the

bushes He comes onto the

deck grabs me and knocks me
down
The shift to present tense is sig

nificant because events recalled

frpm memory should be sttd by
using the past tehse The chaflge to

present tense Ould indicate decep
tion Knowing this an investigator

interviewing the victim of the second

statement is forewarned that the ac
count may be fabricated

The use of past or present tense

also is significant when
referring to

missing persons In such cases the

norm is to describe the person in the

present tense as in just pray that

Jenny is all right
When children are missing in

the parents hearts and minds the

children remain alive sometimes

long after the point of reason As

evidenced in the Susan Smith case

use of past tense almost immediate

ly after the alleged abduction

showed significant deviation from

the norm

EXTRANEOUS
INFORMATION

Extraneous information in

statement also can provide clues to

deception truthful person with

nothing to hide when asked the

question What happened will re
count the events chronologically and

concisely Any information given

that does not answer this question is

extraneous

Statements
contain wealth of

information far

beyond what the

sUspect or alleged
victim lAtends tornte

People involved in crimes may
feel the need to justify their actions

In such cases the information in the

statements will not follow logical

time frame or will skirt what really

happened They also may include

more information than is necessary
to tell the story In such instances

investigators should scrutinize this

extraneous information and ques
tion why this person felt the need to

include it

For example in homicide

investigation involving young
woman shot by her husband the

husband told police officers that he

was cleaning his gun when it acci

dentally discharged Investigators

then asked the husband to write

statement about his actions on the

day he shot his wife He provided

detailed statement writing at length

about the rust on his gun and pre
vious hunting trip He failed how

ever to describe fully his activities

on this specific day The amount of

extraneous information prompted

theinvestigator to view the husband

as suspect

LACK OF cONVICTION
Another important factor iii

statement analysis is pOrsoæs

lack of conviction When
analyzing

statement investigators should

note if the person feigns loss of

memory by repeatedly inserting

dont remember or cant

recall

They also should look tq se if

the person hedges during thenarra

tve by using uch .phrasØs as

thinkI lieliØve to the best of

fjkjOJOdc OrktidOf.hrse

phrases also called qualifiers serve

to temper the action about to be de

scribed thereby discounting the

message before it even is transmit

ted.5 Clearly the person giving the

statement is avoiding commitment
and warning bells should ring in the

investigators ears

The following is
transcript of

an oral statement of college Stu

dent who reported that man broke

into her apaftment at 330 a.rn and

raped her statement regarding

such traumatic experienc Id
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Crime

Missing

Persons

Arson

Norm

Jenny is such

wonderful

daughter

...drove back to my
house ..went out for

-dinner returning to

myhouse ..left my
house...

...they

invested .they

purchased...they

financed...

He forced me
into the car..

What to Look For

verb in past tense

soon after the

disappearance

The lack of

possessive

pronouns before

property is

burned

Deviation from Norm

Jenny was such

wonderful

daughter

...drove back to my
house...went out for

dinner returning to

my house. .left the

house...

.they

invested .they

purchased...we

financed...

We got into

the car...

-2

_4

----
_f__

Statement Anaiyj rn peóiflc Cr
conduct statement ana1ysisforä spcififiin

i.wha ithenorifi Any devthtionsfrom this norm a3 inte mvoln if tlTcfie

-1-I-

.1

--

White-collar

Crime

Abduction

Rape

The use of the word

.we-to describe

transaction

The use-of the word

we fbr-ässailant and

self and the language

used got versus

forced

brim with conviction which this up and he asked me if could gross
deviation from the expected

statement clearly lacks feel the knife normal reaction of terror

He grabbed me and held It is important to consider the
Another example of lack of con-

knife to my throat And when phrase kind of startled when viction can be found in written

woke up and was mean woke up Certainly this is not statement given by relative of

was really asleep and didnt normal reaction for woman who woman who mysteriously disap

know-what was going on and awakens in the middle of the night
peared Investigators asked the

kind of you know was scared to see an unknown man at her bed missing womans sister-in-law to

and kind of startled when and to feel knife at her throat recount the activities that took

woke up You know You The word terrified more appropri-
place on the weekend of the disap

know was startled and he he ately comes to mind Using the pearance After claiming memory

told he kept telling me to shut words kind of startled shows lapses and showing general lack
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of specificity the sister-in-law

ended her statement with

...that was about it These

were my actions on the week
ed to the best can rc.call

Any investigator reading the above

statement should seriously question

whether the events were described

accurately and completely

BALANCE OF THE
STATEMENT

statement given by suspect

or an alleged victim should be exam
med by investigators for overall bal

ance Statements should be more

than just series of details They
need to sound like an account of the

event

truthful statement has three

parts The first part details what was

going on before the event occurred

ft places the event in context The

second part describes the occurrence

itself i.e what happened during the

theft the rape the fire etc The last

part tells what occurred after the

event including actions and emo
tions and should be at least as long

as the first part

The mote balanced the three

parts of the statement the greater

the probability that the statement

is true.6 statement containing

the same number of lines in the

before during and after parts i.e

33 1/3 percent in each part indi

cates truth although some degree

of variation from perfect balance

can be expected

If any part of statement is in

complete or missing altogether then

the statement is probably false The

following breakdown of statement

written by man whose home

burned shows deviation too great

from the balanced norm The man

provided 56-line account of

what happened that day divided as

fcIIc

BEFORE the fire

33 lines -59.0%

DURING the firs

ldlines-28.5%

AFTER the fire

lines 12.5%

Parts of speech
form the foundation

of statement

analysis

Investigators concluded that the

above distribution indicates decep

tion because the three parts of the

statement are clearly out of balance

The before section is too long and

the after section is too short

Examination of the statement

revealed that in the first part the

writer provided too much informa

tion totally unrelated to the fire

This signaled the investigators to

ask themselves Is the writer stall

ing or trying to justify his actions

Also the statement contained

sparse information on what hap

pened after the fire and lacked any

indication of emotion There was no

sign of anger shpck or sense of

loss The writer who showed no

cpncern about the consequences of

the fire ultimately confessed

to setting it

CONCLUSION

Statements contain wealth of

information far beyond what the

suspect or alleged victim intends to

communicate i-ortunately investi

gators can use this information to

their benefit

Statement analysis provides

investigators with vital back

ground data and details about

relationships to explore during the

interview process It also can de

termine whether the intent of the

statement is to convey or to con

vince that is to convey the truth

or to convince through deep
tion.7 Armed with this knowledge

investigators can enter the interview

room with increased confidence to

identify the perpetrator and gain

confession
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Research Forum

bile reporting her abduction from shop

ping center parking lot young woman
described seemingly implausible events to re

sponding officers When they asked her to recount

everything that happened however she described

the smell of motor oil on the assailants hands Her

inclusion of such unique sensory detail as

specific smell alerted the officers to the
possibility

that the allegation as improbable as it appeared

might be true Further investigation confirmed that

the victim provided truthful account

Investigators frequently focus on indicators of

deception to determine whether suspects or

victims account of criminal incident is truthful

or deceptive Often however they overlook indi

cators of truthfulness or veracity2 in the process
To study the relationships between veracity and

features of written statements the authors exam
ined 60 narratives written by suspects and victims

The authors found three features of the state

mentsthe length of the criminal incident section

the presence of unique sensory details and the

inclusion of emotionsthat accurately discrimi

nated truthful statements from deceptive ones

Length of Criminal Incident Section

Suspects and victims depicting criminal inci

dents typically inclurie infonnation preceding and

following the description of the incident itself

Because of this investigators can divide written

statements into three sectiOns the introduction the

criminal incident and the conclusion The intro

duction established the context of th crime by

providing details of when and where specific ac
tions occurred The criminal incident section an
swers the questions of what happened bow the

crime occurred and who was involved The con

cluion portrays th individnal actions fhllowing

the crime such as calling 911 crying or shaking

Iii calculating the length of each section in

statement the first word of the statement marks the

beginning of the introduction The point in the

statement where the criminal incident begins also

determines the end of the introduction The conclu

sion starts when the criminal incident section
stops

and then continues to the end of the statement The

following quotes from robbery statement ifius

Irate these three sections

Introduction

My husband and were sitting in the first

booth on the right as you come into the

restaurant

Criminal incident

heard loud bang like flreracker and

shouts to lay down on the floor and knew

the restaurant was being robbed saw two

men with ski masks The taller man had

rifle or shotgun

October 2004

Are You Tell/Ag Me the Truth
indicators of Veracity
in Written Statements
By Susan Adams Ph.D and John Jarvis Ph.D
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conclusion

We stayed under the table until the police

came

In this statement the introduction section be-

gail with the first word The criminal incident sec

tion started when the restaurant patron described

hearing the loud bang of gunshot because at this

point law enforcement authorities would inter

vene.3 This section continued until the description

of the robbery ended The conclusion section

followed with description of

the actions occurring after the

robbery

Investigators actually can

draw border around the crimi

nÆl incident section By simply

glancing at the entire written

statement they can see the rela

tive length of the criminal inci

dent section Those desiring

more accurate technique for ex

amining the balance of the state

ment can calculate the worcl

count percentage of each

section by dividing the total number of words in

the statement into the number of words in each

section Through examination of the word-count

percentages of the three sections of written state

ment investigators can determine the relative

lengths of each section

When individuals provide written statements

about criminal events the incident section should

contain the greatest percentage of words because it

constitutes the focus of the statement Individuals

who provide much longer introduction than

criminal incident section may be delaying the dis

cussion of the incident by fcusing on previous

actions reference to the length of introductions

appeared as eatly as 104 to 63 B.C in one of the

Apocryphal books which relates the history of

Judas Maccabeus prefaced by verse from

Maccabees 232 At this point therefore let us

begin our narrative without adding any more to

what has already been said for it would be foolish

to lengthen the preface while cutting short the

history itself.4 The suspect or victim who length

ens the introduction while cutting short the crimi

nal incident section may be revealing the likeli

hood that the statement contains deception

missing person case can illustrate the value

of examining the relative lengths of the statement

sections man called 911 to file missing person

report He stated that he dropped off his wife for an

early moriilng jog and she had

not returned by th afternoon

Investigators asked the husband

to write down what happened

He could have focused his state

ment on his wifes departure

her normal running route and

his frantic attempts to locate

her Instead the husband con
centrated on what happened be
fore he discovered that his wife

was missing He wrote at length

about arguments that the couple

had in the days preceding his

wifes disappearance resulting in the introduction

containing 82 percent of the total words in his

statement An examination of the three sections of

the statement revealed an extremely short ctiminal

incident section compared with such lengthy

introduction In fact the description of the criminal

incident the discovery that his wife was missing

used only percent of the total words with the

conclusion accounting for the remaining 11 per

cent The brevity of the criminal incident section

indicated that the husbands statement lacked criti

cal information For example he failed to mention

any search for his wife or any phone calls to her

friends and relatives His later admission of stran

glmg his wife during an argument confirmed the

lack of veracity in his statement

Analysis of the 60 statements in the authors

study revealed positive statistical relationship

FBI Law Enforcement Bulletin

Suspeàts and victims

depicting cilrn3nal

iflcidents typically

include inforrnàtioæ

preceding and following

the description the
incident itself

FBIO4I 124

ACLURM042224



ALL INFOPXATION rnwrAIuED

between the percentage of words in the criminal

incident section and veracity The criminal inci

dent sectionthe essence of the stateinentdi

i-ectly answers the question What happened
Statements with an unusually long introduction

followed by short criminal incident section in
form investigators that the writers did not concen
trate on the primary event the criminal incident

Therefore focused interviews with the writers of
such unbalanced statements may help investigators

uncoer vital missing information concerning the

crime

Presence of Unique Sensory Details

second relationship that the authors found

between veracity and features of the examined

statements involved the inclusion of unique sen

soiy details Such information recounted by sus

pect or victim includes detailed depictions of the

five sensory perceptionssight sound smell

taste and touch In an assault case for example
truthful victim might describe the alcoholic smell

of an assailants breath or the rough feel of his

callused hands Unique rather than generic

descriptions acid to the specificity of the sensory

details The following excerpts from truthful

statements illustrate unique sensory details in the

five sensory categories

Sight looked back and saw that the car was

in total flames

Sound heard very loud thud

Smell had to change her diaper cause she

smelled awful

Taste It was so bitter that couldnt drink

it

Touch The window blew out and felt heat

on my face

Studies contrasting truthful experienced

memories with false or constructed ones have

shown that the experienced memories contain

more sensory information.5 Similarly in studies of

oral statements researchers have found that truth

ful accounts include more details than deceptive

ones.6 When the authors examined sensory details

in the 60 written statements they also found

positive statistical relationship between the pres

ence of sensory details and veracity Overall the

truthful statements contained specificity of sen

sory details not found in the deceptive ones

In examining sensory details investigators

must consider whether an alleged victim or

October 2004

Research Overview

he authors selected 60 statements written by suspects or victims during the investiga

tion of violent crime and property crimes They chose this number based on the know
ledge that research results tend to stabilize after 30 observations Therefore they used 30

statements that Investigators concluded were truthful and 30 that investigators founddecep
tive The investigators determined veracity or deception throqgh the conviction by judge
or juty overwhelming physical case evidence or corroborated confession by the offender

For many of the statements all three conditions applied

In choosing the 60 statements the authors considered six selection factors clear case

resolutions open-ended instructions legibility original language not translated into

English redundancy by individual and redundancy by incident They used each selection

factor to eliminate as many potential confounding factors as possible Once they had

selected the statements they had them typed for computer-searching purposes
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suspect provided the statement One written by

falsely alleging victim may reveal lack of sensory

details because the person could not perceive any

sensory data from fictitious incident statement

written by deceptive suspect may disclose the

same lack of sensory details but for different rea

sonseither to avoid providing truthful account

that would implicate the writer or to refrain from

supplying detailed false information that compe
tent investigator could refute The location of the

sensory details within state

ments also can provide clues to

investigators In the examined

statements the authors found

positive relationship with ve

racity and sensory details lo

cated within the criminal inci

dent section of the statements

whereas no statistically signifi

cant relationship existed be
tween veracity and sensory de
tails in the introduction In the

criminal incident section of

bank robbery getaway drivers

truthful account she described

dye pack exploding as the car left the bank

including snsory details of sight sound and

touch

heard three pops sound and the car started

to fill with red smoke sight couldnt see

sight and was having hard time breathing

touch started to cross over the yellow line

touch/sight and he yelled at me to calm

down sound finally pulled over to the side

touch When opened the door fell out

touch because was choking and having

hard time breathing touch

Deceptive writers as well as truthful ones

included sensory details in the introductions of the

examined statements The deceptive writers may
have provided truthful information in this part of

their statements The sensory details may have

represeilted accurate recall of events that preceded

the criminal incident An introduction filled with

sensory details followed by criminal incident

section devoid of such details however should

alert the investigator to scrutinize the statement

For example woman reporting an assault re

vealed decreasing amount of sensory details She

describedspecific details about her actions before

the assault occuned But she filled the criminal

incident section with vagueness and equivocation

rather than with sensory details She wrote some
one instead of tall man

wearing black ski mask and

sort of poked weapon in

stead of jabbed the girn into

my neck Suspects or alleged

victims who include sensory

details in the introductioni but

not in the criminal incident

section should receive care

fully planned follow-up ques

tioning to explore why they

omitted such critical details

from the most important part of

their statements

The presence of sensory

details indicates an increased likelihood that the

detailed part of the statement is truthful Other

parts of the statement however may not be totally

tmthful As an example young man admitted that

he burned his car for insurance reasons He

provided the following written statement which

began with sensory details but ended with vague

equivocal description and three examples of the

negation wod not

turned off the hard-top road got out of the

car and left it running touch reached in

and dropped it in gear steering it over the bill

touch The car went way over an embank

ment sight walked down and shut the car

off touch removed the keys and soaked

the whole car in gasoline touch took

cigarette lighter and lit it touch took off

back up the steep hill touch

10 FBI Law Enforcement BuIIeUn

ThrOUgh exathination
of the word-count

percentages of the hree
secttons of written

statement investigators

can determrne the relative

lengths of each sechon
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caught ride with someone vague and

equivocal on the hard-top road but Im not

sure negation lack of knowledge who it

..ac Im not rure negation lack of knowl

edge where went right after that but

ended up at my house really dont remem
ber negation lack of memory much more

than what Ive told you
The detailed

part of the statemint gave truth
ful account of car arson In the remainder of the

statement however the owner omitted sensory

details such as the descriptions of the person who

gave him ride and the vehicle

He used equivocation and nega
tion to avoid supplying com
plete account of the arson Fur

ther investigation revealed that

friend had followed the suspect

to the arson site and provided the

ride home

Inclusion of Emotions

The final part of the research

involved .examining the relation

ship between veracity and the in

clusion of emotions in the 60

writtŁn statements An emotion

is defined as physiological change from homeo
stasis experienced in strong feelings such as fear.7

Researchers have categorized emotions into eight

main families fear anger sadness enjoyment

love surprise disgust and shame.8 Each emotion

family includes range of similar emotions th.t

evokes the same physiological responses For e..

ample fear emotions range from anxiety and ap
prehension to fright and terror.9

Memory studies have revealed that the recall of

experienced events includes more affective infor

mation such as emotional reactions than the reball

of created events0 In oral statements researchers

have found emotional experiences present in truth

ful witness accounts but not generally in con
structed ones

victim of quickly occurring traumatic event

may not be aware of emotions until the trauma

ends when the emotions flood into consciousness

9ch ernotionc therefore may appear in the

conclusion of statement Truthful victims may
include specific descriptions

of fear anger embar

rassment or shock in their conclusions2 Because

emotions in the conclusion reveal the crimes ef

fect on the writer the presence of emotions may

provide clue that the event actually was experi

enced not fabricated As an example the baiik

robbery getaway driver wrote that she was ner

vous and scared and heard

gun shot and jumped because it

scared me The descriptions of

fear in her written statement indi

cated that the incident described

likely did happen
In the authors study theex

amination of emotions in the con

clusions proved moreinformative

than in either the introductions or

the criminal incident sections

The conclusions of statements al

low victims and suspects to react

to what previously has happened

After truthfully describing being

raped victim included this sentence in her con-

elusion was hysterical and locked all the doors

By noting any references to emotions in the con

clusions investigators may gain valuable
insight

to how crimes emotionally affect victims and

suspects

The inclusion of emotions in statements ap
peared to differ with the specific type of crime

When the authors examined all 60 statements they

found weak positive relationship between verac

ity and emotions in the conclusion sections They

found the strongest and most significant relation

ship between veracity and emotions in the conclu

sions of homicide statements Suspects and wit

nesses writing about murder incidents might be

expected to be more emotionally involved than

October 2004 11
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those writing about crimes of less serious nature

because homicides involve loss of life of the victim

and loss of freedom or life of the offender

witness to homicide wrote in his conclusion

was scared out of my mind

Conclusion

Instead ofrelying solely on indicators of decep
tion to discern truthful statements investigators

also can gain insight from indicators of veracity.

Overall the authors study of 60 written statements

revealed three clues to veracity

In truthful statements the criminal incident

section was typically the longest of the state

ment This did not hold true for many of the

deceptive statements exam-

med7 which had longer

introductions

Truthful statements jl

eluded more unique sensory

details than deccpti.ye ones

particularly in the criminal

incident sections

In the conclusions of many
truthful statements writers

described their emotions

especially in serious crimes

such as homicides

Although these three dimensions only indicate

the likelihood of veracity the inclusion of unique

sensory details and emotional reactions can alert

investigators to the possibility of truthfulness in

writtun accounts The absence of sensory details

particularly in Conjunction with relatively short

criminal incident section can serve to identify ar

eas of statements needing additional probing dur

ing interviews of suspects and alleged victims

Statement analysis techniques provide insight

to areas of veracity and deception within written

statements Statement analysis is not an end in

itself but oniy means to an end the end is the

discovery of the tnith

Endnotes

Susan Adams7 Statement Analysis What Do Suspects

Words Really Reveal FBI Law Eiforcemetu Bulletin October

1996 12-20

Veracity is definecLas information that can be verified as

being accurate In this article the authors usc the mrins rrutful

ness and veracity interchangeably

Don Rabon Investigative Discovrse Analysis Durham NC
Carolina Academic Press 1996

B.M Metzger and R.E Murphy eds The New 0ç/brd

Annotated Bible with the Apociyphal/Deuterocanonical Books

New York NY Oxford University Press 1991 232

Marcia K. Johnson Mazy Ann Foley Aurora Suengas

and Carol Raye Phenomenal Characteristics of Memories for

Perceived and Imagined Autobiographical Events Journal of

Experimental Psychology 117 no 1988 371-376

Andrew Parker and Jennifer Brown Detection of Deception

Statement Validity Analysis as Means of Determinizig Truthful

ness or Falsity of Rape Allegations

Legal and criminological Psychology

2000 237-259

P.B Dove ed Websters Third New

International Diclionaty of the English

Language Unabridged Springfield
MA

Merriam-Webster 1993 742

Daniel Coleman Emotional

Intelligence New York NY Bantam

1995
Ibid

Supra nate

Arne Trankell leliability of

Evidence Methods for Analyzing and

Assessing Witners Statements Stockholm

Sweden Rotobeckrnan 1972 and

Udo Undeutsch The Development

of Narrative Reality Analysis in Ynille ed Credibility

Assessment London United Kingdom Kiuwer 1989 101-119

John .Kaster Interviewing Witnesses and Statenent Analysis

1999 unpublished manuscript and A.vinoam Sapir Scientf Ic

content Analysis Phoenix AZ Laboratoiy for Scientific

Interrogation 1987

Dr Adams now retired was formerly an FBI special agent

instructor in the Law Enforcement Communication Unit at the

FBI Academy
Dr Jarvis is research specialist in the Behavioral Science

Unit at the FBI Academy

The authors express sincere appreciation to all who submit

ted statements for inclusion in this study This research and

similar projects rely upon the vital assistance that law

enforcement officials provide

12 FBI Law Enforcement Bulletin

In examining

.esordetails
investigators must
cbæsider Whether an

alleged victim bra

suspect provided the
statement

FBIO41 128

ACLURM042228



Case Study

Statement Analysis of Nouns

Beyond the Words Asher Levin used two interesting nouns in

By Susan Adams Ph.D his quote story and child Nouns name persons

places and things Examination of the choice

of nouns used can rpvp1 iiicht to n.ccjst

storys never changed Levin investigators

said from thedefense table The noun story
is worth scrutinizing iDecause

did not hurt that child Asher Levm was con- the word may descnbe created tale Investiga
victed of hoimcide in the death of 3-year-old tors need to know the context of the commumca
Katelynn Frazier who lived with her mother and tion particularly the question that prompted the

Levm Levins comments from the defense table responsejf an investigator asks an innocent

durmg his sentencing hearing provide fascmatmg individual Did your story ever change the

insight to law enforcement professionals Why person might respond My storys never
would Leviu describe his account of Katelynns changed Due to the influence of the inter-

injuries as my story What does it mean when viewer respondent might repeat words heard
Levm focused on the fact that his story never InLevins case however he responded to ajudge
changed Why did Levuirefer to the brutal askm if he had anything to say at the sentencmg
beating death of Katelynn with the minnmzing hearing Levin chose the word story with no
verb hurt Finally what could it mean when contammating influence from questioner
Levin calls Katelynn that child My storys never chaflged is very different

The process of analyzing statements knoa statement from told you what happened
as statement analysis is the examination of the

Investigators would not expect truthful defea
verbatim words used by suspects and alleged dants to focus on the lack of change their

victims to gain valuable
insight for planning stones as truthful accounts do no change Re

interview strategies Linguists emphasize the counting the truth consists of straightforward

importance of studying the words onarratives and simple process because it draws directly froni

trusting the text and being open to what the memory Conversely deceptiye account must
words may reveal We should not impose our be retold carefully to avoid any disŁrepancies
ideas on it We should accept that large part of with information previously provided For ex
our linguistic behavior is subliminal and there- ample in another case young man reported
fore we may find lot of surprises Asher that an assailant stole money from him as he
Levin revealed rich information in his short

attempted to make deposit in abank mght
quote If investigators remain open to what words deposit drawer In his written sateineftt the

reveal they indeed may discover surprises that alleged victim wrote that he already had told our
will aid their investigations. story to the responding officer The examination

Although statement analysis encompasses of the words in this case revealed not only that

numerous linguistic and structural elements this the account was fictitious but also that second
case study is limited to the three elements evident individual was involved in orchestrating the
in Asher Levins brief quotenouns verbs and fictitious robbery
adjectives Individuals choose their own words to second interesting choice of nouns in Asher
describe their accounts of events These words Levins quote is the word child Levin could have
already exist in their minds What can the choice used the girls name Katelynn but chose not tO
of words reveal

It would be important to explore what the less

22 FBI Law Enforcement Bulletin ______________________________________________________________________
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personal word child means to Levin Does it

indicate
relationship

that lacks personal warmth

and caring

Choice of Verbs

Verbs are action words such as hurt Levin

chose the word hurt tO describe beating injuries

to 3-year-old girl so severe that she dieth This

represents an example of

minimizing by lessening the

severity of the crime Mini

mizing siords can indicate

increased separation from an

individuals actions.5 When

minimizing verbs occur iii

parts of statement that

should be of
greatest intensity

they desetve further explora
tion during follow-up inter

views with suspects and

alleged victims the case of

Katelynn.repeated bruising

was evident Katelynns

mother whO pleaded guilty for fa1liig tQpfotct

Katelynn from Leviris continuedabtwa
sentenced to 10 years inprion.6 Levin Wa
sentenced to 18 years in prison and an additional

years of state supervision.7

Linguists emphasize
the importance of

studying the words of

narratives trusting
the text and being

open towhatthe

words may reveal

explore his relationship with Katelynn Subse

quent investigation in this case revealed that

Levin was not close to Katelynn as he continually

neglected and abused her

Conclusion

Scrutiny of spoken and written words an
reveal valuable insight toward an understanding

of the narrator The insight

gaiied from examining the

hbicØ of Words in sispects

and llegd rictiitis tate

ments dan help veStigators

prepare effectFvØ iiiterviwing

strategies to lead them to the

fruth

Endnotes

Patricia Davis Man Gets 18 Years
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Test Analysi- ed Coiilthard.London UK Rout1edO.1994

For additional iiformation Sandoval

Strategis tAvoid nteyinw CotaminatioæFBI Law

Enforcement Bulletin October 2003 1-12

MOrton Wiener and Albert MehrabianL6nguage Within

Language Immediacy channel in Verbal Commühicalion

New York NY Appleton-Century-Crofts 1962

Supra note

Supra note

Supra note

Choice of Adjectives

Adjectives modify nouns and pronouns thus

providing additional information for investiga

tors Asher Levin described Katelynn as that

child Linguists designate the adjectives that and

those as spatial variations which reveal space

placed between the narrator and the referenced

person or object.8 Investigators recognize this

technique as an example of distancing Levins

quote provides insight that he figuratively placed

Katelyn.n at distance rather than in the immedi
ate area closer to him Investigators could use

such insight during the interview of Levin to

Special Agent Adams teaches graduate course in

statement analysis at the FBlAcademy
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CI Interviews Things to Think About
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CI Interviews

Iinte1iew topics/questions
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Blow Well Do You Know Your Subject

QENERAL BIOGRAPHIC

FAMILY HISTORY

b7E

RELIGION
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EDUCATION

MARRIAGE AND FAMILY

b7E

EMPLOYMENT
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MILITARY SERVICE

FINANCIAL SITUATION

RESIDENCE
b7E

HEALTH
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PHYSICAL CHARACTERISTICS AND PERSONAL APPEARANCE

b7E

HOBBIES AND INTERESTS

FBIO4I 136

ACLURM042236



BEHAVIOR

b7E

VEHICLE AND DRIVING STYLE
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THOUGHT PROCESSES

b7E

ASSESSORS IMPRESSIONS
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Interview Practical Logistics

b7E
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Mistakes to Mitigate in Espionage Subject Interviews

Planning

b7E

Issues To Consider

FBIO4I 140

ACLURM042240



Types of Ouestions

Interaction With the Subject

1b7E

People
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ESPIONAGE STATUTE 18-794a

Whoever with Intent or reason to believe that it is to used to the injury of the

United States or advantage of foreign nation communicates delivers transmits..

or attempts. .to any foreign government or faction party military or naval force

within foreign country whether recognized or unrecognized or to any representative

officer agent employer subject or citizen thereof either directly or indirectly

information relating to the national defense

Elements of the Espionage Statue

Transmittal

National defense information

To foreign nation or agent thereof

With intent to harm the US or aid foreign nation
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ESPIONAGE STATUTE 18 794a

WHOEVER

WITH INTENT

OR REASON TO BELIEVE

THAT IT IS TO BE USED

TO TUE INJTJRY OF THE UNITED STATES

OR ADVANTAGE OF FOREIGN NATION

COMMUNICATES DELIVERS TRANSMITS.. OR ATTEMPTS

TO ANY FOREIGN GOVERNMENT OR FACTION PARTY MILITARY OR
NAVAL FORCEWITifiN FOREIGN COUNTRY WIIETBIER RECOGNIZED
OR UNRECOGNIZED

OR TO ANY REPRESENTATIVE OFFICER AGENT EMPLOYER SUBJECT
OR CITIZEN THEREOF

EITHER DIRECTLY OR INDIRECTLY

INFORMATION RELATTNT TO TTR NATIONAL flF1NS1
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Salient Interview Questions for Espionage Interviews

The fo11owin interview uuestinns net-lain tn esninnc3cre interviews1

b7E

b7E
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Show Stopper Questions

You MUST have answers for these questions and any others that may be particular to your case

before you begin your interview Rehearse out loud

b7E
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KEY SHOW STOPPER QUESTIONS TO ANTICIPATE
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Interviews
nfl

Interrogations

b7E
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Bj WM.L STrJoui..StaffReporler

When twoL agents first began ques
tioning Ronald Pelton on Nov 24 1985 It

was clear their task wasnt going to be

easy You have got no case Mr Pelton

said You cant gt your witness back

and you have got no documents
He had point Vitaly Yurchenko of the

KGB the man who had told the FBI of

spy code-named Mr Long had by this

time defected back to the Soviet Union and

was In Moscow And Mr Pelton hadnt

stolen any National Security Agency docu

ments to give the Soviets

In fact at that point the FBI didnt even
have grounds to arrest Mr Pelton much

less enougb to convlct him But bit by bit

In an example of the bureaus interroga

don technique the agents got enough de
tails from Mr Pelton to convince federal

jury he was guilty of espionage
The FBI planned the interview for-a

Sunday morning at The early hour left

plenty of dine and Mr Pelton would be at

work a.lone with nobody else around to of

fer him advice

At what was to be the interview site the

Annapolis Hilton the agents rented several

rooms One would serve as headquarters

another held polygraph machine that

could be used it wasnt and third was

for the questioning

The chair where Mr Pelton was to be

seated faced away from the window so he

wouldnt be distracted To promote friend

liness and openness there were coffee and

doughnuts on hand

Afl IflVltZtlOfl

Then in what was Mr Peltons first in

dication that he was suspect FBI agent
David Faulkner simply phoned and asked

him to come to the hotel to discuss an ur
gent matter Mr Pelton complied Then

Mr Faulkner and agent Dudley Hodgson

sat down with the suspect and Mr Faulk

ner recounted story about an individual

clearly Mr Peltonwho he said had been

reared in Benton Harbor MIch worked

for the NSA and visited with the Soviets In

their embassy The agents then played the

tapes of Mr Peltons calls to the embassy
And they showed photo of Mr Yurchenko

to Mr Pelton who according to later FBI

testimony shrank away from It Fl-

nally In casual way the agents asked

Mr Pelton to complete the story
Mr Pelton denied that the voice on the

tape was his Agent Hod gson said It clearly

was and asked if he would be willing to

take polygraph test on that point right
now Mr Pelton gave no answer

The agents pressed him again present

ing themselves as the good guys They
said they believed Mr Pelton might coop

erate move that would forestall the bu-

reaus sending teams of agents to inter

view everyone Mr Pelton knew including

his employer Their superiors wanted to

proceed with broad Interviews Immedi

ately they said only cooperation by Mr

Pelton could stave that off

Whoever .was involved in this busI

ness would be crazy to make any state

ments without having an attorney Mr
Pelton responded according to his own tes

timony later He testified that at that point

he dIrectly a.cked for lawyer Mr Faulk

ners testimony disputed that account

Mr Pelton Is appealing his conviction

contending that he didnt make his state

ments voluntarily and that the FBI agents

should have formally advised him prior to

any Incriminating statements of his right

to have an attorney and remain silent The

pi-osecution argued that Mr Pelton offered

bits of Inlormation to the interrogators as

bal-gaining chips trying to win gum-an-

tee against being prosecuted

Ambassadors Digs

Stymied temporarily the FBI agents

shifted the topic They asked Mr Peiton

sympathetically about his financial trou

bles and he poured out his tale of bank

ruptcy According to his later testimony

one agent casually asked Without com
mitting yourself about how much money
was involved

Mr elton said he got S35000 from the

Soviets The agents asked for the dates

When he said payments were made In Vi

enna he was asked about the trips there

Mr Pelton responded with colorful detail

Including how he was housed in the rØsi

dence of the Soviet ambassador to Austria
much to the Irritation of the ambassador

who had to vacate the apartment
In the early afternoon Mr Pelton had to

leave to keep an engagement with his

woman friend But as requested he re
turned to the Hilton by 1044 pm

The agents sought to learn whatinfor

mation Mr Pelton had given the Soviets

as prosecution would require showing po
tential harm to the U.S Mr Pelton balked

saying he wanted guarantees against

prosecution The agents said that was up to

their superiors

Next after saying that they knew about

the undersea tap the agents gave Mr Pel

ton map and asked him to circle the area

where he had told the RussIans the U.S
had tapped in Mr Pelton drew circle

He said he had chosen this project-to de
scribe to the Soviets when he first walked

into the embassy because they could easily

and quicklY understand its value

At this point the FBI agents read Mr
Pelton his legal rights including his right

to an attorney He also signed statement

saying that do not want lawyer and

that no promises or threats have been

made to me

E.. AD

E.c AD

.c AD

11 Dir

Ad.

Cr1.

innp

int.Il

LL
L.9t

off C_

R.
T.ch

The discussion became harsher As Mr
Pelton described It in later testimony
The questions were rapid-fire one ques
tion another question another ques
tion

Mr Faulkner wanted Mr Pelton to say
whether he believed his disclosures would
hurt the U.S another element necessary

to prosecution Mr Pelton hesitated but

according to FBI testimony finally agreed
that in general yes the disclosures would
be harmful

By 1150 p.m it was over The FBI

agents snapped handcuffs on Mr Pelton

and took him to jail

The WashlnQton Post _________

The WashinQton Times _________

Daily News New YOrk

The New Yofic limes ______
The Wall Street Journal

The ChIcago Tribune __________

The Los AnQeles limes _______

The Christian Science Monitor

USA Today

Interrogation of Peltcrn Was Skilled

But It Also Is at Issue in His Appeal

Date _3-/7-V
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Pelton Spying

Conviction

Is Upheld
United Press International

RICHMOND .De 21A fed

eral appeals court today upheld the

espionage conviction of Ronald

Pelton former National Security

Agency employe found guilty of

spying for the Soviets

Pelton who was paid more than

$35000 for classified information

on NSA operations he provided the

Soviets between 1980 and 1983

argued that statements he made to

theL concerning the spying op
eration should have been excluded

from his trial in U.S District Court

in Baltimore

Pelton contended that he made

statements detailing the operation

because the agents led him to be
lieve he would not be prosecuted

but would be employed in coun

terintelligence operation

He also argued that there was

insufficient evidence to support his

conviction of attempted espionage

conviction based on an aborted

attempt meet with the Russians

again in 1985 in Austria

Pelton who was sentenced to

three life terms plus 10 years also

contended the District Court could

not have admitted evidence ob

tamed under the Foreign Jntelli

gncP Stirvpilkrnci Act

Judge Harvie Wilkinson writ

ing for the three-judge panel

turned aside all three arguments

We cannot credit Peltons claim

that he believed the agents prom
ised leniency and assignment as

double agent Wilkinson wrote

Far from promising him assign

nient as double agent the FBI

told him not to recontact the Sovi

ets The record is clearand Fe
ton acknowledgesthat the agents

consistently refused to give any

guarantees

On the attempted espionage con

viction Pelton had maintained it

should be thrown out because he

did not know exactly what informa

tion the Soviets were seeking when

he made the trip to Vienna claim

Wilkinson also rejected

This ignores Peltons entire mode

of operation the judge wrote Fe-

tons past acts of espionage had not

involved the simple transmission of

documents Rather Pelton contacted

the Soviets and allowed them to ask

him çjüestions on matters that were

of interest to them
In reviewing the constitutionality

of the Foreign Intelligence Surveil

lance Act the appeals panel found it

was used properly in garnering in

formation about Peltons acthrities

Pelton 46 worked for the NSA

for 14 years as technician Shortly

after he quit he made contacts with

Soviet agents to sell classified in

formation about the agencys elec

tronic eavesdropping programs

.c AD

E..c AD I..

E.c AD LE

Aii
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The WashntO Post ___________

The Wa.z.binglOIl
Times __________

Daily News New York

The N.w Yod Times _________

The Wail Street Journal _________

The ChcaQO Tribune

The Los Anele5 Times __________

The Christian Science Monitor

USA Toy
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Security Office Report byl Security Officer FBIHQ

Alleged VIolation

Complainant

Investigation

Status Referred to WFO for further investigation
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FBIO41 167

Conclusion Questions

DlOGNationaLSecurityHigherEducationAdvisory

Board Till ECPA Consent Trespass Issues call

Buckles issues call

O7/pnl 2010 F000 13

41

____________

b6

lb
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IField Division..

Are ofResponsibility

FBIQ41I 68

7/131201

ALL INFUKIrATION rnNTAnTr

IE

FI1

bo

b7C

South Carolina Demographics

_____________________
NCLAIFtED __________

b7E

nth CaroHni

____Key_E onFebftes

2OO6 PopiftUon Estime 1.321249

Evolving from ur to Urban Society

Foreign lnfiurces Emerging

breton born osrsons

Mexico

Foreign born population

by place of birth

____________ 1%

Germany

United Klndom

115978 100.0

31719 21.3

1578

6890 .3.9

5512 4.7

5130 4.4

Canada

JNCI SIFIE

India

PIlHppinea

China

Columbia

Vietnam

L_____

5108 4.4

4141 3.9

3394 2.9

3098 2.1

3030 2.6

ACLURM042268



7/1 312Ô1

k-

Highast Averagc .i .iol Lrvts of Nrt Domsti Mi6r3ti

C-iU Z006-2004

Rank Sat6 Ae aj
Annur.III tDo or or

Florida

_________________ ----
Arizona 66.344

Hev4a 30603

Qeorpa _______
North CaroIiEa 9137

Taxa 35.566

Virgiia 0535

SoothCarolina 7SS
nr-$e 5534

1L

cidØmia

Research and Development

UNCLASSIFIED

The Port Charoston

UNCI.ASSIFIEOIIF000

South Carolina

Domain/Critical Infrastructures

Academia/Research

Savannah River Site and National

Laboratory

The Port of Charleston

Military Installations

Sensitive Industries/Enterprises

Nuclear Power Industry

Savannah River Site

and F4ational Laboratory

Military Installations

JNCtASSIFIED

F.1Q41t69

ACLURM042269



7/13/201

b7E

FBIO4II7Q

Sensitive Indutries/Entsrpris

ucir Power nistry

UNCLASSFIEJ

ACLURM042270



7/13/20i

__________________________

What is the Domain Task

Force
_____________________________ _________________________________ b7E

Doman Task Force Th min Thck Farce is FBI task force that

ietd Office
entails forging relationships between the FBI

academic arena U.S industry and the U.S

intelligence community in effort to address

threats by foreign governments and foreign

Academic Alliance intelligence services Also the Domain Task Force

provides counterintelligence awareness to

academic arena U.S industry and the U.S

intelligence community

low can my relationship with the What are the signs of potential
omain Task Force benefit my compromises

cJjistjtqtcm ___________________________

partnership between academia Intelligence threats to your academic

conducting critical government and institution may come in the forms of

sensitive research and the FBI is visitors scientists or students

crucial for protecting critical research

and development and intellectual

property from foreign intelligence

threats

How Can protect my
Collection Trends

________________________
company

Mt Sought After Information and TechnoIogie
Identify

Incorporate b7E
Educate

Notify

SEePT
FBIO4I 171
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7/13/20i

ERET

Points Of Contacts

FBI DOniairi Task Force

FB4 IField Office

FBIO4I 172
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II
I..I

II

II 1.1 ii

Goals

ae you aware mese types or cases exist

Familiarize you with real-life example of how

several different investigative techniques

contributed to successful investigation and

the pros and cons of these tools

Warn you of potential pitfalls during such an

investigation

Show you that you can do this

Unclassified

200Q Techniques

Electronic surveillance

Physical surveillance

Arrests

Interrogations

Search warrants

Trash cover

Forfeiture

Convictions Federal Prison time

Unclassified

Featuring.

FBI FCI squad wJ ISSG lAs TTAs
ERT FA CART SWAI arnet divisions

Department of Commerce-Office of Export

Enforcement

Internal Revenue Service

US Immigration and Customs Enforcement

DHS Customs and Border Security

Manitowoc Police Department

Other

bE

hI

II I_I ii

FBIO4I 173

ACLURM042273



II II ii

Electronic Parts Description

UcissifFd

Dual-use parts DOC
controlled

3A001 3A002

Semiconductors Analog-

to-Digital converters etc

Radar satellite

communications

electronic warfare other

SPT TI AD Xilinx

Qualcomm others

Why do we care about little

JncIsifled
electronic parts

hi

Because they go into things that can

be used to kill Americans

Icase

The Beginning

2001 CTI/54th Research Institute looks for

tech support from SPT SPT tracks part to

Peferrai/ Consuit

Review source file

What to do

Drive by residence/business

Open sourcelbusiness records

Manitowoc PD visit

FBIO4I 174
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IL

711

Timeline

II
I..I

711

FBIO4I 175
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-Low cost

-Relatively low approval authority-can start

immediately

-Can yield great stuff

-A business generate trash boxes
labels etc

Cons

-Potential for compromise
-Target may shred important docs or carry

trash out N3
ujta.sIned -Involve third oartv First tmsh cover

Unclait1ed

Formed 1992 in San Jiego CA

Moved to Manitowoc Wisconsin in 1994

employees according to Dun and

BradstrØet
____________

Owner and Presidenti

Vice President and General Manager

Timeline contd

UflclpssIticd

You have some background

What Now

bC

Trash Cover

UncIssffled Unclassified

Trash Cover

Boxes

Shipping labels

Invoices

Faxes indudinci

FBIO4I 176
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lb

b7C

Unclassified

Physical Surveillance

UPros
Relatively low approval authority

Business receive or send

packages

Identify others with access

Identify pattern of subjects for

future knowledge

Cons

Human resource intensive

Potential for compromise
No knowledge of whats happening

inside

bi
lb

lb

b7D

b7E

FBIO4I 177
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UncIplt1d

DaiIy Operations

Monday-Thursday

-Daily contact with US suonliers by phone fax e-mail

-Daily contact with

Thursday

-Fax list of parts to be shipped on Friday

-Package parts
with helper In PM

Friday

-Receive guldanc Ion how to falsify shipping

documents

Ship out one or two packages by different shippers

Sun
packet of falsified InvoIces and actual

Invoices

Unchsffled
-ordering procedures reseller manufacturer

bi
lb

b7C

b7E

UncIslfled

Arranging Package Pick Up
Documents ready offset pick up tiThes

06/04 First call is to UPS at 1250 pm
Pick up at front door

06/04 Second call is to DHL at 212 pm
after UPS pick is done

Pick up at front desk

Why would business do this

Untfl..I

FBIO4I 178
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-r

IncItfied

lb

lb

lb

b7C

Unckjfled

Iemail6 Ithe

story about the arrests in New

Jersey

italkingtoi --

the arrests in New Jersey

Unclassified

un reference to

IYou have to provide true

intormation No false information

It is illegal to provide false

information If you dont provide

false information then you dont

know dont know

And

_Jare coming to visit

the USA

Unclassified

kti me

LKat Couple tOce
jury

Border Searches

Unclassified

FB.1041 179
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AG authorityl

GRI

If you want to make Irrest..1

Declassify information netiki fn
prosecution

Licensing determinations

FBIO4I 180
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flrrctwarrantsl

Each arrested separgy near

simultaneous execution

Search warrants for office/residence
safe deposit boxes

Subsequent search warrants for

computer luggage

Four interviews/interrogations All

waived rights and agrend to answer

quetions

UncTasslfkd

h6

b7C

lb

b6

lb

Guess whats in here

FBIO4I 181
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SC
Undassifled

Items found ricj

Every invcce of pFlrtc thinned fcm rsent b6

Every quote sheet requesting parts -rices from early b7C

90sto present one per day dyvc ptc b7E

Tax preparation information nd rerc nduding

homemade reductions in revento ue the ax
was too big quote from pro1fcr

20000 documents plus cornputr larrJ drives

Hundreds of phone numbers nirnc ldresses

business cards

vnsied Unclanalfied

Th3 TIrc 5ch Last parciranh

lasked IIr
bo

_______________
Itohandld b7C

He is not experienced and

has told the manufacturer

about the destination of

the goods As result

export license needs to be

arranged agreed sInce

weeks are not too long

Experience may be

gained

Unclassified

Resignation Continuity Letter

Iwrftes
_____________ Ivrites to his replacement about the

status of his projects For example

lb

b7C

FB1041182
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7C

fax tromi

uIiyöu vætto go around ruo art

inspections then you neoi to pa-t nit iigh

priced purchases In order to

Need to ask 1JS compray no iU1

pro duction factory who os lot of IC cJIpsto

help us order goods We ot uo theirname
do not mention export

Do not mention resell and not oven mention

tax free the key is to find fler2d fL

Search document excerots fromSorinci 2Or
Actually many parts that buy require

export licenses

This part is another sensitive product Too

many questions about it will attract attention It

may even cause the order to be cancelled or an

export license will be required for ordering this

part

Up until now the repsi

havent mentioned anything about the Export

License...Strictly speaking these parts are all

illegal

Search document excerDtr rni1P clsifjed

If offer to ask if the export Ucensc required

the answer will definitely be yes. .Thee years

even though nobody has come to mc it cannot be

guaranteed that no one is watchiig mc

Icannot think of bte wy to do so
nor could he find shortcut rc.ercncc l7Isifying

shipment values

FB1041183
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hi

hi

II
I..I

ii

iI

Ii
II

ii

Others

II. 6iflfpflQf

FB1041184
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sentenced to /a nnsI

bled guilty1

sentenced to 42 myC siic fine

Nine counts

D03-Counterespionage Section involvement

Pre-trial motions

Change of venue

Titil

lb

lb

Trir

th.das55jtid

SA testimony

Seizind Agent Trasi CTvcr ent

read tech cuts into rcccrd

ooc IRS ICE SAs

Handling Agent
Assessment

Recording

Case AgentCros37
Did he ask for enythng

Arrest planning and cxc

Knowledge of Gui1t

Recording of interroca

Trial

lb

b7C

b7E

rcr nr1

bled guilty1

ITrial

b6
lb

b7E

All three participLx ptffc

Unclassified

Trial lasted about days
Government Witnesses

FBI IRS Doc-OBE us ICE SAs

Supplier

Technical expert

Translator

Defense Witnesses

Handwriting expert

Translator

FBI SA case aoen for source contacts

Unclassified

Unclassified

IH
Defense argument themes

didnt know
dont remember
didnt understand English on

09/30/2004
My wife did it all without my knowledge
We did talk about the business but it was

only 2-3fo of the time

never noticed that we made $100000
year more that we reported on taxes

FB1041185
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Sentencing

ced to years in prison and $50000 fine

Defense argued for considerationi

ontributions to his US employerl

Also included character

testimonials Also argued unsuccessfully that narts wŁr

not threatening to national security and
thai___________

was most responsible

set
FBJ041186

Tri

U.Issifid

Key
moment.çduring

cross-examnat on

IWhen you are talking to Uo FBI yoi know Ws

importhnt to tell the truth right

Ianswer
It depends on the su5jef

11z hours.of deliberation ver Lrnch

Verdict Guilty on f19 cowits

UnI.tf1.4

Undslfled

Tlfh.I

Forfeiturc Fines

_Home/office

.1 Icheckinc1 accounL

money r1mrk count

fines ch
Icash in pcin fines

Estimate Total $5R21

lb

b7C

b7D

lb

lb

b7E

b7E

el

UcIaified

How to Avoid DetectV jj ictdug
In sum Be.like watejjjo tzclast

resistance

UndsIf1ed

How to Avoid Detection in Shipping
In sum Lie by omission and commission

UncI.sifled

ACLURM042286



bi

lb

b7E

ST
WhQiE1

At sentencingi Imad2 si icnt vfth three

points my summry1
He was not loyal td

He was not spyl

_______as responsible but not

fficil allowed to wy and then

later re urn td Without hrl-

Whoi

UndsItled

Questions discussion comments

OSAI

FBI Miami formerly

of Milwaukee

flirrt

lb

lb

b7C

b7E

FaceeI1J
iury

FB1041187

ACLURM042287



Learning Objectives

Visc

The First Line of kn

ssi1

Counterintelligence Traini1c cr
The overall classification of tli .tio is

Why are Visas i.i nt

Ways to Find Visa Information

FBIO4I 188
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Assessing Investigatipn
DIOG Classified Provisions

CIRCUMSTANCES WARRANTINGA
PRELIMINARY OR FULL INVESTIGATION

b6

bC

FB1041189

Tools for Visa Rc.iw

IS

bi

bTh

bi

b7E

Questions ColT fli 3fltfj

ssA

CITC

ACLURM042289



PEAC IiOTTN flTRTJI5E

Where to look

Visas

Finding Caa
b7E

ssl

Counterinteltigence Tra Crter

The overall classificatior of tlis

Ways to Find Visa Information

b7E

Other Resources for Info

b4

bD
b7E

FB1041 190
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bl

bE
Referrali Consult

Ivictnrs

-t

FBIO4I.1

b7E

bI

b7E

Took for Visa Review

Ivisitors

Albany

__________S
NnAnrk Nnw

New York

ACLURM042291



Methods of Scr

b7E

Assessing Invest .ton
DIOG Classified Provirrns

CIRCUMSTANCES wARANTir
PRELIMINARY OR FULL PVEsTIr

b6

b7C
bE

bi

b7E

Questions/Comments

SAI

CITC

FBIO4II 92
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JT1NOFORN/ORCON

DATE 11O92O11
CLASSIFIED BY 65179 DUN/STY

REASON L4 vCv

DECLASSIFY ON 11O92O36

ALL INFOREATION CONTAINED

NEREIN IS UNCLASSIFIED EXCEPT

bTNEPE SHOWN OTNEPJflISE

b7C
b7E

Nuclear Missile Chemical and Biological

iuisedinconfunctionwitl

bi

b7E

IAI

Coninilpil fly

IFB111Q

jft5OFORN/ORCON

FBIO4I 193
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PROGRAM

ENTITIES/FACILITIES ACADEMIC DISCIPLINES CONT

ACADEMIC DISCIPLINES

3jOFORN/ORCON

PROFESSIONS

bi

lb

bi

b7F

UNIVERSITIES
TECHNOLOGIES

3QZQNOFORN/ORCON

FBIO4I 194
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INOFORN/ORCON

kISSILE PROGRAM

ENTITIES/FACILITIES TECHNOLOGIES

ACADEMIC DISCIPLINES

47NOFORN/ORCON

FBIO4I 195
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1iNOFORN/ORCON

PROGRAM

ENTITIES/FACILITIES

DISCIPLINES CONT

bi

b7E

DISCIPLINES TECHNOLOGIES

_________________________________________

BIQLQGICALPROGRAM

ENTITIES/FACILITIES TECHNOLOGIES

DISCIPLINES

I1INOFORN/ORCON

FBIO4I 196
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Rc
TAB Biographi ormat

bi
b7E

b7E

FBIO4I 197
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b7E

34 SIGMFICANCEI

PCl lTIrf--

bi

36 MILITARYREPUTATIOFi

FBIO4I 198
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in own service Professional reputation if civilian

37 CHARACTER4

bi

ArflI IAIMTAMrCOIocI ATIONS INFLUENCE-- b7E

________________________________________
PFPflMAI flNAPArTRPIeTIreFfl

/\

-----------------------4OHPOLl-CE--RECORD-4

Al flIAI IATIr1rJb4

bi

b7E

42 ADDITIONAL INFORMATION ON SPOUSE

FBIO4I 199
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Subject

UNCLASSIFIED
NON-RECORD

1C\

kcD FBI
Prid rfmhr 2008 622 PM

CD FBI
_____________TD CON

Questions for Scientist

Hope this helps

UNCLASSIFIED

From
Sent
To
Cc

9III
FBIO4I 200
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Is

DELA JFi UJ UI lb fl

/OItCO\

bc

bC
b7E

bI

bTh

Case

ssPl

Counterintelligence Trriii C2ntcr

The overall classlticatlon of tw ntetioc Is

Starting at the End

..PtcEiLPRCON1NOFORN

FBIO4I 201
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Picket line

Other qnurrp

Ii
What is the FBIs role

rllORCON/NC

Lead from FBIHQ
Ii

I..I
ii

ci

II I_I II

11

Ii I_I ii

II
I_I

II I_I ii

II
I_I

1111
--

II I_I ii

Ii II ii

Provide collectedTnformationl

Ld

former Full Investigation subjects

CONINOFORN

Other Agency Ccodaon

.1 Iwith U. Cw rnis

Service

Immigration and NLtrition
Service

Who else

_jORCON/MIflN

II
I_I

II I_I ii

b7E

b7F

711

.i

Ii
I..I

ii

II
I_I

FB1041 202
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2003

FBI case closed

Identified another visa

request

Contacts FBI

FBI retrieves iaptop

SSAI

CITC

FBIO4I 203

Follow-up Invetin

II I_I

Ii I_I

II I_I

january 2004
Name Check

Questions/Comments

//ORCON/NOFORN

hi

ACLURM042303



erintelligence

sessment

UPPLLLIITI

Derive ources

ssify On 25X1

QT//ORCONNOFORN//25X1

5/ORCONNOFORN/I25X1

IN

bi
b7E

bTh

FBIO4I 204

ACLURM042304



ET//ORCONNOFORN//25X1

FBI Counterinte11ignce Threat

Terms of Reference

This assessment addresses the Counterintelligence CINT topic of the National Intelligence

Priorities Framework NIPF

Il_Il

Key Questions

fREj //ORCONNOFORN//25X1

ACLURM042305



E@n//ORCONNOFORN//25X1

Key Findings

lb

We define 21

The goal is that
this1

4T//ORCONNOFORN//25X1

FBIO4I 206

SL
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QET//ORCONNOFORN//25X1

Threat Matrix

HIGH THREAT __________________
Activities demonstrating intent capability nj opportunity tol

Ito
the detriment of US national

security

b7E

MEDIUM THREAT ___________________
Activities suggesting intent capability and opportunity tol

Ito
the detriment of US national security

LOW THREAT ____________
Activities demonstrating or suggesting intent capability opportunity tol

Ito the detrimentof US

national security

NO DETERMINED THREAT
Investigations have shown no intelligence activities undertaken

UNKNOflW THREAT
Intelligence activities undertaken are unknown

bi

b7E

BEt//ORCONNOFORN//25X1

FBIO4I 207
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Introduction

fle4T//ORCONNOFOnN//25X1

Significant Developments

EytT//ORCONNOFORN//25X1

ACLURM042308



QnT//ORCONNOFORN//25X1

Outlook

New intelliuenee G9ns

$TORCONNOFORN//25X1

FBIO4I 209
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YTO IA
UI

DATE 11 u4 2.011 o51 DEI flAT

Counterintelligence

Training Center

CITC
Reading List

Please note that books included on the CITC Reading List has been conpiled based primarily

on the reconnnendations of cITC staff members current and former FBI investigators
and

analysts and personnel from other US Government agencies

Indicates highly recommended

indicates book in CITC Libray

Behavioral Analysis

L7E

Updated on 07/19/2011
ID

ACLURM042310



b7E

Counterintelligence

General

b7E

Updated on 07/19/2011

FB1041211

ACLURM042311



b7E

Cultural Issues

General

b/E

Updated on 07/19/2011

FB1041212

ACLURM042312



b7E

Cyber Issues

b7E

b7E

Updated on 07/19/2011

FB1041213

ACLURM042313



b7E

Economic Espionage

b7E

Education

lb

Updated on 07/19/2011

FB1041214

ACLURM042314



Espionage

General

lb

Updated on 07/19/2011 10

FB1041215

ACLURM042315



Federal Bureau of Investigation

General

Foreign Intelligence Services Related Topics

Updated on 07/19/2011 11

FB1041216

ACLURM042316



b7E

General Reference

b7E

Updated on 07/19/2011 16

FB1041217

ACLURM042317



lb

History

Pre-American War of Independence to Civil War

b7E

Updated on 07/19/2011 17

FB1041218

ACLURM042318



American War of Independence

Civil War

b7E

World War

b7F

Updated on 07/19/2011 18

FB1041219

ACLURM042319



Between the Wars

lb

World War II

Allied Intelligence Related Topics

b7E

Updated on 07/19/2011 19

FBIO4I 220
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b7E

Cold War Years

b7E

Updated on 07/19/2011 22

FBIO4I 221
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Updated on 07/19/2011 27

Post Cold War

FBIO4I 222
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lb

Intelligence

Gen era

b7E

Updated on 07/19/201 28

FBIO4I 223
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b7E

International Affairs

General Topics

Updated on 07/19/2011 30

b7E

FBIO4I 224
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b7E

Interview Interrogation

lb

Updated on 07/19/2011 37

FBIO4I 225
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Terrorism

International Terrorism

b7E

Updated on 07/19/2011 38

FBIO4I 226
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US Intelligence Community

b7E

Updated on 07/19/2011 40

FBIO4I 227
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b7E

Weapons of Mass Destruction

b7E

Updated on 07/19/2011 42

FBIO4I 228
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