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SERET
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LOGGING YOUR SESSION

CAPTURING SCREEN SHOTS

DOCUMENTATION PROCESS

CHANGING YOUR IP ADDRESS

USING AVAILABLE TOOLS

AVOIDING MISHAPS

HOW TO BE IRR EFFICIENT
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LOGGING YOUR SESSION

Check your connection IP address

Log your session

Clearyour browsing history
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LOGGING YOUR SESSION

II .111

Document the following

Date

Time sta and end time

IPAddress

Digital
Location

Physical Location

I_________
DATE START END IP SS DIGITL LOCATION PHYSICAL LOCATION

0612412010

___________
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SE4ET

CAPTURING SCREEN SHOTS

FREEWARE SHAREWARE PROPRIETARY

CamStudio BB FlashBack

Taksi Fraps

ViuaI Dub Growler

Windows Guncam

Media HyperCam

Encoder
MatchWare

Wink Screencorder

Nero Vision

SERET

Camtasia

Studio

Captivate

Snaglt

Webex

Recorder
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SEt$ET

CAPTURING SCREEN SHOTS

SET

out rn
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SRET

CAPTURING SCREEN SHOTS

SMm 01124313

rc rnitin

hi

h7E

kLop

yDou

Fl mt l4cnolo34J1 MrnN

_________

Sh dtyp

Qbons
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MOST COMMONLY USED CAPTURE

MODES

Region Screen Capture

Scrolling Window Screen Capture

Menu

Video

Screen

Screen

Capture

Capture

Text Screen Capture

SET
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REGION SCREEN CAPTURE

Select specific rectangular region

Quickly capture an image or pa of

Web page

Save and share screen capture

SEET
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SCROLLING WINDOW SCREEN

CAPTURE

Captures all of the contents of any window

or Web page that has scrollbar

Automatically scrolls the window during

the screen capture

Useful for saving long aicles

S4ET
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MENU SCREEN CAPTURE

Captures single or cascading menus

Paicularly valuable for documentation

SRET
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VIDEO SCREEN CAPTURE

Captures video of your own desktop

activity

Can be used for tutorials

Peect for sites like Paltalk
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TEXT SCREEN CAPTURE

Captures text that cant be easily copied

Captures file lists from Windows Explorer
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DOCUMENTATION PROCESS

One EC for each subject

One CD for each subject

Consistent naming convention

SERET
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SESSION EC SECTIONS

Preamble

Case Background

Website Details

Subject Background

Online Activities

Analysis

Statistical Accomplishments

Leads

IfApplicable

SET
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To Counterterrorism

From San Francisco

squac fr
Oakland PA

Contact SA______

2pproved By ____________________

Drafted By ____________benc

To document the on-line activities
of

7E

Derived From NSISGE-20090615

Declassif 0624

_b7E

SEkET

Attn
cxsl

h7

b7

h7A

Pending
t7F

Pending

Case ID

Title

Stopsis

Full Investigatica Initiated 06/16/2005

SEET
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ONLINE SESSION

SEET

Details

CPSE ECKOU1D

In 2005 San Francisco initiated the captioned Groip

IJOD in an effort to identify and target predicated individuals

utilizing the Internet in furtherance of terrorist activities Oflin

Covert Enployees OCEs Undercover Employees UCEs and Confidential

Huirtan Sources CR85 identify target and neutralize predicated

International Terrorism subj ects through corinunication avenues on the

Internet such as web foruris blogs instant messaging VOIP and

mail
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ONLINE SESSION

Ti NLfl1E ACTIVITY
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STATISTICAL ACCOMPLISH ENTS

STATISTICAL ACCCWLISF3MENTT SI1T

Websites

Type________________
Number

Type
Number

Type
____________________________

Number

Type
Number

Type_________
Number

Type _____________________
Number

Type
___________________________

Number

Type

Number

Type

Nlllther

Type
Nimter
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SESSION EC LEAD SECTION

ET
To Comterterrori

Re

From San Francisco

06/24/2010

b7A

b7E

LEADs

Set Lead Info

OOUNTERTEFRORI SM

AT WASHTNGTON DC

GXS/

sT

Read and clear
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LABELING YOUR SESSION CDs

Labeling Session CDs

Organizing CD Files

Naming Session CD Files

SEPT
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CURRENT NAMING CONVENTION

Session EC

36242U10.L

Session CD

36242a10r

sgi
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CURRENT NAMING CONVENTION

Session

II .111

CDs one CD for each subject

SERET

b7

FB1043603

ACLURM044703



SET

NAMING YOUR SESSION CD FILES

Session CD File Names

UI

11.111 32

03

04

SERET

FB1043604

ACLURM044704



SE4ET

CONNECTING THE DOTS
DATE START END IP ADDRESS DIGITAL LOCATION PHYSICAL LOCATION

\\ Ti CalL4 ACTIVITY

06124/2010
b7E
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ONLINE SESSION CDs

Ib7E
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EXAMPLE OF AVAILABLE TOOLS

http//www.whatismyipaddress.com

IP lookup can be used to

Verify information

Intel Collection

SEET
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cc cgen4e phpioop

This IP lockup tool is signi to ovide dtona kkrmaton 5cut an

acress The IP bckup detas irtuie the followinç
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Track wquP visors on
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SEPT

CHANGING YOUR IP ADDRESS

AIRCARD

Disconnect

Unplug

Reconnect

Check your IP Address

SET
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SEkET

CHANGING YOUR IP ADDRESS

DSLLINE

Go to Starf

RET
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CHANGING YOUR IP ADDRESS

DSLLINE

Select Run

Type Cmd

Select Ok

SET
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CHANGING YOUR IP ADDRESS

DSLLINE

The MS DOS prompt screen will appear

At the prompt type lpconfig/release

Press Enter

SEET
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CHANGING YOUR IP ADDRESS

DSLLINE

At the prompt type 1pconfig/renew

Type Enter

Type Exit

SET
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SERET

CHANGING YOUR IP ADDRESS

DSLLINE

Check your IPAddress

Your IPAddress should now be different
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TRILLIAN ANOTHER TOOL TO

HELP AVOID MISHAPS

proprietary multiprotocol instant messaging

application for Windows

Allows for audio chat file transfers group

chats chat rooms buddy icons multiple

simultaneous connections to the same

network

sT
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TRILLIAN ANOTHER TOOL TO

HELP AVOID MISHAPS

There are currently three types of Trillian

available

Trillian Basic free

Commercial Trillian Pro

Trillian Astra

SE1ET
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SRET

TRILLIAN ANOTHER TOOL TO

HELP AVOID MISHAPS

Connects to multiple instant messaging

services without the need of running

multiple clients

Users can create multiple connections to

the same service and can also group

connections under separate identities to

prevent confusion

b6
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TRILLIAN ANOTHER TOOL TO

HELP AVOID MISHAPS

Can connect to multiple IM services such as

Windows Live

Yahoo Messenger

MySpaceiM

-AIM

Google

-ICQ

Jabber now 1500

Skype

-IRC

Manage Personal email

Facebook

Twiter

SET
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UNtA

BEWARE OF THE OPANDA

Opanda lExif is professional

Exchangeable Image File Format Exif

viewer in Windows

It displays the image taken from
digital

camera and much more

SET

UN4SS
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UN4SS

BEWARE OF THE OPANDA

Ii
.l

Opanda reads GPS data in digital images

It is PoweuI Easy-to-use and free
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BEWARE OF THE OPANDA

SuppoPTCNAA news mae record

3up GFbi mi ion od

jo LuL jns It ma byL

iT PU nd opu so1l te

$up jo no eca ny ore mp on ny Jit Si no

up JrHn em Epo

up irt

up jrtto thsp ithu bn an miati in

1Te nfu mo fc mu dri fl rer

sT

UNSS

SEET

Suppoa of EXF 221 standard
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ut4

SAMPLE OF AVAILABLE INFORMATION

Photographer details

Camera make and model

Date and time information

Descriptions and copyright information

Geographical location where the photo was

taken

Information as orientation aperture shutter

speed focal length metering mode and ISO

speed information

UN$

SRET
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UNS

DOWNLOADING OPANDA

www.opanda.com

Ii

____

ft Fit
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ii1Ir Io
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SAMPLE COOLPIX S52

UNS
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SAMPLE GE A835
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Tag
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SAMPLE GPS DATA

us

GPS Version ID Version 2.2

GPS Latitude Ref Nodh latitude

GPS Latitude 395456

GPS Longitude Ref East longitude

GPS Longitude 1162327

GPS Time Stamp 180737 UTC

GPS Date Stamp 2003-11-23 UTC
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MET

SAMPLE GPS DATA

UN4SS

UtSS
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UNXASS

GPS DATA/ARIAL MAPS

UNSS
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AVOIDING MISHAPS

b7
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HOW TO BE hR EFFICIENT

Admin Agent ContactAgent

Online Coved Employee Intelligence Analyst

IIR Production

SET
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HOW TO BE hR EFFICIENT

is LIKE being married

Communication is key

It works best if all players get along

SET
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QUESTIONS
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