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AGENDA

' LOGGING YOUR SESSION

* CAPTURING SCREEN SHOTS

* DOCUMENTATION PROCESS

* CHANGING YOUR IP ADDRESS
* USING AVAILABLE TOOLS

* AVOIDING MISHAPS

' HOWTO BE IRR EFFICIENT
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SEBRET
LOGGING YOUR SESSION

» Check your connection IP address
* Log your session
* Clear your browsing history
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SE}%‘\RET

LOGGING YOUR SESSION

* Document the following:

- Date

- Time (start and end time)
- |P Address

- Digital Location

- Physical Location

8

/

DATE

START

|P ADDRESS

DIGITAL LOCATION

PHYSICAL LOCATION

0612412010}

SE}(RET
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SEORET
CLEARING BROWSING HISTORY

SEQRET
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SECRET
CLEARING BROWSING HISTORY

a lome ganr

Foprup Blocker
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Marage Adthons
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Windows Undate '
Full Sereen FLp —
¥ Menvi Bar

Toobars ]

Windows Messenger

Diagrose Connection Prablens::,
S Java Conscle

Cornection Help

Ibernet Options
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SEDRET

CLEARING BROWSING HISTORY

“““““ : History ;
Ligh of webshes vau have visted,
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SECRET

CAPTURING SCREEN SHOTS

FREEWARE SHAREWARE  PROPRIETARY
* CamStudio * BBFlashBack * Camtasia

* Taks * Fraps Studio
* Virtual Dub ~ * Growler * Captivate
v Windows Guncam ' Snaglt
Media ' HyperCam v Webex
Encoder v MatchWare Recorder
* Wink Screencorder
* Nero Vision
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SEURET

CAPTURING SCREEN SHOTS

' Stable

* Reliable

v User Friendly

» Storage space

* Cost Competitive
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CLEARING BROWSING HISTORY
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CAPTURING SCREEN SHOTS
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CAPTURING SCREEN SHOTS
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SEJRET
CAPTURING SCREEN SHOTS

€010 Addecs 011010 1E04

Fle e T 0501 b Save
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SEORET
MOST COMMONLY USED CAPTURE

MODES

* Region Screen Capture

» Scrolling Window Screen Capture
* Menu Screen Capture

* \ideo Screen Capture

* Text Screen Capture
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SEQRET

REGION SCREEN CAPTURE

» Select a specific rectangular region

» Quickly capture an image, or part of a
Web page

» Save and share screen capture
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SEDRET

SCROLLING WINDOW SCREEN

CAPTL

RE

» Captures all of the contents of any window
or Web page that has a scrollbar

* Automatically scrolls the window during

the screen capture

» Useful for saving long articles

44444444444
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SEORET
MENU SCREEN CAPTURE

» Captures a single or cascading menus

* Particularly valuable for documentation
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SERET
VIDEO SCREEN CAPTURE

» Captures a video of your own desktop

activity
* Can he used for tuto
* Perfect for sites like

444444444444
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SEE}(ET
TEXT SCREEN CAPTURE

» Captures text that can't be easily copied

» Captures file lists from Windows Explorer
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SEVRET
DOCUMENTATION PROCESS

* One EC for each subject
* One CD for each subject

* Consistent naming convention
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SESSION EC SECTIONS

* Preamble

* Case Background

* Website Details®

* Subject Background®

* Online Activities

* Analysis

+ Statistical Accomplishments
* Lead(s)

* If Applicable
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SECRET

To: Counterterrorism Attn: CXS

bTE

From: San Francisco

squad Qakland RA
Contact: S

Approved By:

Drafted By: LENIC

blE

Case ID #: (U) (Pending)
(U) (Pending)

Title: (U)

)

|Synopsis: w To document the on-line activities of

b6
biC

27E

bTE

(U) Derived From™ NSISOE-20090615
Declassif « 7 Up2d

Full Investigation Initiated: 06/15/2005

SERET
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SERRET
ONLINE SESSION ECs

Details:

(U) CASE BACKGROUND

[ ..}E:() In 2005, 3an Francisco initiated the captioned Group I
1m0 in an effort to identify and target predicated individuals
utilizing the Internet in furtherance of terrorist activities. Online
Covert Bmployess (OCEs), Undercover FEmployees (UCEs), and Confidentiall
Human Sources (CHSs) identify, target, and neutralize predicated
International Terrorism subjects through communication averues on the

Internet, such as web forums, blogs, instant messaging, VOIP, and e-
mail.

SE#QET
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ONLINE SESSION ECs

() ONLINE ACTIVITY
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SEGRET
STATISTICAL ACCOMPLISHMENTS

(8 DSTATISTICAL ACCMPLISHMENT SHEET

Websites

Type: -
Nurber T bIE

Type:
Number: U

Type:
Number: U

Type:
Nurber: 0

Type:
Nunber ™1

Type:
Number: 0

Type:
Number: U

Type:
Nuber: 2

Type:
NumbertT 1T

Type:
Nurber: 0
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SEEfRET

SESSION EC LEAD SECTION

SEC;&ET

To: Counterterrorism From: San Francisco  mn

Re: (U)

LEAD(s) :

Set Lead 1: (Info)

COUNTERTERRORISM

06/24/2010 *=

AT WASHINGICN, DC

(U)

H

C¥s/

Read and clear.

ACLURMO044700
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SEC]RET
LABELING YOUR SESSION CDs

* Labeling Session CDs
* Organizing CD Files

* Naming Session CD Files

OOOOOOOOOOOO
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SEGRET
CURRENT NAMING CONVENTION

* Session EC
- 06242010-

* Session GD
- 06242010

444444444444
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sEyRET
CURRENT NAMING CONVENTION

» Session CDs (one CD for each subject)

H.
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SEQKET
NAMING YOUR SESSION CD FILES

* Session CD File Names
- 01
[3) - 02
- 03
- 04

444444444444
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COI\NECTING THE DOTS

e

 DATE START IP ADDRESS DIGITAL LOCATION | PHYSICAL LOCATION .
| 06124/2010 b7E
(U) ONLINE ACTIVITY
ey —

A

bTE
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ONLINE SESSION CDs

-
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SECRET

EXAMPLE OF AVAILABLE TOOLS

 hitp://www.whatismyipaddress.com

~|P lookup can be used to:
¢ Verify information
* ntel Collection

OOOOOOOOOOOO
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(5]

WhatIsMyIPAddress.com

Dadicated b 1P address dlscyssion

Mylp
Member Functions

What is my [P address?

Username Password

ACLURMO044708
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- your mzb slevialP

v M M Vehool & O

This 1P lockup tocl Is desigried to provide you additionat information aboutan 1P
address. The IP lockup detalls Inchude the following

o Geographic region lacation (also called geolp location;
o Country, State, and City

o Postal Code

o Area Cock

o Latitude & Longihuce

o Map of 1P address location™ with clickaole push pin

A fraceroute and a visual fraceroute are aiso avallable through our [P Togls,

address Free Tral
i Whos Oty

A Wnring Seers,
F“us foir Bult Scalatle:

*Tre map fs rot 100% accurate, 1t is more accurate for S based users tan non-LS
sers, Based on the resporses of 20,000 users worldwide the accuracy of the IP address
 lookup map (and our detabse) s & f@ihws

¢ 0= 1 miles: 15%

- 10 miles: 279
¢ 11- 25 miles: 17%
¢ 26 100 miles: 16%
o 101 - 250 miles: 8%
o 250+ miles: 12%
o Mo result: 5%
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- Hode Detection IP Privacy

|3
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for the 1P address's information, If you hava any comments or suggestions please contact i,

B Sraceroute and & visal traceroute ane e avalable teouch our P Took,

e LM g’%i\iy’f&hﬁéﬁ .

Advancad Proxy & Tor

'fsels W?ums BNS
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P Address Searchiss
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[P Addr

Rur Unlimited 1P Address

Searches. Reverse Search.
Public Record

TaeT Updated TUBsaey, Januay 22 SR § 1107 anpal
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SEU}ET
CHANGING YOUR IP ADDRESS

* AIRCARD
- Disconnect
- Unplug
- Reconnect
~ Check your [P Address

Sgk(RET
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SE})ﬁET
CHANGING YOUR IP ADDRESS

* DSLLINE
- (o to “Start’

SeﬁRET
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SERET

CHANGING YOUR IP ADDRESS

* DSLLINE
- Select Run’ Eiﬁﬁﬁ;ﬁ* i el
- Type "Cmd’
- Select 0K T

SEb}iET
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SEYRET
CHANGING YOUR IP ADDRESS

v DSLLINE
- The MSDOS prompt screen will appear
- Atthe prompt type “ipconfig/release’
- Press “Enter’

t 19852881 Hicrosoft Covp.

H:\dipeonf i/release

SE%ET
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e
CHANGING YOUR IP ADDRESS

* DSLLINE
~ Atthe prompt type “ipconfig/renew’
- Type “Enter’
- Type “Exit’

t 1985-2881 Hicroseft Corp.

i\ yipeonf i/veney
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SERRET
CHANGING YOUR IP ADDRESS

* DSLLINE
~ Check your IP Address
- Your I[P Address should now be different

FBI043617



SEORET
TRILLIAN - ANOTHER TOOL TO

HELP AVOID MISHAPS

* Aproprietary multiprotocol instant messaging
application for Windows

* Allows for audio chat, file transfers, group
chats, chat rooms, buddy icons, multiple
simultaneous connections to the same
network

Triflian Basic’ quarantees

FBI043618



SERRET
TRILLIAN - ANOTHER TOOL TO

HELP AVOID MISHAPS

* There are currently three types of Trillian
avallable:

- Trillian Basic (free)
- Commercial Trillian Pro
- Trillian Astra

S%ET

FBI043619



SEERET
TRILLIAN - ANOTHER TOOL TO

HELP AVOID MISHAPS

* Connects to multiple instant messaging
services without the need of running
multiple clients

* Users can create multiple connections to
the same service, and can also group
connections under separate identities to
prevent confusion

444444444444
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SEYRET
TRILLIAN - ANOTHER TOOL TO

HELP AVOID MISHAPS
* Can connect to multiple IM services, such as:
- Windows Live - Jabber (now CISCO)
- Yahoo Messenger - Skype
- MySpacelM _RC
- AM - Manage Personal emali
- Google - Facehook
- 1CQ - Twiter

444444444444
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SEQRET

UNCLASS
BEWARE OF THE OPANDA

* Opanda IExif is a professional
Exchangeable Image File Format (Exif)
viewer in Windows

* |t displays the image taken from digital
camera and much more

SE&ET 444444444444
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S?{RET
NGXASS

BEWARE OF THE OPANDA

* Opanda reads GPS data in digital images

* |tis Powerful, Easy-to-use, and free

SE&RET 444444444444
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SE}QET ><A
BEWARE OF THE OPANDA

& Supportal of EXIF 2.21 standard

& Support PTCINAA news image record

o)

& SUpport GPS information record

 SugorofLoaon e mepby S

SUppor IPPG and ppulr sutwares exend EAF g

uppm’tgnrmpemall:mpa t;m for example Canon, Nahan Snw FUiflim, Sigma ete.

GUppott internet Explorer
Suppor jogila Frefox

Supportto display thumenal and s infammation

affer information of camer model and manufactrer

ungzgss
T AGLURMO4472:

FBI043624
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eSS

SAMPLE OF AVAILABL

* Photographer details

» Camera make and mode
* Date and time informatio
* Descriptions and copyrig

E INFORMATION

1
t information

* (Geographical location wt
aken

ere the photo was

* [nformation as orientation, aperture, shutter

speed, focal length, metering mode, and ISO

speed information

SMET 444444444444
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UNCLASS

DOWNLOADING OPANDA

' \WWw.0panda.com

ey ssgrﬂfﬁ& angl EXIF Editor T allows to oregle,
maclh & delele EXF gs in dighel image saslly & Irealy

S ¥,

? LR e,

Opanda DighalFilm 158 More Opanda Softwares

design for shutterbug, shotegraghse, phote aditor

b of conactls

SMET ACLURMO044726
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USING OPANDA

GPANDA 1EXIF 2 Aax

€200

ET ACLURM044727
SM FBI043627



UNCLASS

SAMPLE - COOLPIX 552

@PANDA IEXIF 2

inch

CODLPIX S52v1.0
Date Tione (000-00-00-00:80:00
YGaGr Posiioning - co-sifed
BATIFD Pointer  Offgel 204

Bxposure Time 4100
F Hombar Fii

Exposure Frogram  Nomal pragram

5 ]

Lo N

Verslon 21
Dale Time Origingl - 2000-06-00 00.20:00

o Daks Tiese Disiblend - SOB0 A0 A0

=

celo ot EX

SKRET ACLURMO44728
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SAMPLE - GE A835

' @PANDA IEXIF 2

4

nx

(pfiens - 3 Guick Moce .

Tepe

Crigntetion
X Resolution
¥ Resolutian
Ressiution Unit
Sufware
~ DaleTime
YOO Posttioning
o EdfIFD Pointer
10 camena
i posure Time
F liumbar
Expusure Program
30 3peed Ralngs
Exifyersion
Diats Time Origlnal
Pinbs T

o

Biormal program
40

Yarsion 2,21

F009-01-08 203453

bt - AORA B A

| S ¥ = ]

E e e & B & BRI ¥ B =4

T

e

OO o R < BN ¥ S &

e

3% PhotoFie: ~ Excellan

SKRET
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UNCKASS

SAMPLE GPS DATA

GPS Version ID = Version 2.2

GPS Latitude Ref = North latitude
GPS Latitude = 39°54'56"

GPS Longitude Ref = East longitude
GPS Longitude = 116°2327"

GPS Time Stamp = 18:07:37 UTC
GPS Date Stamp = 2003-11-23 UTC

ACLURMO044730
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SAMPLE GPS DATA
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GPS DATA/STREET MAPS

Saie
faest.

D208 Mapluesl e,
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GPS DATA/ARIAL MAPS

'I' ACLURMO044733
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SEVQET
AVOIDING MISHAPS

bIE

SDERET
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Active | Usama Bin Laden
Active wfnaBin Laden
FaceBook Active
FaceBook Active
Active
Active
Active | Usama Bin Laden
Active | Usama Bin Laden b6
Active | Usama Bin Laden "
FaceBook
_FaceBook |
FaceBook ><
ACLURM044735
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SEPRET
HOW TO BE IIR EFFICIENT

Admin Agent + Contact Agent +

Online Covert Employee+ Intelligence Analyst

IR Production

444444444444

FBI043636



SE\?ﬁET
HOW TO BE IIR EFFICIENT

* [tis LIKE being married

* Communication Is key

* [tworks best if all players get along

444444444444
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QUESTIONS?
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DELETED PAGE INMFOEMATION SHEET

Mo Duplication Fees are charged for Deleted Page Information Sheet(s).
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Page 35 ~bl, bTE

ACLURMO044739

FBI043639





