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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE MARYLAND 20755-6000 

5 April2012 

MEMORANDUM FOR THE CHAlRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//~) Report to the Intelligence Oversight Board on NSA Activities­
INFORMATION MEMORANDUrvl. 

(U/A"OU8) Except as previously reportccl,to you or the President, or otherwise stated in the 
enclosure, we have no reason to bel ievc that intclllgcnceactivities of the National Security Agency 
during the quarter ending 31 December 20 II were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of' Executive Order 
12333. as amended. 

(UI/Fet:167 The Inspector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys. training. review of directives and guidelines, and advice and 
counsel. These activities and other data requested by the Board or members of the staff of the Assistant 
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

/r ~ GEOR~D 
Inspector General 

1 (' ·. . ... ,, ;_,--c-5\ · .. (.,, (. /...} 
PATRI~~-.1. :EYN~LD~'1rr-( v 

Acting General Counsel 

(U//F8UO) I concur in the report ,<~f the .l11~p·e,c;tor General and the Gcncrnl Counsel and hereby 
make it our combined report. ·· ·· 

Encl: 
Quarterly Report 

K!~~~R 
Gcncrnl. U.S. Army 

Director. NSA/Chicf: CSS 

This document may be dcclassiticd and marked 
·'UNCLASSIFIED//Fm 8ft1eit~l U!!e Only'· 
upon rcmovnl of enclosure(s) 

(!i\pproved for Release bv NSA on 12-22-20'14. FOIA Case# 70809 (Litigation) 

'f'Of 15ECftfi:'f//!51~01iOit~ 
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TOP SECR:ET//SillNOFOftN 

I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

I.A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333 
Authority 

I.A. I (U) Unintentional Targeting or Database Queries against US Persons {USPs) 
or Foreign Persons in the United States . 

(S//SI/IRE L TO USA FVPd . , • INSA's p1'iniafy tasking tools for ~~~m-P L 
8 

_ 
telephone and Internet selectors! (bl Cll 1 · • 6 36 
I I .. .'-. ~,.,..,.,..---.......-.~-------------M(br"r)r-1\ ... 3:-t) ..,-\J_\_.., L. 8 6-36 
· · (b)(3)-50USC3024(i) 

(b) ( 1) 

( U//-FOUO) During the fourth quat1er of calendar year 20 I I ( CY20 II ). signals 
intelligence (SIGINT) analysts in D instances inadve11ently targeted communicatioi1s to. from. 
or about USPs while pursuing tbreign intelligence tasking. Unless otherwise specified. all 
intercepts. query results. and reports have been deleted or destroyed as required by United States 
SIGINT Directive SPOO 18. 

(b) (3) -P. L. 86-36 
I.A. I.a. (U) Tasking Errors 

.-tt'H#.H#l~~F&BE~:BtE::fri===:::=.=::::=:==~=:J NSA analysts 
belkyed to be associated with valid foreign 

intelligence targets The 
errors occurred because the analysts did not.'----:--:'1"-....;.. _______ .....,.. ___ -r-__, 

I I The selectors were detasked..._ ___________ ~'TI"'I 
respectively. 

(S//SI//REL TO USA. P/E-¥} I . I it \~'as discovered that an NSA 
analyst had tasked a selector that had been asspCiated with a USP 
tametinu error occurred ·, ·• " 

(9//SI//REL TO USA, FVEY) I I an NSA analyst discovered that a 
selector associated with a USP had been erroneously tasked. The error occurred because the 
targeting analyst overlooked intbrmation about the target's USP status during the tasking process 
I I The selector was detasked I land no collection occurred. 

(SNSI/.'REL TO us-:. F'v'EY)I Pn NSA analyst discovered that. 
because ofa software error,~...L ___________________ _,Iancl 

(b) ( l) 
(b) (3) -P. L. 86-36 (b) (3)-P.L. 86-36 
(bl ( 3 l -so usc 3024 (i) 

TOP SECRETf/Sl//J>:fOFOR1'l 

: ,· 

Derived From: NSA!CSSJ'vl 1-52 
Dated 20070 I 08 

Declassi fv On. 20.)20 I OS 

86-36 
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(b) (3) ,.p. L. 86-36 
(~1(3)-50 usc 3024(i) 

TOP SECRET//81/fHOFORH 

~------------------------------------------~ 
All collection has been purged. 

(SHSTNREL TO USA. FVEY) I Iafler a foreign intelligence target 
was confirmed to be a USP. NSA analysts detasked all the target's telephone and e-mail 
selectors. However. another analyst, who was absent from the office when the target's USP 
status was confirmed. retasked the e-mail selector. Upon 
realizing the mistake. the second analyst detasked the selector and deleted all queries and que1y 
results. 

tSIISI"REL TO USA ptFy) \ 11~. il r:; t": ... OJ9 .. t"'*i t:!!-t- 7 
selector associated with a USP was erL.ro_n_e_Ol_Is..,.v---:-ta-s"~"·,-e.,.,... __ ..;.....t..-.;...;..;.;;;..;...;...-.;..;.;.;..o..-......--.-.=--;letasked 

I I when the analyst bec:ame aware ofthe target's USP status. No 
collection occurred. The analyst was counsel.ed t.o research selectors before tasking them. 

I.A.1.b. (U) Database Queries 

• v 

(bi ;(])· 
(b) (3}-P.L. 86-36 

(b'} ( 1) 
(b) (3i-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

(5//REL TO USA. fVE'r') OnOoccasions during this qumier. analysts performed 
overly broad or poorly constructed database queries that potentially targeted and/or 1'eturnecl 
information about USPs. These queries used 

~----:----:--~r--,...-;:-.------:-----:------=-------::--~::---:::----:---:-lp rodu ced 
imprecise results. On of those occasions. the queries returned resi.ilts from the database. The 
query results were deleted. and no repo1is were issued. Analysts who perfoni1ed these queries 
were counseled by their management. (b) (1) 

(b) (3)-P.L. 86-36 
(U) Procedural and other errors contributed to the following incidents. 

(U//FOUO) .. 1 1 ; NSA analysts performed Oqueries in 
raw traffic databases without first performing: the required research on the selectors. I I 
queries returned results. which were deleted L'ir aged off: no reports were issued. (bl ( 3 ) P.L. 86_ 36 

[ an analvst disc~o:..:.v.:;.ei:..:·e;.;;;d.a..l _____ ,--_, 
L---------;r------~~~r that had been d~tasked I .I 

the United States. The analyst responsible for the 
r----~---"--~la~r-. e~er-nr-a~tt~~r-nc.,.I_n_g-:tr-ra~ming and was unaw.are of! I 

A non-compltant traffic was purged, and no reportmg occurred. I o prevent fiJture 

(b) { 1) 

(b) ( 1} 
(b) (3)-P.L. 86-36 TOP SECR:ET//SlhNOFO!tl'>l 

(b) ( 3) - P. L. 8 6-3 6 
(b) (3)-50 usc 3024(i) 
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D 

D 

0 

(b) (3)-P.L. 86-36 
1 UP SI:!CRE'fi/:51//NOFOR~J (b) (3) -50 usc 3024 (i) 

incidents. analysts have been instructed! !before extended 
periods of absence. ~...--:-. -.-------:-------' 

in a raw traftk database: . The 
'-r--:-r--r-:-.-:---,-,..,-. -e ,...a;_cc_e_p-:-ta.,. .. '"~"e .... -:-to_.research I I because 

1...---~~--~~~~-:--~~--~----~ 
The analyst \vas counseled that this is not 

permitted under SIGlNT policies governing raw traffic because the foreign target was not the 
I I No results were returned by the query. 

(S//:51//R:::EL TO USA. FVEY) OrCJoccasi~ns betweenr....:-----'-:-"~--:---------' 
NSA analysts performed queries in the same· raw traffic database using their personal 
identitlers or the identifier of another analyst. The analysts were counseled and provided a 
refi·esher on the use of the database. No results were returned by the queries. 

(S//SINREL TO USA. FVEY)I I an analyst performed a query in ra\v 
traffic databases using selectors believed to be associated with a foreign intelligence target. 
The analyst later learned that the target held US citizenship. All query r'esults were .deleted 
I I ·'··(b) ( 1) 

(b) (3)-P.L. 

(81/SV/Rfi:L TO U8E, FVEY)I . .... . . · · ·· I a!'l NSA analyst pertormed a query using 
the selectors of0foreig11 intelligence targets known to be in the United States. The 
analyst deleted the results! I arid was counseled about procedures and 
policies regarding targeting foreign persons in the United States. 

;.' ., 

·· · 
1 an NSA database auditor discovered that 

addresses were US addresses. 

86-36 

06-36 

0 (~//~l//REL TO USA. FVEY) I .. . ·· I dtiring a routine database audit. an NSA 
database auditor discover~cl that a11 ai1alyst had t)ertormed a query I.. · . . ..·· I I IThe error occurred because the analyst had I . . . .·.· . . od I 

I Upon realizing the mistake. the analyst immediately cyg~e(d1 further 
queries. (b) (3) -P. 1. 86-36 

(b) (3)-50 usc 3024 (i) 

(SNSf//REL USA. fVEY) I l an analyst ran a query against selectors .-
associated with a USP because the analyst did not know that the target was a USP The 
analyst deleted the query results! I 

• • (SHSI//REL TO U8A. fVe¥) an NSA analyst ueried the selector 
~------------~--------~_. __________ _, 

yt1equery ..... 
. (b) (ll:J t' 

· (b) ( 3·)·-P; L·. 86-36 
(b) (3) -18 usc 798 
(b) (3)-50 usc 3024 (i) 

TOP SECRET//SI.'/J>IOfOR."l 
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TOfl SECltET//SI//N"Of<OftN :'"(b)(1) 

(b)(3)-P.L. 86-36 

0 (SHSih'R:EL TO USA. FVEY) I I ail analyst itiadvertently ran a query 
in a raw traffic database on selectors associated with a target \vhile he was in the United 
States. The selectors associated with the target had been detask eel in earlv 

'------,..-------,--.;;;.-~.;..,..;.,~;..._-----''he query and results were 
deleted. and no repotts were issued'. ·The :teat,ll' \vas reminded about the impottance of sharing 

I I (b)(1) 
(b)(3)"P.L. 86-36 

0 (SI/SIHR:EL TO USA, FYEY) I I an analy~t mistakenly I (b)(3)-50 ~sc 3024(i) 
I Ia query performed in a raw traffic database. The 
query did not return any results. The analyst was advised to verity all search terms before 
copying them. 

0 (31/Sli7'ftEt TO USA. f<VEY) I I an analyst perfoi'n1ed in a raw traffic (b)(1) 
database a query that included dates durin which the tarret had been in the United States. (b)(3)-P.L. 86-36 

AlthoU!rh the anal st the United States. he 
l1e quety returnee results that did not require(b)(1) 

deletion because they had been collected incidentally. No reports were issued. .· (b)(3)-P.L. 86-36 

0 st discovered that a selector 

0 

(6)(+}:::: ... , ,, .. ' 
(b)(3)-P.L $i3"36 

0 

~~~~-----------------------~~ 
the 

incident occurred because the analyst was not aware that the · 
~~;..._T-~-~--------~ 

The analyst deleted the results returned b · the 
(---~,..---...,..... 

The an<1lyst was advised to '------------------------------' querying a raw traflk database. 

C (S/tSIHREL TO HSA. FVEY)I hwo SIGINT analysts pcrtonncd queries 
in the same raw trafllc database using the selectors ofvalicl toreign intelligence targets while 
the tamets were in the United States. The errors occutTecl because 
I , ~vhen the targets were in the United Stateslr-----~~-..J 
results have been deleted. Analysts have been advised 

'---------------------~ 

(b)(1) 
(b)(3)-P.L. 86-36 

TOP SECRET//Slh'HOF01U4 
..J 

. . ... ~ 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 
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0 IC:.I/C:.If!D r::t T'f"'l J!f' A r."r"' . . ~. 

against a target whol 

. , ... (b)(1) 

TOP SECR:ET/ISII/t~OFORN (b)(3)-P.L. 86-36 (b)(1) 
(b)(3)-P.L. 86-36 
(0}(3)-50 usc 3024(i) 

It he .United States I 
l. an analvst disco.vered that a query . 

II·. ·~ 
. 

I The analyst suspended the query and deleted the results! 
~-=-===~~--~ 
.___--~~~~ The analyst '-''as reminded to exercise caution whenl land 
to ensure that all relevant queries are stopped at the appropriate time. 

D (Si/Sl/l'lti:!L 'fOUSA. FVEY) I I an a11~lyst performed a que1y in a taw 
traffic database using the selectors tbr a target, even though the ai1alystwas aware that the 
target was in the United States. The analyst deleted all resultsj 1 ... : 

. . ;. , ........... "(b)(1) 
I.A.1.c. (U) Detasking Delays (b)(3)-P.L. 86-36 

(S//£1//REL TO USA. FVE'f)l l an NSA analyst discovered that a 
elector associated with a foreign intelligence target remained on task after the 

.___~....,..--~In the Ui1ited States. Although collection had been suspended onnother 
the U.nitcil States. this selector had been mistakenfv 

'1--------------~:--------' Collection was spspended on the 
No collection occurred. and no transcripts o1:r.eports 

~~~~-~---......-......~----~ :::~:""'(b)(1) 

selector associated with a target 
had not been de._t-as'"':'k-e'""'d-. '""r""'h_e_s_e.,..le_,ctor was included 

selector was subsequently dctaskcd .___ ____________ __, 

TOP SECRET//Sl//tJOFORP4 
s 

(b)(3)-P .L. 86-36 

)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 



DOCI D: 416527 9 
(b}(1) ... 
(b)(3)-P .L. 86~36 

TOP SECRET//SII/tmFOR:N 

(b)(1) 
(Q)(3)-P.L. 86-36 
(b)(3}-50 usc 3024(i) 

\ ..J/1 >Jl/ I<"·'-'-'-' ' '-' ._,..; ••· ~· :':::~ ·d · · I while reviewino: results from 'a, 
'query, an analyst discovered that ani '. l 

I The target of11ce Jlacii'eoe'ived §everal notices! 
·. ' 

I No collection occurred. To prevent future incidents. the tar!!et office will 
suspend collectiOn when notice Is received 
United States. '--------------------rr::~,..--1 

.. 
(5)(1) · · · ..... .... (b)(3)-P.L. 86-36 

(b)(3)-P.I..~ 86~36 (SHREktO USA: "FVEY)I . . I an anaJyst discovered that a se . · .. f~~ ~~g ~~~4(i) 
· tor a·t~u-get femained on task while the target was in the United States durinrr 

,,,.••' 

(b)(1) 

2011. 

( SHSf/fREL TO US;\. FVPr;..f.t..) ,__ _______ .&...;.;ru;.;;.l.:.N.;.;;S;.;;,A..;...;;;a;;.;.n;;;.;al~st...;d;;.;i.;;;.sc;.;;·o;..;v.:.e;..;re;.;:;d_t;.;;h:.::.a:...t ..... 
another anal st had failed to detask 

st discovered that although 

'---------------~ 
and no reports were issued. 

LA.2 (u)._l ____ .....~ 

l..J/ ._1!//P\.l.:.L.. V V>JI•. , ,__ 1. I 

(b)(1) 
{0}{~)-~.L. 86-36 

I.A.3 (U) Data-Handling Errors (b)(3)-18 usc 798 
(b)(3)-50 usc 3024(i) 

tSiiSI/IREL 'fO USA. F\'EY)~ ~ nller learning that a tasked selectnr 
was associated with a USP. an analystetasked the selector. The analyst 
foundc=Je-mails that contained informaflon based on ne target's communications. The 
analyst recalled the e-mails and I , I ~emove the intormation from all databases. 

(3/l'SI/;REL TO USA. PVE¥)1· · .,... I an analyst discovered that 
unminimized OS telephone 11umbers had been mistakenly disseminated in an e-mail to an 
I I The analyst attempted to 

(b)(3)-P.L. 86-36 TOP SECRET//51//NOFOR:N 
6 
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recall the message and sent a se arate e-mai I asking the e.x.ternat[dcust6ii1ei' 'to destroy .. t'i~·~ .. ~(b))((31 ))-P _ 
. . I 1 .... I.. fi I I I 1 d d .L. 86 36 

ongma message. ·. t 1e ana yst con 1rmec t 1at t 1e customer 1a estroye 
the original message. The analyst was counseled regarding the importance of checking e-mail 
distributions betbre sending any e-mail containi1ig USP information. 

1.8. (U) Dissemination of US Identities 

(9//REL TO USA, FVEY) The NSA/CSS enterprise issued I ISTGINT product 
reports during the fourth quarter of CY20 II. ::.ti~ ihrse reJorts. SIGINT anaiysts included 
information that identified USPs or ·us entitie's\:in' \ · occasions while pursuing foreign 
intelligence tasking. The majority of the US entiti'es' names were those of Internet service 
providers in e-mail selectors. In0SlGINT products. disseminations were found to be 
improper. and the reports were canceled as NSA/CSS I I analysts learned 
of USPs. US organizations. or US entities named without authorization. All data in the canceled 
reports was deleted as required. and the reports were not reissued or were reissued with proper 
minimization. 

I.C. (U) Foreign Intelligence Surveillance Act (FISA) 

I. C.1. (U) N SA/CSS Title I FISA 

I.C.1.a. (U) Detasking Delays 

•'(b)(1) 
(b)(3)-P.L. 86-36 

(SNSINHF)! I a11 NSA analyst discovered that the selector associated 
with a tanret authorized under a Foreign Intelligence Surveillance Court (FISC) Order l·emained 
on task Although the tar ret. 
analyst had been aware ofthe information regarding the target's...,_ ______ _. ___ -4 
and had entered this information in a clatabas'e. the analyst did not 

and remove the selt;!ctor .tro,in the FISA re·~:-:n~e\~v~a~,~ap~p:-rl:-=c~at:":"LO~I~1.--r'T':'1':"'e----J 
Ls-ere-ct:-o-r _w_a_s--re-:-ta-s"'""<-eC"n-,r.;.;.;;;.......,;,.;., =.;;....;. .. ..;,. .. ...;;. ;..;.. ;;...;.; a i1d' a [I; in t ~ rcept co 11 ect eel aft erl I has been 
purged. The analyst has been remindeEI that api~1;01~Fiate actions must be taken when a selector is 
no longer authorized for FISA electronic surveillance. 

f.£//SI/lNF) I I an NSA anal rst discovered that selectors associated 
with FISC -authorized tar ets remained on task 

The selectors.wed~detasked 
f--------....,-a-n-:d-a-:-11:-· 1-1o_n_c_o_m_p-:-:l i_a_n_t -co-:1~1 e-c-:ti-on--:-h-a-s -:-b-ee-n-pt....Jlrged. "~···:'(b)(1) 

(b)(3)-P .L. 86-36 
([~;'/~f/i'NF) I I an NSA analyst learned that an e-mail selector 

associated with a FISC -authorized tanret remained tasked 

TOP SECRET//EH,I,q>JOFORH 
' .. ~ .... 
(b)(1) 
(b)(3)-P.L. 86-36 
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did not submit a detask request until I. · 
I I has been marked fo1L.· p"""l-,r-gi,_n_g-.. -----' 

Collection between.L.I ___ -1 

'' ' 
;(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

(8//8lh'REL TO USA. FVEY) an NSA office was notified that 
data was sent to a server that was not authorized to hold FISA data. A developer 
updated the processing scripts to delete the records that had been received and purged the results 
fi·om the server. . 

. ·····'(b)(1) 

I.C.2.b (U) Unauthorized Access (b)<3)-P.L. 86-36 

(8//Sl//Nr)l . ·1 durin!! a random database check, it was discovered that 
three NSA analysts were g1'anted access to without having 
the ap~ate training. It was later discovered that 01,1 multiple occasions 
sinceL_Jatotal cifnine NSA analysts had been granted access to FISA data without 
having the .. appropriate training. All 12 analysts had their FISA access revoked onl I 

I I Database administrators have been provided training on verifying completion oftra1mng 
requirements before granting database access. · 

I.C.3. (TS//81/J'I~F) Business Records (BR) Order 

' (U) Nothing to report. ' ' ~ I I • < 

\ ., 
' /': !: 

I.C.4. (TS//81/t~JF) Pen Register/Trap arid Trace (PRITT} Order 

(TS//81//N'F') The PRITT Order was terminated on 9 December 2011. 

I.C.5. (U) FISA Amendments Act (FAA) 

I.C.5.a. (U) Section 702 

(b)(3)-P.L. 86-36 

(U/tFOU&) As previously reported. NSA/CSS has implemented il new process to e11sure 
undn2: of FAA §702 collection that is rec uired to be Jur •eel tl'om NSA/CSS databases. A 

I.C.5.a. i. (U) Unauthorized Targeting 
.. (b)(1) 
(b)(3)-P.L. 86-36 

(S/lSif/REL TO USA. F'ifE'()l I an NSA analyst discovered thatD 
selectors associated with a target had been improperly tasked under FAA po2 authority because 
targeting procedures were not followed. The se.lectors were detasked I l and 
data collected fron1 lhas b,eet1 marked for purging. No reports were issued. 

TOP ~li!:C1?Jt:T//SI//j)(Qf0Rt<J 
8 
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TOP SECRE1Y/Si//HOFORN (b)(3)-P.L. 86-36 
(b)(3)~50 usc 3024(i) 

U3HSI//REL TO USA FVEY)I I areview of FAA §702 tasked 
selectors revealed that an NSA ::tnalysfimproperly targeted I · .. . 
I . · · ·. · I The analyst was unaw .... ar-e-o""'fi-:"tl:-le.-..re-st~r,..ic":'l"ti-oi-1S-on~ta-sl~""d-n-g---' 
I I The selector was detaskedl I 

(8//£1//REL TO USA. FVEY) I I an NSA analyst discovered that the 
user of a tasked selector believed to be associ<Jted. \vi.th a foreign intelligence target was not the 
intended target and was i1~ the United. States. }he mialyst em;rgency d~tasked the s~leotcu~D 
I !Noncompliant collectron has been marked fot (Hii'g'ilig. · ................. ··• (~)(1) 

' . (b)(3)-P.L. 86-36 
(8//SINR:EL TO USA, FVE¥) .... ,---------.1 an NSA analyst discovered that·~, 

selector had been tasked when the target was in the United States. The analyst! l 
l I 

II I 

(b)(1) · I The selector was emergency detask ed on I I and noncompliant coUection 
I 

(b)(3)·P L 86-~'!',.,.c b k 1 , · ~ N. · d (b)(1) 
(b)(3)_1e usc 798" een mar ·e< for purgmg. o reports were 1ssue . (b)(

3
)-P.L. 

86
_
36 

(b)(3)-50 usc 3024(i) (b)(3)-50 usc 3024(i) 
·... (Sh1SIHREL TO USA. FVEYd I during a review of new FAA §702 
· tasking changes. it was discovered that a selector had been erroneous! a roved for tasking. 

The FAA §702 tasking 
~T:..!.h:..::e:.:;s~el:,.::e:.:::,ct~o..!..r...:.w:!:a~s..;:d:.:::.et!;!;!a~sk~·e~d:.~..---....-----' and ail noncompliant FAA §702 data collected 
~......:~~-:----:--------:-:-----:---' has been marked for pu rg.ing. '--..,...-----------' 
additional selectors were discovered to have been erroneously approved for tasking and were 
detaskedl I All non-compliant traffic has b('!en ll1arked tor purging, and no 
reports were issued. . ... (b)(1) 

·.t ., (b)(3)-P.L. 86-36 

(£//£1//RfL TO USA. FVf\')1 I an NSA nnalyst discovered that 
Oelectors associated with a toreign intelliuence taruet had remained on task while the target 

was in the United States The analyst'----,----------,-----..,..------' 
however. because of a miscommunication. the analyst did not detask 

the selectors The selectors were emergency 
detasked on .._ _____ ....,..-:N~o-I_lC_o_m_p-:-1 ,....ia-nt-d-:-a~t,-a -co-:l~lectecl from l._ ____ .....;;;;.....__,.,~lhas 
been marked tor purging. (b)(1) 

(b)(3)-P.L. 86-36 

(8/H.HHR:EL TO USA. FVEY) I I it wns discovered that a selector 
for a target had remained on task during the time the target was in the United States.!-1 ___ ___, 

iOP :SECRF:Ff.r/3t/;NOfO:ItN 
. i. ,: .9' 

The selector was 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-18 usc 798 
(b)(3)-50 usc 3024(i) 
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detasked ~..1 ---:--~--__,1 and aH noncompliant tollectioi1 has been marked tor purging, (6)(1) 
No reports were issued. . · < · · (b)(3)-P.L. 86-36 

(Sh'SIHREL TO US,'\, FVEY) ... r-1 --~...;;;.;;;.,1 NSA analysts task eel sa..e-:-1 e-c-to-rs--to.,...r,.,...-rf:-o~re-ig...;n.;...i:-n-te-.U:-ig_e.,...n,...ce.;.;_ta-r-g e-t-s -w.,...it_h_o_u t----' 

performing research on the targets' citizenship. I !research revealed that the targets 
were US citizens located in the United States. The selectors were emergency detasked [:J 

All noncompliant collection has been purged. 

I.C.5.a.ii. (U) Tasking Errors 
(b)(t). 
(b)(3)"P.L. ~6-36 

'; fl;, .• ; 

(b)(1) 
(b)(3)-P. L. 86-36 
(b)(3)-18 usc 798 
(b)(3)-50 usc 3024(i) 

(SHSI//R1:L TO USA. FVE'{) I I an NSA analyst learned that a 
selector for a valid foreign intelligence target had been tasked using outdated information that 
the target was located outside the United States. The information predated the earlier detasking 
of the selector!· · · ·-. · I The analyst had 
forgotten that the selector had been detasked. The selector was detasked againl I 0 and data collected has been marked for purgin¥. 

. .... (b)(1) 
(SHSIHREL TO USA. FVEY) I I anNSA analystdiscovered thaPi{3)-P.L. 86-36 . 

selector had been tasked incottectly I (b)(3)-50 USC 3024(1) 
I land tasked a 'valid selector that was not associated with the taraet. The selector was 
ori rina.ll a: roved for tasking L---:---:--~------...-:--:-----:~-:----:-:---:--1 

Noncompliant data collected 
'-----:------...1 

~-------__.has been marked for purging. 

·· (SNSlh'RJ3L TO fTSA. F\'E'f)l I an NSA analyst learned that a selector 
tor a valid foreign intelligence target had been tasked incorrectly because I I 

(b)'(1')''''''' ., ... ··I I The arralyst cletasked the seleetorl . I No collection occurred. 

(b)(3)-P.L. 86-36 'SI!SI"D.[L. TOW" 1 F' 'E' T~ NSA I d' d I (b)(3)-50 usc 3024(i) (II ITK c 03,-<. v 1; an . ... ana st tscovere t 1at a 
task eo selector was associated with a USP. 
L-:----~--=-~-------:-...,..--:-~''thei~inalyst had missed this information. Tfie·(b)(1) 
selector was detasked and ·c.ollection has been marked for purging. No (b)(3)-P.L. 86-36 .__ _____ ___. 
reports were issued. 

(S//SIHREL TO USA. FVEY)I I an NSA analyst discovered that an e-
mail account believed to be associated with a loreiun intelliuence taruet I I The error occurred because the ~analyst clid not pe;.fora..m-su"""'f""fi...,ci,....e-nt-re-se-a-rc"""h-ot-1 .... 
the selector betbre tasking it. The selector was detasked I I and noncompliant 
data has been marked for purging No repotis were issued. 

(£//EL~'REL TO USA. FVE'!') I I an NSA analyst improperly tasked a 
selector tor a foreign intelligence target without providing sufncient information to indicate that 
the target was located outside the United Stales. Because the selector was detasked on the same 
clay it was approved tor tasking. no collection or repotiing occurred. 

TOP SECRET/.'SI//HOFORJ<f 
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(Sh'Sl/iREL TO USA. F\'EY) On two occasions! jNSA analysts 
discovered that selectors for two foreign intelligence tan2ets had been tasked incorrectly because 
of typographi~al errors. The incorrect ,selectoi·,~ <ve;-~ en~ergency cletasked l · l 
and no collection occurred. " · 

I.C.5.a. iii. (U) Database Queries 

(9/fSl//R:EL TO USA. FVE'l)l · . · I anNSA analyst. using a0FISC 
Court Order-approved selector associated with a USP impropedy performed a query in a raw 
tralllc database containing FAA §702 data. Aller viewing the query results. the analyst learned 
that the target's selector had been misidentitled in ai1alytic files as being associated with a .. 
foreign target located outside the United States. The analyst was advised to research selectoi;p 
before querying a raw traftk database. . .. ..... ..... ,: .. (b)(1) 

.. d.... .... . · (b)(3)-P.L. 86-36 
--f£1/SJHREL TO USA. FVE'!")i lNSA analysts performed 

overly broad queries that returned more dat~ than exr)ected. The analyst used broad query terms 
without incluclingl jto limit the query. The analysts cleleted the query results. and no 
reports were issued. 

(8//SINREL TO USA, FYEY)I lNSA analysts queried a raw traftlc 
database using selectors associated with aUSP. The analysts did not conduct the required 
research on the selectors before querying the database. They received counseling and 
instructions on conducting the appropriate research ,on the selectors. Query results were deleted 

I I I It 
,·. J ! r': 

-+f'rl+£.l#J~L-...:;~~~f~¥11~--------, an NSA database auditor 
discovered that an analyst had queried a selector that wa. The analyst 
had made a typographical error. The query was stopped. and the query results were deleted. No 
reports were issued. 

I.C.5.a.iv. (U) Detasking Delays 
. . 

1(b)(1) 
(b)(3)-P.L. 86-36 

emergency detasking of a target selector tound to have 
the 

~~~~--------~----~~~~--~--~~~~~~~~----~~ FAA § 702 target procedures required that the selector be detasked. The selector remained on 
task!_ I Collection has been marked for 
purgmg. 

ts '"!"REI: =fO ~n' F"E"JI 1 Ns·, A 1 · 1 · f' · . 13 ":: r\.\1 ~ r an . . <lila yst rev1ewec 111 ormat1on 
in an NSA internal report that a target had arrived in the United States I I The 
analyst. however. had overlooked information about the tanret' s US travel and had not detasked 
the selector. After reviewing another internal report I I the analyst discovered 
that the target had entered the United St.ates and detasked the selector. Noncompliant FAA §702 

\ 

information has been marked tor pmging. 

(b)(1) 
(b)(3)-P.L. 86-36 

TOP 3EC'ltE:'fi/5111NOFORN 
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(g/i£1/1 REb TO USA. FVEY) · . · · · · . NSA analysts discovered that 
Dselectors associated with a tbreign inteiJig~nce target had remained on task while the target 
was in the United States. 

(8/iSI//REL TO USA. FVEY)l I dui'ing.a review ofFAA 002 
selectors, an analyst discovered that a· selector tor a target had nort~b:..:e:..:e.:.:.n...:d:..:e.:.:.ta;.;;s:.:.ke;;.:d:.~-_ __,~-:--~ 

. The sel~.ctor was detasked 
Ll_l1,..1S'7""ta-r·-e..,nry_r_e-:-t-:a-,s-,e..,;-----.L.-:i The selector was detas~ke-c~l-a-(Ja-:i-nr------'=;....;.;~ 

(b)(1) after it was I em
1
·n_e_d_t_ha_t_t_h_e _ta_r..,ge_t-'-----,.,.~"1:'"':'-:-:-~"'T"'::-:r-~~~~--------..J 

(b)(3)-P.L. 86-3'6lata collected .___ _______ ___, 
(b)(3)-18 usc 798 
(b)(3)-50 USC 3024(i) (8//811/REL TO lJSA, FVEY) an.NSA anal st discovered that a 

delay had occurred when a selector associated'·with 
the United States , , , ., , . , Upon r(!cogi1izing .the mistake, 
the analyst reguested an emergency detask ing·L..· _ .. _· --:----:-::--~~. Noncompliar1Ldata co!Ie()~e,d 

I I has been marked torptli·ging. No i·e·pOi'fsu \ver~ isstibl ··. ··· ,,:;;,:::ll:'~t\)(1) 
.. . . . . ·: . ···. (b)(3)-P .L. 86-36 

(Si/SI//R:EL TO USA l"VEY) lr---,....,--"""""""'------,1 a11 NSA analystJ . I that 
"mail accounts associated with a foreign target had been accessed fl·om the United States 

AnlC agency confirmed that the accounts were being 
accessed from within the United States by Instead of 
detasking the e-mail selectors immediately. the analyst request eel a non -emergency detasking. 
I . I Upon discove1y ofthe error. the analyst detasked 
the selector~ Noncompliant data has been marked for purging. and no (b)(1) 

(b)(1) J"eJ)OI·ts \''el·e .ISStled (b)(3)-P.L. 86-36 
(b)(3)~P.L. 86-3o ' . (b)(3)-18 USC 798 

(b)(3)-SO usc 3024(i) Usi/81//ftEt TO USA. FVEY) st discovered that a 
selector that should have been detaske 
detasked 

~~--~----------:-:-~~~~--~-----------~~~ discovered. the analyst cmcnrency detaskcd the selector Noncompliant 
data collected I I has been marked tor purging. and no reports were 
issued. ''(b)(1) 

(b)(3)-P .L. 86-36 
-t;ti2:ffi:ltftB~dst:!2ft~.:-f-lfE.lft l an NSA analyst learned that a 

·emained oil task. 'even 'though! 
r-;;.;...;..;;.;...;..'-l-----.-,,_-,e..,.t'e.....-k I-10-\-Ivn. The error occtr i,I'echvhen t he'-p ..... n..,.Il1-a-ry~t a-r-g e--:t_a_n_a,..ly-s'7""t .,.cl.,..,idrt-lo..,.t __ ___, 

convey inforniation about I Ito other analysts who needed the 

TOP SECR:ET//Sf//t<lOFORl<l 
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information. The selector was emergency detasked L..l ______ ___.l and noncompliant data 
has been marked tbr purging. 

-tf5fflrsthftf~ffrtlf51!r.i~~L~-~i......;,_ ___ J.la~n~NSA analyst discovered that an 
e-mail selector tbr a target had been ~etasked; },· .·' when it was determined that 
the user of the account was not the inte1ided tai·g~i. ·The analyst. however . .initiated a non­
emergenc detasking request. and the account ren1ained subject to FAA §702col!ectionr-l----. 

...._ ____ __, Noncompliant data collected h~s been 
marked for purging. .:::.:.•,(b)(1) 

(b)(3)-P.L. 86-36 
(~//~lkR/5L TO ugA. fVEY)I I VJhHe conducting research on a 

selector betbre re-tasking it. an NSA analyst discovered that the selector tbr a foreFi.;;;.g.;.;.n _ _.__......;..., 
intellinence taJ ret had remained on task while the tamet was in the United States 

I the analyst had o\ierlooked this selector. The selector was not detasked 
because the target had since depa11ed the United States. Collection! I 
I I has been marked for purging. and no reports were issued. 

(Sh'Sl//REL TO USA. FVEY)I l an NSA analyst discovered that a 
selector tor a tbrei '11 intelligence tar(Tet had l'emained on task while thetan:ret was in the United 

The selectorwas·cletasked· ··and no ccillectioh 6ccuiied::'·'''1'' (b)(1) 
.__ _____ __. . .. ···.·· . . (b)(3)-P.L. 86-36 

(~h':Sli7REL 'fO USA: FYD.r') .___r---____ __._;..:;:a~ii..;,N"""iSA analyst discovered that' an 
r----.:..---,lhad ttot been detasked when . i•. , . , fo'r.a foreil:m intelliuence 
target were detasked :·>·. 
the United States . vas emergency detasked.__ __ _. 
I ~and noncom pliant collection has been marked for purging. No reports were 
issued. 

(£//~1//ReL TO USA. rVEY) an analyst discovered thatOe-
mail selectors associated with a foreign intelligence target had remained on task wllile the target 
was in the United States. The error occurred because of a miscommunication between two 
analysts; each analvst believed that the other would detask selectors. 
Although the · selectors had been detaske the United 

States. the target's .__-:-:--...,...,-...,.----:--:-...,.----:------------' 
Noncompliant data collected has been marked Cor purging. 

(Si/SI//REL TO USA. FVE'{) ...._...,... _____ ...&.;..;:;.;.;..;;...;.;;;.;...;;...;;;.;; 

... )•·(b)(1) 
(b)(3)-P.L. 86-36 

that a target had been i;:.n..:.t:.:.he:...::L:..:.:l n:.:.:i t~ec:..l..::S:.:.t a:.:.:;t.:.;es::J· ......,,---:---:---:--:----~,_J...:.:.:.:.:.:.:;:.:...::.:..:.:;.:.;:;.;.:.:.:s...:...:...:.:.:..:..., 
selector was submitted but the detaskina. re uest 

~~~~------~~-~ I lAs a result. the selector remained tasked.__ ____ ~-~---~ 
compliant collection was purged I I and no reports were issued. 

(£,4i£1.'/REL TO USA. Pv'E't')l !selectors were submitted for 
detaskim!: because ofinsuft1cient intbrmation ihdicaiing that the tamets were located outside the 

\o. ,· ·: .:,:..:' ; L.. .... 

:.· .... 

(b)(1) 
(b)(3)-P .L. 86-36 
(b)(3)-50 usc 3024(i) 

'fOfl 3f!CI\:f!'fi/!5IdNOfi'Oitl"i 
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· United States. During a review to verify thad belectors had been 
detasked. it was found that one selector had not been cletasked. It was determined that because 
the target was not a USP and not in the United States. there was no immediate urgem;y to detask. 

I.C.5.a. v. (U) Data-Handling Errors 
''(b)(1) 
(b)(3)-P .L. 86-36 

(SNSINREL TO USA. FYEY) I I <inNSA analyst discovered that files 
containing data collected under FAA §702 authority were misrouted into a directory that was · 
not approved for FAA §702 data. The error occurred because ofa mistyped path name. The 
tlles have been purged from the incorrect directory and moved to an FAA-cleared directory. 

(SNSTNREL TO USA. F'v'E'i')l I an NSA analyst discovered that a 
USP had been identified in evaluated. minilrtized traffic (EMT) that was disseminated to a 
foreign pmtnerl . I The clissemina ted EMT was recalled 1...._ __ ~----J 
and the information was confirmed to have been deleted from the foreign partner's databases. 
The traffic was purged. and no repotts were is'~ued .. 

I.C.5.a. vi. (U) Overcollection 

NSA learned that thEi~..~~...,. 
Collection 

~-~~------------~~~-r-----r-r~--~--~----~_...,. and has been marked for purging. No reports were issued. 
~-------....1 

(Sh'SIHR::EL 1'0 USA. FVE'{)I I during testing of an upgrade of a 
collection system. NSA discovered that overcollection had occtll'recL resulting in tile collection of 
I lcom111ttnications. The overcollection occurred because the collectloi1 systen1.l1ad an 
outd~ted .v~rsion of an appli~;ati~11 .. An int~rim fix has been implemented until a perm.atl~iit ... ,.,(b)(

1
) 

solution ~s mstal!ed. Nonc~mpl!ant ~ollecttonL . . lh~s been (b)(3)-P.L. 86_36 
marked for purgmg. NSA ts conductmg a thorough revtew to venfy that the system ts . 
petforming properly. 

I.C.S.b. (U) Section 704 

(U) Nothing to report. 

I. C.5.c. (U) Section 705(b) 

I.C.S.c.i. (U) Unauthorized Targeting 

(b)(1) 
(b)(3)-P .L. 86-36 
(b)(3)-18 usc 798 
(b)(3)-50 usc 3024(i) 

.. (b)(1) 
(b)(3)-P .L. 86-36 

., -, ·· · · · :·; . ~ '~ I ... · ·· · I an NSA analyst was notified by an 
that an FAA §705(b) authorized target had entered the United States onO 

~.w-----'""--, The anal st cletasked the target's telephone selector! I 
were not tasked when the target was in the United 

a..:.S~ta-t-es-.--N~o-re_p_o-rt~s-\-ve_r_e..,..is-s-ue-d:-.-:T~l:-1e-N~S-tA analyst reminded th4 lthat notification is 
required when targets authorized under FAA §70:'i(h) return to the United States 

(b)(3)-P.L. 86-36 

TOP £1i!CRBT//SI//i>JOFOR?J 
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I.C.5. c.ii. (U) Detasking Error 

' ': .;,,,,::•(b) ( 1 ) 
1.0. (U) Other 

;(b}(3)-P .L. 86-36 

1.0.1. (U) Unauthorized Acc~ss: 
, ........ 

(SHSfh'REL TO USA. F'VJ:i:Y) milita1'y 
personnel who were not authorized to view FAA §702 conducted queries in a raw traftlc 
database containing FAA § 702 data. Their access was discontinued I . · I 

1.0.2. (U) Unauthorized Dissemination 

(~//£WREL TO USA. FVE'l) I I an e-mail containing raw SIGINT 
was inadve11ently disseminated to a distribution list that included an analyst who was not 
authorized to receive the data. U on recognition of the unauthorized dissemination. the message 
was recalled and an e-mail was sent to the distribution list explaining the 

trectmgunauthorized recipients to delete the e-mail. 
.. ~p)(1) 

1.0.3. (U) System Error (p}(3)-P.L. 86-36 
(b}(3)-50 usc 3024(i) 

':\'.\'. 
,,.... ~,'"',· • ~' r;::'')ll _______ '"ll~--.----"-,.;_-___;":..i;• .. ~.J 

I an NSA software developer discovered thcit 

I 
J The 

error occurred because of a software glitch I I 
I 

I System developei·s are working to add a 
~~-lo~ti~fi~c~at~io-n-of~'e-r-ro_r_s~re~a-tt-lr-e-. ---------~ 

I.E. (U) Counterintelligence Activities 
'(b)(1) 
(b)(3)-P.L. 86-36 

(U) Nothing to report. 

TOP ~J;;CRJ!T//SI//~JOFOru4 
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(b)(3)-50 usc 3024(i) 

I .F. (U) Intelligence -Related Activities 

(Sh'Slh'REL TO USA, FVEY) To reduce the risk ofunauthorized telephony collection 
and prevent violations. NSA/CSS has instituted a process that gives analysts greater and fast~r 
insight into a I<Hgefs location. I I 

f Collected data was 
... p_l_lr-ge-ed~""'""'tir-o J-n"""N""'l ...... SAJ""'tc""'.' s...,.;s...-s _p_n_ll...,Cl-p-alr-r_a_w_t,...ra..,~n.,..ti_c_r_ep-o-s""'t to_! .... I e_S_\_v.,..l·1e_n_J_'e_q_UI_re-ei.:,...Jl. , ... (b)(1) 

.-----------...;.;_----~(..:.b)~(3~)-P.L. 86-36 
~~~ffliTTf,_:THT~,...-~.,..,,"~""'"'Ainl UlJ;-:cnr:D pQ USC 3024(i) 

~.:>1/ulltl\..c.L v '-''-'•'-, • ~. L 
r· .. , .'. I 

I NSA analvsts found I I e-1n:ail selectors I r 
.._ ______________________ _.....[ollected data was purged fi·om 
NSA/CSS's principal raw traffic repositories when required. 

(U/fFOUO' I nO instances. database access \vas not terminated when. access \vasflio( 3 l- P · L • 8 6-36 

longer required. Although not considered violations ofE.O. 12333 or reh1ted directives. the 
accesses were terminated. In addition. there were0instm1ces of unauthorized access to raw 
data during the quarter. 

II. (U) NSAICSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, Investigations, and Special Studies 

(UNFOUO) Dming the fourth quarter of CY20 II. the OIG reviewed various NSA/CSS 
intelligence activities to determine whether they had been conducted in accordance with statutes. 
Executive Orders. Attorney General (AG) procedures. and DoD and internal directives. With 
few exceptions. the problems uncovered were routine and showed that operating elements 
understand the restrictions on NSA/CSS activities. 

II.A. (U~ Regional Operations Center~...l __ .....~ {b){1) 
(b)(3)-P.L. 86-36 .-------

(8/tREL TO HSA F)'EY) As part of an NSA/CSS IG field inspection o~ l 
I I the IO inspection team reviewed the 10 program. 10 training. and 

' . ·! .. 
application nfiO standards in the SIGINT missihn activities pertonned at the site The 10 team 
found thaL although thel IJOprogram has not yet been fully implemented. the 10 Program 
Manager (10 PM) is putting the appropriate processes. procedures. and documentation in plnce 
to ensure that the program is easily updated and maintained. To provide oversight of mission 
operations conducted the 
IO Pivl has developed a team of on-site 10 Officers. The IO inspection team found that the 
physical layout ofthe site posed a signitlcant challenge to providing effective protection ofFISA 
data and recommended procedural and physical solutions. 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

TOP SECRET//81/i?lOFOR::?l 
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(b)(1) ;: 

l • 

(b)(3)-P.L. 86-36 

II.B. (U) Unauthorized Intelligence Activity 

(S//Sl/!REL TO U8t\, FV5Y) l l the OfG's Office offnvestigation 
initiated an investigation of an allegation that an NSA analyst had conducted an unauthorized 
intelligence activity. fn an intervievv conducted by the NSA/CSS Oft1ce of Security and 
Counterintelligence. the analyst reported that during the past two or three years. she had 
searched her spouse's personal tele )hone director without his knowledge to obtain names and 
tete hone numbers for taroetinu. 

Although the investigation is 
~--~~--~~~~--~~~~--~~~~~~ ongoing, the analyst has been advised to cease her activities. 

II. C. (U) Misuse of the US SIGINT System 

(U) Nothing to repo11. 

II.D. (U) Congressional and 10 Board Notifications 

(U) Nothing to repo11. 
. .. 

II.E. (U) Other Notifications ,_' i I ~.~) ' i .': f 

. (b)(1) 

(b)(1) (Si/REL 'fO USA FYEY} NSA/CSS has no~ified the AG oUnteHigence -related 
collection activities associated with USP hostage and detainee cases. (b)(3)-P .L. 86-36 

Ill. (U) Substantive Changes to the NSAJCSS 10 Program 

(6)(3)-P.L. 86-36 liLA. (U) 
~----------------------------~ 

(U) As reporied in the second quarter CY 20 II rep.ort. NSA/CSS is developing a new 
tool clesign~d to automa·t·e···t.he pr~cess of~:•bmitting. mission C<!'~P~iaf"e·ineident reports aeross . 
the worldw1de NSA/CSS enterpnse. The Implementation of the ongmallv scheduled to be· 

(ully rerationaltor the I I lias been cletaye untit the I I 
eca\1se ofsystem problems. 

III.B. (U) New Purge Procedures 

(UNFOUO) NSA is in the process ofintroducing new purge procedures tor inadve11ently 
acquired collection across authorities. One of the kev features of this new rocess is the launch 
of an which analy~ts can access to (6)'{3)-P.L. 86-36 

L-----r-----------------'-A_,s the process matures. it is expected to replace the 
to filrther enhance NSA 's overall compliance 

~---------------------~ !, posture. 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence -Related Activities and the 
Reason for the Changes 

(U) Nothing to report. 

TOP KfZCRRT//£1//~TOFORJJ 
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V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related 
to 10 Programs 

(U) Nothing to report. 

'•, 
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