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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE MARYLAND 20755-6000

5 April 2012
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBIECT: (U//F©48) Report to the Intetligence Oversight Board on NSA Actn ities -
INFORMATION MEMORANDUM .

(UIES0) Except as previously nported 10 vou or the President, or otherwise stated in the
enclosure, we have no reason to believé that undlig_,cncc activities of the National Security Agency
during the quarter ending 31 December 2011 were unlawful or contrary to Executive Qrder or
Presidential Directive and thus should have been reported pursuant to Section 1.6(¢c) of Executive Qrder
12333. as amended.

(U//FOH8) The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training. review of directives and guidelines, and advice and
counsel. These activities and other data requested by the Board or members of the staff of the Assistant
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

GEORGE EIM.ARD
Inspector Geneml

B (,—j( : \\»(

P/\'I’R!C Kl R(:YNOI.,DS /
Acting General Counsel

(U/FEHO) 1 concur in the report of the lm;xctor General and the General Counsel and hereby
make il our combined report,

u'-‘, !

KEMH B. ALENXANDER
General. U. 8. Army
Dircctor. NSA/Chief, CSS

Encl;
Quarterly Repont

This document may be declassified and marked
“UNCLASSIFIED/For-Offietat-tse-Only
upon renoval of enclosure(s)
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LU Inteiligence, Counterintelligence, and Intelligence-Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Result of the Violations

LA, (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

LA1 (U) Unintentional Targeting or Database Queries against US Persons (USPs) i
or Foreign Persons in the United States

SHSHRELFO-USAEYEE] asking (o)(1)
. INSA g pnmary tasking tools for (b)(3)-P L. 86-36

telephone and Internet selectors| o e e T T(b) (1) -
L e OTI3IT™P.L., 86-36
l l (b) (3)-50 USC 3024 (i)

(U/Fe5OrDuring the fourth quarter of calendar year 2011 (CY2011 ). signals
intelligence (SIGINT) analysts in[__]instances inadvertently targeted communications to. from.
or about USPs while pursuing foreign intelligence tasking. Unless otherwise specified. all
intercepts. query results. and reports have been deleted or destroyed as required by United States
SIGINT Directive SP0018.

~ (b) (3)-P.L. 86-36
LA.1.a. (U) Tasking Errors

~SHSHRE T O-US5ATVESA g | NSA analysts

learned that tasked selectors| - lbe ieved to be associated with valid foreign

intelligence targets] ‘ L | The

errors occurred because the analysts did not| ‘ _ _ ]

| | The selectors were-detasked| - -~ ... oo o ] 0
S ] . ‘] L

respectively. {b) {3)-P.L. 86-36 :
“(SHSHREE-TFO-HSAENEY) | | it was discovered that an NSA

analyst had tasked a selector that had been assouated with a USP| | The

Caporn

targeting error occurred|

. - ‘ | The
analyst detasked the selector on | fand no collection occurred.
ﬁﬁ‘iﬁ#&ﬁb—%—&&%l | an NSA analyst discovered that a

selector associated with a USP had been erroneously tasked. The error occurred because the
targeting analyst overlooked information about the target's USP status during the tasking process

| lThe selector was detasked] [and no collection occurred.
ASHEHREE-TFO-BSA—FEY| hn NSA analyst discovered that.
because ofa software error [ Iand
(b} (1) {(b) (1)
(b) {3)~P.L. B86-36 (b} (3)~P.L. B6-36 ) o i
(b} (3)-50 USC 3024 (i) ‘ : Derived From: NSA/CSSM 1-32

Dated: 20070108
Declassity On: 20320108
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(B) (3)-B.L. 86-36 —FOP-SECREFHSHAOFORN—
(b}(3) -50- USC 3024(1) B )

tametmﬂ of a USP had continued one day beyond the perlod authouzed by a consensual
agreement. The 'malyst detasked the se ectoxs[ " R

-P.L. 86-36

LSy —F ‘ faUS | location was enoneously
targeted and collection occurred for] |

| . ' [ All c‘ollection has been purged.

~SHSHAREE-TFOHSA—FvER | ‘ ‘ |after a foreign intelligence target
was confirmed to be a USP. NSA analysts detasked all the target’s telephone and e-mail
selectors. However. another analyst, who was absent from the office when the target’s USP
status was confirmed. | |retasked the e-mail selector. Upon

realizing the mistake, the second analyst detaskud the selector and deleted all queries and query
results,

ASHEHAREEFO S AEMEY) ~1an NSA analyst learned that a
selector associated with a USP was erroneously tasked| Hetasked
| | when the analyst became aware of the target’s USP status. No
collection occurred. The analyst was coumeled to research selectars before tasking them.
[LA1.b. (U) Database Queries (b1 43 (B E'%)*P L. 86-36
o (bY(3)-B.L. 86-36 (b)(3)~50 USC 3024 (i)

—%&?@WOnDoccasions during this quarter. analysts performed

overly broad or poorly constructed database queries that potentially targeted and/or returned
information about USPs. These queries used | ' |

| [produced
imprecise results. On| [of those occasions. the queries returned resilts from the database. The

query results were deleted. and no reports weré issued. Analysts who per formed these queries
were counseled by their management.

(b)) (1)

. G (b) (3)-P.L. 86-36
(U) Procedural and other errors contributed to the following incidents.

L (U/fFetHey ', ;. | NSA analysts performed uneries in
raw traffic databases without first performing the required research on the selectors.
queries returned results. which were deleted 6r aged off, no reports were issued.

(b) (3)-P.L. 86-36

[ TSHSHREE-FOHSATFYED] | an analyst discovered| |
| {a selector that had been detasl\edl
because of thd the United States. The analyst responsible for t he

Jhad been attending training and was unaware, of‘
l AT ton- compliant traffic was- )umed and no reporting occurred. To prevent future

i {b) (1)
(b} (1) N {b) (3)-P.L. 86-36
(b} {3)-P.L. 86-36 —FOP-SEERETHSTNOFORN {b) {3)-50 USC 3024(1i)
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TOP SECREF/SHANOFORN— by (3)-P.L. 8636
ST (b)(3)-50 USC 3024 (1)

incidents. analysts have been mstluctecll S Ibefore extended
periods of absence. ' i

[ —(SHSHHRE-FOUSAFYEY| ) an NSA database auditor noticed that an
analyst had queried | S ~|in a raw traffic database. The
analyst had mistakenly thought it would be’ acceptable to research | |because

| | The analyst was counseled that this is not
permlttecl under SIGINT policies governing raw traffic because the foreign target was not the
| | No results were returned by the query.

¥ —W&W&Bccasmns between| ]
NSA analysts performed queries in the same raw traffic database using their personal '
identifiers or the identifier of another analyst. The analysts were counseled and provided a
refresher on the use of the database. No results were returned bv the queries.

C '('S’#S‘I#R'E'l:-"FG-BS*—F-‘vLEAHi lan analyst performed a query in raw
traffic databases using selectors believed to be associated with a fonexgn intelligence target.
The analyst later learned that the target held US citizenship. All query results ‘wele‘deleted

Lo ' (b)(31—P L. 86-36

[ ASHSIAREE-TO-USE—FVEY| | ] NSA analyst per tormed a query using

the selectors ofE] foreign mtellwence targets known to be in the United States. The

analyst deleted the results| | and was counseled about procedures and

policies regarding targeting foreign persom m the United States.
g T?#Sﬁ‘R‘E‘t“’PO‘ﬁ‘S‘#‘F’V‘E‘i‘)I i ""”'5 v ‘l an NSA database auditor discovered that

an analyst had mistakenly queuedl o l

in a raw traffic database| | l he error occurred because the analyst. despite

| : ‘ | did rict realize. that tl .e-mail

by (1)
(b} {3)-P.L. 86-36

~SUSTHREL-TO-USA—FVEY | —— Jduring a routige database audit, an NSA

database auditor discovered that -an analyst had performed a query]. ‘
] The error occurred because the analyst had | .- ) B

| Upon realizing the mistake. the analyst nnmedxatelv c?1§ed Tarther
queries. (b) (3)-P.L. 86-36

‘ (b)Y (3)-50 USC 3024(1i}
SAFYE I : an analyst ran a query against selectors

'\ssomaled with a USP because the analyst did not know that the target was a USP. The
analyst deleted the query results] |

addresses were US addresses.

[0}

e

1.

S HHHRE O SARMEY | {an NSA analyst queried the selector

for a foreign intelligence targed| ‘ -

No results were returned by the query.

T

=P L 86-36
3)~-18 UsC 7¢8
y-50 USC 3024 (1)

al ~ 71t

-
)
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-“TOP-SECRET/SINOFORN | e (O1¢)
: R (b)(3)PL 86-36
0 ~SHSHREEFO-HSAFYEY| . Jan analyst ma(lverlently ran aquely

in a raw traffic database on selectors associated with a target while he was in the United -
States. The selectors associated with the larget had been detasked in eallvl Im

: [The query and results were
deleted. and no reports were issued. The team was reminded about the importance of sharing

| | : I (Y
o (b)(3) P.L. 86-36

) <SHSPREEFOUSAFVEYH ' | an anialyst mistakenly| O)B)-50PSC 3024())
| fa query performed in a raw traffic database. The

query did not return any results. The analyst was advised to verify all search terms before

copying them.

0 —HSHREETOHSAFYEY  an-analyst performed ina raw traffic (0)(1)
database a query that_included dates during which the targel had been in the United States. (0)(3)-P.L. 86-36

Although the analyst] N |the United States. he
| | The quely returned results that did not reqmre(b)m
deletion because they had been collected incidentally . No repoxts were issued. . (b)(3)-P.L. 86-36
0 -(-S#Sl#RElr—'FG-H-S*.—.—‘v%l lan analvst discovered that a selector
that had been detasked Jthe
United States| " ina raw
traffic database. To prevent future errors.| y L ,bwj
| _ [ e
\ (b)(3)-50 USC 3024()
b —QS#SMRE-I:—'FG-H&A—% SLRE | an NSA- analyst discovered that another
analystl S i':;i L T Jselectors associated with a target visiting
‘ ~the United Statesl ] The analyst had detasked the selectors
Wi el | | L | l
(b)(3)-P.L. B6:36) the quely results were deleted and the analyst was reminded | |

| No 1epmls were issued.

%ﬁ%{:—%@wﬂ ‘ ) lan analyst performed] hu eries

[

| . L { The
incident occurred because the analyst was not aware that the| * - ‘

| | The analyst deleted the results returned by the|  |queries | |
I | The analyst was advised to| [before

querying araw traffic database.

[y}

{ = ] gy |two SIGINT analysts performed queries
in the same raw tsaﬂlc database using the selectars of valid foreign intelligence targets while
the tareets were in the United States. The errors accurred because | ,
| Jwhen the targets were in the United States] [All query
results have been deleted. Analysts have been advised| ‘

B

®)) . (b)(3)-P.L. 86-36
(b)(3)-P.L. 86-36 o A (b)(3)-50 USC 3024())
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—‘f-@i‘-Sﬁt&E‘ﬁ‘f&b‘;N@FﬁRN-(b)(i”) -P.L. 86-36 o)
(b)(3)-P.L. 86-36
L X (B)(3)-50 USC 3024()
0 ASUSHREL-FOUSA—FVEYY I | an analyst dxscovexed that a quexy
a"amsl a target who| - |the United States| 1T K

| The analyst suspended the query and deleted the results|
| | The analyst was reminded to exercise caution whenl ]and
to ensure that all relevant queries are stopped at the appropriate time.

0 TSTSHREL-TFO-HSATYEYH | an analyst performed a query ina raw

traffic database using the selectors for a target, even though the analyst was aware that thc
target was in the United States. The analyst deleted all 1esults|

LA.1.c. (U) Detasking Delays T T ‘EP%S;P.L. 86-36
' A __}aianalyst found that[__]selectors
thought to have been detasked | . |after it was learned that the farget wag a USP had
remained on task. | o INSA management learned that Ihad :
revented the selectors from being detasked when the initial request was made. | |
NSA management received confirmation that the selectors had been proper ly detash)efl1
No repmts were issued. L (b}(3)-P.L. 86-36
ey L ' L ' =50 USC 3024())
(b)(3)-P L. 86- 3% | an analyst discovered that|’ ©
| h%socnated wuth a target remained on task when the target entered the United: States
N | The analyst l\newl Jthe United States and
' ‘ | The
A |
immediately detasked them. | | No collection occurred, and no’

reports were issued. The analyst was advised to}
A S : }an NSA analyst discovered that a
}electox assocxated with a foreign intelligence target remained on task after the

farget had arrived in the Uiited States. Although collection had been suspended 01190“‘“
selectorg| ltrhe,- Unite'd States. this selector had been mistakenly

[The analyst coxrected the I
I ( 0 lectiun' was Su spended on the

) (1)
(b)(3)-P.L. 86-36

based on the seleclor were 1ssued.

LSUSHURE+-FO-SA—F 3 | , | an analyst discovered that a
selector associated with a target| [the United States between
| }hai not been detasked. The selector was included| (b)(1)
| IThe (BY(3)-P.L. 86-36
selector was subsequently detasked | | (b)(3)-50 USC 3024()
~“FOR-SECRETHSHANOFORMN
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(By)-. EEREFHS (B)(3)-P.L. 86-36
(b)(3) -P.L. 86 36 : (b)(3)-50 USC 3024(i)
—(-S-HS-I#&E—!:—'F@—BS—A—F—‘:‘E&‘H o .| while reviewing results ﬁ'om‘a':,
“query. an analyst discovered that anl v ' - |

| The target oﬂlce had 1ecewed Several notices]

| No.collection occurred. To prevent future incidents. the target office will
suspend collection when notice is received|

United States. ‘ ‘ ~ (b))
. (B)(3)-P L. 86-38

(b)(3) Pl 86 36 ' AT | ananalyst discovered that a se \l)cs) 828 2824(:)

for a tamet remained ontasl\ wlnle the tamet was in the United Stites during:
2001, | o l ‘

[ | The analyst dld not detask the selectors Uil | ] No reports were 1ssued.
Management counseled the analyst[ |to prevent similar
incidents,

SHSHREEFO-USATYED | | an NSA analyst discovered that

another analyst had failed to detask| ‘ ]

fbecause the target was in the United S(ales The

electors were detasked | : - |-and no reports were lssuecl L “o)(1)
, ' " o (b)(3)-P L. 86-36
ASHSHREEFOHSA—FE - i | an analyst dlscoVered that althow7 h
‘ The detask delay was
attributed 1o the analysi s absence Iroin (e O1lice | The analyst
detasked the| | and no reports were issued.
LA.2 (U)

(b)(1)

{OJ(3)-PL. 86-36
LA3 (U) Data-Handling Errors (b)(3)-18 USC 788
(b)(3)-50 USC 3024(i)
QS S after learning that a tasked selector
was associated with a USP, an analyst etasked the selector. The analyst
found[___Je-mails that contained informamon based on fhe target’s communications. The
analyst recalled the e-mails ancll . Iremove the information from all databases.
‘W&WI EEE | an analyst discovered that
unmxmmlzed US telephone numbers had been m:stal\enly disseminated in an e-mail to an
R | The analyst attempted to
(b)(1) ,
(b)(3)-P.L. 86-36 —FORSECRETHSHNOFORN—

6
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recall the message and sent a separate e-mail asking he exter nal-customex fo destroy the (o)1)

original message. | the analyst confirmed that the customer had dcqnoyeg) H@)-PL. 86-36
the original message. The analyst was counseled regarding the importance of checking e-mail

distributions before sending -any e-mail containirig USP information.

[.B. (U) Dissemination of US ldentities

—tSHREE-TFOHSATEY The NSA/C“S‘% enterprise quued[:::]SIGINT product
reports during the fourth quarter of CYZO] L. uIn those reports. SIGINT analysts included
information that identified USPs or US entities. OHOCCﬂSIOIW while pursuing foreign
intelligence tasking. The majority ofthe US entities’ names were those of Internet service
providers in e-mail selectors. In[_|SIGINT products,_disseminations were found to be
improper. and the reports were canceled as NSA/CSS| |analysts learned
of USPs. US organizations. or US entities named without authorization.- All data in the canceled
reports was deleted as required. and the reports were not reissued or were reissued with proper
minimization. '

I.C. (U) Foreign Intelligence Surveillance Act (FISA)

: YO

I.C.1.a. (U) Detasking Delays

A " Jan'NSA analyst discovered that the selector associated

with a target authorized under a Forelgn Intellwence Survelllance Court (FISC) Order 1emamed
on task | | Although the target -

analyst had been aware of the information regarding the talrret 8|
and had entered this information in a database. the analyst did not

| land remove the selectél from the FISA renewal application_Ihe
selector was detasked| C i land f‘lxl mtercept collected aﬂerf_P::] has been

purged. The analyst has been xemmded that appxoprxate actions must be taken when a selector is
no longer authorized for FISA electronic surveillance.

~ASHSHAE) | ' | an NSA analyst discovered that selectms associated
with FISC-authorized targets lemamed on task| | '
' [ The selectors wele detasl\ed
]and all noncompliant collection has been purged. = - )
(0)(3)-P.L. 86-36
TSR | | an NSA analyst learned that an e-mail selector
associated with a FISC -authorized target remained tasked | :
[ , [ AThough
NSA analysts were aware of the target’s| | selectors remained on task
until | | No collection occurred from |
—(SHSHANT | |-an NSA analyst discovered thatr_le -mail selectors
associated with a FISC -authorized target remained- tasl\edl : ‘
| Information about the target s| ; |

‘ Jvas available to the analyst; however. the analyst misplaced the information and

—FOR-SECREFHSHANORORN e
Rkt (b)(3)-P.L. 86-36
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did not submit a detask request until [ : | Collection between,E___—::l
| Ihas been marked for puwmg : -
.C2. W@H@A—W@@- [FIsa o
e (D)@)-PL 8636
.C.2.a (U) Data-Handling Errors - ‘ - (b)(3)-50 USC 3024(j)
~SHSHREEFOBSA—FYEY| | an NSA office was notified that

data was sent to a server that was not authorized to hold| [FISA data. A developer
updated the processing scripts to delete the IGCOIdS that had Teen received and purged the results
from the server. -

o (b)(1)

|.C2b (U) Unauthorized Access  ~  (DO-PL.8636

-(-S#S-b‘%ﬂ S l during a random database check. it was discovered that
three NSA analysts were granted access to| [FISA data] fwithout having
the appropriate training. It was later discovered| [that on multiple occasions
since a total of nine NSA analysts had been granted access to IFISA data without
having the appropriate training. All 12 analysts had their FISA access revoked on

Database administrators have been provided training on verifying completion of training
requirements before granting database access.

I.C.3. (FS#StiMNFBusiness Records (BR) Order

(U) Nothing to report. . . "-‘\‘,‘»‘"‘,

[

|.C.4. ~FSHSHANE}-Pen Register/Trap and Trace (PRITT) Order
CFESHSEAFTThe PR/TT Order was terminated on 9 December 2011,

[.C.5. (U) FISA Amendments Act (FAA) (b)(3)-P.L. 86-36

I.C.5.a. (U) Section 702

(U/EOHO) As previously reported. NSA/CSS has implemented a new process to erisure
the purging of FAA §702 collection that is required to be purged from N_SA/CSS databases. A
l . l
| |lo effect the purge.
| [to dentify noncompliant data that should be purged.
All collection that has been marked for purging will be purged.

. . . (b1
I.C.5.a.i. (U) Unauthorized Targeting Ebgg3;_p‘l~ 86-36
SHSHREE-FO-USAFVEY| | an NSA analyst discovered th a1|::]
selectors associated with a target had been improperly tasked under FAA §$702 authority because
targeting procedures_were not followed. The selectors were detasked | | and
data collected fron ) |~l1a‘s_be¢ﬂ marked for purging. No reports were issued.
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(o)1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024())

“FOP-SECREFHSHANOFORN

—(-‘:#SHRE!:—"F@-HSAr—F-‘vLE%L)I a review of FAA §702 tasked
selectors revealed that an NSA analyst unproper]y targeted

- | The analyst was unaware of the lestnctlons on tasking
[ | The selector was detasked| |

/

..

I an NSA analyst discovered that the
user of a tas\ed selector belleved to be associated . with a foreign mtellmeme target was no

intended target and was in the United -States. The ‘analyst emergency detasked the select r
[::::l Noncompliant collection has been m;ul\ed for purgiiig.

the

W"

}-an NSA ’malyst discovered that a
selector had been tasked when the tEllLet was inthe United States. The analyst]

| I
‘(g)(;) PL. v86 The selector was emergency detasked on| | and noncompliant collection
Eb))§3g 18 USC been marked for purging. No reports were issued égggg b L 86.35
(b)(3) -50 USC 3024() S .50 USC 3024
| l during a review of new FA@@ @

tasking changes. it was dlSCOVEl ed that a selector had been erroneouslv approved for tasking.
The FAA §702 tasking

The selector was detask ed

! and all noncompliant FAA §702 data collected
| | has been marked for purging. |
additiona

[ seleciors were discovered fo have been erroneously approved for tasl\mo and were
detasked AH non-compliant traffic has been marked for pumm and no
reports were issued.

o

o (&M

: ~ (b)(3)-P.L. 86-36

%hﬁ‘R-Eb‘F@ﬁ%ﬂ—F‘v‘Eﬁ“)" REE |a‘n NSA analyst discovered that a

- tasked selector was associated with a USP. o . |

| | The analyst detasked all the target’s selectors| land all
noncompliant FAA §702 collection has been marked for purging

|an NSA analyst discovered that
Deieuo:s aqsouated wnh a foneu,n intelligence tarset had remained on task while the taraet

was in the United States The analystI
l

| however. bécause of a miscommunication, the analyst did not detask
the selectors |

| The selectors were emergency
detasked onj | Noncompliant data collected from|
been marked for purging.

Ihaq

o))
(b)(3)-P L. 86-36

- . .
3, (&N

|it was discovered that a selector
for a target had lemamed on task during the time (he target was in the United States.

| The selector was

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
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detasked | |-and all-noncompliant colléction has been marked 101 pumng “B)(1)
No reports were issued. y , (b)(3) P.L. 86-36

NSA analysts tasked selectors for|__|foreign intelligence targets without

performing research on the targets’ citizenship. l__r:__:_lxeééalch revealed that the targets
were US citizens located in the United States. The seleclors were emergency detasl\ed[::

| ‘ | All noncompliant collection has been purged. )
. _ o (b)(3)-P.L. 86-36
I.C.5.a.ii. (U) Tasking Errors _ (b)(3)-P.L. 86-36 (b)(3)-18 USC 798
| R (b)(3)-50 USC 3024(j)
ASHS AR TF O HS A E | N | an NSA analyst learned that a

selector for a valid foreign intelligence target had been tasked using outdated information that
the target was located outside the United States. The mfoumnon pnedated the earlier detasking

of the selectml - | The analyst had
forgotten that the selector had been detasked. The selector was detasked aﬂaml |
and data collected | fhas been marked for purums.
: (b)(1)
—(-Eﬁ-S-bS‘RE-I:—"Fe-H-Sﬁr-F-‘v‘E-‘ﬁI | an' NSA analyst discovered thdP43)-P.L. 86-36

selector had been tasked incotrectly | }(3)-50 USC 3024()
and tasked a valid selector that was not associated with the target, The selector was

original approved for tasking | i
B l The selector was detasked | | Noncompliant data collected
] we e has been marked for pur"mﬂ
(b)(3)-P.L. 86-36 -f-SﬁS-bS‘&E-I:—’FS—HS-%—FVE%l , ' Ian NSA analyst learned that a selector
for a valid foreign intelligence target had been tasked incorrectly. because| |
O [ ] The analyst detasked the selsctor] ' | No collection occurred.
gbggg EOLUg%?OZ:z(:) -{-S#SH‘R-EE:—'F@-B-&-\—FVE—‘:—}l | an NSA analyst discovered that a
tasked selector was associated with a USP. | _
| L i Jthe’analyst had missed this information.” 'T‘C(b)m)
selector was detasked| - and co Iectlon has been marked for purging. No (b)(3)-P.L. 86-36
reports were issued.
%ﬁ%&&%ﬂﬁ%{ ' l'an NSA analyst discovered that an e-
mail account believed to be associated with a foreign intelligence target | |
l The error occurred because the analyst did not perform sufficient research on
the selector before tasking it. The selector was detasked | | and noncompliant
data has been marked for purzing No reports were issued.
W@"H‘Sﬁ"?ﬁﬁ‘ﬁl I an NSA analyst improperly tasked a

selector for a foreign intelligence target without providing sufficient information to indicate that
the target was located outside the United States. Because the selector was detasked on the same
day it was approved for tasking. no collection or reporting occurred.

(b)(1)
(b)(3)-P.L. 86-36
—FOP-SECREFHSHANOFORN— (b)(3)-18 USC 798
10 (b)(3)-50 USC 3024(j)
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—SHSHAREE-TFO-HSA—FVEY) On two occasions| INSA analysts
discovered that selectors for two foreign mtel]wence targets had been tasked incorrectly because
of typographical errors. The incorrect, selectm s wele emergency detasl\ed}
and no collection occurred.

I.C.5.a.iii. (U) Database Queries

—“SHSHREETFOBSATFYEY| ] an NSA analyst. using aDFlsc
Court Order-approved selector associated with a USP xmpmpelly performed a query ina.raw .
traffic database containing FAA §702 data. Afler viewing the query results. the analyst lemned
that the target’s selector had been misidentified in analytic files as being associated with a -
foreign target located outside the United States. The analyst was advxsed to research selecto:s
before querying a raw traffic database. (b)(1)

- - (b)(3)-P.L. 86-36
-GS#%E-E—"FG‘HS'*"FVE‘Y‘)! I NSA analyst sper fm med

overly broad queries that returned more data than e\pected The analyst used broad query terms
without mcludmscl;___:_—]to limit the query. The analysts deleted the query results, and no

reports were issued.

~(SHSHREE-FO-HSAFVE| ' lNSA analysts queried a raw traftic
database using selectors associated with 2 USP. The analysts did not conduct the required
research on the selectors before querying the database. They received counseling and
instructions on conducting the appropriate research on the selectors. Query results were deleted

[
P R
’

: e - , fan NSA database auditor
discovered that an analyst had queried a selector that wag | The analyst
had made a typographical error. The query was stopped. and the query results were deleted. No
reports were issued.

I.C.5.a.iv. (U) Detasking Delays . P ;§§§§§,§-p,L. 86-36
HSH, riw ~ |an'NSA analyst initiated a rion-
emergency detasking of a target selector found to have| 1.
| v Ithe
FAA {702 target procedures required that the selector be detasked. The selector remained on
task] | Collection| ‘ |has been marked for
purging. 4
SRSt qwrers > | an NSA analyst reviewed information
in an NbA internal report that atarget had arrived in the United Statusl | The
analyst. however. had overlooked information aboul the target’s US travel and had not detasked
the selector. After reviewing another internal xeponl | the analyst discovered

that the target had entered the United Slates and detasl\ed the selector. Noncompliant FAA §702
information has been mall\ed for purging S

b)(1)
(b)(3)-P.L. 86-36

~FOP-SFERETSTTNOFORN
11
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—(-S%W—RE—I:—'F@-HS#F—‘&E‘:‘)' R | NSA analysts discovered that

l:lselectms associated with'a fmewn mtelllLeme target had remained on task while the target

was in the Um(ed Sla(es | Lo
| , b Alll  Tselectors
_remaiii on tasl\ for FAA §702 collectmn because the targel ‘has since lefl the Umted State b;g; P.L 86.36
Noncomphant FAA Q?O? information has been marked for purging. (b)(3)-18 USC 798
S Sb)(?z) -50 USC 3024())
I an NSA analyst discovered thal an

<b>’<1> s
(b)(3)-P. L 86:36

e- mall selector] R

NSA determined that the e- mall account |

and must be detasked. However. the account was not detasked| |
" b)(1)
{©)(3)-P.L. 86-36
SHSHREE £ - ' ] duiing a review ofFAA §702.
selectors, an amlyst dlscovered that a selectox fora tars_et had not been detasked| , Lo
] The selector was detasl\,.edl fand was
mistakenly re-tasked} | The selector was detasked again} ;
) after it was learned that the target | e |
(b)(3)-P.L. 86-39ata collected | [ has been marked for purging.

(b)(3)-18 USC 798
(b)(3)-50 USC 3024())
delay had occurred when a selectm assocmted with| e .

the United States| L | Upon recognizing. the mistake,

the analyst requested an emewency det asl\mul C I Noncomphant data collec

| Ihaq been marked forpurging. No répoits were 1ssued

l-an.,NSA analyst discovered that a

1)
(0)(3)-P.L. 86-36

| |an NSA analyst[:—_——:]that

Ie-mall accounts assocratecl with a foreign target had been accessed from the United States
A 1C agency confirmed that the accounts were being

accessed from within the United States by| | Tnstead of
detasking the e-mail selectors munechately the amlvst 1equest ed a non-emergency detasking .
| Upon discovery of the error. the analyst detasl\ed

the selectorg | Nomompham data has been marked for purging. and no (6)(1)
(b)(3)-P.L. 86-36

(d)(1) eports were |
(b)(3)-P.L. 86- sdeports were issued. | (b)(3)-18 USC 798

(b)(#)-50 USC 3024() ﬁﬁﬁmﬂﬁﬁﬁw | an NSA analyst discovered that a
selector that should have been detasked 1mmediately was erroneously
detasked| | When the error was
discovered. the_analyst emergency detasked the selector | | Noncompliant
data collected | . |has been marked for purging. and no reports were

issued. o)1)
: (b)(3)-P L. 86-36

+SHSHREE-FO-HSA—TFVEYT | | an NSA analyst learned that a

selector| }emamecl on tasl\ ‘even . thouuhr ' |
| [were known. The error occuried: when the primary {arget analyst did not
convey information aboutl e |to other analysts who needed the
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information. The selector was emergency detasked | | and noncompliant data
has been marked for purging. '

—(SHSHREEFO-HSATVE] Lo | an NSA analyst discovered that an
e-mail selector for a target had been detasked; b Iwmn it was determined that
the user of the account was not the intended targef. ‘The analyst. however.. initiated a non-
emergency detasking request. and the account remained subject to FAA §702 collection

i |- Noncompliant data.collected| Ihas been
marked for purging. B 10

{b)(3)-P.L. 86-36
| wi hife. conductmo research on a.

selector bcfou, re-tasking |t an NSA analyst discovered- that the selector for a foreign
intelligen ce target had remained on task while the target was in the United States

N1 v 4

I }he analyst had overlooked this selector. The selector was not detasked
ecause 1he target Nad since departed the United States. Collection| |

[ |'has been marked for purging. and no reports were issued.
S = - : | an NSA analyst discovered that a
selector for a tom i intelligence tawet had remained on task while the target was in the United

States

I l The~selector~was‘d-etasked‘l“ (5)(1)
— (b)(3)-P L. 86-36
THSHREETOUSAFYER. B L | A NSA ana yst discavered that- an

BN for,.a foreign intellicence

had not been detasl\ed whenl
target were detasked i Gl
the United States| I _ lwas emergency detasked| I

{ | and noncompliant collechon has been marked for purging. No reports were
issued.
A SHSHRELFO-HSA—HE0)| | an analyst discovered that| |e-

mail selectors associated with a foreign intelligence target had remained on task while the tau,et
was in the United States. The error occurred because of a miscom munication between two

analysts; each analyst believed that the other would detask| selectors,

Although the] [selectors had been detaske |the United

States. the target’s| (1)

Noncompliant data collected has been marked for purging. (b)(3)-P.L. 86-36
—(-S#S#‘RF-[:‘F@-H%-‘&—F-VEHI | an NSA analyst received a report

that a target had been in the United States| | Initial detasking ofthe

selector was submitted| |but the detasking_request | |

| |As a result. the selector remained tasked| [ All non-

compliant collection was purged | and no reports were issued.

A SHS R O-HS AV ~ Jselectors were submitted for

detasking because of msu’mcuent mfonmanon mdxcanno that the targets were located outside the

.,,x. '

b)) o b))
(b)(3)-P.L. 86-36 : TSIV (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j) -
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" United States. During a review| o verify that[:-___:}eleuoxs had been
detasked. it was found that one selector had not been detasked. It was. determined that because
the target was not a USP and not in the United States. there was no immediale urgency to detask.

, oy
[.C.5.a.v. (U) Data-Handling Errors IR RS Ebggsg P L. 86-36
(-S#S#:%H@-H%—P@%—)l | an NSA 'malyst dlscoveled that f'les

containing data collected under FAA §702 authority were misrouted info a directory that was
not approved for FAA §702 data. The error occurred because ofa ‘mistyped path name. The
files have been purged from the mcoxrec! dnectory and moved to an FAA-cleared directory,

S v L | 'an NSA analyst discovered that a
USP had been 1dennﬂed in evaluated mxmmxzed traffic (EMT) that was disseminated to a
foreign partner] __| The disseminated EMT was recalled | ]

and the information was confirmed to have been deleted from the foreign partner’s databases.
The traffic was purged. and no reports were issued.

I.C.5.a.vi. (U) Overcollection

INSA learned that the |

i | Collection
occurred| v land has been marked for purging. No reports were issued.
—(‘S#S'EREHG'HSH’V‘E‘I’H . , I during testing of an upglade of a

collection system. NSA discovered that overcollection had occurred. resulting in the collection of
communications. The overcollection occurred because the coll ection syqtem had an

outdated version of anapplication. An interim fix has been implemented until a permanéiit -

solution is installed. Noncomphanl collectlon| ‘ ‘ |has been Ebggg P L 86-36

marked for purging. NSA is conducting a thorétigh Teview to \eufy that the system is .

performing properly. :

1C.5b. (U) Section 704 - o))

, (b)(3)-P.L. 86-36
(U) Nothing to report. (b)(3)-18 USC 798

(b)(3)-50 USC 3024(i)
I.C.5.c. (U) Section 705(b)

I.C.5.c.i. (U) Unauthorized Targeting : ggg P L 86.36

5 | S | an NSA analyst was notified by an
that an FAA §705(b) authorwecl target had entered the United States on

-The analyst detasked the target’s telephone selector] |
were not tasked when the target was in the United
States. No reports were issued. The NSA analyst reminded thtr___—_:]that notification is
required when targets authorized under FAA §705(b) return to the United States.

(b)(3)-P L. 86-36
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[.C.5.c.ii. (U) Detasking Error

+SHSHREETOUSA—FYED| |.an analyst learned that the selectors
associated with a USP had mistakenly been nlaced anFAA \\70\(b) tasknwl IJ
~Analysts were aware] .
and detask ed all the: selectoxs| | . On the weel\eri’d of| |
“the selectors were mlstakenly re-tasked. L | aualysts bccame aware of

the re-tasked numbers and detasked them. - No collection- oceurred, and no repons were 1ssued

LD (U) Other L )
IR (b)(3) -P.L. 86-36

1.D.1. (U) Unauthorized Access o v
—~(SHSHREFO-BSA—FVED| T —|military

personnel who were not authorized to view FAA §702 conducted queries ina raw traffic
database containing FAA §702 data. Their access was discontinued | - |

1.D.2. (U) Unauthorized Dissemination

—(—S#SWP:E—I:—?@-HS*—WE—‘:‘ﬂ | an e-mail containing raw SIGINT

was inadvertently disseminated to a dlstubutlon list that included an analyst who was not
authorized to receive the data. Upon recognition of the unauthorized dissemination. the message
was recalled ['and an e-mail was sent to the distribution list explaining the
inadvertent disclosure and directing unauthorized 1ecnplents to delete the e-mail. e

, o (b)(3)-P.L. 86-36
1.D.3. (U) System Error | (B)(3)-60 USC 3024()

| | an NSA software developer discovered that -
, R | The
error occurred because of a software glitch] ;. ' ’ ]
[ -+ |System developers are working to add a

notification of errors feature.

—%M@—B%WE—Y—)I | NSA learned that a system error

had caused a tasking tool to erroneously | v |

already been detasked. | fan analyst re-tasked| ‘ |

selector that had been detasked because the target was| Ithe Urimd_&m_gmum_d_ﬁ '

permanent resident card (green card). The selector was detasked again ,

Although collection occurred | no reports were issued.

LE . . _— ' (b)(1)

.E. (U) Counterintelligence Activities (b)(3)-P.L. 86-36

(U) Nothing to report,
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' (o)1)
‘F@P‘Sﬁeﬁm (b)(3)-P.L. 86-36
‘ (b)(3)-50-USC 3024(j)

LF. (U) Intelligence -Related Activities

- A-To reduce the risk 0f11naut1101|26(l telephony collection
and prevent violations, NSA/CSS has instituted a plocess that gives analysts greater and faster
insight into a target’s location. | . ]

Collected data was

purged from NSA/CSS's principal raw fratfic xeposxloues when 1equued “(b)(1)
B (b)(3)-P.L. 86-36 -
—(SHSTREE-FO-USAEVEY) L iR po USC 30244)
INSA analysts found] |e-mail selectors] ’ lJ

[Collected data was purged from

NSA/CSS’s principal raw traffic repositories when required.

(UKFOE0Y Inr___—]instances. database ‘access was not terminated when access wabiof3) -P.L. 86-36
longer required. Although not considered violations of E.O. 12333 orrelated directives. the
accesses were terminated. In addition. there werel_—_]ﬂinst'alices of unauthorized access to raw
data during the quarter. '

Il. (U) NSA/ICSS Office of the Inspector General (OIG) Intelligence Oversight (10)
Inspections, Investigations, and Special.Studies

(U/FOHOY During the fourth quarter of CY2011. the OIG reviewed various NSA/CSS
intelligence activities to determine whether they had been conducted 1n accordance with statutes.
Executive Orders. Attorney General (AG) procedures. and DoD and internal directives. With
few exceptions. the problems uncovered were routine and showed that operating elements
understand the restrictions on NSA/CSS activities.

IA. (U#Freder] | Regional Operations Center[ | .

ASHREE-FO-HTAFVE As part of an NSA/CSS 1G field inispection off |

Ithe 101 mspectxox? team reviewed the 10 program. 10 training. and

application of O standards in the SIGINT -miséion activities performed at the site. The O team
found that. although the[ZJlO program has not yet been fully implemented. the 10 Program
Manager (10 PM) is puttmU the appropriate processes. procedures. and documentation in place
to ensure that the program is easily updated and maintained. To provide oversight of mission
operations conducted | | the
10 PM has developed a team of on-site 10 Officers. The 10 inspection team found that the
physical layout of the site posed a significant challenge to providing effective protection of FISA
data and recommended procedural and physical solutions.

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)

“FOP-SECRETSHMNOFORMN—
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R (91¢)
" (b)(3)-P.L. 86-36

I.B. (U) Unauthorized Intelligence Activity
—SHSHAREEFO-HSA—EVEY) | : | the OIG’s Office of Investigation

initiated an investigation of an allegation that an NSA analyst had conducted an unauthorized

intelligence activity. In an interview conducted by the NSA/CSS Office of Security and

Counterintelligence. the analyst reported that, during the past two or three years. she had

searched her spouse’s personal telephone directory wnhout his knowledge to obtain names and

telephone numbers for targeling, ] e D)(1)
| l--A‘thu"gh the mvestlgatlon is

ongoing, the analyst has been advised (0 cease her activities. '

I.C. (U) Misuse of the US SIGINT System
(U) Nothing to report.
I1.D. (U) Congressional and 10 Board Notifications
(U) Nothing to report. '
ILE. (U) Other Notifications : '-"f‘{;;; r
~“SHREETFOHSA—FYEX NSA/CSS haq notlﬁed the AG ofl:}ntellmence -rélatéd (b)(1)

collection activities associated with USP hostage and detainee cases. (b)(3)-P.L. 86-36

lll. (U) Substantive Changes to the NSA/CSS 10 Program
HLA. (V) , : ' C . (BE)-PL 8e-36

(U) As reported in the second quarter CY 2011 report. NSA/CS‘% is developmg. anew
tool designed to automate the process of submitting mission compliance incident reports across
the worldwide NSA/CSS _enterprise. The implem entation ofthefa_—] originally scheduled to be !
full operation_al,.,tbrthe’"l" lias been delayed until the| |

ecause of system problems.

LB, (U) New Purge Procedures

(UAFOHOY NSA is in the process of introducing new purge procedures for inadvertently
acquired collection across authorities. One of the key features of this_new process is the launch

of anf Jwhich analysts can access tof . |(B)(3)-P.L. 86-36
[ | As the process matures. it 1s e\pected to replace the

current. | Ilo further enhance NSA's overall compliance

posture. Ea

IV. (U) Changes to NSAI/CSS Published Directives or Policies Concerning
Intelligence, Counterintelligence, or Intelligence -Related Activities and the
Reason for the Changes

(U) Nothing to report.

/] /
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V. (U) Procedures Governing the Activities of DoD Intelligence Components that
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related
to 10 Programs ‘ :

(U) Nothing to report.
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