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1.4 ACHIEVING TRANSPARENT SECURITY

On the morning of September 11, 2001, four hijacked airliners on different flight paths crashed into
three buildings: the Twin Towers at New York City’s World Trade Center (Fig. 1.1) and the Pentagon
in Washington, D.C. (Figs. 26.1 to 26.6). The fourth plane, reportedly bound for the U.S. Capitol or
the White House in Washington, D.C., crashed into a field in Shanksville, Pennsylvania.
Approximately 3000 civilians at three sites were killed in those highly coordinated terrorist attacks.
The events of that clear September morning changed history, indelibly altering U.S. public policy,
homeland security, and building design (Table 1.1).

FIGURE 1.1 World Trade Center towers on September 11, 2001, at 9:05 a.m., looking south from 6th Avenue and
Washington Place, New. York, N.Y. (Architect: Minoru Yamasaki with Emory Roth and Sons; photographer: Bruce D.
Eisenberg, AIA.)

TABLE 1.1 September 11, 2001, Timeline of Events

8:45 a.m. Plane crashes into the North Tower of the World Trade Center (WTC), tearing a deep gash in the
building and setting it afire.

9:03 a.m. Second hijacked airliner crashes into the South Tower of the WTC, and. explodes.

9:21 a.m. All New York area airports, bridges, and tunnels are closed.

9:43 a.m. Third plane crashes into the Pentagon; immediate evacuation begins.

10:05 a.m. South Tower of WTC collapses.

10:10 a.m. Portion of the Pentagon collapses; a plane crashes in a field outside Shanksville, Pennsylvania.

10:13 a.m, United Nations New York headquarters evacuates 11,700 people (Fig. 1.2).

10:28 a.m. North Tower of WTC collapses.

10:45 a.m. All federal buildings in Washington, D.C., are evacuated.

4:10 p.m. Seven WTC, a 47-story building, and others in the area are reported on fire.

5:20 p.m. Seven WTC collapses, from damage to WTC across the street.

Source:www.cnn.com
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LESSONS LEARNED FROM SEPTEMBER 11, 2001 AND OTHER EVENTS 15

This book is dedicated to the memory of all those who died from terrorism, by advancing the
knowledge needed to prevent similar events from recurring. Over 100 multidisciplinary experts from
across the United States have generously shared their knowledge about security in the post-9/11 built
environment. The information is set forth in 31 chapters, organized in six sections: Achieving
Transparent Security, Planning and Design, Engineering, Construction, Technology and Materials,
and Codes and Liability. This chapter includes a summary of each area of expertise and lessons
learned from benchmark events.

BALANCING SECURITY AND OPENNESS IN A FREE SOCIETY

U.S. Senator Daniel Patrick Moynihan began a national conversation about terrorism on March
25, 1999, at the U.S. General Services Administration (GSA) Design Awards, when he chal-
lenged the design community and the public. “to keep our nerve in the face of obvious but scarce-
ly overwhelming threat.” As a lifelong champion of architecture and design excellence in the
civic realm, Senator Moynihan’s call for balancing security and openness in public buildings,
to represent the values of a democratic society, was significant, particularly at a time and
place when concrete barriers were the most visible and pervasive forms of building security
in Washington, D.C. Years earlier, on the night of November 7, 1983, he recalled, a bomb
exploded in the U.S. Capitol, in the hallway outside the Senate Chamber. Had the Senate been
in session, a massacre would have occurred, but no one was hurt. Upon arriving at the scene
the next morning, Senator Moynihan said, “They can blow up the building. But they cannot
blow up the democracy.”

Ln /' shiet

FIGURE 1.2 United Nations General Assembly Building, New York, New York. The graceful open-ended form, visible
from the street and the East River, presents a courageous, simple, forthright face to the world. (Architects: Le Corbusier,
Wallace K. Harrison, Sven Markelius, 1950; pen and wash drawing by Stanley Stark, AIA.)
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1.6 ACHIEVING TRANSPARENT SECURITY

Architecture is inescapably a political art, and it reports faith-
Sully for ages to come what the political values of a particular
age were. Surely ours must be openness and fearlessness in
the face of those who hide in the darkness. Precaution, yes.
Sequester, no. There is a risk to such a conversation. Call for
more openness, and the next day there may be a new atrocity.
But more is at stake than personal reputation. The reputation
of democratic government is at stake.
DanIEL Patrick MoyNIHAN (1927-2003)
U.S. Senator from New York
“Resolved: A National Conversation on
Terrorism Is in Order,” March 25, 1999,

The Guiding Principles for Federal Architecture
1. Producing facilities that reflect the dignity, enterprise,
vigor, and stability of the federal government
2. Avoiding an official stvle
3. Incorporating the work of living artists in public buildings
Joun F. KENNEDY (1917-1963)
35th U.S. President, proclaimed the
Guiding Principles, authored by Sen.
Daniel Patrick Moynihan, a member of the
Kennedy administration, on May 23, 1962,

The Guiding Principles for Federal Architecture included a section, “The Redevelopment of
Pennsylvania Avenue,” calling for the revitalizing of Washington, D.C.'s grand axis (Fig. 1.3). President
Kennedy proposed a thoroughfare that would be “Tively, friendly and inviting, as well as dignified and
impressive.” Yet even in the 1960s, shortly after the Cuban missile crisis and the threat of nuclear war,
a leaked internal draft document alleged that security in federal buildings was inadequate, and proposed
that the buildings be closed to the public. During the 1960s, Washington, D.C., was an open city, and
only the president and vice president received Secret Service protection. By the mid-1990s, after terror-
ist events in the United States and internationally, squad cars, armed officers, and concrete Jersey bar-
riers routinely surrounded many federal buildings in Washington, D.C., and across the country.

Edward A. Feiner, FAIA, Chief Architect of the U.S. General Services Administration (GSA), the
largest landlord, builder, and design client in the United States, has led the agency in advancing
the Guiding Principles of Architecture, while promoting design excellence and implementing strin-
gent security guidelines at federal courthouses and office buildings.

Public policy must strike an appropriate balance between
security and openness. Public buildings must remain part of
the public domain. They must represent the positive atiributes
of our democracy and our culture. They must welcome the
American people to their governmental institutions and pro-
vide services in an environment that enhances mutual respect.
Most importantly, public buildings are handed down from gen-
eration to generation. We should not convey to future citizens
of this nation, or the world, that ours was a society obsessed
with fear and that our government had to be cloaked in
secrecy and physically protected from its people. In the end,
the symbols of our institutions, cultural and governmental, are
a lasting testimony of our times. They also create our times.
EpwARD A, FEINER, FATA
Chief Architect, U.S. General
Services Administration
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g devrwres 1o Hown FUAD

With dangerous threats fucing a global society, the need to baloance security with openness. prudence,
common sense, and preparation s erucial, Those responsible for public safety have a moral. profes-
stonal, and legal obligation to remain cognizant of ways (o cnsure the greatest degree of security
within the built environment. Highly ellective security can be transparent or invisible (o the public
eye. Building security does not mean building bunkers or converting cities and national monunents
into forteesses surrounded by concrete Jersey barriers,

Terrorist tactics have ranged from truck bombs. biochemical hozards, snipers, explosives, small
missiles, and snicide bombers. o weapons of mass destruction and using ¢ivilian aircraft aimed at
prominent buildings and locations. As the opportunitics and means for inflicting damage upon eivil-
tans and military mstullations merease around the world, secunty design, technology. surveillunce.
datu collection, und operational policies become more sophisticuted and noticeuble within environ-
ments unaceustomed to constant monitoring,

Disaster Planning and Emergency Preparedness

In many communities, errorism may not appear to be, or is often not considered to be, the primocy
threat to public safety, However, the 1993 baombing of Oklahioma City's Alfred P Murrah Tederal
Building illustrated that America’™s heartland. far from major cities. is not immune to acts of terrerism
perpetrated by those seeking Lo inflict damage upon civilians, Natural disusters, such as hurricunes.
flovds, suis, tomadoes, wildlires, and eurthquakes, also present life-tlireatening situations.
Repardless of the threat, emergency preparedness, through disaster planning, response, and recovery,
should be an integral part of every home and business.
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LESSONS LEARNED FROM SEPTEMBER 11

TABLE 1.2 Notable Incidents of International Terrorism

, 2001 AND OTHER EVENTS

Israeli Olympian athletes killed by terrorists, Munich, Germany
U.S. Embassy bombing, Beirut, Lebanon

U.S. Marine barracks bombing, Beirut, Lebanon

Pan Am 103 bombing, Lockerbee, Scotland

World Trade Center bombing, New York City

Sarin gas in Tokyo subway system, Tokyo, Japan

Khobar Towers, bombing, Dhahran, Saudi Arabia

U.S. Embassy bombings in Kenya and Tanzania

USS Cole bombing, Yemen

Terrorist attacks on the World Trade Center. New York City,

September 5. 1972
April 18, 1983
October 23, 1983
December 21, 1988
February 26, 1993
March 20, 1995
June 26, 1996
August 7, 1998
October 12, 2000
September 11, 2001

19

and the Pentagon, Washington, D.C.

TABLE 1.3 Notable Incidents of Terrorism, Violence, and Disasters within the United States

U.S. Capitol explosion near Senate Chamber, Washington, D.C.
Hurricane Andrew, South Florida and Louisiana

World Trade Center bombing, New York City

Alfred P. Murrah Federal Building bombing, Oklahoma City
Olympic Park bombing, Atlanta, Georgia

Abortion clinic bombing, Birmingham, Alabama

Shooting of ob-gyn Dr. Barnett Slepian, Amherst, New York
Columbine High School shootings, Littleton, Colorado

November 7, 1983
August 1992
February 26, 1993
April 19, 1995
July 27, 1996
January 27, 1997
October 23, 1998
April 20, 1999

Cerro Grande, New Mexico, wildfires May 2000

Terrorist attacks on World Trade Center, Pentagon September 11, 2001
Anthrax mailings, New York and Washington, D.C. September, 2001
Snipers, Washington, D.C., area October. 2002

Power blackout in six northeastern states and Canada
Southern California wildfires

August 14, 2003
Oct.-Nov., 2003

determined the available means of egress used by first responders and building occupants to evacuate
the buildings. Significantly, both towers remained standing for at least an hour after impact, allowing
thousands of people to evacuate the buildings and survive. This was a marked improvement from the
1993 World Trade Center bombing, when 50,000 people evacuated the towers in three to four hours,
After that event, additional life safety. features were installed, and building evacuation drills were
practiced every six months.

Acts of terrorism, violence, and disasters, globally and in the United States, have provided design
professionals with technical data about why buildings fail, and how to make them safer. These events
serve as building performance case studies, for use in establishing building security requirements and
disaster planning activities. Among the most significant events before 9/11 were bombings at the
World Trade Center, in Oklahoma City, and at the Khobar Towers.

World Trade Center Bombing, 1993

In February 1993, eight years before the Twin Towers collapsed, a truck bomb exploded on the second
underground level of the World Trade Center’s parking garage. The blast produced a 150-foot-wide
crater, five floors deep in the parking basement, killing six people and injuring more than a thousand.

The explosion ruptured two main sewage lines from both towers and water mains from the air
conditioning system. Over two million gallons of water and sewage were pumped out of the area.
Initial assessments determined that the structural integrity of the North Tower needed prompt attention.
Several biological and material safety hazards put responders and rescue teams at risk: raw sewage
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1.10 ACHIEVING TRANSPARENT SECURITY

from ruptured pipes, asbestos, mineral wool (a level 2 carcinogen), acid and gasoline from vehicles,
small fires caused by short circuits, falling chunks of concrete, and sharp metal fragments from the
building and the blast. The explosion also destroyed the underground chiller plant and backup
emergency generator system. Primary and secondary systems were colocated underground, adja-
cent to each other, not remotely.

Lessons from WTC: Disaster Planning and Evacuation Practice Drills. The 1993 bombing
caused the original building owner at the time, the Port Authority of New York and New Jersey, to
change all the evacuation procedures, so as to guarantee that more people would exit the building
faster. Changes included adding loudspeakers, emergency lights, intercom systems, reflector exit
lighting, and practice drills every six months. Because of this disaster planning response, many
building occupants were able to exit from the towers within an hour after the planes hit on 9/11.

Lessons from WTC: Underground Parking and Emergency Generator Locations.  Public under-
ground parking should not be located near critical building systems, emergency generators, or gas
meters. After the 1993 bombing, WTC underground parking was limited to, prescreened tenants and
preauthorized deliveries at designated access points. Visitor, employee, and vehicular entry checkpoints
were established, and all required identification. Locating emergency systems above grade, or on
upper building floors, will avoid flood damage, but should a fire occur on upper floors, extinguish-
g the fire may be very difficult. Redundant building systems should be considered when possible
in the event of an emergency or blast, Fire sprinklers should not branch off from main water supply
lines where they might be vulnerable to failure in the event of an accident or explosion. Water mains
and pumps should be plumbed so that if a break occurs in the main, water can reach the pumps by
an alternate means.

Khobar Towers Bombing, 1996

In June 1996, a terrorist truck bomb explosion at the Khobar Towers, an American military installation
in Dhahran, Saudi Arabia, caused 19 deaths and hundreds of injuries. According to an unclassified
government report, Mylar window film was scheduled to be installed at the complex, but had been
delayed because a commander believed the threats were not high enough to warrant immediate instal-
lation, and the fence barrier, combined with the building setback, would be adequate to mitigate
damage from an explosion. Evacuation plans and warning systems had not been practiced, posing a
security breach. Due to host nation concerns about noise from the complex, the building lacked a fire
alarm and siren alert system, which made the building noncompliant with U.S. Air Force standards.
The report estimated that flying glass shards from the blast caused up to 90 percent of the fatalities.

Lessons from Khobar Towers: Blast-Resistant Glazing Systems and Preparedness. This incident
raised awareness about the value of installing security window film, combined with laminated glass, to
reduce fatalities in the event of a blast, especially for retrofits and existing buildings. Shatter-resistant
window film can reduce injuries by holding glass pieces intact after they are broken, and preventing
them from becoming lethal projectiles. Following applicable life safety regulations, building codes, and
emergency preparedness procedures improves the chances that building occupants will survive
and evacuate a building after a terrorist attack.

Oklahoma City Bombing, 1995

In April 1995, a truck bomb exploded in front of the Alfred P. Murrah Federal Building, killing 168
people and injuring hundreds of others. Shortly thereafter, the U.S. General Services Administration
coordinated development of security guidelines for hardening buildings against blasts and other terrorist
threats. The guidelines, Vielnerability Assessment of Federal Facilities, also known as The Marshals
Report, were issued in June 1995. The findings resulted in a thorough evaluation of security mea-
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[ESSONS LEARNEDR FROM SEPTEMBER 11 2001 AND (OTHER EVENTS 1.1

sures for ull federul buildings, and provided the initial road mup for securing and classifying risks at
over 1300 federul facilities owned or leased by the Tederal governient. The ruidelines contuined in
the report provided the basis for subsequent security, measures und progrums implemented by the
tederal government and other entities seeking security design stondards.

Lessons from OKC: Security and Biast-Resistant Design. The Oklahoma Cily bombing marked
the beginning of a national, industrywide approach wo security planning and building design to combat
terrorisnt. Technical evaluation and research focused on several architectural, engineering, and land-
scape design elements, including site planning and access; vehicular circulation: standot distunce,
which refers o building setbacks that mitigate truck bomb damage: hardening of building exteriors
to inerease blast resistance; glazing systems to reduce flving glass shavds and fatalities: and strue-
tural enginecering design to prevent progressive collapse.

Security Master Planning (Chapter 2)

Sceurity master planning addresses the fundamental concepts of building security and is the basis for
developing detailed security plans for every building project. This preliminary planning phase identifies
threats, vulnerahilities, and recommendations 1o protect people, buildings, and assets,

lu respouse (o terronst attacks, the U.S. sovernment developed criteria to assess security risks and
design responses at federal facilities (Fig. 1.4y David V. Thompson, ALA, Vice President, und Bill
McCarthy, AIA, Assoctate Vice President, of RTKL Assoctates, Inc., examine how public agencies
and private-sector organizations can adapt the federal goidelines and risk analysis process to other
projects. Site planning, blast, architectural and engineering design, secutity personnel. staff training.
und emergency planning are addressed. along with mitigation strategies and securily solutions.

FIGURE 1.4 U.S Capilal  dome.
Washington, TR tAeckitects: Willten
Flrewnsteony, Benfennise Flery Lol ol
Charles Bultineh, PT93-820 nen and ink
drenwing: Terrance J Brown, FAL)
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1.12 ACHIEVING TRANSPARENT SECURITY

Crime Prevention through Environmental Design (Chapter 3)

In 1961, Jane Jacobs’s classic, The Death und Life of Great American Citles, explored the correlation
between sule, mixed-use, busy neighburhoods, and urban spaces desiyned with opportunities for residents
to observe street activinies, Ten vears later, crime prevention through environmental design (CPTED)
was defined as a technique to reduce fear and erime by promaoting surveillance and safe neighbor-
hoods (Tig. 1.5}

Terni Kelly, Community, Quireach and Support Director of the National Crime Prevention Council
(NCPC), deseribes how community-based CPTED partnerships increase the guality of life through
good design. CPTED principles provide low-tech design solutions that have been adapled by many
communities. and embraced around the world as effective strategzies for solving neighborhood crime
problems,

Lessons frem CPTED Principles.  The need for erime reduction, aceess control. surveillance. and
territorial reinforeement is common 1o all building types and communities. Use of CPTED during early
planning phases cun result in long-ter capital savings, through reduced neighborlod crime and
maintenance costs, and greater operational efficiency.

PLANNING AND DESIGN

A duy spent withont the sight or sound of beunty, the conten-
plation of mystery, or the search for truth and perfection is a

peveriv-stricken deys aued o suceession af sucl deavs i fotal w0
oo Jife.

LEwts Muwvrorn (1 895—19490)
L8, arban planner, writer, and
architectiral critic

FIGURE 1.5 Old house. 1764 in lnstoric neighborhood. Georoetown. Washington, DO (P and Bl dvaveing: Francis £ Shervidan, A
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[ESSONS LEARNEDR FROM SEPTEMBER, 1. 208 AND (YTHER EVENTS 1.13

Arenas, Sports Facilities, Convention Centers, Performing Arts Facilities (Chapter 4)

On September 5, 1972 at the Olympics in Munich. Germany, Palestinian terrorists entered the Olympic
Village, killed two Isrueli team mentbers und later murdered nine otlier hostages. This act of errorisi
illustrates the need for security at high-profile sports events, Before %711, most sports tacilities had
various internal security measures in place, tailored fo the types of events and patrons anticipated.
such as contralling the substances brought intw a facility. Mujor league foathall and baseball events
focused on in-house security to protect athletes and VIP attendees (Fig. 1.6).

Lessons from 911 Event Planning,  Large public assembly venues thut accommodate thousunds of
people e considered terrouist tuegets. The magnitude and costs stemming from the potential loss of life,
damage, and liability: prompted members of the Infernatianal Association of Assembly Managers
(TAAND to develop scownity guidelines for venue operational policics and design requirements, Russ
Simens, Principal. and Gerald Anderson, ATAL Senior Principal, with TIOK Sport + Venue + Fvent, dis-
cuss these guidelines. owtlining how. ussembly managers and desien teams can perform risk ussess-
ments and vulnerability analysis Tor their facilities. Security stundards developed with lederal ugencies
call for securing facilities fron the vutside in, and address sereening and control of people and abjects,

The LS. Department of Homeland Sceurity ercated a classification system to monitor domestic
and international threat levels at special events, such as the Olvmpics, A National Sceurity Special
Event (INSSE) designation enables facility managers and federal and local law enforcement 1o assess
risks und threats. and modily design and security operations accordingly. Law, enforcement coordi-
nation is inteyral to major evert planning and implenentation.

FIGURE 1.6 PXC Pak, Fittshurgh, Pennsylvanin, (Asefiitecr, HOR Sperts + Yette + Fvent; pett enied inh eleonvinrg:
Francis £ Sheridan, AfA)
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1.14 ACHIEVING TRANSPARENT SECURITY

Site and building security 1s subject to greater attention for large venues, and typically addresses
perimeter site access, parking, and vehicular circulation policies; confirming and screening all deliv-
eries; and prohibiting deliveries on event days. Building design issues include monitoring truck dock
access; providing adequate public access, screening, and queuing areas to accommodate metal detectors;
and rerouting underground building utilities away from loading docks and entries, in case of an explosion.

Commercial High-Rise Egress Systems (Chapter 5)

Since 9/11 and the collapse of the World Trade Center towers, few building types have received greater
scrutiny for life safety and security improvements than commercial high-rises and related egress, or exit-
ing, systems. Detailed design and engineering studies by public and private groups analyzed the factors
that contributed to the challenges faced by first responders and occupants during evacuation before the
buildings collapsed. In September 2003, the New York City Building Department and the New York City
Task Force on Building Codes, composed of experts from government, and the design, construction, and
real estate professions, issued a series of building design recommendations. Input was received from vic-
tims’ families, World Trade Center attack survivors, academia, and special needs groups.

Carl Galioto, FATA, Partner and Manager of the Technical Group at Skidmore, Owings & Merrill
LLP, and a member of the task force, explains how to plan and design post-9/11 safety enhancements
in a typical high-rise tower. Among the first new high-rise buildings to implement the building code
recommendations will be Seven World Trade Center, replacing the building destroyed on 9/11, sched-
uled for late 2006 completion (Fig. 1.7).

Lessons from 9/11: Egress Systems. When completed, Seven
WTC will include the following safety enhancements, developed
in response to the events of 9/11: designed to prevent progressive
collapse; reinforced concrete core; medium-density fireproofing;
central fire-rated corridor; wider exit stairs; interconnected exit
stairs; photoluminescent egress markings; battery-powered, low-
level egress lights; internal antennae; and outside air filtration.
Seven WTC will be a LEED- (Leadership in Energy and Environ-
mental Design) certified high-rise building.

Lessons from 9/11: Building Codes Selected New York City
Task Force on Building Code recommendations for high-rise
construction include:”

1. Enhancing robustness and resistance to progressive collapse.

2. Prohibiting the use of open web bar. trusses in new. com-
mercial high-rise construction.

3. Encouraging the use of impact-resistant materials in the
construction of stair and elevator shaft enclosures.

4. Encouraging the inclusion of more stairwells or wider stair-
wells in buildings, as wide as 66 inches, to allow better build-
ing occupant exit flow.

5. Prohibiting the use of scissors stairs in high-rise commer-
cial buildings with a floor plate of over 10,000 square feet.

6. Improving the marking of the egress path, doors, and stairs
with photoluminescent materials and retrofitting existing
exit signs with either battery or generator backup power.

FIGURE 1.7 Seven World Trade Center, New York, New

York. (Architect: Skidmore, Owings & Merrill. Image cour-

tesy of Silverstein Properties, Inc., and Skidmore, Owings & ‘Sources: Zetlin & De Chiara, LLP; Carl Galioto, FAIA, Skidmore, Owings
Merrill. Rendering: Advanced Media Design.) & Merrill,
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1.16  ACHIEVING TRANSPARENT SECURITY

patients. After 9/11, providers added terrorism and biochemical warfare emergency preparedness cri-
teria. Thomas M. Jung, RA, Director of the Bureau of Architectural and Engineering Planning, Division
of Health Facilities Planning with the New. York State Department of Health, describes how health care
planning, regional response strategies, and decontamination facility design prepare health care facili-
ties for terrorism, emergencies, mass casualties, and chemical, biological, and radiological attacks.

Lessons from 9/11: Hospital Response. The New York University (NYU) Downtown Hospital
received the first wave of victims on 9/11, injured rescue workers, and those seeking refuge. The
facility is located a few blocks from ground zero, and was affected by. debris, dust, loss of utilities,
and security restrictions. The hospital's emergency response is a case study for medical facilities and
personnel affected by a terrorist attack, as follows:

1. Prepare for regional disaster response. Many injured people escaped Manhattan and sought
medical care at 97 hospitals, mostly in the metropolitan New York area, and as far away as Canada. All
hospitals within the region of a major disaster should prepare to treat the injured and communicate
with law enforcement agencies to determine needs and resources.

2. Use compatible communications technology and equipment. After 9/11, cellular communications
and telephone lines throughout New York City were interrupted and unreliable. Police and fire depart-
ment radios were incompatible, which complicated information sharing. Communications technology
and equipment must be tested to ensure reliability and compatibility within and among public agencies,
health care facilities, cities, areas, and regions.

3. Communicate with rescue services and security checkpoints. Police and National Guard troops
at security checkpoints delayed delivery of vital fuel for the NYU Downtown Hospital's emergency
generators, and off-duty staff recalled to duty had difficulty in clearing the same checkpoints.
Communications among law enforcement and health facility personnel must be maintained on reliable,
secure equipment and lines.

4. Manage volunteers and credentialed professionals. Many unaffiliated medical and nursing per-
sonnel converged upon the hospital to, volunteer. Without any way of verifying credentials, volunteers
required oversight by known, qualified medical and nursing staff. A database of credentialed staff
should be maintained by public and private entities within a facility and health care system on a
regional basis and through professional organizations,

5. Maintain emergency generators. The hospital's rooftop generators had to be constantly cleaned
of dust and debris and gauges and indicators physically monitored on a 24-hour basis. Emergency
generator locations should allow routine monitoring and protection from damage, whether under-
ground or on rooftops.

6. Maintain adequate medical supplies for mass casualties and injuries. After 9/11, the hospital’s
supply of medical equipment, portable oxygen tanks, and paper goods used to treat victims was very
low. Metropolitan hospitals must anticipate a large patient influx at once, types of emergency supplies
required, and plan for storage and access on demand.

7. Filter recirculated air to isolate interiors. The hospital was forced to initiate a complete shutdown
of the heating, ventilating, and air conditioning (HVAC) system to isolate the interior environment
from outside contamination. If recirculated air is adequately filtered, health care services should be
able to continue operations, subject to the buildup of carbon dioxide, which should be monitored.
HVAC design should examine controlling extreme conditions. of outdoor dust and debris.

8. Ascertain presence of special needs populations near a disaster. The loss of utilities and elevator
service after the attacks was a hardship at the high-rise senior residence adjacent to the hospital. Staff
provided meals and primary medical care to this dependent population for some time. Health care
facilities should know their neighbors in the community and work with outreach groups to provide
assistance.

9. Prepare for extended post-disaster recovery time. Long after 9/11, New York City area hospitals
provided mental health services to survivors and rescue workers, especially for post-traumatic stress
disorder and physical disabilities. Even after treating disaster victims, a high level of readiness and ongo-
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[ESSONS LEARNEDR FROM SEPTEMBER 11 2000 AND (YTHER EVENTS 1.17

ing services may need 1o be maintuined, o care [or rescoe personnel imjured in the response and
recovery elforts, Staffing pluns must consider an extended response.

Lessons from 2003 Blackout: Disaster Planning.  During the August 2003 power outage that affected
the northeastern United Stares and Canada, some problems occurred within health care facilities,
primarily due to madequate fuel for gencrators and equipment breakdowns. The pest-941 | attention
to disaster planning minimized the impuct at New York State hospitals and nursing homes. Hospitals
and nursing homes reviewed the need tor upgrades and repairs; extended eiergency power and ade-
quate capacity, for anticipated dennds; maintained minimun fuel levels; reviewed rertonal impact w
aread hospitals: and ensured that the emergency Circiits sUPPOLT COMMUIICATION sy slenis,

Historic Preservation Guidance for Security Design {Chapter 9)

Maintaining the unique churacter and features of historic structures 1s o challenging, costly hurdle to
overcome during security retrofits, Successtully integrating new security features into existing build-
ings requires carcful planning and attention t historie details. materials, spaces, and context. Bal-
ancing these diverse needs, while protecting occupants and operations within historic structures, is an
ongoing concem,

Shuron C. Pack, FALA, Chiel, Technical Preservation Services, Nutional Park Service of the U.S.
Depwtment of the lnterior, and Caroline R. Alderson, Proyram Manuger, Center for Historie
Buildings, US. General Services Administration, describe how successful
approaches to sceurity design for historic buildings have been achieved ut
federal buildings and landmarks. Established preservation standards and
guidelines, along with methods tor preventing and managing natural dis-
asters at heritage sites, are 4 sound starting point for planning security
improvements i listoric properties (Fig 181

Lessons after 9/11: Historic Properties. The destruction of the World
Trade Center and pertions of the Pentagon, a registered National Historie
Landmark. heightened awareness dhoul the vulnerability ol America's
cultural icons and heritage properties, as follows:

1. Doctment hivioric brildings aned siore copies off-site, Several impor-
tant landmark buildings were extensively documented using photo laser
scanming. which an experienced team can usually accomplish within a
week, Even buildings not of landmark status should be documented photo-
gruphically, with as wueh detail as possible Tor potential replacement of all
or parts of the damaged building or artwork. Documents should be updated
periodically and a copy kept off-site, along with other copies of drawings
and photographs.

2. Lse rall, open spaces das smoke evacnation chambers. When New
York City™s histerie Tweed Courthouse., near City Hall, was completely
renovated in the Tate 1990s, the histeric rotundu was designated as a smoke
evucuation chamber. This wus uselul on 9711, ay smoke engulfed Lower
Manhattan. The rotunda’s design features and fire shutters maintained build-
ing indoor air quality during evacuation. Mechanical vents should be closed
to stop smoke from coming inside when heating and ventilating systems
are shul dewn during evacuation.

3 Reduee glass fragmentation cosnadties with flast-resistant win-
! denvs, sheedes, aned walt Hers, A the Pentagon, injury o employees occu-

Independence Tl where, the Declarition . = . L
of Wdependence was signod. Philadelphia.  PYINE renovaled areas was reatly reduced by blast-resistant windows and o
Pennsylvania. (Fen amd ink drasine: Terranee  Proprietary, fabric lining that had been installed under the new wall surfuces
£ Broun, FAIA to prevent fragmentation. Reinforced columns remaimed in place and oftice

TTGURE LR Clock  toswer ot historic
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walls hardened in the renovations completed prior to 911, including areas immediately adjoining the
aredt of lmpact, held Tor 35 ininutes prior o collapsing, ullowing employees time to vacate the build-
mng. Collapsing ceilings und fixtures caused most injunes.

Hospitality Facility Security {Chapter 10)

Hospitality properties, from hotels, motels, and casinos o conference, centers and resorts, are desigued
(o be upen and welcomnng o guests, visitors, aud the public (Fig. 1.9). For these same reasons, they
we vulnerable w erime, terrorisn, and violence, Facility managers and owners must balance the need
for scenrity and make visitors and guests feel comfortable and safe.

Bradley D. Schulz, ATA, principal of KGA Architecture, observes that gaming properfics must pro-
tect their operating license and meel strict reguirements 16 ensure that the license 1s not jeopardized.
Slot machines and. gaming tables move lurge sums of woney through the Tuctlity, at all hours, and
require closed circut television (CCTVY and at least two employees during servicing and counting,
Predictable routines make meney more volnerable to theft, and movement should occur at different
times on different days,

Lessons from W11 Employee Background Checks.  Aller 9711, ermorism became a major concern
amony hotel and raning property owners, who olten have a1 workloree of several thousand people, and u
Ligh tumover rate. Once considered a nner issue, buckground checks of live tw ten yeurs are conducted
for many workplaces, ds employees cotld be tied to terrorisiy, employee pilferage, and theft from guests.

R St

a2
S e

il e

',

ik 1‘[{-;{ A

FIGURE LY Renaissance Vinoy Resort. St Patersburg, Florida, € Pest cuted inek edveqing: Tevvance £ Brows, FATA)
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Multifamily Housing {Chapter 11)

Alter 9711, Lower Manhattan’s Battery Park City and other residential properties near ground vero
remained closed to tenants, for montls, Torcing residents 1o lind other places to live, Federal agency
warnings later identified apartments as possible soft targets or potennal terrorist staging grounds,
causing landlords, real estate professionals, and apartment management eXeculives to review property
operating and sceurity proccdures, James W, Harris, former Viee President, Property Management.
of the Natonal Muln Housing Council/National Apartment Association Joint Legislative Program
INMBHC/NAA JLP)Y developed operating guidelings us an industry resource.

Lessons from 9/{: Property Management.  Multifamily housing owners and real estate professionals
should remain aware of activifics by monitering internal repotting, resident communivations, unit inspec-
tions, contractors and employees, resident applicant verification, couperation with law enforcement.
and security for common. public, and community spaces {(Fig. 1.10).

Home and Business Security, Disaster Planning, Response, and Recovery {Chapter 12)

Disaster planning and emergeney preparedness are necessary activities for every home. workplace.
and public facility (Fig. 1111 Home and business sccurity addresses various threats, from burglaries,
terrorism, and power outages to natural disasters capuble of leveling communities, such as Moods.
hurricanes, rnadoes, and wildfires. To avert personal and economic losses, disaster planning is best
begun long before a crisis occurs. enabling individuals and business owners to recover and rebound
quickly. Ongoing planning items should include reviewing insurance policies, life safety and build-
ing code compliance. and adequacy of safe room shelters, communications, evacuation plans, and
CIMErICICY Supplics.

Barbara A. Nadel, FAIA. explains how home and business security resulls from inlegrating
design witly disuster preparation, response, und recovery activities. Design professionals nust under-

FIGURE L0 Mulifamily housing complex tpropoased), BI Paso, Toxis, (Fen and ik deovcing: Tevvenee £ Brovn, FAIAG
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FIGURE L1L  Brick residence. Alhugquerque, New Mexica iFe o ink dfvan fog: Tervntee d Brovn FALAL

stand the scope of work and risks involved when volunteering professionul services, Disaster plan-
ning experts Charles E Hurper, FALA, Principal of Hurper Perking Architects, und Terrance J. Brown,
FALA, Senor Architect with ASCG, Inc., provide disaster respomse and recovery, strategies lor floods,
hurricanes, tornadoes, and wildfires. Frank Musica, Esq.. Risk Munagement Attorney, and Paul V.
Riccardi, Publications Specialist with Victor O, Schinnerer & Company. Ine., provide information on
professional liability, insurance coverage, emergency response, and managing a ensis through etlective
public relutions for design und construction professionals, building owners, and public officials
responsible for building security.

Lessoas from 9/11: Records Protection.  After 9/1 1, residents and businesses in Lower Manhattan
were forced to evacuate their premises and relocate for months before being allowed to return o their
hutldings. Many lost all records and hles and had to recreate information through clients. customers,
and consultants, it duplicates did not exist. Backing up records and duta, and olT-site storage, expedite
business continuity utter a disaster.

Lessons from 2003 Blackeut: Communications. The August 2003 power outage atfected over 50
million people across 9300 square miles in six northeastern states and parts of Canada, leaving many
withoul power for two days or more. Hard-wired. corded phones maintain phone service without
electricity, when cell phones do not work. Homes and businesses should prepare for outuges of 48
Lours or longer, and maintuin emergency supplies.

Lessons from Disaster Response: Providing Volunteer Services.  Desipn professionals who volun-
teer after an emergency should be aware of potential Tiability, Many states lack velunteer protection
acts, or Good Samaritan Jaws, alfording immunity to licensed professionals who provide services
during an emergency. Some professional Lability policies may cover an insured [irm in a volunteer
capacity 1o the sae way the Tinn would be covered when providing services [or o fee. Firms should
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Lobby Security Design: First Impressions {Chapter 14)

Regardless of building type and function, lobbies provide visitors with. their first impressions. of
an. organization and facility (Fig. 1,133, Tederal building lebbies are the initial line of defense
agaimst lerrorism and violence dirccted at the government, tederal employees, and the public.
Although security sereening stations huve been installed in Tederal courthouses sinee the mid-
19505, screening stations in many lederal office buildings were hastily pieced together to provide
added secucity after the 1995 Oklahoma City bombing. Equipment and furniture in federal facili-
ties were often haphazardly arranged to fit within a variety. of vestibules and lobby. configurations,
This effort provided building security. but frequently looked chuotic.

GSA instituted the First Impressions program in 998 to ensure that all federal facilities pre-
sented a positive first impression (o these entering the building, conveying prolessionalism, con-
selentousness, and security. Ten case studies of federal courthouses ucross the U8, selected by
Casey L. Jones, GSA's Director of the First Impressions Progran, illustrate best practices of how
lobby. designs for new and renovated buildings ensure that design. exeellence and seeurity stan-
dards arc. met.

Lessons from Oklahoma City and 9/11: Lobby Design.  Sceurity sereening and metal detectors
installed within federal facilities atter 1995 were enhanced after 9711 Important design elements
o review during lobby desizn include entrances. separation ol entrance and exit paths: adequate
queuiny space; the free zone, or space between an exterior plaza and secure iuterior areds; sereen-
ing station locations, arrangement, and operations; metal detectors and x-ray machines; and the
sceure. arci. which starts immediately after visitors. pass through the security station.

TSA 15-00014 - 000864



[ESSONS LEARNED FROM SEPTEMBER 11 2000 AND (YTHER EVENTS 1.23

FIGURE 113 The rich mwerior tes
ture of the Palmer House Tatel Tobby
creates o welcoming first Impression.
Chicage. Wineis., (Pen aned ink drinving:
Fevree £ Brenvs FAIAD

Museum and Cultural Facility Security (Chapter 15)

Museurns and cultural institutions are more than plices to enjoy art; they are high-volume tourist dest-
nations. offering restourants. retailers, multimedia shows, film screenings. and receptions (Fig. 1.14),
With so many scheduled activities, museum professionals are coneerned about security of meplaceable
art, artitacts, and public safety during an emergency. Arthur Rosenblatt, FATA, Principal of RKK &G
Museum and Cultural Facilities Consultants, Inc., explains how museums can protect priceless art
from theft and intruders with electromic technology to detect changing environmentul conditions with-
out comprowising building aesthetics.

Lessons from 911 Electronic Technology. Twelve types of detectors are commonly used for
museum security. Detectors do not profect anything, but identify an activity and issue an alarm to a
securily control center, which alerts securnity personnel to respond and investizate.

Perimeter Security: The Aesthetics of Protection (Chapter 16)

Securily in the urban landseape can be achieved though mnovative use of public art. After the Okluhoma
City bomnbing, in response (o vandalism, crime, and terrorism, visible security olten consisted of
installing concrete Jersey barriers. in urban areas with high-risk buildings and landmarks (Fig. 1.15).
Cumulatively, perimeter barriers can overwhelm attractive or imposing structures and turn pleasant
strectseapes ar plazas into oppressive spaces, Deborah Bershad, Exceutive Direetor. and Jean Parker
Phifer, AlA, lormer President, of the Ant Commission of the City of New York discuss how to success-
fully nlegrute perimeter security and urban desizn elements, through cooperution of cily agencies
and a Percent tor Art Progrun.
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FIGURE 1.14 The Castle, Smithsonian
Institute, 1857, twelfth-century Romanesque-
style national museum, Washington, D.C.
(Architect: James Renwick, Jr, pen and ink
drawing: Terrance J. Brown, FAIA.)

FIGURE 1.15 Concrete barrier limits vehicles at Federal Plaza, Duane Street, Lower Manhattan, New York.
(Photographer: Mark Ginsberg, AIA.)
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Lessons from 911: Integrating Security and Public Art. Bollurds or barriers are generally instulled
neur (e curb of urbart site perimeters. Antists and designers cau intersperse bollards with planters,
benches, or trees, where clearances allow, to deeiphusize security and nutigate the repetition of iden-
tical elements. By commissioning artists and sculptors, unique design solutions engineered for security
standards have been used effectively as bollards, walls, fences, and gates at many public facilitics.
including schools, subway stalions, and courthouses.

Religious Institutions and Community Centers (Chapter 17)

Religious and community institutions provide social and spiritual serviees to people of all ages and
backgrounds (Fig. 1.16). They are stabilizing mluences in communities, operating over long hours,
seven duys a week, and must be secure and welcoming, Because of the open nature ol most reli-
glous institutions and the runge of employees and the visitors using thent, security may be viewed
as an affront, to the orgunization’s spiritual mission. Valuable religious items. books, documents,
and cash are kept within religious fucilities and need to be secured. Violent threats aguinst religious
eroups, facilitics, and members require a collaborative sceurity effort,

Steven C. Sheinbery, Coordinator for Sceurity Awareness Programs and Special Assistant 1o
the National Director, and Morris Cusuto, Regional Director with the Anti-Delamation League.
describe Low religious nstitutions and connmuiity centers can hinplement preventive, security
planning, design. und operational policies. An overview of indicators und emergency response
procedures for car and truck bombs, suicide bombers, and weapons of mass destruction is also
included.

FIGURE 1.16 The Franciscan Mission-style Memorial Chapel honors alunm kalled in
the oation's wars, Univeesity ol New Mexico, Albuguergue, New Mexica, tPen and ik
ercovisie: Torveniee £ Brenvn, FALAL
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Lessons from 9/11: Target Hardening. Synagogues and Jewish institutions have long remained
vigilant against terrorism, violent threats, explosions, suicide bombers, and vandalism. After 9/11, vio-
lence against religious facilities continued around the world, confirming the need for target hardening
to discourage attacks. Institutions should not reveal security measures, but should provide clear evidence
of security features. Target hardening tactics include visible alarm systems, security patrols, and
vehicles; perimeter fencing and lighting; a well-maintained facility appearance; and regular presence
of local law enforcement on or near the grounds.

Research Facilities: Security Planning (Chapter 18)

Research facilities must balance several security threats, such as preventing industrial espionage, con-
taining hazards and risks, and keeping proprietary information inside the premises (Fig.1.17). Rapid
advances in technology have made laboratories targets for outsiders and foreign governments attempt-
ing to acquire intellectual property, bypassing the costs of research and development. Controversy over
some forms of research and the use of animals for experiments have led to vandalism by activist
groups, primarily to disrupt operations. Research facility experts, Regis Gaughan, P.E., Managing
Partner; Joseph Calabrese, P.E., former Principal; and Stanley Stark, ATIA, Managing Partner of HLW
International, LLP, address how to secure research facilities, create safe workplaces, and control
access to hazardous functions through design and technology.

Lessons from 9/11: Airborne Contamination. of Building Systems. Since 9/11, the federal govern-
ment and scientific and technical communities have proposed or adopted heightened security mea-
sures for research facilities. In January 2002, the American Society of Heating Refrigeration and Air
Conditioning Engineers (ASHRAE) issued a report, Risk Management Guidance for Health and
Safety under Extraordinary Incidents, in response to terrorism and anthrax contamination. Findings

FIGURE 1.17 Biomedical research building
infrastructure, Arnold and Marie Schwartz
International Hall of Science, Memorial Sloan-
Kettering Hospital, New York, New York. (Pen
and wash drawing: Stanley Stark, AIA.)
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FIGURE L1§  Cooper Union for the Advancentent of Scivnce und Art Astor Place. Now York, New Yok, (Aredirecs
Frederich A Peterson, TR pen aond ik drawing: Franeis 1 Sheriden, ATA

and patients from ongoing threats of violence, arson, firebombs., vandalism, assoults. blockades. death
threats, anthrax, bioterrorism, snipers, and from killing health providers and their families. Tn the
19905 in Canada and New York, snipers using nitles shot five doctors through a rear glass window or
door at their homes, In (ctober 1998, ob-gyn Dr. Barnett Sleplan was murdered in his home oulside
ButTulo, New York. His killer was sentenced in 2003,

Buarbara A. Nadel, FALA, describes how woen's health centers can suceessfully uchieve o bal-
ance between security and accessibility, despite the challenges posed by aroups and individuals,
Patients and personnel entering and leaving clinics have been targeted for harassment and injury. The
1994 federal Freedom to Access Clinie Tntrances (FACE) Act prohihits elinic vielence by providing
legul grounds for prosecuting those who threaten elinics and religious fucilities. The FACE Act oflers
the sumne protectuon w pro-choice und pro-hite crisis centers, ubortion clinics, physicians’ oflices,
leulth clinies, und access o places of worship without harussinent, The law established criminal and
civil penalties, including prison time and substantial fines.

Lessons from Clivie Violence: Clinie Security.  Nonprofit organizations have developed security
design strategies and procedures Lo protect patients, staff, and daily operations. Dian 1. Elarrison, MSW,
President and CEOQ, und Therese Wilson, Vice President, External AfTuirs wt Planned Parenthood
Guolden Gate (PPGG) in Sun Francisco, California, ereated a security lundbook Tor employees and
volunteers, applicable to any workplace experiencing violent threats. Policies and checklists include
staff training on hiandling incoming mail and suspicious, packages, ensuring facility acecess, and dogu-
menting all threats inowritten reports to be (led with law entoreernent agencies. Several PPGO elinies,
designed by Anne Fougeron, AJA of Fougeron Architecture, San Francisco, Calilomia, integrate design
excellence with transparent and visible security to create weleoming ad safe enviromuents,
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ENGINEERING

It is the engineer’s responsibility to be aware of social needs
and to decide how the laws of science can be best adapted
through engineering works to fulfill those needs.
Joun C. CaLHoun, Jr., FASEE
U.S. petroleum engineer,
Texas A&M University educator

Protective Design of Structures (Chapter 22)

Notable incidents of terrorism and attacks on American facilities, and the thorough engineering
analysis performed after every event, have typically resulted in improved building performance, with
the goal of enabling a structure to withstand blast, and allow swift, complete building evacuation.
Progressive collapse is an initial local failure that spreads from element to element, eventually resulting
in the collapse of an entire or disproportionately large part of a structure.

Protective design of buildings occurs by integrating various means of mitigating threats and force
protection from blast, fire, ballistic attack, and illegal entry into architectural and engineering design
criteria. Protection is generally achieved through a combination of standoff, redundancy, and harden-
ing. Standoff refers to building setbacks from public. streets to. mitigate the impact of truck bombs.
Redundancy is necessary for preventing progressive collapse. Hardening and energy absorptive
shields enhance critical structural elements where standoff alone is insufficient to reduce threats to tol-
erable levels. Each strategy alone can be effective, but the best solution combines all three (Fig. 1.19).
Structural engineers Richard L. Tomasetti, PE, Co-Chairman of The Thornton-Tomasetti Group, and
John Abruzzo, PE, Vice President, LZA Technology and The Thornton-Tomasetti Group, examine pro-
tective design and the lessons from three significant events involving damaged and collapsed structures,

;J

FIGURE 1.19 Jacob K. Javits Convention Center structural frame under construction, 1983, New York, New York.
(Architect: 1. M. Pei, pen and wash drawing: Stanlev. Stark, AIA.)
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Lessons from Oklahoma City: Influence Area. The collapse of a substantial part of the Alfred P.
Murrah Federal Building showed that progressive collapse must be avoided. The loss of life due to
the building collapse far exceeded the loss of life directly attributed to the blast. New designs should
incorporate more. redundancy to accommodate the loss of a perimeter column.

Lessons from 9/11: World Trade Center Collapse. Redundant structural systems perform well
under duress. The World Trade Center towers remained standing after the initial impact of the air-
craft because their highly redundant perimeter tube structure redistributed the load around the dam-
aged areas. The collapse of the towers indicates that other assumptions regarding the interaction of
fire and structure need to be considered. for future threats. It is generally. acknowledged that steel
frame buildings with fire protection will endure a building fire because the typical office environ-
ment does not provide enough fuel to sustain a fire for the duration needed to cause structural fail-
ure. Means of preventing large deliveries of fuel, either from aircraft or storage within the building,
must be improved. Much of the spray-on fire protection was abraded from the steel during the air-
craft impact and explosion, leaving the steel unprotected. For future terrorist threats, improved fire
protection should be considered.

Hardening and increased redundancy of egress routes, emergency equipment, and emergency systems
(electrical, mechanical, communication, and sprinkler) will enable a better emergency. response. Typically,
these systems are protected against fire by fire-rated drywall enclosures. Hardening these enclosures to
blast and impact should be considered.

Lessons from 9/11, the Pentagon: Structural Design.  Areas of the Pentagon directly impacted by
the aircraft exhibited severe and extensive damage to the columns. The collapse of the floor above was
significantly more limited. This has been attributed to three factors: (1) Redundancy of the reinforced
concrete floor framing systems in the form of flexural continuity of the beams and girders through the
columns, along with the ability of the nonload-bearing exterior wall to carry floor load; (2) Short
spans between columns that limit the remaining span should a column be removed; and (3) Spiral
reinforcement of the concrete columns that increase the capability of the column to carry. axial load
after sustaining damage due to blast and impact.

Lessons from Oklahoma City: Brisance. Brisance, the crushing or shattering effect of a high
explosive on brittle materials, accounted for the failure or disappearance of the column closest to the
blast at the Murrah Federal Building in Oklahoma City. This column segment was never recovered
and. is believed to have disintegrated. The dynamic blast pressures at this column were calculated to
be well in excess of the compressive strength of the concrete. Because the quantity of the explosive
was large, brisance occurred even though the column was nearly. 20 feet from the bomb. However,
much smaller bombs can produce similar effects when placed nearer to the columns. Increased
standolff, a steel jacket, or a blast shield can provide an effective means of mitigating brisance.

Mechanical, Electrical, Fire Protection Design (Chapter 23)

As one of the most essential and transparent security building elements, engineering systems provide
many aspects of life safety and security. System responsiveness depends on availability, design, use of
appropriate technology, maintenance, and knowledgeable facility staff capable of operating sophisti-
cated building systems. Emergency generators supply power to. critical building and life safety systems
that must maintain operations during utility power loss, including fire pumps, elevators, smoke man-
agement systems, emergency. egress lighting, and fire alarm systems. Introducing fresh air through air
intake louvers to the ventilation system provides a high level of indoor air quality. Ventilation systems
could distribute airborne contaminants, biochemical hazards, and particles to all points throughout a
building, posing serious health hazards, and therefore must be planned appropriately.

Andrew Hlushko, PE, Senior Vice President with Flack + Kurtz, discusses the impact of mechanical,
engineering, and fire protection systems on building security and the life safety recommendations that
arose from the events of 9/11. Fire command centers provide vital information to local fire departments
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FIGURE 1.20 New World management meets Old World security. personnel; the Conquistador-in-chief leading his
armored executive team. (Pen and wash drawing by Stanley Stark, AIA.)

planning solutions are defined, building owners and design teams must determine which security tech-
nology applications meet their needs. Technology will deter, detect, delay, and assess an intruder or
enemy attack. Sophisticated sensors and monitoring equipment provide continuous coverage, speed,
and the ability to detect even the slightest change in an environment. Round-the-clock security
patrols represent ongoing operational costs. Technology, coupled with good design allowing clear
sightlines and observation capabilities, is a one-time capital investment. In the long term, advanced
technology reduces operating costs, increases security coverage, and provides multiple functions
and programming capabilities, such as sending alarms when further investigation is needed.

William G. Sewell, RCDD, Senior Vice President at DMJM Technology, describes the character-
istics and applications for various types of security technology. These categories include passive and
electronic site perimeter fencing; access control methods to deter intruders, biometric technology, to
verify identity, revolving door portals, to limit entry access, weapons detection, such as metal detec-
tors used at airports and in lobbies, industrial and transportation applications, to screen for explosive
materials; and closed circuit television to record images. Manufacturers have refined and upgraded
many types of technology to address terrorism threats, including video processing, detection sensor
technology, and computer program monitoring systems.

Lessons from 9/11: Technology  During and after the World Trade Center evacuation, the handheld
radio technology used by first responders failed to operate and was incompatible with other systems
used in the vicinity. Firefighters and building occupants on upper floors did not know about the
events unfolding on the ground and in the adjacent tower. First responders must be adequately trained
to react in situations where communications are limited. Emergency response preparedness must
include early coordination of equipment, before purchasing new systems. Thorough testing and com-
patibility of handheld portable radio technology, communication systems within a facility, and hard-line
communications to law enforcement and medical response teams are also critical.

Lessons from 9/11: Penfagon Renovations. On 9/11, smoke was a problem during egress, and
exit signs were not visible. Arrow-shaped electro-luminescent floor strips along baseboards leading to
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exits were installed during renovations. The strips emit a nightglow light and remuin on emergency
power, like those on aircruft. Other security, measures, include clemical-biologicul sensors con-
nected (o the control center, highly redundant uninterrupted power service, and twao complete coni-
munications systems for backup if one stops functioning,

Selecting and Specifying Security Technology Products: A Primer for Building Owners and Facility
Managers (Chapter 28)

Owners and fucility managers responsible for the purchase and installation of security technology tuce
the dannting task of selecting and specifying products from many available options in the marketplace.
Whether for a single building or a muli-site network of Yacilities seeking to standardize products and
operations, munagers must be aware that the technelogy they select may huve future life and death
iniplicutions 1 an emergency, and improper iaintenance or failure to operate properly may result in
lidgation (Fig.1.21). Organizations will benefit from creating a structured process o identily, evaluate,
and recommend appropriate technology products, rather than relying solely on subjective sales pitches
by consultants. vendors, and manutacturcrs, Francis J. Sheridan, ATAL Director, Division of Facilitics
Planning and Development for the New York State Departiment of Correctional Services, describes
how building owners can evaluute, seleel. and specily security echnology products.

Lessons from the Corrections Industry.  The 1990 prison construction boons prompted developient
of hew security products. Correctional facility administrators have installed sophisticated security prod-
uets for decades, such as perimeter fencing, motion detectors, electronic locking svstems, video moni-
toring, card access, communications systems. and secunty glazing. Fstablishing a product evaluation
commillee 1o review and Deld-lest lechnology and equipment has proved to be cost-eflective and oper-

—F‘".-

FIGURE 121 Octazon Musewm. Amencan Architectural Foundition headguarters. Washington, D.CL wwworchioun-
dunonusrgioctaon. Architect, $0 Williow Shoraron, built §799- 1800 pen and Ik diacing, Froneis £ Shoridan, AfA)

TSA 15-00014 - 000877



1.36 ACHIEVING TRANSPARENT SECURITY

ationally efficient. especiully lor installutions ol a single product at multiple sites. Before invesling in u
teclmology system, owners should schedule o tial run o evaluate how products perfonin under heavy
use o extreme clinate conditions, und review maintenanee und stalf training agreenents.

Glazing and Security Glass Applications [Chapter 29)

Glazing and window systems lor ull building types are selected bused on potential threats and vul-
nerabilities, (Fig. 1.22), The effects of blasts, burglaries, bullistics, hurricanes, and earthquakes can
be nutigated with properly designed laninated glass consteuction, tailored tw meet specific needs,
such as energy conservation and sound reduction qualities. Blast windows are suitable for buildings
considered terrorist targets and other adjacent structares that may also be impacted by the blast.
These windows can significantly reduce or eliminale the need for building reinforcement, especial-
ly in retrofits, allowing instullation (o be completed o o short tine witly inniual disruption.

F. Jolut W, Bush, Director of Laminated Products aud Development; Sue Steinberg, Vice President,
Corporate Communications, from Cldeastle Glass: and public relations consultant Catherine Kaliniak
deseribe how o seleet the most appropriate type of laminated glass to protect against threats, while
addressing aesthetics, seeurity, and high-pertormance criteria.

Lessons from Hurricane Andrew, 1992, Hurricane Andrew cuused economic devastation in south
Florida, The gluzing industry leamed that building pressurizaton following damage. w windows, and
doors was the main cause of failure, Wind-borne debris caused windows to break, allowing high wind
pressure to lift off roots and destroy walls, After thorough testing o meet industry standards, hurricane-
resistant glass s now accepted by all model building codes for high wind speed coastal arcas,

FTIGURE. 1.22 Rachofsky Howse, Dallis,
Texis, tAvcdiitere: Richord Meier & Partiners,
Architects: pen and ik dioving, Terromee S,
Hrown, FATAL
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1.38 ACHIEVING TRANSPARENT SECURITY

FIGURE 1.23 New York City skylione, with World Trade Center and Brovklva Bridee, hetore 90010 {Pea aued ek dvenving: Francis £
Sherichn, Al

Michael 8. Zetlin. Esy.. Parter, and Noelle Lilien, Esq.. Associate Attorney with Zetlin & De
Chiwra LLP, identify 1ssves related to security design and liability for design professionals, and pro-
vide sample letters o illustrate suggested steps o minimize foture litigation risks,

Lessans from 9/11: Good Samaritan Laws.  After 9/11. volunteer architects and engineers in and
around New York City risked personal salety (o help others, These volunteers faced substuntial liahility
exposure because they were personally liable for any claims that may hoave avisen as a result of their
services, As volunteers. they were nol covered by their employers™ professional iahbility policies,
As of 2004, only. 14 of 30 states in the United States provide immunity for volunteer design profes-
sionals responding to emergencies. In contrust, most states have enacted Good Samaritun sLatutes
immunizing Certified First Responders. Emergency. Medical Technicians (EMTs). and other medical
professionuls ron Lability il they render first aid or treutineut during an emergency. Design proles-
sionals can support enactment of Good Samaritan laws for engincers and architects in their states
and jurisdictions.

Lessons from 9/11: Tervorism Insurance Coverage.  Aller %11, insurance companies excluded
coverage lor lerrorism acts, rendering such coverage unobtainuble or prohibitively expensive. To
remeely. this sitnation. the insurance industry and construction trade groups pushied for federal leg-
Islation to provide finaneial assistanee from the federal sovernment in the event of another terror-
st attuck. In November 2002, the Terrorism Risk lnsurance Act, or HR. 3210, wus signed into law,
providing coverage for catastrophic losses from Lerrorist attacks. The Act states that the federul gov-
croment would create a onc-year program (with a two-year extension) whereby the government
would provide up o S100 billion in loans to the insucance industry w cover losses from future ter-
rorist atlacks.
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1.40 ACHIEVING TRANSPARENT SECURITY
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INTERNET RESOURCES

American Institute of Architects
wWWww.ala.org

Architectural Record
www.architecturalrecord.com

Architecture Week™
www.architectureweek.com

Engineering News Record
WWW.enr.com

Great Buildings Collection
www.greatbuildings.com/gbc.html

Jane Jacobs Home Page at the University
of Virginia

Healthy Cities, Urban Theory, and Design:

The Power of Jane Jacobs
www.people.virginia.edu/~plan303

Lower Manhattan Development Corporation
www.renewnyc.com

National Memorial Institute for the
Prevention of Terrorism
Www.mipl.org

New York New Visions
WWW.NYNV.aiga.org

September 11, 2001
www.september] Inews.com

World Trade Center
www.greatbuildings.com/buildings/World_
Trade_Center.html

U.S. Department of Homeland Security
www.ready.gov

TSA 15-00014 - 000882



134" Police Academy. Lt. Varney is a U.S. Army
veteran. He is a graduate of the College For Lifelong
Learning, as well as the 113" NH Police Academy and
the 51* NH Corrections Academy. He has been
assigned to the Basic Training Bureau, and is currently
on the staff of the 135" Police Academy. Welcome,
Lieutenant Varney!

HAVE YOU CHECKED OUR WEBSITE LATELY?

The New Hampshire Police Standards and Training
Council’'s 2004-2005 Training Calendar was recently
mailed to NH law enforcement agencies. This. is
available on our website by clicking on the link
“Training. Calendar” on the home page, or directly
through http://pstc.nh.gov/TrainingCalendar.pdf.

Also, all the 2004 newsletters can be accessed from
the home page by clicking on the link “Articulable
Suspicion”, or you can access them directly at
http://pstc.nh.gov/ArticulableSuspicion.htm. The
newsletter was not issued in February, March or
August.

POTENTIAL LANDMINE
FOR OFFICERS TESTIFYING IN COURT

Senate bill 452 passed the 2004 session of the New
Hampshire. Legislature relatively unnoticed and
became law as Chapter 118, Laws of 2004, codified
under RSA 516:29, Testimony of Expert Witnesses.

This bill states that nobody can offer expert testimony
in court unless the court finds that the testimony is
based on sufficient facts or data, is the product of
reliable principles and methods, and the witness has
applied these principles and methods reliably to the
facts of the case. In making this determination, the
judge must consider (if appropriate to the
circumstances) whether the expert's opinions were
supported by theories or techniques that have been or

and DNA. However, this bill seems to leave some
latitude for defense attorneys to claim. the bill has some
impact on the recent NH Supreme Court decisions that
say that horizontal gaze nystagmus in a DWI case is
generally accepted in the scientific community and
there is no need to hold hearings on its acceptability
before allowing it to be presented in court by a police
officer.

However, the real mischief occurs in.the. next section,
RSA 516:29. This section says that unless otherwise
stipulated or ordered by the court, a party shall
disclose to other parties the identity of any person who
may be used at trial to present evidence under Rules
of Evidence 702, 703, or 705, and that this disclosure,
except as otherwise stipulated or directed, shall with
respect to a witness who is retained or specially
employed to provide expert testimony in the case or
whose duties as an employee of the party regularly
involve giving expert testimony, be accompanied. by a
written report signed by the witness. The report must
contain a complete statementofall opinions the person
will express and reasons therefor; the data or other
information considered by the witness in forming those
opinions; any exhibits to be used as a summary or in
support of those opinions; the witness' qualifications,
including a list of any publications authored by the
witness within the past 10 years; how. much the
witness is being paid to testify; and a listing of any
other cases in which the witness has testified as an
expert at trial or by deposition within the preceding four
years. These disclosures must be made at the times
and in the sequence directed by the court, and if no
other directions are.given, at least 90 days before trial
or, if intended to contradict or rebut evidence from the
other side, within 30 days of the disclosure made by
the other party. No deposition of such a withess may
be taken until after such a report has been provided.
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This bill took effect on July 16 of this year. It seems
fairly clear from the overall context, again, that this bill
was inlended to apply to highly technical and scientific
evidence, not run-of-the-mill, everyday evidence that a
police officer might provide in court.

However, some defense attorneys are already taking
advantage of itto suppress testimony by police officers
in court as to radar readings in speeding cases,
Intoxilyzer evidence, and evidence of field sobriety
lests in DWI cases. Their basis for this is that New
Hampshire case law and Rules of Evidence 702
provide that "if scientific, technical, or other specialized
knowledge will assist the trier of fact to understand the
evidence or to determine a fact at issue, a witness
qualified as an expert by knowledge, skill, experience,
training or education, may testify thereto in the form of
anopinion or otherwise.” Otherwise, Rule 701 says that
if not testifying as an experl, a person’s testimony is
limited to those opinions or inferences which are
rationally based on the witnesses' perception and
helpful to a clear understanding of the testimony or the
determination of a fact in issue. It has long been
established in. New Hampshire that the decision of
whether to qualify a witness as an expert is left to the
trial judge's sound discretion, Stafe v. Hammond, 144
NH __ . 742 A 2d.532,537 (1999).In other words, the
"evidence for dummies" quick and dirty take on this
would be that any person whe has more knowledge
than the average layperson on a particular subject may
be qualified by a judge to testify as an expert in our
courts.

These defense attorneys are making the argument that
gsince an officer, by reason of training or experience,
has more knowledge of a particular subject (such as
determining sobriety by means of HGN) than the
average person, that officer's testimony is now
regulated by Chapter 118 and that a written report of
what the officer will testify to must be given to the
defense 90 days in advance of trial and include a listing
of all cases in which the officer has testified as an
"expert" during the preceding four years. They are
frying to get cases dismissed on the basis that the
prosecution did not file such a written report 90 days
befere the officer testified as to the results of an HGN
test, a radar speed reading, etec.

Unless or until there is an appeal to the Supreme Court
in a particular case that will allow them 1o give an
interpretation of what they feel the legislative intent
behind this bill was, or an Attorney General's opinion
regarding it, it will be left 1o individual courts and judges
fo decide whether this defense argument has any
rational basis or not. The best tactic for someone
prosecuting a case who is presented with. a motion to
dismiss on this basis would be to {1) argue that this
new law by its context and language indicates that it

should apply only to highly scientific or technical
evidence presented by medical, scientific or
engineering personnel, and failing that, (2) to argue for
dismissal without prejudice or a continuance o allow
preparation of the written report.

Remembering September 11th

The fedeval Institute of Museum
and Library Services has joined with the
American Association of Musenms in | ===
remembrance of September 11, 2001,
Since 2002, on the anniversary of the
terrorest aftack, museums around the
country have organized moments of
silence, candlelight processions, and memorial concerfs.
Sonte affer lectiures on world events and democracy, while
others have commissioned art work from children,
students, and professionuals to capture personal responses
to the attacks and to reflect hopes for the future. Many
choose that day 1o honor their local fire fighters, police
officers, and service men and women.

"Ourmuseums are a reflection of America itself,”
says Dr. Robert Martin, divector of IMLS, "They tell the
nation's stories and, on Seprember 11, they will stand with
their communities as another chapter in our history
unfolds.”

Many musenwms have culled wreckage and
artifacts from Ground Zero in New York City, from the
Pentagon in Washington, D.C., and from the crash site in
western  Pennsylvania. The Smithsonian's National
Museum of American History fras a 971 memorial that
inciudes the celiphone and baseball cap of then New York
Mayor Rudy Giuliani, a stairwell sign from the World
Trade Center, a piece of limestone from the Pentagon, and
a uniform of a Navy officer who rescued a Pentagon
employee.

NEWS FROM NOBLE DRIVE

The NH Supreme Court recently decided the following
cases of interest to law enforcement.

A B1G STEP FORWARD FOR COUNTY SHERIFFS

In J. Daniel Linehan, High Sheriff v. Rockingham
County Commissioners, decided. July 16, 2004, the
Supreme Court basically reaffirmed a ruling of Judge
Philip Mangones in the Superior Court, that says
County Cemmissioners cannct interfere with the law
enforcement duties of a Sheriff, but his office is
subject to their budgetary contrel. The Sheriff had
hoped, as an elected official, to have total control of
his budget as well, but this was not to be.
Nevertheless, the decision effectively isolates the
Office of the Sheriff from political interferance with its
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law enfarcement operations.

Associate Justice James Duggan penned the
unanimous decision for the Court. The Sheriff had
claimed that as an elected, constitutional official, he
should have exclusive authority over his department,
including purchasing and personnel policies, as long as
he did. not over-expend his appropriations. The High
Court disagreed, and as did the lower court before it,
drew a distinction between law enforcement operations
and purely administrative functions. They said the
Sheriff has common law powers and duties the same
as he had when the State Constitution was adopted,
but that the Legislature can increase, decrease, or
modify them, except for his duty to deliver writs of
impeachment. The common law. powers of the Sheriff
generally include keeping the peace, preventing and
detecting crimes, enforcing laws, raising a posse and
arresting. persons who have committed crimes,
providing security for the courts, serving criminal
warrants, writs and summonses, and transporting
prisoners. A Sheriff, as well as his or her deputies, has
authority in any county in the state, not just the county
that elected him or her.

The Legislature has also vested the authority and
control of county government in the County Delegation
and the County Commissioners. The Sheriff has total
control over the provision of law enforcement services
by his department and the terms and conditions of
employment of his deputies, so long as he stays within
his approved budget. The Commissioners may not
interfere with his direct provision of law enforcement
duties. The Commissioners are responsible for daily
financial managementand control of county assets and
liabilities, subject to the authority of the County
Delegation. They can enact policies to safeguard
assets and monitor liabilities, and the Sheriff must
cooperate with these policies as long as they do not
directly interfere with his ability to. provide law
enforcement services. Civilian positions in his
department come under control of the County
Personnel System, but the Deputy Sheriffs are subject
only to the control of the Sheriff, because they are law
enforcement employees. Any of the Commission's
policies that impede the Sheriff's authority to provide
law enforcement services must yield to the Sheriff's
constitutional mandate.

The County Commissioners have authority to impose
line item spending freezes and. control the transfer of
money between appropriations in the Sheriff's budget.
The Sheriff is also required to abide by any County
policies regarding competitive bidding and procurement
and RSA 28:L8-f, | applies this to the Sheriff as well.

ComPULSION TO PROVIDE DNA SAMPLE
DOES NOT CONSTITUTE SELF-INCRIMINATION

Writing his first opinion as a member of the Supreme
Court, new Associate Justice Galway upheld the
defendant's conviction of aggravated felonious sexual
assault in State v. Dwayne Hearns, decided
unanimously on July 15, 2004. In.doing. so, he settled
the question of whether the Fifth Amendment to the
U.S. Constitution and Part |, Article 15 of the State
Constitution's self-incrimination provisions prevent the
police from obtaining a court order and requiring a
suspect to submit blood or saliva samples for the
purpose of comparing his or her DNA with an
evidentiary sample of DNA found at a crime scene.

In this case, Hearns raped a 14-year-old girl working
at the Circle Restaurant in Epsom and living with the
defendant, who also worked at the restaurant and had
been previously married to the girl's mother. When the
victim reported the rape, which occurred at his
apartment, the police executed a search warrant and
recovered a particular fitted bed sheet that was on the
bed where the victim said the act occurred. A lab test
detected seminal material on the sheet, and the police
sought a court order to compel the defendant to
submit a sample of his DNA for testing. Hearns
objected and claimed that to do so would constitute
self- incrimination and violate his rights. The trial court
ordered him to provide the sample. On appeal, the
Supreme Court said the privilege against
self-incrimination originated. as a reaction to the
practicein early English courts of compelling a witness
to be sworn and give testimony concerning his guilt,
State v. Arsenault, 115 NH 109 (1975).. The privilege
against self-incrimination applies only to evidence
provided by a defendant that is not of testimonial
character, State v. Cormier, 127 NH 253 (1985). It
does not protect people from compulsion that makes
them the source of physical evidence, such. as
standing in a lineup, speaking certain words,
submitting to fingerprinting, photographing,
measurements, giving a handwriting sample,
assuming a stance, walking, making a particular
gesture, or appearing in court, Schmerber v.
California, 384 U.S. 757 (1966). DNA samples, too,
are non-testimonial in nature, and compelling an
accused to provide.such a. sample does notviolate the
State or Federal Constitutions. Although the State
Constitution, unlike the Federal one, speaks to
"furnishing" evidence againstoneself, the differencein
wording between the State and Federal
self-incrimination clauses does not cause them to
differ so much in scope as to prohibit compelling a
DNA sample. Although the U.S. Supreme Court has
not yet ruled on a case where DNA samples were
compelled, prior federal cases on compulsion of other
types of physical evidence led the NH Court to believe
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that the federal courts would rule the same way on
DNA evidence.

Next, the defendant claimed there was prosecutorial
misconduct in the case when the Assistant County
Attorney commented in his closing argument on the
failure of the defense to cross-examine the victim, and
in stating that the jury could tell the victim by its verdict
that they believed her testimony. The defendant
immediately moved for a mistrial, but the Trial Court
denied his motion and instead issued a curative
instruction to the jury that the defendant was under no
obligation to cross-examine any witness and the jury
should draw no conclusions from his failure to do so.
The Supreme Court agreed that the prosecutor's first
comment improperly. shifted the burden of proof from
the prosecution to the defense. However, they felt the
judge's curative instruction was sufficient to correct the
error, and. saw no reason to grant a mistrial. They said
the prosecutor's comment was isolated and not
deliberate, and was not likely to affect the outcome of
the case.

Next, Hearns argued that where an.element of the case
was that the victim was a member of the same
household as the defendant (thus making itaggravated
felonious sexual assault), and since there is no
definition of "household member" in the sexual assault
statute, the Court should have taken the definition in
the domestic violence law, RSA 173-B: 1, which covers
spouses, ex-spouses and the like, butspecifically omits
minor children. Instead, the Trial Court in its
instructions to the jury used a definition supplied by
federal regulations used in social programs. The Court
agreed with the Trial Judge, and said that the definition
in the domestic violence law does not apply to the
sexual assault law, because excluding minor children
from being victims of this crime "would be antithetical to
the very purpose of the statute.”

Hearns then argued that the evidence in the case was
insufficient to support a conviction. The Supreme Court
disagreed. They found that the evidence was
overwhelming for a conviction. The defendant had once
been married to the victim's mother, she called him
"Dad", and he was around most of the time when she
was growing up, she testified consistently with what
she had told the police, and there was DNA evidence
as well.

Finally, Hearn argued that he was prejudiced by the
Court when the Trial Judge would only allow him to
introduce evidence that perhaps there was another
source of the DNA on the sheet, if he allowed the
prosecution a continuance in order to scrutinize that
evidence. Hearn said he was thus forced to choose
between his right to a speedy trial and his right to
introduce new evidence. The Court disagreed. They

said the Rules of Evidence require such a motion to
be made at least 45 days before the trial. The Judge
was being more than fair in allowing the motion. and. it
was not unreasonable to grant the State a
continuance in the interest of fairness to them, if he
granted the motion. Guilty as charged.

ABSENCE FROM STATE TOLLS STATUTE OF LIMITATIONS

In State v. Allen Nadler, decided July 15, 2004, the
Supreme Courtupheld the defendant's prosecution for
a 36-year-old felony charge of unnatural and
lascivious acts, in violation of RSA 579:9, a 1955 law
that was repealed in 1973. As this was in interlocutory
appeal direct from the Superior Court to determine
before trial whether the case could go forward, the
matter has now been remanded to the Superior Court
for trial.

The defendantwas indicted last year for acts that took
place in 1967, when the victim, now 49 years of age,
was only 13, and the defendant was a student at
Dartmouth College, and employed as a tutor for the
alleged victim. Following his graduation from
Dartmouth in 1967, Nadler left the state and has not
been a NH resident since that time. The victim told his
parents about the alleged assaultin 1967, but they did
not believe him and never told the police. The victim
did not report the matter to the authorities until 2002,
and they investigated and brought two indictments
against Nadler.

Nadler claims the statute of limitations that was in
effect in 1967 bars prosecuting him and violates his
due process rights by bringing charges so late that it
is difficult for him to mount a defense to them. The
Supreme Court disagreed, however. The defendant
said because the statute of limitations in RSA 603:1 at
the time stated "the time during which the party
charged was not usually and publicly resident within
this state shall not be reckoned" as part of the statute
of limitations. He claims this is intended only to apply
to someone who was already charged when they left
the state, and who fled to avoid prosecution. The
Supreme Court said that by using the language, "not
usually and publicly resident within this state", the
Legislature clearly intended the statute of limitations to
be tolled for anyone who committed a crime and then
left the state, regardless of the reasons they left and
regardless of whether they had been charged or not at
the time they left.

As to whether the delay in charging him violated his
due process rights, the Court said there was no proof
the government's delay in bringing an indictment was
a deliberate device to gain an advantage over him or
impede his ability to present his defense. The delay
was not caused by the State, but by the victim.
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.
customer service and exhibit good judgment. In addition,
older workers are committed to their employers, have
excellent attendance, and create a stable environment."

Every year, Experience Works, the country's largest
provider of training and employment for seniors -- holds a
national search for "America's Oldest Worker." To be
considered, applicants must be 65 or older and work a
minimum of 20 hours a week in paid employment; the
outstanding older worker with the earliest birth date wins the
title. Last year's winner was Dr. Russell Clark, a
103-year-old real estate developer from Orem, Utah.

All of the past winners have been 100 years or older,
working almost full time at their professions. They include
a 102-year-old college professor, a 100-year-old architect, a
102-year-old mechanical engineer, and a 100-year-old
doctor.

MASSACHUSETTS COURT STRIKES A BLOW
AGAINST HOMELAND SECURITY

The Massachusetts Supreme Judicial Court, in
Commonwealth v. David C. Carkhuff, recently ruled
that police on an anti-terrorism patrol along the shores
of a Western Massachusetts reservoir had no right to
stop motorists, even an alleged DWI. They said the
State Police should have posted warning signs before
stopping vehicles on a narrow road running alongside
Cobble Mountain Reservoir, designated a potential
"soft target” for terrorist acts shortly after 9/11/01.

Troopers stopped Carkuff on October 15, 2001, during
the wee hours of the morning. They quickly ruled him
out as a terror suspect, but determined that he was
driving drunk, and he was arrested after failing field
sobriety tests. The District Court suppressed the
evidence on the basis that his arrest was illegal, and
the Supreme Judicial Court agreed. "The State Police
failed to minimize the obtrusiveness of the stop and

believes'that itis just a matter of time before Al Oueda
mounts another large-scale attack somewhere in the
nation.

Al Queda's targets typically have been of symbolic
significance directed at the infliction of mass
casualties or spreading panic, and are driven more by
operational considerations than by specific time
frames. "They only have to get it right once, we have
to get it right 100% of the time," as President Bush's
National Security Advisor, Condoleeza Rice, has said.

The wide range of possible "soft targets" in the
infrastructure include nuclear power plants, dams and
other electricity generating facilities, fuel farms, gas
stations, refineries and pipelines, trains, freight trains
carrying toxic industrial chemicals, rail and roadway
bridges and tunnels, financial institutions and
government buildings, civil aviation, shopping malls
and places that attract large numbers of people.

In recent overseas attacks, terrorists have employed
small arms equipped assault teams, large vehicle
borne explosives devices, backpack bombs, and
suicide bombs. Enhanced security may complicate,
disrupt or prevent terrorist planning. "Situational
awareness," the studied observation of one's
surroundings to identify abnormal persons, things or
conditions, is the first step in thwarting terrorism. Few
attacks are carried out without pre-operational
surveillance of the intended target. Possible indicators
of this include pedestrian surveillance by several
cooperating individuals, mobile surveillance by bicycle,
motor vehicle, boat or small aircraft, persons or
vehicles noted in the same location on multiple
occasions or for long periods with no apparent
legitimate reason, persons who do not fit the
surrounding environment, taking notes or pictures in
an area not normally of such compelling interest or

TSA 15-00014 - 000887



wearing improper attire for the weather conditions,
persons adopting cover activities for surveillance such
as pretending to be a homeless person, demonstrator,
street vendor or some otheridentity not usually present
in an area, persons videotaping or photographing
security cameras or guard locations, or exhibiting
unusual or prolonged interest in security measures or
personnel, access points and controls, or perimeter
barriers such as fences orwalls. Another indicator is an
increase in anonymous threats or phone calls to police
in order to observe how long it takes them to respond,
or direct questioning of security or facility personnel.

Suicide bombers overseas often give their identities
away by wearing loose fitting clothes, overdressing in
hot weather, having protruding bulges or wires under
their clothing or through a sleeve, emitting strong
chemical odors, sweating, mumbling prayers or being
unusuallv calm and detached. attemptina to aain a

devices and associates of the suspect following the
initial attempt or attack. It is not uncommon for
terrorists to place secondary devices with the express
purpose of detonating them to kill emergency workers
responding to the firstincident. These devices may be
hidden in everyday objects such as flower pots,
garbage cans, vehicles, or briefcases and backpacks.
A second suicide bomber may also be present.

Steroid Abuse in High School

Charles Yesalis, professor of exercise and sport science at
Penn State University, says steroid use among high school
athletes 1s at an all-time high. He estimates that as many. as
600,000 teenagers have used these drugs. Anabolic steroids
are synthetic substances, related to male hormones, that
promote muscle growth and improve athletic performance.

IInfartunatalyy thayw alea add tn tha ricl Af Livar tnmare
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turbans wheneverthey go outin public. Not all Muslims
wear turbans, and not all people who wear turbans are
Muslim. None of the 9/11 hijackers wore a turban.
Turbans are a poor predictor of a person's terrorist
inclinations.

HR 218 PASSES CONGRESS
AND IS SIGNED INTO LAW BY PRESIDENT BUSH

HR 218 recently became federal law. It amends Title
18, USC to provide that an individual who is a qualified
law enforcement officer and carrying a valid
identification as such from any state, may carry a
concealed and loaded firearm in any of the 50 states
withouta license from an individual state, provided they
pass regular firearms qualification and are not under
the influence of alcohol or drugs at the time. It also
allows retired law enforcement officers who retired in
good standing to do the same, if they were employed
for 15 years or more on a regular basis, have met the
state's firearms qualification standards within the past
12 months, and carry valid photo credentials and proof
of passing firearms qualification.

This law does not prevent state, local and county police
and sheriffs' departments from enforcing SOP's that put
limits on when and where their officers can carry
firearms, such as policies that prevent carrying in social
situations where alcoholic beverages will be consumed,
etc. PSTC will be providing further guidance on this law
in the near future. |ADLEST, the International
Association of Directors of Law Enforcement Standards
and Training, is attempting to provide some national
guidance on this law, in order to be consistent in
applying it from state to state. Whether or not the
national effort is successful, PSTC will provide further
guidance within the next 60 days or so.

TRAINING THE WRONG PEOPLE?

Prison inmates across the country have been enrolled
in on-line courses given by the FEMA, the Federal
Emergency Management Agency, that provide an
understanding of terrorism protective measures and
disaster assistance.

FEMA now says it will move toward restricting access
to some of this information to those who have a
legitimate need for the training, and will assess who
has enrolled in these courses. A recent report by the
Inspector General of the Department of Justice
indicates that prison inmates are targets for terrorist
recruitment and could form part of a terrorist support
structure. Some of the classes prisoners have been
accessing include those on the Incident Command
System, Contingency Planning for Public Safety
Agencies, Radiological Emergency Preparedness,

Emergency Response to Terrorism, and Household
Hazardous Materials.

WHEN WARNING OF IMPLIED CONSENT
RIGHTS, QUOTE THE LAW ACCURATELY

In a recent Belknap County Superior Court case
brought against the Division of Motor Vehicles, a
Department of Safety Hearings Examiner was
overturned in his decision to suspend the driver's
license of a DWI for failure to submit to a breath test.

In this case, the driver stalled and would not give the
officer an answer as to whether or not he would
submit to a chemical test. Eventually, the officer
warned the driver that unless he decided one way or
the other, the officer would deem it a refusal and
request a license revocation. The officer did so, and
the Hearings Examiner upheld the officer's decision.
However, the defendant claimed the arresting officer
misled him as to the possible length of the license
revocation if he refused the test versus if he took the
test and tested over the legal limit.

In Christopher Flynn v. Director Virginia Beecher,
Belknap County #04-E-101, Flynn was stopped for 91
mph in a 65 mph zone on Interstate 93, believed to be
under the influence, and arrested. The Trooper spent
more than 40 minutes with Flynn discussing his
options about the test and whether he could consult
with friends or a lawyer. Finally, the Trooper told him
that unless he agreed to take the test, he would deem
it a refusal and proceed accordingly. However, the
officer incorrectly advised Flynn of how long his
license would be suspended for, both in the event that
he refused the test and in the event that he took the
test and tested over the limit. The DOS Hearings
Examiner upheld the refusal and the Director of Motor
Vehicles suspended the license. This appeal followed
and Flynn's counsel claimed the officer, in informing
Flynn of the possible consequences, substantially
overestimated the time period for testing over the legal
limit, and substantially underestimated the time period
for failure to take the test. Justice Harold Perkins said
there was no evidence to indicate whether the
defendant's refusal to make up his mind was
deliberate stalling, or confusion as a result of the
misinformation. Although an officer is not required to
inform a defendant of the exact consequences of a
refusal - only that his or her license will be suspended
- if the officer does so inform, the information given
must be accurate. Accordingly, the Hearings
Examiner's decision was overturned and the license
was restored. Although a Superior Court case does
not have the force of precedent statewide, the
outcome would have likely been the same in many
other Superior Courts.
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percent of the Earth's surface is of volcanic origin, and there
are about 500 active volcanoes above sea level. More than
half are located in a circle in the Pacific Ocean known as the
Ring of Fire. The most destructive volcano in the history of
the United States was Mount St. Helens in. Washington state,
which erupted on May 18, 1980, killing more than 50 people
and causing $1 billion in property damage. The largest
eruption in the world since Greece's Santoriniin 1500 B.C.E.
was in 1912 at Novarupta on the Alaska Peninsula, which
ejected nearly seven cubic miles of ash and lava in 60 hours,
forming the 40-square-mile Valley of the Ten Thousand
Smokes. Another notorious volcano was the one on Krakatoa
Island in the Indian Ocean. After it erupted in 1883, only a
third of the island remained above sea level and more than
30,000 people were dead.

TROUBLE BREWING FOR FORCING
CRASH-RELATED DW 1 TESTS

Five of the state's ten Superior Courts have recently
suppressed hospital blood tests taken at the request of
police officers under RSA 265:93 when drivers were
involved in crashes resulting in death or serious bodily
injury and the tests were taken without the person's
consent. These include State v. Mugford, #02-5-2951
in. Rockingham County, State v. Drew, #02-S-#460 in
Grafton County, State v. Guyette, #01-S-246 in
Cheshire County, State v. Tibedo, #98-5-581-F in
Strafford County, and the most recent was State v.
Anthony Perry, #03-5-060 decided by Justice James D.
O'Neill, Il in Carroll County. None of these cases has
the force of precedent and the NH Supreme Court has
notyetbeen asked to decide the issue, but this law that
is so important in the prosecution of drunk drivers who
cause death or personal injury has now been gutted on
constitutional grounds in half the Superior Courts in the
state.

not a judicially crafted rule, he claimed a search
warrant was required to draw the blood - in other
words, thatthe Legislature cannot create an exception
to the search warrant requirement. He also argued
that even if the law was valid, the search was invalid
because it occurred without probable cause - the only
probable cause the law required was that the person
caused the collision, and not probable cause to
believe that a crime had been committed, i.e., that the
blood would contain evidence of alcohol or drugs.

The State argued the search fell under the "special
needs" exception (similar to exigent circumstances but
not exactly the same), State v. Drake, 139 NH 662
(1995). To prove such an exception requires a
balancing test between the nature and quality of the
intrusion into the defendant's personal privacy and the
importance of the governmental interests alleged to
justify the intrusion, and that the special need be
"beyond the normal need for law enforcement”, State
v. Zeta Chi Fraternity, 142 NH 16.(1997).

While recognizing that in State v. Leary, 133 NH 46
(1990).the NH Supreme Court has recognized.the fact
that alcohol and other drugs are eliminated from the
bloodstream at a constant rate that is a factor
justifying exigent circumstances for a search, the High
Court has not specifically ruled that this rate of
metabolization of alcohol or drugs in the bloodstream
in the absence of other special circumstances, is
sufficient exigent circumstances to draw blood without
permission or awarrant. Likewise, because in State v.
Sterndale, 139 NH 445 (1995) the Supreme Court has
attached a greater privacy right to automobiles and
their drivers than the U.S. Supreme Courtdoes, Judge
O'Neill opined that unlike other cases where the
Supreme Court has upheld warrantless seizures of
evidence, such as from a probationer or parolee who
has lesser expectation of privacy in a search by their

TSA 15-00014 - 000890



probation/parole officer, in this case the driver did not
have a diminished privacy expectation.

Admitting that statistics show that 40% of the fatal
crashes in New Hampshire in a recent year involved
drugs or alcohol, Judge O'Neill found that there are no
"special needs beyond the normal need for law
enforcement" that justify taking the blood without
probable cause and a warrant and thus the search was
"unconstitutional on its face.” O'Neill went on to rule
that the Trooper and the officer already believed the
defendant was impaired, and that belief "may have
amounted to probable cause.” Therefore, he reasoned,
the defendant could have been given his Implied
Consent rights and if he refused the test, his license
could have been suspended and evidence of his
refusal to take the test would have been admissible at
trial, State v. Parker, 142 NH 319 (1997). The evidence
of the test was therefore suppressed.

This is a serious issue, since following this thought
process equates the threat of a license suspension
under the DWI laws commensurate to a felony
sentence a driver might face in a negligent homicide
with a motor vehicle case. It is interesting also to note
that a majority of states have similar laws, passed at
the urging of federal highway safety authorities who
want to track the ongoing involvement of alcohol and
drugs in fatal and near-fatal motor vehicle crashes.
Nevertheless, it appears that officers in at least those
five counties should be hesitant to rely on RSA 265:93
to order blood drawn from living drivers without
probable cause to believe they are impaired, and either
a search warrant or exigent circumstances sufficient to
justify taking the blood without a warrant. To draw
blood without a search warrant in those counties, just
how much would be required beyond the fact that
intoxicants in the blood metabolize over time would be
required is unknown, but certainly important factors
would be such things as the time of day or night, the
elapsed time that would be required to produce an
affidavit and locate a judge, and the elapsed time
between the crash and the officer's forming an opinion
that it was more probable than not that the driver was
impaired at the time of the crash.

English is a Wordy Language

Different dictionaries peg the number of
words in the English language at between 450,000 to
790,000. Linguists attribute the wide discrepancy to
variations in accounting for multiple tenses,
pluralizations, and meanings. For example, some
dictionaries don't count "person” and "persons" as
two separate words, but others do,

More than 750 million speak English, but less
than half consider it their native language.

According to Bill Bryson, author of The
Mcther Tongue, there are 200,000 English words in
common usage, which is more than German at
185,000 and French at less than 100,000. Bryson
contends that William Shakespeare used a
vocabulary of only 33,000 words. Other linguists
say that the average person knows about 20,000
words and uses 2,000 different words in any given
week. Still others assert that most people have
learned 60,000 words by the time they reach 18,
for an average of 10 new words a day from the
first birthday on.

CLASS ON LAW ENFORCEMENT AND DIVERSITY

The New Hampshire Sheriffs’ Association invites all
law enforcement officers to attend a one-day seminar
entitted “Creating a Culture of Integrity: Law
Enforcement and Diversity in New Hampshire.”

As New Hampshire's demographics change, and there
is an increase in diversity in the population, it is
important for law enforcement officers’ safety, as well
as homeland security issues, that some barriers come
down and preconceptions change. This is an
opportunity for officers to learn about new and diverse
cultures. The training will include a panel of NH
residents from various ethnic groups, who will discuss
issues related to their lifestyles, family dynamics,
treatment of children, and interaction with law
enforcement officers. The content will focus on
breaking down barriers with the various ethnic cultures
we are serving in. New Hampshire.

The presentation will be given twice, once on
November 8 and repeated on November 9, 2004, at
the Chase House, Flagship Ballroom, Route #3,
Meredith, NH. It will begin at 9:00 a.m., and lunch and
refreshments are included. Because the seminar is
funded through a grant from the United States
Department of Justice (COPS Office), there is no fee
for participants.

This seminar is for all levels of a department, from
new officer to head of the agency. In order to attend
one of the two sessions, please apply to Police
Standards using the normal in-service application
process. Seating is limited to 60 persons per day. All
applications must be received by October 20, 2004.

Ifyou have any registration questions, contact Captain
Jeffrey Noyes at Police Standards at 271-2133. For
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any questions involving the seminar, directions, etc.,
contact the Belknap County Sheriff's Office at 527-
5454,

For those officers in need of their eight hours of in-
service training to satisfy Police Standards & Training
Council rule Pol 403.01(a), this class can be applied to
that requirement.

CLASS AT ROGER WILLIAMS UNIVERSITY

The following class will be held at the Roger Williams
University Baypoint Inn & Conference Center, 144
Anthony Road, Portsmouth, RI:

“Field Training & Evaluation Program — Coordinator
Course” will be held on October 13-14, 2004. It is
designed to provide practical information for police
administrators or mid-level managers. Based on the
“San Jose Model”, the course will cover a variety of
topics relating to field training evaluation. The cost is
$130, which includes materials, breaks, and lunches.

To register for these classes, or for more information,
Contact Denise Owens at (401) 254-3320, or Liz
Campo at (401) 254-3731.

FORMER EPSOM CHIEF INJURED IN IRAQ

Former Epsom Police Chief Henry L. Farrin, Jr. left
New Hampshire last December to take up law
enforcement work in Florida. A few days after arriving
there, he was called up for service in Iraq as a member
of the 172nd Mountain Division of the NH National
Guard. In August, Chief Farrin was wounded in combat
by a roadside bomb in Iraq, the same day that his Port
Charlotte, Florida home was flattened by Hurricane
Charley. Chief Farrin was shipped to Germany for
treatment of his head wound, and will be returning
home to check out the damage to his new Florida
home.

IN MEMORIAM, WILLIAM CANNEY

It is with deep regret that the Milton Police Dept.
announces the death of Wiliam M. Canney. Mr.
Canney served as the Chief of Police in the Town of
Milton,. NH from March of 1983 until his retirement in
July of 1992. Bill started his law enforcement career as
a part-time officer in Milton in 1978, became part-time
Chief in 1982, and took over the position of full-time
Chief in 1983. After his retirement, he opened “Hook,
Line and Sinker,” a local bait shop. He also stayed
active in town politics, serving as a Selectman for the
Town of Milton. Our condolences to his family.

10

IN MEMORIAM, GILBERT VAAL

Gilbert A. Vaal died on August 24 at the age of 69,
after a long illness. He served with the Manchester
Police Dept. for 22 years, retiring in 1980 as a
Lieutenant. He later worked as head of security for the
Mall of New Hampshire and as a baliliff for
Hillsborough County Superior Court. He also served
three terms on Manchester’'s police commission. Our
condolences to his wife, Agnes, his five children, and
other family members.

IN MEMORIAM, CARL MCKENNEY

Carl C. McKenney, retired Assistant Chief of the State
Liquor Commission's Bureau of Enforcement, died
recently at a nursing home at the age of 83. Carl was
a World War |l veteran of the Army Air Corps and was
awarded battle stars for every major campaign in the
European theatre. Born in Maine, Carl worked for 10
years as a police officer in Massachusetts, and was
employed by the SLC for 21 years, holding every
position in the Bureau of Enforcement, up to and
including the rank of Assistant Chief. Our sympathies
go out to his wife of 56 years, Mary, and his four sons,
daughter, grandchildren, great-grandchildren, sisters,
cousins, nieces and nephews.

IN MEMORIAM, JERRY WHITNEY

Deputy Chief Jerry Whitney, of the Grantham Police
Department, recently died after along and courageous
bout with cancer. Our condolences go out to his
family, friends and colleagues.

IN MEMORIAM, HAROLD ALDRICH

Harold L. Aldrich of Milford recently died at a local
nursing home, at the age of 89. Harold was a former
police officer in Northbridge, MA, and later served as
Police Chief in Amherst. He was a World War Il
veteran. QOur condolences to his daughter, his
grandson, his brother, and to all his friends and
relatives.

IN MEMORIAM, BILLY YOUT

Billy Yout, longtime DEA Resident Agentin Charge of
their New Hampshire office, died recently after a
valiant fight against brain cancer, at the age of 57. He
ran the Concord DEA office from 1993 to 2002, when
he left to join DEA's counter-terrorism unit. He battled
the disease for 18 months, even participating in a
Walk-a-Thon.in awheelchair to raise awareness about
brain cancer. He was a Vietnam veteran and had been
assigned to Boston, Miami, Los Angeles and New
York, including working undercover. Our condolences
go out to his family and many friends.
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RETIREMENTS

Chief Dayna Strout, Milan PD

Chief William Farnum, Troy PD

Capt. Douglas Donlon, Rochester PD

Officer W. John Caldwell, Rochester PD

Lt. William Barlow, Nashua PD

Lt. William Newman, Derry PD

Lt. Edmond.Cournoyer, Fish and Game Department
C.0. John Lounsbury, NH Dept. Corrections

Officer Carl Patten, Keene PD

PROMOTIONS

Sgt. Richard Young, Sandwich PD, to Chief
Wayne Rioux, appointed Chief of Whitefield PD
Howard Sheats, appointed Chief of Troy PD
Sgt. Patrick Manthorn, Seabrook PD, to Deputy Chief
Lt. David Ferland, Portsmouth PD, to Captain
Lt. Russell Conte, NH State Police,

to Investigative Services Bureau Captain
Sgt. Michael Hambrook, NH State Police,

to Lieutenant, Troop A
Sgt. John LeLacheur, NH State Police,

to Lieutenant, Troop B
Sgt. Mark Liebl, NH State Police,

to Lieutenant, Headquarters
Officer Jason Allen, Seabrook PD, to Sergeant
Officer Lee Bitomske, Seabrook PD, to Sergeant
Officer Brian Michael, Epsom PD, to Sergeant
Sgt. Normand Marquis Il, NH Dept. Corrections,

to Unit Manager
CO Glenn Daniels, NH Dept. Corrections, to Corporal
CO James DeMaio, NH Dept. Corrections, to Corporal
CO John Marescia, NH Dept. Corrections, to Corporal
Sgt. John Zeller, Keene PD, to Captain
Cpl. Richard Richards, Keene PD, to Sergeant
Officer Brian Costa, Keene PD, to Corporal
Sgt. Keith Moreau, Derry PD, to Lieutenant
Officer Jonathan Breen, Derry PD, to Sergeant
Sgt. James Goss, NH Fish & Game, to Lieutenant
C.0. Kevin Jordan, NH Fish & Game, to Lieutenant
C.0. John Wimsatt, NH Fish & Game, to Lieutenant
Officer Stephen Cox, Littleton PD, to Sergeant
Officer David Wentworth, Sugar Hill PD, to Sergeant
Officer John Drury, Farmington PD, to Sergeant
Officer David Hall, Middleton PD, to Corporal

Musical Benefits

According to the National Association for Music Education,
research has shown that children who play musical
instruments do better in math and reading and score higher
on 1Q and SAT tests. Learning an instrument can also help
budding athletes by developing their coordination, sense of
timing, self-discipline, and diligence.
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DETECTIVE MUISE HONORED

Detective Christine Muise of Derry PD has received a
certificate of appreciation from the U.S. Postal
Inspection Service for her role in the arrest of a former
Derry woman for multiple identity theft crimes.
Detective Muise worked with local, state, and federal
police in the investigation that resulted in the arrest.

MIKE DUMONT IS OFFICER OF THE YEAR

Chief Dean Crombie of Somersworth PD has
announced that Officer Michael Dumont is the police
department’s 2003 “Officer of the Year.” In August of
2003, Officer Dumont entered a burning building,
carried out a wheelchair-bound man, and led another
person to safety as well. Mike has worked for
Somersworth PD for 22 years, performing various
duties, including firearms instructor and field training
officer.

DAVID FERLAND PROMOTED
TO CAPTAIN IN PORTSMOUTH

The Portsmouth Police Commission has promoted
Lieutenant David J. Ferland to the rank of Captain. He
has been with Portsmouth PD for 21 years, and has a
Bachelor's Degree in Criminal Justice and a Master's
Degree in Criminal Justice Administration and
Management. He was the Founder and Chief
Administrator of the Working Dog Foundation of NH
and is internationally known for his work in the field of
K-9 policing. Capt. Ferland has also been involved in
Portsmouth's Explorer cadet post, and he is a faculty
memberofHesser College. He was recently named by
U.S. Senator John Sununu as the recipient of the NH
Congressional Law award.

PROMOTIONS AT NH FISH & GAME

Colonel Jeffrey Gray, Chief of Fish & Game’'s Law
Enforcement Division, announces. the promotion of
three senior Conservation Officers to the rank of
Lieutenant. The Division is responsible for the
enforcement of all laws, rules and regulations
pertaining to fish and wildlife.

Sgt. James S. Goss, of Moultonborough, will head up
District Two, which serves the Lakes Region and the
southeast area of the White Mountains. He brings a
wealth of knowledge and experience in dealing with
challenging search and rescue missions in both
woodlands and inland waterways of the state. He also
has been active in community relations and outdoor
education activities. Lt. Goss joined Fish & Game in
1987, and in 1998, he was named Northeast
Conservation Law Enforcement Chiefs’ Association’s
Conservation Officer of the. Year.
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Officer Michael Dowd received an Honorable Service
Medal and Commendation. On July 18, 2004, he
entered a burning building to assist Officer Plumer in
searching for occupants.

K-9 UNIT RETURNS TO GOFFSTOWN PD

After having the first K-9 unitin the state, Goffstown PD
had to give up the program ten years ago. Now, with
the arrival of Rex, a 5-year-old German Shepherd,
Goffstown has a canine member of the department
once again. Rex was donated to the department by the
Working Dog Foundation and is handled by Officer
Keith Chauvette. Chief Michael French has noted that
Goffstown PD had to borrow dogs from other
departments for various situations in which they were
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- According to the United States Department of Agriculture,
the United States is the world's largest consumer of coffee,
importing 2.5 billion pounds a year.

- The typical American coffee drinker consumes more than
three cups of coffee a day.

- Almost all of the world's coffee is grown within 1,000
miles of the equator.

- Brazil is the largest coffee producer, growing more than a
third of the world's supply.

- More than 50 countries grow coffee; it is the second
largest export in the world after oil (in dollar value).

- The coffee industry employs 25 million people worldwide.
- A mature coffee shrub grows to 15 feet and produces
2,000 coffee cherries (which make one pound of coffee or
50 cups) per growing season.

TSA 15-00014 - 000894



LONDONDERRY SEEKS FT OFFICER

The Town of Londonderry, NH is seeking intelligent,
motivated applicanis for the position of Police Officer.
The town offers a competitive salary. and benefit
package. The position requires shift work, including
nights, weekends and holidays. Salary range, effective
July. 1, 2004, is $38,014 to $50,422. Applications may
be obtained at the Londonderry Police Dept., 268
Mammoth Road, Londonderry, NH 03053, or call {603)
432-1145. Deadline to submit an application is
September 17, 2004, at noon.

PLYMOUTH PD ACCEPTING APPLICATIONS

The Plymouth Police Dept. is currently accepting
applications te establish an eligibility list for the pasition
of Police Officer, full-time certification preferred but not
required. They are looking for team-minded individuals
interesied in policing a traditional New England
community, also home of Plymouth State University.
They offer a negotiable starting wage of up to $32,600
and a generous benefits package. The department
offers specialized enforcement areas such as
motorcycle patrol, bicycle patrol, special operations
unit, and the chance to be utilized in an enhanced
middle and high school participation effort. Portions of
the hiring process may be waived depending on prior
woark history. Applications may be submitted until
September 17, 2004. For more details, or an
application, please call or write the Records Office, or
Captain Steve Temperino, at: Plymouth Police Dept.,
334 Main Street, Plymauth, NH 03264, {603)536-1804.

HELP WANTED IN DANVILLE

The Town of Danville is accepting applications for the
position of part-time police officer. Part-time certification
is preferred, bul not required. The hiring process
includes a written exam, background investigation,
interview, psychological evaluation, physicalexam, and
physical agility test. Applications are available at the
Danville Town Hall or Kimball Safety Complex.
Completed applications should be sent to the
Selectmen’'s Administrative Assistant, PO Box 11,
Danville, NH 03819. Closing date is September 30,
2004,

How the Nielsen TV Ratings Work

Television shows live or die by their ratings --
numbers that indicate how many bpeople are
watching. The company responsible for cempiling
those ratings is Nielsen Media Research, which
provides an estimate of the audience for practically
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every show on TV, According to Nielsen, the
company ¥akes its samples from approximately
5,000 homes through electronic meters (called
Pecple Meters) attached Yo TV sets, VCRs, cable
converter boxes, satellite dishes, and cther video
zquipment. The meters record when the sets are
turned oh and to what station, and each member of
the household presses a particular button on the
People Meter whenever they are watching. As a
result, Nielsen can determine net only which shows
are being watched, but who is watching them. The
information is transmitted to Nielsen Media
Research's computers, where it is processed and
released each day. A more intense process takes
place during "sweeps" weeks in November,
February, May, and July, when Nielsen asks people
in about. 1 million homes to record their TV viewing
activity in a diary. Often, television networks will
plan specicl programs during sweeps weeks to
increase the number of viewers.
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ARTICULABLE SUSPICICN is published by the NH
Police Standards & Training Council, 17 Institute
Drive, Cancord, NH 03301-7413. The opinicns
expressed herein are those of the authors and not
necessarily the Council's, and we take no
responsibility for the accuracy ofitems excerpted from
other sources.
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