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» Interview collaterals (family, friends, employers, neighbors and co- religionists)
who observe changes in the individual's behavior (withdrawal from previous
social contacts; radicalization. of beliefs; travel to countries know to be supportive
of terrorist activities; associations with other suspected terrorists; new and
unidentified sources of income; increase in religiousness).

o Gather intelligence in communities containing or supporting such activity.

e Develop and acquire assets among trusted community resources (local media,
religious leaders, community activists, and professionals).

Attack Preparation: Indicative Behavior

» No direct threats to the target, but continues to communicate threat to trusted
third parties.

» '"Leakage" may continue to third parties, but may become more constricted on
advice of higher-ups

e "Boundary probing" with physical approaches to measure restrictions access, if
any (private security, physical boundaries, local law enforcement presence).
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» Will engage in "private rituals” within hours of the bombing that have religious
and symbolic meaning, such as bathing, fasting, shaving of body hair, perfuming,
and increased praying. These acts reinforce the meaning of his suicide bombing,
steal him to the task, and keep him focused on the larger cause.

Attack Preparation Countermeasures

o Actively interview suspects and close contacts reported to be engaging in
preparation to attack.

o Detain and/or arrest, if probable cause to do so exists, to prevent further
preparation and attack.

» Conduct "warehouse surveys" of retail outlets for bomb making materials to
identify the suspect's acquisition behavior and gather evidence (e.g., computer
stores, Radio Shack or other electronic instrument stores, and chemical
ingredient or fertilizer outlets).

« Conduct counter-surveillance of the identified target.

¢ Harden the identified target to reduce or impede access by a suicide bomber or
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post-mortem identification.
Attack Initiation Countermeasures:

o Call or shout a voice command from a distance to break the suspect's
concentration.

o Make physical contact with the suspect to distract his attention and physically
impede his forward movement.

e Insure physical control before questioning, especially of hands and arms.
o Insure safety of civilian targets in immediate area.

Post Offense Behavior by Attacker's Handlers or Associates: Indicative
Behaviors:

o Synchronized serial attacks implemented in stages, in close physical or temporal
proximity to increase casualties of first responders, including law enforcement
and medical personnel.
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