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NATIONAL SECURITY AGENCY 
CENTRAL SECURiTY SERVICE 

1"01~1" G!l:OI'I<SE G. MP.:AO£!:, MAI'tYI.ANP 207.,1;-<lOOO 

10 December 2007 

.. ·······---····-··-···---

MEMORANDUM FOR THE CR.J\IRMAN, INTELLIGENCE OVERSIGHT BOARD 

'l'HRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUB~JECT: (U//POUO) Report to the Intelligence Oversight Board on NSA 
Activities~ lli"FORMATION MEMORANDUM 

(U/~000' F..zXcept as previously reported to you or the President, o:r othenvise 
stated in the enclosure, we have no reason to bell.eve that any intelligence activities 
of the National Security Agency during the quarter ending 30 September 2007 were 
unlawful or contrary to Executive Order or Presidential Directive, and thus required 
to be repol'ted pursuant to Section 1.7.(d) of Executive Order 12333. 

(U//f'OUO) The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counseL These activities and 
other data requested by the Board or members of the staff of the Assistant to the 
Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

~hiAA~. ~ 
;E~~LLARD 
lnsfector Gener~ 

r;$1~· 
vito T. PbT~ZA 

General Counsel 

(U//FOUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. 

Encl: 
Quf.ll'terly Report. 

JipAL~R 
·Lieutenant General, U.S. Army 

Director, NSA/Chief, CSS 
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1. (U/IFOUO) Intelligence, counterintelligence, and inteUigGnee-related activities · 
that violate law' regulation, or policy substantiated during the quarter. as wen as 
any actions taken as a result of the violations. 

(U) ftntelligence Activities 

('f3!/SIIIRBL 'f'O tJS-A; FVETY) Unintentional collection· against United States (U.S.} 
1 persons. I linstaneesin·which·Signalslntelligen:cn:r(SIGINT)"anaiys§:::::::(b') ( 1 l 
inadvertently collected communications to, from, or about U.S. persons wJ:Ul~;f" (b) (3) -P · L. 86-36 

pursuing foreign intelligence tasking were reported this quarter. AlJ.coUection has ' 
been terminated and all intercepts and reports were deleted or. .. destroyed. a~b'l ( 1 ) 
required by USSID SPOOlS. . .·/···· (bi (3) -P.L. 86-36 

..... ·· (b)($) -50 usc 3024 (i) 

\,.L0//0. .v VO.tl., .l' V j;!j .I./I lof'those instances occurred duri~g 

(S#S'f#:REL) There were I linstanJ::~s of unintentional collection resulting 
:from poorly constructed database queries, and-oiitdncident. resultin from human 
error. In the latter case the anal st ne lecte 

~---------------==::=:::~=,_--_ .. : .... ,::':.,,,,,::::,:::::::::::::"::::::::::::::::_:w~ii'-'\{~ ~ ~ ~ ~ _ p. 
1

. 

(&/Sf/fflEL) onO,ccasions;---targets initially.thq~ft6"b~Jeg!ttma~ an&.·· .... 
foreign were later found to hold U.S. cifu;enshtp::or·perman§.nt·t~.Sident stiltus ~t. .. 
they were ta..-;ked for collecti9.ll·- On Qceiisions. the targets! \ I 
I I .. A:fiother target use4 l 
during travel to the United States. · 

.. ············ .. ········ 

ff'Sf/Of!INF),...I ---_-_ .... -...... -.... --·· .;;;;.· --.Ht-~as discovered t}.rkt the telephone 
numbers of a target, id~;ntified as a U.S. personl !<reported in the third 
quarter report), w,~mrriot properly removed from a database. Although collection 
ceaseol lthe numbers were included in a recent query of the database. Upon 
recognition, the numbers were immediately removed from the database. 

·· (iG.u. 

86-36 

(b) (7) (E) 
After confirmin,g.thatihe communicl;Ultis aU~S.-persori~ the FBI .__ _____ ..... 

'("b\(i) ·····················. ,············· 
Derived From: NSA/CSSM 1-52 

(b) ( 3) - P. L. 8 6-3 6 · Dated: 20070108 
Declassify On: 30320108 

-"~i'~"Ompl"'fll)!'t'll'f;~C"'ttl!'f!tJ"PT;rn"tC"'YO""Ivr.rm'flll~:l"'!.,i/ll'f\l<T~'~'"01t11FAQ~ltlMq+I'/1'};'*.6~32'H6~1-A-68~ 
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(i(ijf:::············ 

(b) (7) (E) 
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(8{/Sfh~lF) :Although a targeted company claimed to be a foreign entity, it was 
later found to be incorporated in the United States, thus collection occurred against 
a U.S. affiliate. 

(8/ISI//M:fi') A telephone number known to have belonged to an authorized 
tar.ge~ lresultingin-coHootion·onl· ......... ::::::JttS~::person~ j"::,:·:·::~':!!''":::''·'/( b l ( 1 l I 1·············· .. ···········........................................... ...... . i (b) (3)-P.L. 

(S{f.'if!//~if.F) The Protect America Act of 2007 (P AA), enacted..on .. trAugus~· 2007 f 
amends the FISA. To ensure the "foreignness" of a target a,s .. rEr···· ·red by t~e·PAA, / 

.... Tb.,is risk reduction measure identified 

in.the..JJ.mt:ed States~ ifistsnces1--as .. :r.l:lqui:red by the PAA, collectr~4 
~..w_a_s-su_s....,~pended immediately··until·the.t.arget.Jeft the l.liiited·.States. In one inst~ee, 

analysts noted the target's presence in the Utrlte(fState·s;··but·l .I 
I l··resulting·in·-detasking··delay~·r( b 1 ( 1 1 

86-36 

and in unauthorized collection. Corrective actions have been taken to lessen;f;he~~; ~;;=~o\s~6;~~ 4 (il 

risk of :recuiTence. induding changes to internal control procedures. In CJ 
instances, the foreignness of valid targets was not confirmed when PAA was 
implemented resulting in unauthorized collection when the targets were later found 
to be in the United States. 

(T8//Si/RfF) Foreign Intelligence Surveillance Act (FDSA) conection. There ar.eD 
FISA collection incidents to report this quarter. All collection has been te1'Jlliriated 
and all intercepts were deleted or destroyed as required by US_$.)J),SP.QO!W~·( b 1 ( 1 1 

···············:::::::::::::::::::::::::::::::::::::::::::::::::::::::: .. ···· . ...- / ( b l ( 3) - P. L. 

E!flSIIS:f/fiW)I Fthe~~erd .... ,, separ~fu incidents in 
which thel 1-aran:ch rna ro riatel .. :taske .. ~-ar~ets _for collection. In 
r::::Jinctdents from c.ollection susp$~ions were not 
implemented while the ta;rgets were hltb,e Un:i~d States because of 
software prob~f3.PlS with ·tin,~(:!~~~~n assets; re§~ting in co~tinued collection 
onl Juntil the mistake was noted~ Nt~t:t:'.{UlS~iptSo:r reports were generated 
based on the collection. New procedures were1fu.P.I~~entedt9 insure that proper 
notification takes place in the future. In .. cidertts= NSA anal sts determined 
that the telephone numbers were.__ ____________ ,.........,..-..r---. 

....... .tar ets.a.fter.initiating .. collection, ... Jn.one·instancet-NSAwas·-aetintt''o-q::int!~ec 
d in the other 

:L--------------------~ .. ,4, 
(b) (1) 

86-36 

(b) (3)-P.L. 86-36 
(b) (3)-18 usc 798 
(b) (3)-50 usc 3024(i) 

(b) (1) 
(b) (3)-P.L. 86-36 
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;(p)(1) 
(b)(3)-P.L. 86-36 
(b)t~)-50 usc 3024(i) 

TOP ~OCitffl/!COMfN'f/JNOfORNh'20329 1 as .......... ,,,:::;;::::"'":"";""''"""'_::~:;?'(b)(1) 
.............. ····· .::::::::::::: ... :· , .. ;:;;,,,,,,,,.... ./'./ (b)(3)-P.L. 86-36 

·. 
·. -ti~'tf!~:2L _______ __JJ· $a1y$:;~·cogrii~~d· that an authorized ... ··.· .... 

·r----,_~~~~-__.tne· United States onl · f 
wa"Efdetasked u on reeo ition,l r 

.__ ________________ ___.resulting in continued collection for 
several days after recognition. No reports were issued based on the collection. 
Management reviewed the procedures regarding these incidents to insure proper 
notification in the future. 

(i'S/fSfJJNF) Unauthorized dissemri=na=t=io=n...;;o~f .:;.;FI=S~A:..;;;d=a=ta:.l..l. L--------r~..,.,......J 
analyst forwarded FISA data to a ·: c · 
not authorized to receive such data. ·eisarmel 
discovered the mistake, destroyed all the data, and cancelled the report based on 
the information. · 

...cys//Sf!/lfti') Unintentional collection against u.s. persons I 

I 

86-36 

·---~~~~~~~~-~~~~rT~~~~;=;;::::~~~~--~~(~b1) 'f 3)-P.L. 86-36 
L...-_ _.p:n·aU1nstances, the calls were deleted immediately upon recogmt10n in ( b 1 ( 3 1 -18 usc 7 9 8 
accordance with USSID SP0018 guidelines, and no reports were issued. (bi (3)-so usc 3024 (il 

(SHSJ/lR:BL ':PO USA, FVS'Y) Unintentional dissemination of U.S. identities. 
During this qu~l'DSIGINT products were cancelled because they contained the 
ide~~~~Ies-ofU$. ~ersons, organiza~ons, or ~mtities. In all ~s~a~ces; thj repor~ . .. 

.. were e1ther not reiSsued or were re1ssued w1th the proper mJmmiul.t1on. ··· ~ ~; ~;; _ P. L. 
86-36 

additional dissemination violations resulted in unauthorized access to SIGINT data: 

i~]:;·i·:";';; "i"'"" €tl!i~Fsmfl!ll I an: NS 
sought trruiscription..a_i~stimc-e·fro . ;=:..:.:.::::::!!::::::===r---;--:--:"'"" 

86-36 

· ·:v:oice communications froni'... ... ............... thatTs not to be shared with 
··I I NSA confinned that the commum~tions w~re destroyed without further 
distributio~ and were deleted from the computer hard drivesl I analysts. 

,~· 

usc 3507 

.. ·· 
.(b) (3)-P.L. 86-36 

TOP SECRET/fCOMHff//i~OffOitHW269:tiH 68 
( 1) 

(b) (3)-P.L. 86-36 
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(U) Countell'inteUigence Activitias. -

(U) Nothing to report. <'''''' ... (b) (1) 
<-<.._''.:;:::• (!;:l) ( 3)- P. L. 86-36 

(U) lntemgenCI!!->related Activities. 
•, 

', 

', 

(UJWOUO) Onl ~ccasions during-this quarter; SIGINT'analystS· accessed .. : .. :·( b l ( 1 l 
· · (b) (3)-P.L. 86-36 

SIGINT in databases to which they improperly retained access from previous .· ...-
assignments. Their accounts were disabled and they received remedial tl'aining·' 
concerning the proper use of databases. · 

(SliBJJfflF) Mis~se of the U.S. SIGINT System. I lf(SIGJm_.._, 
anal st condu<..1ied database ueries at there uest and with the permission ofL_J 

~o..;---:--'l"":';'--r----------------......~-.;;··Th~ .. ;.;.e~analyst _/ 
targeted the :in a SIGIN·T 
database. Na...o~in-fi~o-rm-a-ti-on_w_as_d~e-ve~~-op_e_d_an_d_n_o_re_p_o_rt_s_w_e_r_e_i-ss_u_e~d...... .................. ,.. 

(·b; (1) 

2. (U//GOUO) lnteutgence Oversight inspections. (b) (3)-P.L. 86-36 
(b) (3)-18 usc 798 
(b) (3)-50 usc 3024(i) 

{U//FOU6) During this quarter, the Office oflnspector General (OIG) reviewed 
various intelligence activities of the NSA/CSS to determine whether they were 
conducted in accordance with applicable statutes, Executive Orders, Attorney 
General·procedures, .and Department of Defense and internal directives. With few 
exceptions, the issues presented were routine and indicated that the operating 
elements understand the restrictions on NSA/CSS activities. 

(U/fF!OUo;l ·~ ~ •. u Intelligence· OversightProgram:::::: ::::::::::::''"""'"1'5\l ( 1 l 
.......... ,,,,..,,.,.,........ (b.) (3)-P.L. 86-36 

Management is degraded by deficiencies :i,rl..the · · erstinnel database and the(bii ( 3 l -so usc 3024 ( i l 

process used to en~:tJ.te that all pt1rsonnei wi 
I ~ecf3ive Intelligence oversight training before they are expose to 
operational or classified information. Additionally~ although training is conducted 
as requixed by the DoD Regulation £240.1-R and NSA/CSS Policy 1-23, more . · 
emphasis is needed on U.S. Signals Intelligence Directive SPOOlS and National :, 
Telecommunications and Information Systems Security Directive 600 standards. : 
The OIG will provide an update in a future report regarding actions taken byD 
to correct the inspection findings. . 

TOP SECR£T/f€0MH4'fi/l~OF~1t20320108 
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,,.----·(b) ( 1 ) 

.-:::::-' {p)(3)-P.L. 86-36 
.·/ (9)(3)-50 usc 3024~i) 

3. (U) Substantive Changes to the NSAICSS Intelligence Oversight Program. 

(U) Nothing to report. 

4.1. (0} Changes to NSNCSS published directives or policies concerning 
inteU!gen<>e1 counterin<&elllgence, or lntenigence"related acthlltfies and the reason 
for the changes. 

(U) Nothing-to report. 

5. (U) Procedures governing the acilvltles of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1~R, 
Procedure 15) Inquiries or Matters Related to Jntemgence Oversight Programs. 

(U) Nothing to report. 

IOl' Si!CtmiiiCO!Vm<!"f/MOi'O:f.tN#~6326l6B 


