U.S. Department of Justice

Executive Office for United Siates Atforneys

Freedom of Information & Privacy Staff

600 E Street, NW., Sulte 7300, Bicentennial Building
Washington, DC' 20530-0001

(202) 252-6020 FAX: 252-6047 (www.usdoj.gov/usao)

Requester: Catherine Crump Request Number:_ 12-2652
Subject of Request: Govenment Access to Private Electronic Communications

Dear Requester: APR73 2013

Your request for records under the Freedom of Information Act/Privacy Act has been
processed. This letter constitutes a reply from the Executive Office for United States Attorneys,
the official record-keeper for all records located in this office and the various United States
Attorneys' Offices.

To provide you the greatest degree of access authorized by the Freedom of Information
Act and the Privacy Act, we have considered your request in light of the provisions of both
statutes.

The records you seek are located in a Privacy Act system of records that, in accordance
with regulations promulgated by the Attorney General, is exempt from the access provisions of
the Privacy Act. 28 CFR § 16.81. We have also processed your request under the Freedom of
Information Act and are making all records required to be released, or considered appropriate for
release as a matter of discretion, available to you. This letterisa[ ] partial [ ] full denial.

Enclosed please find:

21 _ page(s) are being released in full (RIF);
1__ page(s) are being released in part (RIP);
88  page(s) are withheld in full (WIF). The redacted/withheld documents were
reviewed to determine if any information could be segregated for release.

The exemption(s) cited for withholding records or portions of records are marked below.
An enclosure to this letter explains the exemptions in more detail.

Section 552 ' Section 552a
[ 1)1 [ 1)) [ 1(®(@B) [ 10)®)
[ 1(X2) [x ](b)(5) [ 1(BXTNC) [ 1()Q2)
[ 1®)3) [ 1(b)®) [ 1(BX7XD) [ 105)
[ 1®&A) [ 1X(TXE) [ 1]
[ 1(B(DE)

[ 1 Inaddition, this office is withholding grand jury material which is retained in the
District.
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[ ] A review of the material revealed:




[ ] Our office located records that originated with another government component.
These records were found in the U.S. Attorney’s Office files and may or may not be
responsive to your request. These records will be referred to the following component(s) listed
for review and direct response to you:

[ ] There are public records which may be obtained from the clerk of the court or this
office, upon specific request. If you wish to obtain a copy of these records, you must submit a
new request. These records will be provided to you subject to copying fees.

[ 1 Please note that your original letter was split into separate files (“requests”),
for processing purposes, based on the nature of what you sought. Each file was given a separate
Request Number (listed below), for which you will receive a separate response:

[ 1 Seeadditional information attached.

This is the final action on this above-numbered request. You may appeal this decision on
this request by writing to the Office of Information Policy, United States Department of
Justice, 1425 New York Avenue, Suite 11050, Washington, D.C. 20530-0001. Both the letter
and envelope should be marked “FOIA Appeal.” Your appeal must be received by OIP within 60
days from the date of this letter. If you arc dissatisfied with the results of any such administrative
appeal, judicial review may thereafter be available in U.S. District Court, 28 C.F.R. § 16.9.

Sincerely,

1ne L /

#_Susan B. Gerson
Assistant Director

Enclosure(s)
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EXPLANATION OF EXEMPTIONS

FOIA: TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by and Executive order to be kept secret in the in the intersst of national
defense or foreign policy and (B) are in fact properly classified pursuant to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute {(A) requires
that the matters be withheld from the public in such a manner as to leave no discretion on the issue, or (B) establishes
particular criteria for withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an aency in
litigation with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of
personal privacy;

tecords or information compiled for law enforcement purposes, but only the extent that the production of such law
enforcement records or information (A) could reasonably be expected to interfere with enforcement proceedings, (B) would
deprive a person of a right to a fair trial or an impartial adjudication, (C) could reasonably be expected to constitute an
unwarranied invasion of personal privacy, (D) could reasonably be expected to disclose the identity of a confidential source,
(E) would disclose techniques and procedures for law enforcement investigations or prosecutions, or would disclose guidelines
for faw enforcement investigations or prosecutions if such disclosure could reasonably be expected to risk circumvention of
the law, or (F) could reasonably be expected to endanger the life or physical safety of any individual.

contained in or refated to examination, operating, or condition reports prepared by, on behalf of; or for the use of an agency
responsible for the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.

PRIVACY ACT: TITLE 5, UNITED STATES CODE, SECTION 552a

information complied in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, controf, or
reduce crime or apprehend criminals;

information which is currently and properly classified pursuant to Executive Order 12356 in the interest of the national defense
or foreign policy, for example, information involving intelligence sources or methods;

investigatory material complied for law enforcement purposes, other than criminal, which did not result in loss of a right,
benefit or privilege under Federal programs, or which would identify a soutce who furnished information pursuant to a
promise that his/her identity would be held in confidence;

material maintained in connection with providing proteciive services to the President of the United States or any other
individual pursuant to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability eligibility, or qualification for Federal civilian
employment or for access to. classified information, the disclosure of which would reveal the identity of the person who

furnished information pursuant to a promise that his identity would be held in confidence;

testing or examination material used to determine individual qualifications for appoiniment or promotion in Federal
Government service the release of which would compromise the testing or examination process;

matetial used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of
the person who furnished the material pursvant to a promise that his identity would be held in confidence,
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Tt is also worth noting that the requirements of ECPA typically do not apply to a private
business that provides for the storage of email sent by a subject over the business network. Thus,
an Assistant may subpoena all electronic records from businesses not offering Internet service to the
general public, except for the contents of unopened email less than 180 days old (which must still
be obtained by a search warrant as described below). In addition, if the investigation has become
overt, such as after the arrest of the defendant, an Assistant may again subpoena all electronic
records from an ISP, except for the contents of unopened email less than 180 days old (which must
still be obtained by a search warrant as described below).

3, Court Orders (2703(d) Orders)

In addition to the limited class of information obtainable by subpoena, BCPA also provides
for law enforcement to compel greater disclosure of electronic data from an ISP by court order,
pursuant to 18 U.S.C. § 2703(d). A § 2703(d) order compels the ISP to provide all information
obtainable by subpoena, all other records relating to a subscriber other than the contents of
communications (§ 2703(c)), and, with delayed notice, the contents of opened email or unopened
email older than 180 days. As a practical matter, a 2703(d) order permits the Govermment to compel
the disclosure of all subscriber information, all transactional logs, the “to” and “from” of all email
communications (a historical pen/trap and trace), buddy lists or other special services maintained
on the ISP’s computers, as well as opened electronic communications or extremely old unonened
emai. = =
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Addendum to Attachment B

This warrant does not authorize the “seizure” of computers and related media within the
meaning of Rule 41(¢) of the Federal Rules of Criminal Procedure. Rather this warrant anthorizes
the removal of computers and related media so that they may be searched in a secure environment,
The search shall be conducted pursuant to the following protocol:

Y

With respect to the search of any computers or electronic storage devices seized from the
residence in Attachment A hereto, the search procedure of electronic data contained in any such
computer may include the following techniques (the following is a non-exclusive list, and the
government may use other procedures that, like those listed below, minimize the review of
information not within the list of items to be seized as set forth herein):

a.

examination of all the data contained in such computer hardware, computer
software, and/or memory storage devices to determine whether that data falls
within the items to be seized as set forth herein;

searching for and attempting to recover any deleted, hidden, or encrypted data
to determine whether that data falls within the list of items to be scized as set
forth herein (any data that is encrypted and unreadable will be not returned
unless law enforcement personnel have determined that the data is not (1) an
instrumentality of the offenses, (2) a fruit of the criminal activity, (3)
contraband, (4) otherwise unlawfully possessed, or (5) evidence of the
offenses specified above);

sutrveying various file divectories and the individual files they contain to
determine whether they include data falling within the list of items 1o be
seized as set forth herein;

opening or reading portions of files in order to determine whether their
contents fall within the items to be seized as set forth herein;

scanning storage areas to discover data falling within the list of items to be
seized as set forth herein, to possibly recover any such recently delsted data,
and to search for an recover deliberately hidden files falling within the list of
items to be seized; and/or :

performing key word searches through all electronic storage areas to
determine whether occurrences of language contained in such storage arcas
exist that are likely to appear in the evidence described in Attachment B,

The government will return any computers or electronic storage devices seized from the
residence described in Attachment B hereto within 30 days of the seizure thereof, unless contr: aband
is found on the seized computer and/or electronic storage device.




ADDENDUM TO ATTACHMENT B

With respect to the search of any information and records stored within hand-held
wireless communication devices, including cellular telephones, and any related memory cards or
removable storage media, law enforcement personnel will locate the information to be seized
according to the following protocol:

The search procedure may include the following techniques (the following is a non-exclusive list,
and the government may use other procedures that, like those listed below, minimize the review
of information not within the list of items to be seized as set forth herein):

a. searching for and attempting to recover any hidden, ot encrypted data to
determine whether that data falls within the list of items to be seized as set
forth herein;

b. surveying various file directories, electronic mail, text messages, contact

lists, address books, call logs, calendars, notes, appointments, task lists,
voice mail, audio files, video files, or pictures, including attachments
thereto, to determine whether they include data falling within the list of
items to be seized as set forth herein;

c. opening or reading portions of electronic mail ot text messages, and
attachments thereto, in order to determine whether their contents fall
within the items to be seized as set forth herein; and/or

d. performing key word searches through all electronic mail or text messages, |
and attachments thereto, to determine whether occurrences of language
contained in such electronic mail or text messages, and attachments ?
thereto, exist that are likely to appear in the information to be seized 3
described in Attachment B, |

Law enforcement personnel are not authorized to conduct additional searches on any
information beyond the scope of the items to be seized by this warrant,




: There is a cell phone searoh Warrant protocol addendum contained on
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RO 13 2T mandatory that we use thls addendum for all
Warraﬂts Where we are seeking to seize and search cell phones, ThlS covers
the search of all matter contained in the cell phone’s memory and does not
cover, for example, matter in which a phone links to the internet (i.e. stored e-
mails accessible through a Treo) for which we would need a search warrant to
the ISP. Additionally, to recover matter maintained by the carrier not
contained within the physical phone (L.e, voice mails stored on the carrlor) we
would need to get a search warrant for the cell phone carrlerf(_

¥t g s_i@sﬁ' - P
Reminder: ifyou have already indicted a case and are seeking a search
warrant to obtain evidence to support the charges in that case, you must
submit the application for the search warrant to the triall judge for the

indicted case. The trial judge can then decide fo review the application
himaelf or heraslf to delagate that tagk to the designated Magistrate Jud
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for the indicted case or to the duty Magistrate Judge.
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Procedures for Obtaining Certain Forms of Electronic Surveillance and Related Evidence

Typeof
Request

Octoher 2012

Commenis m

Zo -

& ..ww.ua

Stored toxt Fed. R.Crima | - probable- cause to belisve au [ Returm: | 1.  Whereto file. Ew%mﬂnn Judge
messages P41 offense(s) has hesnfis being | Yes 2  DseRnle4l Tsea search warrant under Rule 41 and 18 US.C. mmém@ and (b)}1)(A)
held by committed - Notice: | 3. Jurisdiction: Rule 41 warrant may bé issued by any court having aﬁm&nnou over the offense
service ) No tmder invest investigation. 18 U.S.C. §2703(0)(1)(A)
provider -~ probable canse to believe that the 4  Nonoficeio subscriberreqnired. 18 UL5.C. § 2703(B}{1){(A) pravides no notice te the subscriber
text messages will constitute or costomer is required when you ~htain a search warrant,
evidence comcemning the offenses 5  Observe search warrant protocol: /1% Wt yioger
under mvestigation
) 6  Preservation Letier: Fyou intend to obtain the evidence via a search warrant, direct a letter to
the service provider pursnant to 18 U.S.C. §2703(£}(1) and (2) requiring them to preserve stored .
#**NOTE: Almest nonme of the text massages pending the issnance of a court order. The stored fext messages must then be
major service providers retain fext retained for a pariod of 90 days. The retention peried shall be extended for an additions! period
messages. See of 90 days upon a renewed request by the government.
v w_ ¥ Joarcotics/electromie 7. Retim: Yes. Fed RAIBIND)
surveillance Non T3/Stored Text
. Messages
Stored Fed.R.Crim | - probable capse fo believe @n | Return: | 1. Where to file. Magistrate Tedge
Voicemails P41 offense(s) has beenfis being | Ves 2. UseRnie 41, Use asearch wazrant tmder Rule 41 and 18 U.S.C. §2703(=) and (B)(1)(A)
held by commnitted Notice: | 3. Joisdiction: Rnle 41 warrant may be issued by any court having jurisdiction over the offense
service No under investigation. 18 U.5.C. §2703(R){1)(A).
provider - probable canse io believe that the 4.  No=notieeto subseriber regoired. 18 T1.S.C. § 2703(b)(1)(A) provides no notice to the subscriber
voicemails will copstite evidence - orcustomer is required when you obiain a search warrant.
concerning the oifemses under 5. Llbserve mandafory search warrant profocol:
investigation - T oue e W )

6. - Preservation Letfer: Service providers retain vojcomails on their networks only for very limited
periods of time. If you intend to obtain the evidence via a search warrent, direct a leiter to the
service provider purseant to 18 U.S.C. §2703(f}(1) and (2) requiring them to preserve stored
voicemails pending the issuance of 2 court order. The stored voicemails must then be retained for
& period of 90 days. The retention period shall be extended for an additional period of 90 days
upon arenewed request by the govermment.

7. BRetum: Yes. Fed R AID{I(D)

-17-




Retum

I} and Notice {f
Il Require? |}

Oetober 2012

. | - probable cause to believe an

offense(s) has beenfis being
commiited |

- probsble cause to belfeve that
evidence of the offense(s) under
investigation will be fornd on the
computer systems of the ISP, within
the email accomats particulatdy
identified

Return:
Yes
Notice:
No

[ ]

[Ye e

%.I Z i - %\.mmw.u otk
. ¥

gt

Where io fils.- Magistrate Fudge
Use Rule 41. Certain provisions of 18 T.5.C. § 2703(b) arthorize the government fojobtain the

content of certain stored emails (older that 180 days) from an imternet sarvice provider withouta
warrant on 2 showing of less than probeble cause.. The Speh Circuit in Warshak held thatthe non-
warrant methods of obizining stored emails to be unconstitutionsl. f .

) - - . P § JE

Jurisdiction® Fule 41 warrant may be issued by any court having jurisdiction aver the offense
vnder investigation. 18 U.S.C. §2703(L)(1J(A).
(bservemandatorysearch warrantprotocol: N 1 e

Mo notice fo_subseriber required. While Rule 41 geperslly requires notice, 18 US.C. §

a

) 2703(b){1{A) provides no notice to the snbscriber or castomey is reqnired when you obtain 2
7

search warrant.

| G-

Preservation Letter: Service providersretain emails on their aetworks only for very limited periods
of time. T yon Imtend to obtzin the evidence via a search warrant, direct a Letter to the service
provider pursnant to 18 U.S.C. §2703(5)(1) and (2) requiting them tc preserve stored emails
pending the issuarice of 2 court order. The stored emails must then be retained fora period of 90
days. The reteption period shall be extended for an additional period of 50 days vwpon a renewed
request by the povernment.

Retoen: ‘Yes. Fed RALS(1D)

Facshook/Twitter: see pages 30-31 below

18-




Procedares for Obtaining Certain Forms of Electronic Surveillance and Related Evidence October 2012
. i

Type of Statutory Type of Legal Process/Standard  Jjj Rewm B ]
Request Authority and Notice )
| Required? [i . -
, _

i| Real-time 18 U.S.C. - probable cause plus nevessity: (see | Return: | ¢ Where to file. Personal appearance before chief judge or acting chief jndge required for both
i| Interception §2510-18 | 18 T18.C. § 2518) No ATSA and agent, both of whom must swear to application (AUISA)and aifidavit mmmmu@w injudge’s
f| of Wire, * | Service of presence.
il Oral,(ie. - Office of Enforcement Operations | Inventory: Jorisdicfion: For phones T3 may be signed by a judge sitting i (a) the disirict iwhers the |
i “Bugs” of (*OEQ”) review and approval Yos: conpmunication will be “ntercepted™ (£e. listened to for the first time in the wire room); or (b} the
. district where the tapped tefephone is locatéd. Furthermore, in IZS. v. Ramirez, 112F.3d 849(7ih

I8

§| rooms, cars,

etc.) : - Assistant AG or Deputy Assistant Cir. 1997), the conrtheld pursuant to 18 U.5.C. §2518(3), the district conrtcan authorize 2 witetap
i Electronic AG approval: for wire and oral after a cellular telephone regardless of the location of the cell phone or the listening post. For
| Communicati intercepts only 18 U.8.C. §§2516(1), intercaptions of oral commmications, T3 order must be signed by a judge sitting in the district
fjons (e.g: - 2510(9) : where the oral conversations are first listened o by the agents. L

{ - % Duyration; 30 days measure from the date on which agents begin conduct the interception (Le. date

the switch is flipped) or 10 days after the order is signed, whichever comes earfjest. Extension
orders ara good for 30 days measured from the data the extension order is signed.

4  Minimization: Yes - for wire and oral intercepts (real time); after-the-fact minimization is
permiited if (i) foreign language interpreter is not reasopably avatlable during the interception
period: and (i) for interception of electronic communicatiozs.

Sealing. The recordings comtzining the intercepted communications must be sealed before the

n

i pagers)

. Chief Judge immediately upon the expiration of the authorized nterception period., Prior to
sealing, comfirm with agent that gfl intercepted commumications, including push-to-talk
commumications, are contained on the disc 1o be sealed.

€ Ioventory: Servics ofthe inventory (i.s.the fact thatperson was intercepted on a wite - but not
the contentsofthe intercepted catls) pursuantto 18 USC § 2518(8)(d)is ordinarily required within
90 days fom the expiration of the T3 orders or extensions thercof. However, this statute
provides that npon an ex parfe showing of good cause the service of the inventory may be

-~

be met even if packagad with a T3. :
2 Rehmn, the T3 order also included authority for prospective cell-site, lat-long/GPS/ om digitsl analyzer |f

data, at time of sealing T3, agent and AUSA shonld appear to file returns (if any) for (i) cell site and (Tii}

rmore precise lat-long/GPS/enhanced 911/digital analyzer date with chief judge. Thisshould be done
at the same time the T3 recordings are sealed. You mmst do those returns even if extending wirctap |}
anthorization. The retum should be 2 separate document - not part of the sealing application or sealing |
order. : i
Delayved Nofification, Sealing of T3 pleadings and delay in service of T3 inventory does not
excuse compliance with independent delay procedures for a1l other relief sought, incheding for
celindar telephone location information. , ’
1), Sealing of T3 ications and grders; Required under 18 1.5.C. §2518(8)(b)

20-



m.ﬁﬁo&. Type of Legal Process/Standard
»Pﬂﬁoﬁ&.. mun H,.__u Hee

October 2012

BOP Administrative, GI, oririal subposna
Program
* staternent
"1351.05
2
=
i BOP Prisoner | BOP Volomtacy ragnest N/A, 1
B| E-mail Program
it Acconnts statement
P5265.13

wopa’

. monmmn and length of the message) and copies of the efectronic messages.

To obtain the actual recorded contents of telephone conversations, law enforcement mmﬂnmﬁﬁmﬂ
usean administrative, grand jury, ortrial subpoena). Lawenforcement mmnuﬂaﬁmwmmmc Tequest
such information in an “emergency siuation.” Finally, contents of prisoner phone n@:m to their

« aitorneys may not be obtained.

Please note that when you request recordings of prisoner phone calls from the MCC, ¥ you should
alwaysrequest that the MCC notinglude copies ofany phone calls with attorneys. Some prisoners
use the repuler phones—as opposed to phones the MCC sets aside for attorney calls —th call their
attomeys. Thay do fhis despite the fact that they are notified that all such calls are Hnommmm. Hwe
do not ask ths MCC to exclude attorney calls, they will include them int ek Hnnonmuumm they
provide. ;

Direct the subpoenz to the aitention of Mstropolitan Corrections] Center,. !

= : WA proeep®

H

BOP’s prisomer &-mail program (called the TRULINCS System) allows _&mﬁcmﬁm of
{mmsactional data and message content for law enforcement purposes. . Subposnas ﬂu these are
ot Tequired, as compared to recorded telephone conversations. Upon receipt of a properly
submitied written request from & law enforcement agenay, BOP siaffare BHthN&BRHmmmm hoth
transactional dats (s.g., dats, fis, electronic message address, electronic message BQEmuH and

W pin Py ) L _m

MCC does not filter out the sttorney emails before sending them overto'ns. Thus woa ..«E need to set

set up screen or filter tesm at our office before you raview the emails. - !
T LA i X _m

=28-



Procedures for Obtaining Certain Forms of Elecironic Surveillance and Related Evidence October 2012

WM e .a.ﬂuww‘u _
]
!
- Consent " | For 1 Ifthe cell phone i3 seized incident to arrest, the contenis of the phone can be ssarched _ﬁﬁoﬁ a
‘| - Search incident to amest search . warrant inderthe search Incident to arrest doctrine, Sedrch incident to arrest autharity covers the
-Rule d] warrants: search of afl matter contained i the cell phone’s memory - call logs, address book, mﬁ.onnm text
-| Retums: mesgages, stored emails, stored pictures, and stored video, It does NOT however cover matter
Yes which in orderto access the phone mest be lannched o the Internet o.mu email Hﬂmmmqmm& stored
i Natice: on ihe actnal phone but rather only accessible through the service provider). bumnmﬂ search
Yes incident to amrest authority or conisent, , 2 search Warrant (see pases 15-16 above) Isrequiredio -
moﬂnwﬁronnﬂuuﬁcmma%wwouﬂﬂg Wh g FELR . iy

. i
2. Observe searcli warrant protecol” £
oW opey 17

3. ¥ yon are applying Tor a warrént to search for evidencerelafing to an already-mdicted nmmm The
application should be presented firstto the assigned disteict court judge and we should aﬁwﬁu that
the application relates to the indicted case. Bt is up to the district court jndge to decide Ew%ﬁ. he -
or she wiil handle the matter or have the Magistraie Judge handle it, If the evidence Ehm_ﬁo be
obtained from the warrant could also implicate uncharged persons that would algo be mmwmnﬂcn

4. Voice mail is stored on the service provider’s network so 2 seerch warrant to the service mESmnn
would be required to obtain that evidence.

5. SomesMagisirate Judges reguire 2 particularized probable cause to szarch the &..mmnwnmﬁmnmﬂﬂm of
the cell phone {contact lisi/in and out telephons numbers/phatos, video images) .

6.  Remember that under US. v. Birrgord, we mnst obiain search warrants as quickly as mmmmmEm for an=
phones. comyputers and other comtainers seized during the investigation to avoid m_.ﬂbnnmmnon« .

] f«@wi Feérs
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QOctober mnwﬁ

Procedures for Obtaining Certain Forms of Electronic Surveillance and Related Evidence

Type of Statwtory  [fl Type of Legal Process/Standard { Rem )

il Request f Amthority 1 il and Notice i
ﬁ : : | Required? 5

i ; . == ] =

.VW\.L\. ummu.wﬁu

i . WA
7 m. et o ﬁmmum\v
! = et b Tt et {l(utrtl\w“..m“iil- - = :
Facchook | . ’ WA . - ' ) NG @w\a . .
=  Ybu can use 2n Admimskative, 7, orital subpoénaor 2 18 U.S8.C. § 2703(d) order (with non-
diselosure langnage) to obtain subscriber records and IP addresses. i
+ A search warrent is needed to obizin stored communications. See 18 U.8.C. 2705(h) : see page 18
aboye z
: B i ) ¥ vj.,u%mumﬂs
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Procedures for Obtaiming Certain Forms of Elecironic Surveillance and Related Evidence October mﬁb

?%Ow e.ecu. 33

ot o e At i e

“You can use an 18 U.S.C. § 2703(d) order (with non-disclogare HBmﬁmm& 1o obtaiil subiscriber wmnaumm
and I addresses. -

The contents of public iweets can be capmred off the web m
A search warrant would be needed to obtain private twests stored on the provider’s network. See Hm

U.8.C. 2703(b) - see page 18 ahove

./.\m_ ] 1 1 i o . . _ rr.L
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From:. st #swew (USAILN)
Sent: Monday, March 23, 2009 1:48 PM
Subject: Email Search Warrants

A standard search protocol has been agreed to by all the magistrates which we will use for all
email search warrants.

The search protocol is to be 1ncluded as an addendum to the attachment A of the warrant,

Attachment A sets out the process by which an ISP provides law enforcement with the entire
contents of an email account and further sets out the speclﬁc items from that account to be seized
by law enforcement.

The search protocol provides a non-exclusive list of searching techniques that agents may use.
The protocol also provides an admonition that the searching agents are to confine their search to
those items that they have been authorized to search for under the warrant.

Copies of a sample affidavit, a sample Attachment A, and a sample Addendum to Attachment A
are provided with this email. Copies will also be posted to CRIMBANK and will be made
available through HOTDQCS in the near future.

All email search warrants, as with all warrants, should be reviewed by deputies, but no further
review or approvals will be necessary.

Please make sure that your agents are aware of the protocol when you discuss the execution

" process of the warrant with then, .

If you have any questions, feel free to give me a call, W €oim e g




ATTACHMENT ATO . §EARCH WARRANT

1. Search Procedure

a.

The search warrant will be presented to ,_J.”_‘:"“'? ersonnel, which will be directed to
isolate those accounts and filés described in Sectfon II below;

In order to minimize any disruption of computer service to innocent third parties,
compeny employees and/ox law enforcement personnel trained in the operation of
computers will ereate an exact duplicate of the computer accounts and files described
in Section II below, including an exact duplicate of all information stored in the
computer accounts and files described therein; ‘

Company employees will provide the exact duplicate in elecironic form of the
accounts and files described in Section Il below and all information stored in those
accovnts and files to the agent who serves the search warrant; and

Rollnwing the nrotnon] set ont in the Addendim to this Astachment law enforoement
personnel will thereafter review adt information and records received from company

employees to locate the information fo be seized by law enforcement personnel
specified in Section 111 below.

' | |
M. . Files and Accounts to e Copied by N Employees

a.

All electronic mail, including attachments thereto, stored and presently contained in,
ot on behalf of, the following electronic mail addresses and/or individual accounts:

[EMATL ADDRESS] from the opening of the accouut to the present

All existing printouts from original storage of all the electronic mail described above
in Section 1I(a); :

All transactional information of all activity of the electronic mail addresses and/or
individual accounts described in, Section II(), including log files, dates, times,
methods of connecting, ports, dial-ups, and/or locations;

All business records end subseriber information, in any form kept, pertaining to the
electronic mail addresses and/or individual accounts described above in Section II(a),
including applications, subscribers’® full names, all screen names associated with the
subscribers and/or accounts, all account names associated with the subscribers,
methods of payment, telephone numbers, addresses, and detailed billing records; and




e.

All records indicating the services available to subsciibers of the electronic mail
addresses and/or individual accounts described sbove in Section Il(a).

L.  Infoxrmation to be Seized by Law Enforcement Personnel

&,

DESCRIBE THE FPARTICULAR EVIDENCE THAT YOU HAVE
PROBABLE CAUSE TO SEIZE~ Specify the particular. content that you are
searching for, 1.e. communications involving the formation of a particular contract,
financing of that contract, etc., just like you would for a regular search warrant. Do
notjustrequest all emails or all emails that pertain to violations of particulat criminal
code provisions. )

All of the records and information described in Section I1(c), (d), and (e).



From: ' F ' prenstewe 1 (USANYE)

Sent: Wednesday, June 27, 2012 5:57 PM

To: USANYE-AIl_Criminal AUSAs

Subject: * Search warrant templates

Attachments: smart phone sw template 11.25.2011.wpd; computer and smartphone warrant

template.pdf; computer sw template 2.2012.wpd; email sw affidavit template
1.19.2012.wpd; emai! warrant template.pdf; -

N&r Wi ‘?ﬁj}y‘ﬂ -
3

J

Make sure to use the D drive forms as your templates when drafting warrants. Do not use old {or even relatively recent) go-bys from
your own files or from colleagues. There has been significant litigation in this district about what these warrants should say, and we
update the forms frequently. If you use a go-by from a colleague or from your own files, it may not reflect the newest approved
language and could create vnnecessary litigation risks. )







Filter Teams

e Filter Agent - not associated with investigative team -
will review digital evidence

. FFQ >mmbﬁ will share only evidence Tmﬁmm in SW (i.e,,
“responsive” evidence) with investigative team

e If Filter Agent observes other evidence of criminal
conduct not listed in SW, that information will be
brought to Filter AUSA - also not associated with
investigative team - to determine if follow-on SW can

be obtained




5k to Digital Evidence of
Deletion/Corruption/Booby-Traps

e Description of risks to integrity of digital evidence
must be directed to the actual risk in that particular
case |

e SWA language re: concealment, encryption, deletion,
etc. must recite facts indicating whether such are
reasonable possibilities

¢ Agent’s estimation of risk

‘e “Unknown’” risk might be common



Prior Efforts to Seize Info

¢ Prior efforts to seize same/related info in “other
judicial fora” must be disclosed in SWA

e Prior SWs, GJSs, and other subpoenas
e Not 2703(d) orders ... yet

e Must disclose results as well



Automated Hash Tools

e Used to quickly search drives for known Child
Pornography images, Hacking tools/scripts, etc.

¢ SW must state intent to use such tools

¢ SWA must contain PC to support seizure of items (i.e.,
CP images) at which hashing tools are directed



Return/Destruction of
Responsive” Data

* If no responsive data on digital device, must be
returned or image destroyed

¢ [f mixed responsive and non-responsive mmﬁm
responsive data communicated by Filter >mma to
investigative team, and digital device/i image sealed
and secured by:
. Filter Team (if instrumentality)
o Placing under seal with Court



meSm\nm:_ ications

¢ Two separate returns will be filed

owﬁmww%wndwmmﬂmmﬂmmmmmﬁmWmﬂum ntm mmﬁmﬁ WSS
search location |

¢ Second: by filter agents, recounting the wmm&wm of the
search of digital data and including lists of digital
~ devices and forensic copies retained by the filter team
as well as lists of the digital data found to fall within
the scope of the warrant and, as a result, d rm&Qmmm to
the investigating mmmm.mm

¢ The second return will be in the form of a| Sworn
declaration by the filter agent

%
|




