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NATIONAL SECURITY AGENCY 
CENTRAL SECURlTY SE:RVICE 

FORT GIH:>R<;Ii: G. MEADE, MARVLAN!:> ?.07lS5-6000 

11 Februaxy 2008 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

'I'HRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/fPOUO) Report to the IntelHgence Oversight Board on NSA 
Activities - INFORMATION MEMORANDUM 

(U//FOUO) Except as previously reported io you or the President, or otherwise 
stated in the enclmmre, we have no reason to believe that any intelligence activities 
of the National Security Agency during the quarter ending 31 December 2007 were 
unlawful or contrary to Executive Order or Presidential Directive and thus should 
have been reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U//FOU01 The Im;;pe(~tor General and the General Counsel continue to 
exercise oversight of Agency activities by inspections, surveys, training, review of 
directives and guidelines, and advice and counsel. These activities and other data 
requested by the Board or members of the staff of the Assistant to the Secretary of 
Defense (Intelligence Oversight) are described in the enclosure. 

A~-GEO~RD 
Inspector General 

~ r r,...~., ) ,_J-.- l 

'u.' f \ • ,.., 

~ITO T.· POTthli;~ '-
General Counsel 

(U/fii'OOOj I concur in the report of the Inspector General and the General 

C~unsel and hereby make ito$~ 

End· 
Quarterly Report 

Lieutenant General, U. S. Army 
Director, NSNChief, CSS 

@\pproved for Release by NSA on 12-19-2014. FOIA Case# 70809 {Litigation] 
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1. (U//FOUO) lntelrtgence, counterintelligence, and Intemgence-related activities 
that violate law. regulation, or policy substantiated during the quarter, as wen as 
actions taken as a result of the violations. · 

ClJ) lntemgence Activities 

(1'81/81//RSL 'fO USA, AUS, CAN, GDR, Nl:lb) Unintentional conection against 
United States persons. I ~~stances in which Signals Intelligence analysts 
inadvertently collected communicatioristo, from, or about U. S. persons while 
pursuing foreign intelligence tnskmg wer~r~ported this quarter. All collection has 
been terminated and all intercepts and repoft<.J.tlave been deleted or destroyed as 
required by USSID SPOOlS. ········... ··;,~; ~~;-P.L. 

86
_

36 

.---------------_.;;;.---------+l!-+.'·::.~ .... J.·.:.~) -50 usc 3024 ( i) 
('P8f/BI/IREL) I 

~8#81/fftEL) rrhere were Qstances ofunin.t~.P.:t!t:>.I.l..?.:J ... ~.f:l.llection resultin:(i·&pm 
poorly con~tructed database queries and one incident of collectioifhe.~~P:l?.~:?f::~i!i;· (b l ( 

1 
l 

typing mistake. .. ........ . ................. :::::: ...... ··:::::::>::::> · ( b l ( 3) - p . L. 

(8//811/RELJ On Ooccasioii~i; .. t;g~t~.i~~tially .. thoughft~·b.~:i~;~tii:~~~::~~ foreign 
were found to hold U.S. citizenship gr..pcrniiment reE;.iderit..status_after they had 
been tasked for collecti?.~, .. The"iinpact of one qf.the.OincideJ:l,ts'\vas compounded 
because target§.had·bfiEm tasked byl ............ hinderl I 
I l·bUfonlyJ !removed upon reco nition of the tar et's du~ 
citizenshi . The anal st failed to check th · (b l ( 1 l 

The (bl (3)-P.L. 
L-~~----~~~~--~,--------r.d~a=ta~.b~.a-se-.------------~ .__ _____ _. 

(T~/,lg:bffNF)I lat.~~ked telephone .number was found to belong 
to a U.S. person. The number was removedJrom taskmg and I !was 
d0stroyed the same day. · · 

(Sf/St/ffl;J;:L) or I p .. asirn~·>ll• target4 ····· ·······.... ith~United I 
States. Of the incidents~Jh9th:r-~~d~sc:dhE:J~~~low werecoib.:I:>Ql.mdqd by 
human error. · · ..................... :::::::: .. ::·:::::::::::::.::::::,,:: ..... ::.:,:.::::::'::,,.; 

(b) (1) 

86-36 

86-36 

(b) ( 3 ) - P . L . 8 6-3 6 

Derived From: NSA/CSSM 1~52 
Dated. 20070108 

DeclassifY On: 20320 l 08 
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'(b.) (1) 
(btt~)-P.L. 86-36 
(b) (3}..-::50 usc 3024 (i) ·· ... 

·· ... 
·1 OP SL'CRCT:.>COMIN f;?'NOI'OH:Nl/203201 oa 

fT~,~kH':REL) A targc1 ed email account detasked on.-------------, 
I ~helJn:it~d St;atcs on Th\ ·curred when an / 
,:;a~n,::::a~l:sz.:'s~·t~i~n...::t.!.!h.:::.e.L-_____ ,.,;;,;,;;;;;=--.~:---~-:---:-:-~retasked the selector 

-.. -.......... · ·The .. colle.ction·was.identified .6n 
'r========rr-::-td-:;--7-tl;:-H-=-~---s-::-el;-:e-::-et::-o:-:-r-:-::-~=:v:a-=-s=·--3d-=-et:-:a:-s:;:k-:-e7d-and--resaiti~g:··coiiection:::;::::;;,""l"/ . 

... - ::::: .. ::::::::::::::::::::::::::::?;>!!!;!!· ~~'~ ~ ~ ~ ~-p. L. 
.. ····· .. ···· 

•, 

•, 

\bl (3)-P.L. 86-36 

(S/fSi/fREL) Collection continy,_ed ftcr an Attorney General 
-~~~----~~~-~~ authorization had exp~r,~d --·· ;a:rid there is-.1~0 evid:~?~.t.batl 

_ntercepts were ~co~l"".!c~cTte=-:ar---' 
__ _... I..,..-.---........ -~--------,-.w..-... -::-_h_e._n-:o-:._t-::-h-e-.. VJ.~-·o~ ... l""·a~ti:-o-n-w~as recognized. The intercepts 

.- --· .. , .. w.er:e· aeleted fr()m .the · ·and ata stora e. .. s .... s.terns-onD 
-- .. -··:: ...... ·'::::'·:::·;:::~::" l..... ... - .... -.. .. .. I.'J.'h~ .. intorc~p~§:::v.V:~re.::no.t::ru.:c~ssed ..... ... ... m A 

··i~;f~:[it:::::::::::::::::: .......... 'teVieW'ofthe'''inddentresulted in an amendmen o operating procedures. 
( b ) ( 3 ) :_:-p·:·L";--.. .8.!?- 3 6 

... (S/lSt~ I analysts from NSA's National Threat 0 erations Center 
(NTOC) interc-epted an email communication ith a U.S. 

erson. The em '1 

is seeking a destruction waiver for the ~ntercept.J 

(8H8t:7 Whi.le 

a destruction waiver for the lnterceptto adrlres$ thci_i 
L------1"--.......;;=;;.;..;...;..;.,.;,;,;.~....;.;....;.,.,.;.;.~ under.NSA 's information assurance mis$i&tl 

....................... - ····· ·····- ... : ::{~, (1) 

(b) (3)-P.L. 86-36 
(b) (3)-18 usc 798 

86-36 
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a.t<?lcphon~ lw~s i.dentifind as belonging to a 
L.....--:--r-----..,_~A.datahase uery had revealed an unknown! I 

'=Uppn recognitfon,eollcction was i 

~~~='":T"":::-::-:'r-:"'li'l""":"co:;li']e-:-:c7te-=-.d3"'""i'd .... at::-:.a:-:w:-::-:-a .... s ""3d .... es~troyect::'' "'''''''"'"'" · 
CSi/31/fNF) The Protect America Act of 2007 (PAA). ;h·~;~''were ""· -~olations of the 
PAA dur·n this quarter. In aU but one, email addresses ."·:·:·::·:":· ..... 

belonging to legitimate for.eig:tt targets, whose for~jg_@._ess ~~1s _c('):·· 
g, were determined to be in the United States. In one instance, the.··:::::: (b) ( 1 ) 

, • • • ......... . ... ··, . (b) (3)-P.L. 86-36 formgnness of vahd targets was not confirmed when PAA was 1m le.m:ented,, .,_~j'l 
resulting in unauthorized tasking from ··Collection 
for all the jndden ts was h!rminated upon recogi:Utioli~ and atabases were purged of 
the information. ····· 

(TSh'SI/t'HF') Foreigt] .. intellige~~~~·~;~eillance Act (FISA) collection. NSA incurred 
violations on0F1SA targets this quarter. All collection has been terminated, and 
all intercepts have been deleted or destroyed as required by USSID SP0018. 

(T8//8I/~lF) ~-.:~~---~:--::----r------~·_,·-coF_ection continued on a 
target that had not been specified on eriewal of a FISC Order. 
The analyst did not. know that the lta.d::be~;m mistakenly 
omitted from the renewal re uest. nterce.pts were delei~:tf::lin.~::t:he number 

········· ·······.·· .. waR detasked on ,__ _____ _ 

('t'Si/S:fi/:NF) I 

'j 

86-36 

\61 {31 .. : .. 86-36 
(b) (3)-18 usc 798 

(TRHSI/IRE:L) On I !~legitimate foreign targe~ l-(bl ( 3 1-so usc 3024 ( 1 1 

I lt4~ United States. ~...1 .,....,...~ .. ~---=-------D+-1\. the 
target w1thin the Uititer,l States was deleted the same day. 

~iol~tio~~ ~~citrre~ because collection occurred from source,s. not 
specified on FISC orders~ Th.f;!_violation.s pccurred onl \ I 
The mistake made in one oftheO~~f;~~eiitsY{as compolin4ed when the anru7st 
mistakenly queried t.he wrong date. The:typi:Qg error. resulted)n collection in\~ i 
period not specified in the FISC Order. The qii~rie~;>.~ereqetetedi,md the cell\phone 

< ,;;;:,;; \\ i 

TOP SI:CRE'ftiCOM!tffiiNO!'ORJ~/i2632Eil 68 .,., '"· "· "'-'~ 
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.. ,• 
: ,' 

: ,• 

... · .. · .. ,•'/(b)(1) 
... ······· ····· .... · /(b)(3)-P.L. 86-36 

1'01' 5~eitl! f 11( OMit~ ri/l~_OFOltR;j:()32\}lt;3 
·········· 

. ·········· 

················· i .. ··/"(.b) (1) 

... ----------...,;·""'1····( ( (~) (3)-P.L. 86-36 
l d ' h ················· d b .· (b\(3)-50 usc 3024 (i) I num )(JT remr:. .... tr.om·t •'E_:i tasking ata asc.__ _______ .... -_ .... 7.··----' 

... ·········· : 

_(PSHSf//NF) Unintentional collection against U.S, persons I 

.................. ············· 

..... . . 86-36 
l·ln-allin:starices; the calls were deleted immediately upotll (3J -18 usc 798 

~~:::::":i~~;.:::-::-::-::~ • , , (b)(3)-50USC3024(i) 
recogmtwn~ m ac-coraance With USSID SPOOlS gwdehnes, and no .reports were 
issued. ''(b:) .. {·l..). 

( bf{:;>-J :.:::p·: t;; . .fl 6.:::3..~ 

· .. · · ·· .. (8/i'St/f.RS.J.:;~ Unintentional dissemination of U.S. identities. During this quarter, 
. . ._": . ···'OTGINT .. iirtlducts.~ere cancelled because they contained the identities of U.S. 

·· .... persons, organizations, or· entitieS..~. In all instances) the reports were not reissued or 
·:were reissued with proper minimiz.at.ion~c:Ju.s. identities were relea..c:;e4. .. Y.r..i.~l.!9.~J.t 
prop-e~: authority I lor·during·analys1}fof·ev .. ents: ...................... ··· ... '(6)(3)-P. L. 86-36 

·· .. 

~ (U//POub)l I NTOC analysts provided a briefing to cleared 
executive U.S. Government contractors. In that briefing a slide illustrated 

Jwith. several U.S. person name~ 

FWl~,~n the violation was recognize,g(the 
Ln:-a~rr~1~es~· ~w~e~.r~e~r:-:·e~m:-o:-v':":e~d;-.fl~r-om~t~h~e-. s:-;1-::-:id~e:-. _ ___, .. .................... .·:.·· 

(U) Counterintelligence Activities. 

(U) Nothing to report. 

'"""••..... .:::>· ........... .;::· 

............. ··:;,~') (1) 

(~1(3)-P.L. 86-36 
(b.f(3)-18 usc 798 
(b)~)0-50 usc 3024(i) 

(U) ~nteHigence~related Acthrities. . 

· illl!l!IffNPl Practicing due diligence, NSA has improved internal controls to ~du~e\ 
the risk of unauthorized collection. I · 

············ ... 

TOP £MCRETNCOMFHT//t.JOFORW/26326168 
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~ -·~ .I 
""(i:JTI I..Jl)J I 

.. ·· ... 

~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~=lBfi7JIEI .. /:::::> ~ r:::::::::: OGA 

,:·'''"" 1-:Unt·................... ... .... ·l a request to target the communicant overseas was 
~~:i,:;·:_ii ; ............. · submitted through channels an~ is now in the Office of the Attorney General. 
(8:1:'()-J-::P.L. 86-36 

\ •• ,; ':, ' :, :;:::::::: :: ::::~:: ::::i~fhl~~:::::::~~:::::::~::. 
·----\ int()l#gence actiyitieo of the NSA/CSS to determine whether they WE're conducted in 

' 
\ 

···accord~n~e with a_i)pJicable 8tatutes, Executive Orders, Attorney General 
proc.edute~;--and Deparl!ne1;1t of Defense and internal directives. With few 
exce'ptions;t'he-problems un'cove:red were routine and showed that operating 
elements understand the restrictions on NSA/CSS activities. ....... ·. ·, .. 

·-. 

(S~'8J:NR£Ll_ . .:·._:· · ---. I Intelligen~e-·o:v.~:r:sight is degraded by the absence of 
clearly deline[\ted roles aJ1d-~esponsibilities for the[ kntelJigence 
Oversight Pro-&;y.~m Manage~ ·un4 organizational points of contact. The organization 
lacks documcnted·-.processes an<fp.rpcedures for timely reporting intelligence 
oversight incidents-·a;Ild violatioris,_arid there a1·e no documented procedures for 
tracking intelligence 6versight trmrung;·thercfore accountin for personnel who 
require t.he training is fu(!omplete. Firiau:Y·- is not complying with 
intelligence oversight mea-.s~res detailed in a eement with the 

. SIGINT Director regarding · The 
\ N SA/CSS Inspector General will update in a future report actions takell. ... b:Y•"!!'''''\(.b 1 1 1 1 'I It t th . t' fi d' .............. ::::::-;::::::--::.--· \b) (3)-P.L. 86-36 ocorrec emspec wn m mgs. .---•·/ l'b\

131
_

50 
usc 

30241
il 

('f'S//SIHRF.JL) Misuse of the U.S. SJ.gJ.NT-SystemJ::. _::::: .. :::: :::::-· / / _ ·j 
intercepted the cofuW-m1icatio.ns·or an unident-ified\ 

._,i,...n"""d~iv'""'i'""'d,...u-a-,:-1-c-a=-::ll':"in_g_a-:t-ar_g_e-:t-e-::d~telep:hone:: B~lJ:Sedon the ~.o-ntent of the call, NSA ' 
analysts I ldo.notpelieve this isarandom telephone call

1 
but , 

rathr:>r a misuse of governmentinf6rmation by a Witting individual! I 
I I This matter ~as reported to the Department of Defense 
General Counsell lfor an investigative determination. The 
incident has not violated U.S. person privacy rights but is reported because of the 
misuse oft.he U.S. SIGINT System. 

(b.) (1) 

/I 
(b) (3)-P.L. 86-36 
(b) (3)-18 usc 798 
(b) (3)-50 usc 3024(i) 
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\.b) (1) 
(~) (3)-P.L. 86-36 
(b\(3)-18 usc 798 
(b)\3)-50 usc 3024(1) 

', 
•, 

TOJ> 8l:SCtO:L/COfv1Itfl'//NOJ.ORNi720320108 

~(~~~M~~~,~~,T~,,~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-~~~)(3)-P.I.. 86-36 

(U) Special Study on Retention of Domestic Communications CoUected Under 
FlSA Surveillances. 

\(,/tf'i'FJ While conducting collection operations authorized under the FISA of 1978, 
a.'$ amended, NSA incidentally coHects domestic communications, subject to 
retention limitations. Although NSA information systems can be programmed to 
faeilitate compliance with retention limitations, the Signals Intelligence Directorate 
ls not fully using information system capabilities to do so. The OIG did not detect 
major instances of domestic communications in conflict with minimization 
procedures; however, we determined that the risk is high for noncompliance. The 
OIG found that appropriate training on how data repository system capabilities can 
aid analysts to comply with retention rulesl _.J 

I I T.:ti.?..OIG also fo~nd that developing an FBI-Comp~ti.ble 
D1ssemmahon System could lowerN.$A's nsk of noncompliance. A future report 
will update actions taken to correct tlie··studyfindings. · 

3. (U} Substantive Changes to the NSAICSS ~~~~·~~~gence·Ov~rsight Program. 
'·, ... 

·······················- .......... .... 

! 

' 

(U) Nothing to report. (b) (3)-P.L. 86-36 

4. (U) Changes to NSAICSS published directives or policies concerning 
intelligence, counterintelligence, or intefllgence-related activities and the reason 
for the changes. 

( l1) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1-R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 

(U) Nothing· tn report. 

"f{)f' 3ffftf!'ff/COM1N'f7';MOfOlt1"1/120320 I og 
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