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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE MARYLAND 20755-6000 

23 February 2010 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/If'eU~ Report to the Intelligence Oversight Board on NSA Activities
INFORMATION MEMORANDUM 

(U/ffOUOJ Except as previously reported to you or the President, or otherwise stated in the 
enclosure, we have no reason to believe that intelligence activities of the National Security Agency 
during the quarter ending 31 December 2010 were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section 1.6( c) of Executive Order 
12333, as amended. 

(U/ffOUO) The Ifispector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and 
counsel. These activities and other data requested by the Board or members of the staff of the Assistant 
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

Jt . CJ)J~ 
GEO~ARD 

h1spector General 

~~~ 
MATTHEW G. OLSEN 

General Counsel 

(U//f'OUOj I concur in the report ofthe Inspector General and the General Counsel and hereby 
make it our combined report. ' 

Encl: 
Quarterly Repot1 

KE!f:.~!z£ 
General, U.S. Army 

Director, NSA/Chief, CSS 

This document may be declassified and marked · 
"UNCLASSIFIED//Fm Officim Use Only" 
upon removal of enclosure(s) 

@>pproved for Release by NSA on 12-19-2014. FOIA Case# 70809 (Litigation] 
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the Quarter, 
as well as Actions Taken as a Result of the Violations 

A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333 
Authority 

(U) Unintentional Collection against United States Persons (USPs) or Foreign 
Persons in the United States 

(U//FOUO) During the fourth quarter of calendar year 2010 (CY2010), Signals Intelligence 
(SIGINT) analysts inOinstau9.~s inadvertently targeted or collected communications to, from, 
or about USPs while pursuing forelgnintelligen9.~ tasking. All intercepts and reports have been 
deleted or destroyed as required by United States SlGINT·Dire.c.pye (USSID) SP0018 . 

1 . (U) Targeting . ... ······· . :::::7 (b) (3) -P. L. 86-36 

(b) (1) 

(U/tFOUO) I lanNSA·rui~y~t.di~~~~~;:d that De·~~~~ sel,ectors for a valid 
foreign intelligence target remained tasked while the target was in the United States. The tasking 
error occurred because of a miscommunication between analysts, each believiijg that the other 
had detasked the selectors. The query results were deleted! I and no reports 

were issued. . .. .. ······· ·····::. · .:::·.::::::::::::::;;;;::"~:::::·rlin .. ~ ~ .~ _ p. L. 

(Sf/R£L TO USA., FVEY)l l·NsA·ali~ysts·l~ametfthat t}.le ·selec~otJQ.t..,:;;· a;.......;..., 
valid foreign intelligence target remained tasked while tlje:.tatget was in thetJnited Stat~.s.··1 ·. · .. 

~ ....... ······· .... · " ·· .. 
.................. l 

'r-------,r--~----___.JCollection agamst the targef.S selector was susp~nded 1 I I .··· .__ ___ ___. 

... T.... .,.,,..,~,..,...r 
l i:J/1 i:JJJ . fiJI n. ~ u '-• I:NsA!CSS erroneouslv tarl.!~tedl I 

... ··············· I 
, ...._r-----:----;--------'1 All collection was purgedl.__~----....1 and no 

, , reports were issued. .... 

" (U//FOUO)I L an NSA analystJearriedth:~·~: selectors for a valid forei n 
intelligence target remained task~,d while tl.J,e target was in the United Statel:l. 

(b)(3)-P.L. 86-36 
(b) (3) -50 usc 3024 (i) Derived From: NSA/CSSM 1-52 

Dated: 20070108 
Declassify On: 20320108 
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TOP S'BCRET//COMJ}(T/TAL~lT KBYYOLE/~TOFORH ~~--i. ~;~ =; 0\8~6;;~ 4 (i) 

(S//SI/ffiEL-T() .. .!JS.A; .. FVE\')._1 _____ ___. 
...... believedto .. he ... from valid forei 

(5}(:;6:: -.... ____ .... occurred because-f!!-.::.!:!::!!..!~:!.C!!..!!!~~~~~~~~~::::::.:..~~~~--l..!~.-....w., The 
(b)(3)-P.L. 86 

~~~~~~~------~~~----~~--~ .__ ______ ___.and no reports were issued. 

(U/!f!OU~ lanNSA.@~yst erroneously tasked an e-mail selector for a 
valid foreign intelligence target while the targefwas .. intheUnite4.~!~tes. The analyst discovered 
the errorl land·detasked .. the-e .. mailsele.ctm ... No:iepo'f.W:)Y.(;l!~::i.~§H~.~ .. 

............... ... ... _.. .. .......... _ ............... :::::::::::::::::::::::::::::::::;;:;;;;;;;m""''"'"'::::::::.--·· (.b ) ( 3 ) - P , L . 8 6- 3 6 

.. a-SI GI.NT:iiriruy_fJ.Hearned::tliara USP was inadvertently 
.J.--,.-----.... e-;:.m-..... -::au~-· ::selectors; --- were detasked on 

...._ _ __,... __ ___. The.colie~tion has aged off the collection system, and no reports were issued. 

I-NSA_(;l11alysts learned that a USP was inadvertently targeted . 
.______,--,-----=--~ . -... . 

-~\~!a:::~::J:):::::=:::::::::::::::4.a.:d.-heen. .. 4~Je.!_ed as of.__ _____ _. (b) (3)-P.L. 86.:..36 
(~ )··.( 3:J:.:-·P··-t.·~ ..... a_p""·3u--- _ . . .. _____ .......... ___ _ 

\·-.._ ·. ··===-·::::::;;::::(s-{~tit:-ro us)i.~--F'i'BY)I ... --·--Ja:nNSAanalystdiscoyered that collection on 
-. ·. - ·-ifv4li4 forei' -intelligence. ta.rget had occurred while the target was in the ·ullite(fStates·fromD 

• · 'Traffi.c coiiected-dur.jp.g the target's stay in the United States has been 
.__ ___ ....;;....,....;~--....... --"""~gwill--bepurgecL.J"fg_r~pi:)J:!S were issued on the basis of the 
collection. h- .h hh h·--(b) (3)-P.L. 86-36 

-. '-._\ -. _ _(S/ffiEL TO USA, ;;;E~~ . ····· ..... f~·NsA~alyst di:~~~~~~d that0telephone 

\ ~~lectors for a valid foreign intelligeitceJarget remained tasked\vhile._the tar et was in the United 
. States •. The analyst had suspended colleCtion.~ ainst the tar et' s seleCtors 

~a ys erroneous y put e target s se ectors ac.A~-~--~----::-----~--...J 
This wa~ discovered immediately by the first analyst ViJl~ again .attempted to suspend the 
selectors·! ! it was discovered that one of the target's 
selectors had remained on tasking, and the selector was again suspended. No collection was 
found for either selector during the time the target was in the United States, and no reports were 
issued. 

2. (U) Database Queries 
(b) (1) 
(b) (3)-P.L. 86-36 

(8//REL TO USA, FYEY) On0occasioD.~~ analysts perfoiJI1ed o~erly broad or poorly 
constructed database queries that otentiall tar eted_USPs. For exam Ie these ueries used 

w c pro uce Imprecise resu ts. On fthose occasions, the queries returned results :Q'om 
the database. The query results were deleted, and no reports were issued. Procedural errors 
contributed to the following incidents. 

TOP SECRET//COMRH'/TALENT KEYIIOLR'fNOFOIDi 
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11 (U/IFOUO) OnOocpasions between! lNSA 
analysts discovered thatl b~. valid foreign int~lligence 
targets while the targets were in the.United.~_!ates. All queries'an4 query results, were 
deleted upon recognition of the travel. No repotts·wer~ issued on the .. ~asis ofth~ results 
of the queries. The item froml I was .hi.#dvert~J:}tly omitt~d fro~ the 
2010thirdquarterreport. "· ............ ::::·· 

II (U//ti'eU& ·~~~:?\b) (3)-P.L. 86-36 

analysts queried raw traffic databases using selectors associated with USPs or U.S. 
entities. On each occasion, the analysts neglected to perform the required research on the 
selectors before performing the queries. All query results were deleted, a.JJ,~ no reports 

. d: : ······· (b}.(l) 
II I' wereissue. (b) (3}~-I;>.L. 86'-'-36 

(S;; f:Jii rRBL '!'15 T:HIA, l!VEi)· .. . . . (r) (3) so··n~,3024(i) 
11 (U//FOUO~I l anNSA analyst madvertently mcluded a : 
.... .)········· Hrra·query against a raw traffic database. The database auditor 

··· .. ··'·· ......... ~i.~.C::9Y.t::.:r.~.c.l1h.~ .. error .. duringaroutine .. auditl land notified the analyst. 
··tb':(:(il::: · The query produced no results. 
(b) (3)-P.L. 86-36 (b) (3)-P.L. 86-36 

11 (U/IFOUG+i lan'NSAanalystp~;.r~~ed against the e-mail selector 
of a valid foreign intelligence target a database query that included dates when the target 
was in the United States. Uponrealization of the error, the analyst immediately deleted 
the query results. No reports were issued. 

~~ cu; tFeU911 ~si GINTlma1Y.~!:Jij~dvertently:::perroiffi€<i'~ ci~t~h·~~-~; (b) ( 3 ) - p • L · 8 6 

query using the e~.J?.~L~~.lector.ofa·U8P~ .. Alfquery results were deleted I I 
CJ·andtR5fep.orts were issued. 

TB:r:::c;tr""""""'""''''::::::::::::::::: .. ···········-.......... . 
(b l··q')'~=P::,~t:~:::·-~ 6-~ .. 6 

.. (~/lREL::::y€ru~~.t~·F.Y'~?D.""I ~--:-:-::-::---:----:-.... l an NSA analyst queried a raw traffic 
··. "·.:::::::::· .. Qatabase for information.aboura·validfore.i intelli ence target after the target was 

· ..... ··· · The.targ~fs selector was 
······."·····..... -J,...,...---------,-Al~I-n-o-n--c-om-p~lian-t-.::F~A~A§702 collectionbetweenCJ 

L----------___,was marked for purging. 

~~~~-------W~~~~.a..IJ:WI..im..r~HanalystiL--___ _. 
The target was initially 

~-~":""'""'lr-e-a-va-.:l:-:-i~';""£':'1'()-.r~ei:-gn--:"'in~t:-el;o;oh~.g~·e~hc""'e-ta:--rg-e7t ~bu-t~w......,as~ .. d:-:;-. e-:t-erm-.. ~..i:--'ned to be a USP I I 
Althou h the tar et' s select<:>r,s were detaskegj I a · 

L.,..~-,....---------,---:----·-Hu-uu::-:u :-::u=uu,::::uu:::::uu:~uu7uu,~·· •• All ql:J:~ry f.§l~qJts:WJire 

(bl ~~~-P.L. dnoreportswereissued: ~~~ ~~~-P.L. 86_ 36 

(b) (
3

)-so usc ri 02(tJf!Fouo)l lasiGINTtmaiysrqiieriedlirawiTaffi9. .. d:~t~basb .... (bl ( 3 )-P.L. 86 

using a selector associated with a valid foreign intelligence ~l:l!getf · I 
I . JAffer submi~ng the9:uery, the 
analyst remembered that the target had been m the Umted States durmg th,e range of dates 
submitted in the query. All results were deleted I land no reports 
were issued. 
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:OOCID: 4 1. 6 5 214 . . . . (b) ( 1 ) 
: ·. · .. (b)'(3)-P.L. 86-36 

TOP £EGRBT/,£CQ'MJ1H/TALENTKE'iJIOLEi~~OFOftl~ (b) (:3-)-18 usc 798 
······ (b) (3) .:::·flO USC 3024 (i) 

! . . . ·. 

!.;,,,,.,~;;:; ~. ;• e:::~~~~:~~:theerror,the:~:.:::~::::~~:=~~a I 
1('8 J ~-!·f- .. :::::::::::::::::·, ..... ::::::::::::::::::::1~ =-= I without rev1ewmg the content, and the target's telephone and e-mrul 
l(b l ( 3 l-P.L · ·s 6

-
36 ·selectgf.~::~~r~f'detasked ······ .......... .... . ........ the analyst 

1 determmed thatth~.tar.g_~!.~~d entered the Uruted.States . and 
· marked all collectiOn between for d~!.~tu~n- .... 1'-{%) ( 3 ) _ p. L. 8 6_ 3 6 

reports were issued. ::::::::::::::::::::=:=·"'"' '··.·. 

.__,...-__,..--..,.....,,----.,.--~----~--~~~--:----'The analyst 
misunderstood the procedures for querying raw traffic databases using selectors 

\".. 

associated with the targets after their arrival in the United States. The queries and query 
results were deleted, and no reports were issued. 

3. (U) Detasking Delays 

(U/ffi'OUO) I lthetel.~phone selector for a valid foreign intelligence target 
was marked for detasking when a SIGINT ana:Iyst-discgy~red that the selector was being used by 
a USP. However, as ofl ltheselectgrlt~4.:!l:?~:~~en4_~~~~~ed fromQ I IH Hmm um .. ,. "mm .. m m .. HH mu um H"Hmmmmum H ... : : ::::: ... : : ::::::::;;;;,,,,, ... /· 

(b) (3) -P.L. 86--,36 

4. (U) Tasking Errors /(b) (1) 

..-----------,/(b) (3)-P.L. 86-36 

~;.,L,C.J;!-+l:J.,..:.t.:f+oli-i*~~~Ai it was discovered that a U.S. telephone 

(b.l(1) 

B. (U) Dissemination of U.S. Identities (b)(3)-P.L. 86-36 
(b) (3) -50 usc 3024 (i) 

(S/fSif/REL TO USA, FVEY) The NSA Enterprise issu~cil ISIGINT product reports 
during the fourth quarter of CY20 10. In those report;s, SIGINT analysts disseminated 
communications to, from, or about USPs or entities gnc::J occasions while pursuing foreign 
intelligence tasking. ~0SIGINT products; such disseminations were found to he improper, 
and the reports were canceled as NSAI<;~~~ ~alysts learned of USPs, 
U.S. organizations, orU.S. entitiesn~ed without authorization. All data in the canceled reports 
was deleted as requiied, and theJeports were not reissued or were reissued with proper 
minimization. 

(b) (1) 
(b) (3)-P.L. 86-36 

TOP SECRET//COMfNT/TALENT KEYIIOLE77'NOFOR:H 
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C. (U).The Foreign Intelligence Surveillance Act (FISA) 

1 . (U) NSAICSS Title I FISA 

a. (U) Tasking Error ... :::::::::::,:.:~ . .'7l~··l·:+:~::l:::;:~:::.:~· .B 6
-

36 

(U/IFOUOJI lrurNSA.aJ],alyst.discov.e~ed that~··USP ;~ .. fu~dyertentl 
The error occurred because the tele thoiie selector , .... 

contained a t 
he selector was detasked .. :from all collection sites 

L,-------r.":":A'"'l'll:-c-o~llr-e-:ct~io_n_w_a_s_c_o_n<:fi_rm_e-.Jd as deleted! . ··J ( 1?\~;P) 
(!bl\t~J -P.L. 86-36 

as,t,tSLf,11>m.\ r-------------....;_----------:1/\"hb,'f J\(rr\tm. )···1· 18 USC 798 
'T ".,...., , , · '~c 30241il 

'1TS//SWHIHI 
.. 

.. 

\ 

:...) 

: 

L,-___,,......, ........ .,...,.,..___,,__...,---""!"""'!--:----r-------.,..--::--1 Tlie .. sel~ctor was immediately 
detasked. All collection was deleted on and.no . .r~ports\verejssued. 

1-------..J ........... :.::: •• ::::.:::,.::.:,..:;;;;;!1\(b) ( 1) 

'I 

.. ·· .. ,::':::''" ... ..- j (:p) (3)-P.L. 

(§WRJiL TO 1 rs A, FVEY) I IJUi::NsA:~~i;~{·d:i~;ove.red.·fuatO~el~phone 
b. (U) Detasking Delays 

selectors that had reviopsl been authorized .. for collection under an NS:A!CSS FISC Ord~r that 
,..::.;.;:.r.;;,;;..:.:::.~ __ ...... ___,=--"" ..... ;;_ ..... __.·· hadii~t be~ndetask~d before the st1;1rt'ofthe new FISC Ord~~CJ 

The.selectors:weresubmitted for detaskingl land w~re 
la...c_o-nfi.,...rm-e'""'d,....a_s_h ..... avt~~?.yendetaskedl !Ail collection was deletedD 

2. (U) 
'-------------------------~ 

(b) (3)-P.L. 86-36 
(b) (3) -50 usc 3024 (i) 

a. (U) Database Queries 

(g,(CR,gL TO tJgA, ·~vg¥)1 lanN.~A analyst queried the e-mail selector of a 
valid foreign intelligence target in a raw traffic database·withogt following prescribed NSA 
procedures. The analyst was made aware of the procedural error;··andth~query results were 
deleted~ INoreportswereissued ....... m ...... Hmmm ............ m.. : ... .. 

(b) (1) 

86-36 

1'0F SFCftET'//COMllffY/'fttLEN'f KEYIIOLE/,'tqQFORH ( b l ( 3 l - P · L · 8 6 - 3 6 
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•, 

:,: 

3. (U) The FISA Amendments Act (FAA) (bl (1l (b) (1) 
(b) (3) -P.L. 86-36 (b) (3) -P.L. 86-36 

a. (U) Section 702 (b) (3)-50 usc 3024(i) 

i. (U) Unauthorized Targeting (h)·f3.) .. :::J'~ L. 86-36 

~~----~----------~ 
·All collection that has been marked for purging will be purged. 

(UJ7fl'OU87) INSAap.~ysts discovered that selectors for valid foreign 
intelligence targets had been tasked under the incorrecfFAA§702 certification. The selectors 
were tasked to the correct FAA §702 certification! I· .. Data .. ggJ.lected 
under the incorrect certifications has been marked for purging. .. .. ··:::~:::::::''"":;;;:::=;ii'l(bl (3) -'-P. L. 86-36 

.. . ... -··::: ..... ··· / 1\\ 

(U/ !Jj:QU6) . an .. FAA §:zoi~~lector .. ;~~ tasked Wim6~t.·sirrfidt~mt 
information to determine the target's.Jocatio11"6uiside the United··States .. :The selector wa~\ \ 
detaskedl l Alfnon-compliant cogectioiil ..,.::·::>· ~\~ 
been marked for purging. .. . .. .. ·· . ·: ::> 

,.· .· 

(U//FOUO) I INSN~~S discover¥dth~~·a USP was ... i~advertentl 
The error occurred because NSA analysts did not!--------~--~~------,......,r-"1 
I I J?le e-mail selector associated with the target was de~sked ... · 
~11 associated FAA: §702 collectio~ ·· :·... lhas been marked for pur~~g. 

(U//fOUO)I . . · · .......... · fNSA/CSS received information that an e-mail selec,to~ ta~ked 
under FAA § 702 and beli.eved.to :O.e associated with a valid foreign intelligence targ{;fdid no~, in 
fact, belong to that t~get. After researc;~ to confirm this, the e-mail selector was qetasked onD 

I lAB non-compliant collecti<;>p. was marked for purging. // 
······ ..... . 

(Sf/REL TO USA, FVEY)I ll:l.QI>TSA analyst discover,ed that an e-mail 
selector had been tasked under FAA §702 without suffi6ient.proofthat th<:}·target was outside the 
United States. The selector was detaskectl l:;::md collection between! I 
I !has been marked forupurging. ••u .. m u m m m U<U •• m m u u ,, :::::,.' .. . ... ········ ...... . 
. . (b) (1) 

ii. (U) Database Queries 
(b) (3)-P.L. 86-36 

(U//f'OUe)i . I· a ~~GINT analyst entered an incorrec~ ,!while 
performing a database query against F AA§702 data. The analyst had intended to e.n:ter a valid 
I lbutin~gy~~ently entered a I . la~a selector. The query produced 
no results, and the query was deleted! I· 

.. . . .. . .. . .. . . . ... . .. . . . . . .. . . . . . . .. . ....... : ::.::':::: :: :: :~ ~: ::~ :: :: ::::-
(b) (3)-P.L. 86-36 

TOP SECRET/fCOPvffi¢T/TALENT KE11IOLBHl'qQfORN 
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(U/IFOUO~I 1-~ NSA analyst mistakenly queried FAA §702 data using a 
selector associated with a USP. No res~ts were returned from the query. 

·· ... 

(U/IFOUO)I lan._!'JSA·au~ystmistakenly performed a database query 
against FAA §702 data using the selector-of.a USP. The analyst had intended to use the selector 
of a valid foreign intelligence target but copfed·th~H:ncorrect selector into the database query 
field. Thequeryreturnednoresults. _ .... :::)>(b) (3 )-P.L. 86-36 · 

(U//FOUO)I ltrSiGIN:~--~~yst conducted a database query against FAA 
§702 data using the e-mail selector of_a-·vaiid foreign intelligence target and a date range that 
included dates when the target W!;ls·iilthe United States. All query results were confirmed as 
deleted! hmd no reports were issued. 

,,,,,_,,,,,;,,,,, ......... \:!=:8.) ( 1) 
...... ······. \():J.j{.3)-P.L. 

.......... -----------·········"''''''' 
iii. (U) Detasking Delays 

' 
intelligence targ~thad._-···~····-····_··· ·_····---~~-F-~----::----::----:----"":":""-~i:---::-"-:--__. 
I IThe·ais.ociated selector wa.§ .. not·detasked becaus-pe.wth~e..!;!an~al!;l;U.~st:...:::.;~~~~~.l:..!.l:~~~ 
collection was on assigru:p.enttO.another organization. 
the target had d~parted.the United States,~:.:::::::::::.::.:.:::...~...-----------,--___. 

I laiLiion-compliant FAA §702 data collected between 
marked for purging. No reports were issued. ~--...----------~ 

' intelligence target tasked under FAA §702 had 
--.UPQ.I.J,_researching the incident, the ana:ly ... st:-do;o:i-sc_o_v-er...;e~d~th;-a-:t-._an_an __ al;-y-s':"'t.I':"'.n_an_o-:-;th-e-r~dr:-iv"":'i-:si....,..¢n 

(U//FOUO)I 1·-NSA.(CSS learned that a target tasked under FAA §702 was a 
USP. Research of this inatter revealed tliafanNSA.:;malyst had determined during a routine 
review of collection! l·thatthe. ... t.argefwasaU.~-~ but had not detasked the 

86-36 

86-36 

selector. The selector was detaskedl landdata[:::::::: · .... .· 
I I was marked-for-purging; om m m•m m mom•••: :::·~""'""""""-"(b")""" ( 3) - p • L. 8 6-3 6 

(g/,LREL TO USA, FVE'l) An NSA analyst notict;:d 
intelligence targe 

that a valid foreign 
After researchin the 

matter, the analyst discovered that t.he targe.t's~--:---:r--------..--:-::-:----=-~ 
... , // lse~~9torwas not de!aske -6~~~~~rF~~~~~~~ ,' .// plci.~~nt I _. .·· ·· · lelector was __ .. ~t.ll. 

· · N.9collectio~yva~follJ.14dUl'iijgthetifue when_~~ ... mrge~ lin the Umte tates. 

(~b-~L jbii§~; ... ~:iJ?.A,I ,................................ l an NSA analyst learned that a valid foreign 

_ __.:,:·,,, ... ;. ___ ;: __ ,::::: :~¢.1.llgenee·tatget hadtr.a.:Y~*~4J.qthe UnitedStatesl I Although the analyst 
.hill 

(b) (1) 
(b) (3)-P.L. 86-36 

I OP 5EC:Rt!:T7'7'COI\ItfMT/'fAL:E:N!'f K:E:YMOLBfflqOFORN 
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detasked the associated e-mail selectors .... ·· 

._ ______________ ___..~·No·collection . .Q;r:r.~porting occurred .. ······ .······ 
·······.. .. ............. ,, .. ( .. b ..... )· (1) 

__ ... >· 

iv. (U) Data Handling Errors . ..- (b) (3) -P;L~ 86-36 
.-·· 

' 

.... ···· 

forwarded unminimized.rlU"'-' . .I.L:L----J,LI.I.;;;&;.&;;lr: 

traffic was purged from 
forwarded the same day . ._ ______ ___. 

·'="·········-······ 

b. (U) Section 704 
(b) (1) 
(b) (3) -P.L~ 86-36 
(b) (3) -50 usc 3024 (i) 

i. (U) Detasking Delay 

c. (U) Section 705b 
86-36 

i. (U) Database Queries ·· .. 

(S/tREL TO USA, FV"Byj ··1 NSA analysts 
performed database queries on valid FAA §705b selectors· in raw traffic databases that contain 
FAA §702 data. Upon realizing the errors, the analysts deleted the queries and results. There 
was no reporting from these incidents. 

ii. (U) Data Handling Errors 

·:::."'(b) ( 1) 
.. (b) (3)-P.L. 86-36 

(b) (3) -50 usc 3024 (i) 

(8/l&lf/REL 'fB U8A; I'Vl'ffll ·······. ~~~IGINT ~;;t,n:istakenly posted FAA 
§705b data[ !that Is not authonze~ fo;r-FISA.data. The SIGINT 
analyst notified his overseers of his mistake. ' ibl 13 l -P. L. s6-36 

...--------....., aSIGibrTanalyst discovered:that an 
· ISA 7<)5b:data b~tause · · 

:::: ........ ::']{~) (1) 

iii. (U) Detasking Delay .!(bl (3)-P.L. 86-36 

(8//REL rO USA, FVEY)I · ·· fNsA:~;st~~i~covered that the selector~ for 
an FAA 705b-authorizeg targetremained tasked after the target returned to the Unit~d States on 

Aii NSA anal st had deleted the tele hone selectors for the tar et ·. 

8 
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'rl --,---:-~-:r========lm::·::;d-the..iQj;tdvertent collection between._! --~-~,.;,;;.-···_, .. ·1 
~ere·deleted._l -------""' .... ,., ..... ~ ... J~d .. no:r¢.pQ!f:~::~ere..J~~-l1ed. 

....................................... . . . . 
: ·-':. 

. ... ·················· 
. ... ··· 

(b) (1) D.· (U) Other 
(b) (3)-P.L. 86-36 

1 . (U) Unauthorized Access 

the development server 
that files used do not co._n-ta..,.in~F~IS~A~d=-a-ta-. _ _. 

o.eri.sure 
.___ __ .... """ ..... ""' ..... ""' ..... ~ ... -:-:::::-'::::::\H1!ii;/( b) ( 3) -P . L. 86-3 6 

(U/ /¥ouo~l I two dafubase·t~~~~ .. ;~;~ f~:~ .. ~: co9tain"FJSA~~~;ived data. 
Access to the database tools was not restricted, and analysts vyho·were p.ofiiuthorized to access 
FISA data potentially had access to the data. All user .. accd'i.mts haye·s'ince been validated, and 
access to the databases was removed for ana~y~tsvvho do not have authorization. 

(U/ffOUO)I I an:·NS~staff off.i.cefi~~~vertently sent a print job request 
containing FISA-derived information to a print~dri the officer's former office, a location not 
authorized for FISA access. The printed d,pcument was destroyed by the staffsecurity officer at 
th,e receiving end) I and the three persons who bact viewed the misrouted 
document signed non-disclosure agreements. . . . . ....... ····· (b) ( 1 ) 

............ , ...... ·· .. (b) (3) ..,.P.L. 86-36 
(S/IREL TO USA,FVEY) I lanNSA. analyst e-mailed computer screen · 
shots that included! !':derived data to a contract facility's Sensitive Compartmented 
Information Facility (SCIF) that_is not authorized fo~l ldata. Upon discovery of the 
error, the staff security officer afthe contractor facility was instructed to delete the files and 
confirm that no data remained on cOJ11puters or storage devices at the contractor facility. 

(U//fOUO)I . ~~·J)!_SA stat;t~fficer e-mailed FISA-derived information to 
an e-m~il alms that contamed a numb~r ofNS.ty.G~.r personnel not cleared for FISA a~c~ss. 
Upon discovery of the error, the e-mail wasre¢alled[ _ l;:md all recipients 
were instructed to delete the e-mail. ·. (b) ( 1 ) ···· . 

2. (U)DataHandlingErrors ~~~ ~~~=~ 0L~s~
6

;~~ 4 (i) ::.::>·\(b)(
3

)-P.L. 
86

_
36 

(U/iFOUO)l lan NSA analysthdi~~~~~~~d ~~t~~ §7o2d~~~ ~~ contah1rd in a 
file directory that could be accessed by persol1Il,~lnota4thorized for FAA data. The data was 
moved from an authorized databas~ to auori:aythorized database \ The 
files were accessible to ~:~,pproxiriiately[]btanch members and database developers from 

I I Ari update was installed to prevent FAA §702 data from being moved fr~o-m---1 
the authorized database. 

I ./ .... -··············· 
f8mYOL == USA, FV§Yl! INSA/CSS discovered thatl 

(b)(~) 
(b)(3)-P.L. 86-36 

TOr ~f:CftE:"fii'COtv1llq'f/TALENT KEYIIOLB'fHOFOR}i 
9 

/1/ 
/I 

... ········''' 
(b) (1) 
(b) ( 3) - P. L. 8 6-3 6 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 
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, ... ,,,., .............. \(b) (1) 

-······ =-··· \(b) (3)--P.L. 86~36 

lOP 5nC~TttCOlVI:fM'f7'.!~l.'if:T .. Iffi7t~Orn7't~OFOitN ~\~~ ~;~ =~~ ~~~ i~~ 4 (il 
....... --···· 

I .. ........ .(The .. ~rior was discovered during an update to the .... l --~-~ 
I I Thcfcomputer code has been updated to avoid future errors. 

(U//FOUO)I INSA analysts discovered that FAA §702 data collected 
J lwas held in branch computer files that were accessible to analysts not 

/ authoriz.ed for FAA data. In addition, the data files were not properly marked to show that they 
contaijl'FAA §702 data. Upon discovery, the file permissions were changed to allow access only 
to 8J,)alysts who are authorized for access to FAA data. '-(p l ( 

1 
l 

'(.p) (1) (b').(3)-P .. L. 86-36 
~;' (U)UnauthorizedDataRetention (b·l.(3)-P.L. 86-36 (b) .. ())-so usc 3024(il 

...... (81/REL TO USA, FYEY)I .:)NSA/CSS discovered that two databa·s~ tools 
retained NSA/CSS Title I FISA data beyond the one-year retention period without atithoriz.ation. 

········· ... 

,.. 4. (U) Consensual Collection 
''(15')""('3•7•...,,p,.,;r., ....... 8 6,-,, 3~6~~· ~====..-----, 

··. . . ·:·(U/fFG'U'OJl"""'"'"""'"""'"'"''''"""'"".......... I~ NSA analyst discovered that a consensual agreement 
·. .._ authorizing the targeting of a ti'SP''froml·............. ................................. lhad expired the previous day 

· ._and that the associated selector had remained on tasking. Upoiidisdwer~ ]the 
an~yst detasked the selector. Collection was marked for purging from the collection systems, 
and no. reports were issued. ··. 

(U//F6Ubrl l NSA analysts discovered that consensual agreements 
authorizing the targeting of USPs had expired the previous day and that the associated selectors 
had remained on tasking. Upon discovery, the analysts detasked the selectors. No collection or 
reporting occurred during the violation period. 

5. (U) Unauthorized Collection of Communications Security Monitoring Data 

(U//F9U~! jNSA..@~ysts discovered that a change to a customer's list of 
authorize:{ lwas.noti.mpl.~I.!.1:~.nted on a·back:::lJ.P ~ollection platform. Unauthorized 
data was inadvertently retrieved from the biick;;;up .. platformfio~ ..-I when 

the error was discovered. No reports were issued. ············· ················ .. · ·· · ""' •:, ...... (h) ( 3 ) _ p . L . 8 6_ 3 6 

(U/ oouoj INS A ariiilysts di~~~~~~~d that collection on I I was 
conducted beyond the authorized technical data provided by the customer. The collection has 
aged off the collection system, and no reports were issued. 

6. (U) Computer Network Exploitation 

('fS//Sfli'.H·F)I 

'fOt' SECU''f'//COMflqTtTALE:N I ICE r HOLEJ/NOFORN 
10 

.. ·I 

.······· ....... ················I 
{~) ( 1) 
(b) (3)-P.L. 86-36 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 
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(~Y~·(3)-P.L. 86-36 
(b~y-::{_3) ,-18 usc 798 
(b}.'N::3.(,so usc 3024 (il 

\\\\ ··-.:~·· .... ·· .. :.. ' 

. (TS//Sn'/UF) 

\\ 

I 

E. (U) Counterintelligence Activities 

(U) N othlng to report. lj;)) (1) 

F. (U) Intelligence-Related Activities 
(b)(3)-P.L. 86-36 
(b)'(~) -50 usc 3024 (i) 

tSNSli/N'FJ To reduce the risk of unauthorized telephony collection and prevent violations, 
NSA/CSS instituted a process that gives analysts greater and faster insight into a targets:: 
location. 1 ·. ] 

TOP SHCRET//CO~ffilT/TALB~JT KEYHOLE/R'rJOFORN" 
11 

·· ... 
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TOP RBCRBT//COMIHT/TALffiH KEYIIOLEh4i.OFORN ( b j·{.;:J l - P • L • 8 6 .:_ 3 6 
... ·· (b) (:3)-:::50 usc 3024 (i) 

········ ... ' ... ~ ..... 

en collection occurred, data was purged from NSA/CSS's principal raw 
traffic repositories when required. 

··············· :::::::'''''''"""'''''"'fn'-):··{.1 l 

e~mail selectors~..:;;;;,.~-~---:-:--:------:--_.-J 
his quarter. When collection occurred, it was 

._p_ur_g_e-r-:fr.-o-m~N';':'S;-A/~C:;-;:S:;-;:S;:;' s-p-r-:-in-c-:-ip-al-;-r-aw--:tr-a-;:ffi:;:-c-re ..... positories when required. . .... ·· .·· ···,·.:?· (b) ( 3) -' P • L. 8 6-3 6 

(U/IFOUO) Although not violations ofE.O. 12333 and related d~~~.ctives~·kc:Jiristances, 
database access was not terminated when access was no Io.:nger·required. Once identified, the 
accesses were terminated. In addition, there wereOitistances of unauthorized access' to raw 
SIGINT and one instance of account sharing during the quarter. 

~~!-~~-~~rr-~~~~~,~~·~~·DT!!~·~~~~,T~n~~TI,~~B·i_l __________________ ~(b~)~(~·-r~:r~····~·····-···:··:····4····6-36 
·. . 798 

II. (U) NSAICSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
·Inspections, Investigations, and Special Studies 

(U/IFOUO~ During the fourth quarter ofCY2010, the OIG reviewed various intelligence 
activities ofNSA/CSS to determine whether they had been conducted in accordance with 
statutes, Executive Orders, Attorney General procedures, and Department of Defense (DoD} and 
internal directives. With few exceptions, the problems uncovered were routine and showed that 
operating elements understand the restrictions on NSA/CSS activities. 

A. (U) NSAICSS Representative! J ······· ..... 

·· .. 3024 .(i) 

iUU~/~'ID~~'~\T~Io~~~,IL_ ___________________________________ ~~nl~ 
I \DJ(3) P.L. 86-36 

B. (U) Misuse of the U.S. SIGINT System 

(U) Nothing to report. 

TOP £BCRBT//COMH'H/TALflH KEYIIOLEHNOFORJq= 
12 



DOCID: 4165214 
TOP £ECRETNGOP9HUT/TALEtn· KE7r1fOLE//MOrtom 

C. (U) Congressional and Intelligence Oversight Board Notifications 

'-----------~--___.·Acopyofthe..n.,Qti.:fi.9.c:t!i.9.:t:l}~:~~~l.?.~~~::>"::'",..\./~:l::::(:;·-'-P. L. 
8 6

_ 
3 6 

D. (U) Other Notifications 

(Sh~ofF) NSNCSS has notified the Attorney General ofCJco:o..s..<:msual and nortconsensual 
intelligence-related collection activities for USP hostage cases. ·· .. ·- ·· .. . .. ( b l ( 

1 
l 

Ill. (U) Substantive Changes to the NSA/CSS 10 Program (bl (3)-P.L. 86-36 

(U) Nothing to report. 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence-Related Activities and the 
Reason for the Changes 

(U) Nothing to report. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to 
10 Programs 

(U) Nothing to report. 

TOP SECRET/fCOM3:NTITALillofT KEYIIOLEmofOFORtof 
13 



.DOCID: 4165214 

(U)AOR 

(U)CNE 

(U)CY 

(U)DoD 

(U) E.O. 

(U)FAA 

(U)FBI 

(U)FISA 

(U)FISC 

(U)GCHQ 

(U)IC 

(U)IO 

(U)IP 

{t;) NSA/CSS 

(U)I 

(U) OIG 

(U) SCIF 

(U) SIGINT 

cuj I 
(U)USPi 

I UP SECRE I J]CUIVIIN I JJ NOrortl'l 

(U) Intelligence Oversight Quarterly Report 
Fourth Quarter, Calendar Year 2010 

-I 

,' 

' 
' .. 

(U) ACRONYMS AND ORGANIZATIONS 

Area ·of Responsibility 

Computer Network Exploitation 

Calendar Year 

Department of Defense 

Executive Order 

Foreign Intelligence Surveillance Act Amendments Act 

Federal Bureau of Investigation 

Foreign Intelligence Surveillance Act 

Foreign Intelligence Surveillance Court 

Government Communications Headquarters 

Intelligence Community 

Intelligence Oversight 

Internet Protocol 

National Security Agency/Central Security Service. 

Office of the Inspector General 

Sensitive Compartmented Information Facility 

Signals Intelligence 

_ ..... L....I ---------~ 
U.S. person 

(b) (3)-P.L. 86-36 

+OP "!!CRI!+HC0~4IPlTI/PlOFORPl 


