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CENTRAL SECURITY SERVICE 

FORT(3EQRGE G.I\IIEADE MARYI...AN[) 20755~6000 

14 June .20J 1 

.. MEMORANDUM FOR THECHATRMAN, INTELLIGENCEOVERSIGHTBOARD . . . . . .. . . ' ·.- . . . .. . . . . - ~ ' . . . . . 

THRl); As.sis.t1:1ntto th~ S¢cretary of Ddense{lntelligence Oversight) 

SlJB.JJ;:CT: (U/ff'OUQ) Report to the Intelligence Oversight Board on NSAActivities -
INFORMATION MEMORANDUM .. . . 

. •. . . . .. ·. . ,. ··... . .. ,.• .... ' . ·. 

(U//FOUO' Except as previously reported ;o you or the President, orotherwisestat~d in the 
epclosure, we have n()reason to ]Jelieve th.at intelligerwe activities pfthe N<:ttiou~l Security Agency 
duting the quarter ending 31 March 201 I were unlawful or contrary to Executive Order or Presi~enti~l 
Directive and thus should have been reported pursuant to Section 1.6(c) ofExecutive Order 12333, as 
amended. 

(UI/I"'QUO) The Inspector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, .training, review of directives and gtlidelines, anq advice and 
pottnseL These activiti~s andqther data requesJ;ecl by the·Boarcl or membersofJhestaffoftheAssistant 
tothe Secretary of Defense (Intelligence Oversight) ar~described ill the enclosure.· 

~~~<Md 
JYr:rc;~ 

MATTHEW G. OLSEN 
General Counsel 

(U//POUO) I concur in the report of the Inspector General and the General Counsel and hereby 
make it our combined report. 

Encl: 
Quarterly Report 

K::tLEifi 
General, U.S. Army 

Director, NSA/Chief, CSS 

This document may be declassified and marked 
''UNCLASSIFIEDNFel' Offieial Use Oulf' 
upon removal ofenclosure(s) 

1!\pproved for Release bv NSA on 12-19-2014. FOIA Case# 70809 (Litigation) 
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I. (U) Intelligence, Counterintelligence, and Intelligence -Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the Quarter, 
as well as Actions Taken as a Result of the Violations 

A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333 
Authority 

(U) Unintentional. Collection against United States Persons (USPs) or Foreign 
Persons in the United States 

···················· (b)(3)-P.L. 86-36 -················· 

(U/ /FOUO) During the first quarter of c(IJ~ndar.-year-20rr(CY2oi"I ), Signals Intelligence 
(SIGINT) analysts in Oinstru'fce·s··Iiiadvertently targeted or collected communications to, fi·om, 
or about USPs wllile pursuing foreign intelligence tasking. All intercepts and reports have been 
deleted or destroyed as required by United States SI GINT Directive SPOO 18. 

1. (U) Targeting 
······ :::"""""''"'''" ... (~) ( 1) 

--·:::::: ·· -----· . (b).(~)-P.L. 86-36 

...................... :::.:.::: 
··················· ...................... _____ ... -------·· _ .. ·· 

(U/ fP.QUey I l·anNSA"iiij~(yst:::t:~sked· ·a~i··e:}~;~l selectOI:.Jor-a·~~lic.J.· fo~~~ign i 
intelligence tarret \',l~~-l~.-~h7-..targ.et·waEf"ii1ihe United States. Th~.s.~lect6f.was. d~t.asked onD 

·(b).(1) I _ .. ·No collection occurred. _ •.. ··· .·" 
(b)"(~)~P.L. 86-36 ·· · .· · 

·. :·. . (~M,~L ~0 l!SA; FVi!Y) I l· rui_.NSA analyst lear.pel that ~ne selector for a 
··· ... : :·.·. ~~~~.J..I..I..I.I1.l.:.!.U.ii~~J.U.Io~...l.l<.lu.wlw:..l>l....l..l~~..l:J..Ioi..U..:....I;,I,,:,~~~UrJ.Iol....I.A4-~..:..:.I~~ollo.W..:.:W..~""""i 

Collection 
.__ _____ ___. an no reports yv.~re.Js~1H~d,,,,,,, ................ "(p)(3)-P.L. 86-36 

~_.,,r---------,_an·NSA aiiaJY.:S.i di~~~~~~:~:cl ::fii~f ;~i~~~~~~~ ~~~~ciated with a USP0o 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 

Declassify On: 203 20108 
TOfl S'E:CU'fHCOl\fHffi/NOFOIUJ 
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(8//REL TO usA, FVEY) I lwanNSA·analysrtearnei:f:::mara:::seiedo1::as:s6'cl'at'e(K6)(1 > 
with a valid foreign intellirnce target ~~~l:l.:l.~.i.ned .. tasked·while:·nie.tai:get was in the United State~b)(3)-P .L. 86-36 
froml _·I .. I 
I J 
r /r 
I I·No·eolleetton-occurrea.,...... . .................. ww·······w······························w· w ••• • (~;<·~ > .. 

2 (u) D t b Q . _...-(b)(1) (b)(3)-P.L. 86-36 
. a a ase uenes (b)(3)~p.L. 86-36 (b)(3)-18 usc 798 

(b)(3)-50 usc 3024(i) 

which-producedimprecise .. results.. . ··. the queries returned···· 
._re-s-ul~ts~fi-..... om the database. The quety results were deleted, and no repmis .. wel;e.is.siled:· (b)(1) 
Procedural errors contributed to the following incidents. (b)(3)-P.L. 86-36 

(b)(3)-50 usc 3024(i) 

0 (U/IFOtJ9il I ail NSA analyst queried raw traffic databases using 
an ~ . .,mali selector associated with a valid foreign intelligence target but without 

,····excluding dates during which the target was in the United States. All results were deleted 
.. · .. ······· .···1 land no repmis were issued . 

..... --· ___ ..... ---· 

.,.,;;:;;;::::::::_.::.::.:: .. ::::············ ..... o. ......... .(.U//.F@Y@J· .. .QHBoccasions· NSA 
~{:~~)~:~+:.~6-36 ·· ·· .. analyst.s .. qt!~I~ed raw traffic databases using selectors associated with USPs. On each 

·;&~· .. :· ... ···· .. : . ··· .... gccasion, the aiialysfsTreglected .. to.p~rform the required research on the selectors before 
···.::~':... · . p.ei:fonniA~g the queries. No results were·1:efi:iiiied·from0ofthe queries. Results fi·om 

\:::::;'\.·-.. the .. remainliig0queries were deleted and no repotis were issued. 

\ ~',.\. D ·· .. (U//f·;;ue) J I an NSA analyst perfonned a query in a raw traffic 
··d~tabase without sufficiently researching the selector. Upon discovery that the selector 

.. :.. . was .. associated with a USP, the analyst stopped the query and deleted it before checking 
to see ~hether results were returned. No repotis were issued . 

. (l)II'FOUO) I I a SIGINT analyst queried a raw traffic database using a 
' \ \ . sdyctor associated with a valid foreign intelligence target but did not exclude dates 

-:<;luring which the target was in the United States. After submitting the quety, the analyst 
·. ·. \;~-1-neihbered that the target had been in the United States during the range of dates 

si.ib~nitted and deleted the quety before results were returned. 
\. ..... \ ..... 

0\ (U/~r-~-------.1 an NSA analyst queried the selector of a valid foreign 
'. intelligence target in raw traffic databases after the selector had been detasked because 

1....:--:---"~~------.--~-------:----:-__. The query and results were 
and no reports were issued . 

D 

.__ ____ ___. 

(U/,Lii:OBetl lan NSA analyst performed a quety without limiting the 
date rang~ in a raw traffic database for a USP that had been approved for targeting, 
thereby causing collection on the selector during an unauthorized period. The collection 
was deletecf·l I and no transcripts or repotis were issued. 

r& S:ECR:ErNCO'M'IlffNlffllfOIUq 
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0 (U//FOUE?-71 I an NSA analyst performed Communications Metadata 
Analys,is···against known USP selectors in a raw traffic database. The analyst believed 
tlul.Hfie Supplemental Procedures Governing Communications Metadata Analysis, which 

_..a{ithorize s communications met ad at a analysis without confirming the target's location 
/ outside the United States, applied to the raw traffic database. No results were returned 

fi:om the queries and no reports were issued. 

/./··· D_ .. JY.!/F.OUO) I I an NSA analyst queried a raw traffic database using a 
./· ............. · .... .. selector associated with a valid foreign intelligence target but did not exclude dates 

:·:=~~""'"""Ci'l1:F1i1'''::':whlcli::Jh<:dafa:er::wa:s i:n:the::Uttit:~~L:S.!:ll.~:es,--
~~~~~~~--~~~~--~--~ th:is·erroroc-emTed ... l;>.~cause the··aiiatysrmisnnderstood· 

--=--"""r';fi:"'oi~:--t77h_e_d;-a~ta-;-b-'.~~e quety. All collection--was iJ'iiTg-ed by 
I10::r;~ports·wyre issued. ·. .__ ____ __. 

\ · .. 0 (Q(,~ I ~~;~~; ;;;;~j;SffanOqueries against a raw 
·· ... traffiC: database withm~! limitii1gth~ results to foreign data. The queries were deleted on 
, ··1 land retiirneg no resi11ts:· N.p rep01ts were issued. 

··········· .. 

0 '(V//FOUO) .61t::J occasions ±i:;in) l SIGINT analysts 
qti·eried raw traffic datapases using selectors associated witll'US.J?.s.. The analysts 
negie~ted to perform the tequired research on the selectors before p·erforn1ing the queries. 
No restl!ts were returned froihc:J:>fthe queries. Results from the remaining! I 
queries ~~re deleted and no rep011s were issued. 

0 (U//FOUOfl I an NSA employee, while conducting training, ran a 
demonstration quety against a raw traffic database using a selector associated with a 
USP. Although the quety returned results, no USP data was collected. No repotis were 
issued. The example was removed fi.·om the class and instmctor notes. 

0(T5//3Il/REL TO QSt\., ... F.3JJ;i;Y) I 
'(IJY(1):::::::::::::::::::: :::::::::: :: :::·t 
(b)(3)-P.L. ·a6~36...... ~.-,------------,..~ -N-----.~-d~-------1 
(b)(3)-50 usc 3024(if··~---------------__.· o reports were tssue. 

3. (U/ trouo, I I 
(T~mnHru<:L 'fO U3A, FVEY) 

-P.L. 86-36 
~--------------------------------------------------------~~-18USC798 

B. (U) Dissemination of U.S. Identities (b)(3)-50 usc 3024(i) 

(31/Sih'REL TO USA, FVEY7 The NSA Enterprise issued I l$IGINT product reports 
during the first quarter ofCY20 11. In those repotis, SIGINT analysts included information that 
identified USPs or U.S. entities on I I occ~~i.?.11s wlule pursuing foi:ei~n intelligence tasking. 

············· ······ ........ :::·.·. 
TOP ~Jit:GR11TNC0l4JJ>ITNJ>JO¥o:Rl'T (b)(1) 

3 (b)(3)-P.L. 86-36 
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In0SIGIN.I products. such disseminations were found to be improper, and the reports were 
canceled as NSA:lcss-1 . lana.ly.s.ts learned ofUSPs, U.S. organizations, or 
U.S. entities named without authoiizatioR .. A.l.J..data in the·cru.weled reports was deleted as 
required, and the rep01ts were not reissued or were···i'eissued .. witli.proper_m.in.imization. 

C. (U) The Foreign Intelligence Surveillance Act {FISA) .. ····· .:::: :::::::::,,,,.,7(b)(1) 

1. (U) NSA/CSS Title I FISA 
, (b)(3)-P.L. 86-36 
' 

a. (U) Tasking Error 

(~7';ML TO USA, FV~Y0 ! . NSA ru.1alyst s 
discovered that selectors associated with targets authorized under Foreign InteUig.ence 
Surveillance Comt (FISC) Orders remained tasked after the targets._! ...,..---..,..-..,..~---......,.. 

The.s.electors were detasked./ On one· .. occasion 
._tl:-1e-re_w_a_s_n_o_c_ol~le-c-ti:-o-n-. ~C:':"'o~I':"'"Ie-ct"":"io-n---=-ft-.o-m-t"":"h-e-s~electors ·:ro·i~ fhe·remaining 06 ccasion~· ·Y:Iai 

purged, and no rep01ts were issued. .. · ·· (b}(
1
) 

(TgNgl//HF) \-..::_J-P.L. 86-36 

(8/f.REL TO USA, FTY'f£1j 

b. (U) Database Queries 

(Sh'REL TO ugA, FVE¥)1 I anNSA analyst perfonnedc::Jqueries onO 
selectors associated with FISC-authorized targets! · . . : I raw traffic database that \ 
contained E.O. 12333 collection. The queries did not return i'esult~ and no reports were issued. 

-+El-h'-R-l*r--Jfl-e--t::H3~::::i::tl:Et:L _ ___, an NSAan~Iyst performed a query 011 ~~~~ selector for a FISC

\ \ 

a i·aw traffic database without restricting his seai:ch to the : 
.------......... .__--r_ F"""I"""S,...A,--co'""'I,..e'""'c,....,.tion. No results were retrieved by the query. >::.i(b)(

1
) 

(b)(3)-P.L. 86-36 
c. (U) DataiLHal.ldling Errors 

(U/I'FOUO}I I aSlQINT analyst posted FISA information to an incorrect chat 
window t.h~t-is ~wf authorized for FISAdata, Tl!e analyst notified his overseers of his mistake. 
Chat posts age off after 48 to 72 hours. 

/:'./ 

·(~)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

TOP SECRETNCOMINTNHOFORJ>¢ 
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2. (U)..__ ____________ __. 

(U) ('fSh'Sih't~) Nothing to repoti 

3. ~'fS/!SIH~d~) Business Records (BR) Order 

.L '-'' ·..:>11 .'U'/1 

(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

.I 

.................... ·············· 

4. (U) The FISA Amendments Act (FAA) 

a. (U) Section 702 

i. (U) Unauthorized Targeting (b)(3.)-P. L. 86-36 ·- ... 

,..::..·· 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-18 usc 798 
(b)(3)-50 usc 3024(i) 

(U/~ Note: As previously reported in the 2010 Sec(~~~;-Q;/dr-ter.Report, NSA!CSS has 
implemented a new process to ensure that FAA collection that is required t;·b.epl,!rged .fi·om NSA!CSS 
databases is purged. ··. to identi.fj' non
compliant data that should be purged. All collection that has been marked for purging will be purged. 
Data that is marked .for purging is completely unusable or inaccessible, even (f'the data has not been 
physical(v removed at that time. 

(8//SI//REL TO USA, FVE'Y) An e-mail selector was tasked I h~~~der FAA 
§702 without sufficient justification that the target was located outside the United States .. _The 
selector was detaskedl 1-No colle.ctt.Q.l.1. .. 9.9.CUITed during the tasking periqd. 

···························· 

( s rm~L TO U£A, FVEY)l l .. anNSA .. analyst .. cliscovereO..::·~.l~~rifi~::~~~~6!9.!E!~!.:::;;:::~~)(1) 
associated with a valid foreign intelligence tar et remainedJ.asked·while]he-tar ·efw.as"iri tht=( .-·Jb~(3)-P .L. 86-36 

United States. The error occurred because ... . I I The ·selecto~: .. ~as .... ~-.e"':"_ta-... s"'"(-e-r: .. r-.... ~ .. --""' .. · -----.-_ ... .-.:"::"':,··i"'l'o-n-e-c":"'tl,..o-n":"l::: """to_n_1-r-. ...-:--r,_....~ 
l l·haS'heen marked for P~lrginf( No report~:w6&issu~.d'. 

(Sh'KEL 'fO USA, FV£Y)j 1·-ailN·S~· .analyst dis<;:oY,~t~~d<:~~t D~electors 
had been tasked without suftl.cient information to determine thetru,~g¢f's location outside the 
United States. The selectors were detasked I .!"''All FAA §702 collection 
associated with tllis selector tioml ~~~~s been marked for purging. No 
reports were issued. · 

(5//ML TO U5A, fl\1 I!Yj L~i NSA analyst discovered that a selector had 
been tasked without validation that the target )-location was outside the United States. The 
selector was cletaskec\ I I· Non-compliant collection has been marked for 
purging. No reports were issued. 

(U//~}1 I an NSA analyst retasked a selector without following tasking 
pro9edtil·es, including verification that the target was located outside the United States. The 

............. ···············"··· .... 

(b)(3)-P .L. 86-36 
TOr 51!CM'f//COMINTHNUFORN 
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TOP 8ECRETHCOfvff1ff'h'N'OIIOr<N 
····· ······ ············ .. :::::::: ·· :::::::::::""""····(~) ( 3) - P. L. 8 6-3 6 

selector was not detasked because by t.h.e....time·the··ehoi:w~~.:~ii~~~vehid, .. ·~~l~litional NSA tasking 
had been ~~:=~~~~ ... i#!d.approvect·r· I··N6 .. data was collected I \L?J\ ;~ 

I I······ (b).(3)-P.L. 86-36 
~b)(3)-50 usc 3024(i) 

(~~~'REL TO U£A, FVEY) I lan._NSA analyst discovered that an FAA fl.02 
selector remained tasked while the target was in the uiiited-..St~tes between I ··.._J 

II 'I 
~----------~~~----~--~M-----------~~----~--~1 ' 
L-:.:--...------__._I·_T_-h_e_.s_el_e_ct_o__,r...w.as. .. d.~t.~.s.1~~g.l l::::NQP:::,C..Ql.~!Pliant. .. cQllectio~l 
from I I has-been-marked :toi:p:tl:r.:o:ing::;::::No:::reports:::weFe:'i'ssttecl:,;;;;;;;;;;;;;,,,. .. ! ._ ______________ __. e (b)(1) 

(U//FOUO)I . . la~~-~SA staff officer ~iscovered ,that .pselectors, approved fot{b)(3)-P.L. 86-36 

E.O. 12333 taskmg, had erroneously-been tasked agrunst FAA §702 _ .... J The 
detasking request was st~bmittedl LhP.!_det~sking was l)Ot comple~~d-ti:l.~!ilO 
I 1-No.co.U~<;;t~on occurred, ru1d no reports·wer_e.J.~~ued. j .• ·: ........ 

·····-.::::--.. ..····.·.·.·.·:::::... .... 
'··-::::::::-

ii. (U) Tasking Errors 

'(b) (1) 
... , iii. (U) Database Queries (p) (3)-P.L. 86-36 

. ::(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

~;;.;..:.;=:....:...;;;....;:;..;;;;.;;..;;.:..;;;....;....;;;..;;;..u. ____ ..,._~~·· an·NSA ~~~~I;st performed a.dat~base query 
ushig a selector associated with aUSP. The analyst 

.__-,...~~--:.--~.,..-----..~-~--e-se__.arch on the selector before perfont1ing the query. The 
...._ ____________ ___.! No results were returned 

(U//FOUO)j I an NSA analyst queried on a target's selector in a raw traffic 
database without first researching the selector to determine whether it was associated with a 
USP. The query returned results that associated the selector with a USP. No repOiis were 
issued. 

TOP gM;CRETh1COMHITHNOFOIU~ 
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iv. (U) Detasking Delays ··· ·· _::'''.tl;l}(3)-P.L. 86-36 
··················· ... ··. 

········ ... 
. · 

(U/J'fi'OUQ.) J?_y.cause ofit~chnical proble1).1-fi~ an NSA c6l!ecti.oh·-.~ystem, collection continued 
010·selectors authorized under a FIS.COrder that expired" The selectors 
were detasked I l··the technical problem was resolved...._ ____ _. 

(U/I:Ft7t:ft)) I 1-an.N._§A analyst discovered that a selector had remained tasked 
for collection after the selector was reqiie.sted· to .. b.~ detasked from FAA § 702 coli ection on ·D 

I l--The .. sele.c..t.9.LY.Ias detasked I I :No .. data was collected fi"qn1 
I I. ···································· .......... :::---..... . .. .... 
~ - ...................................... ... . .. ::::::::::::::::::::::::::::::::::::::: ······ :· .. 
.....__ _______ _.. .................. :::::::::::::::::::::::::::::::"""'"":,;::::::::_:.·::_:_:_':_,_'W;n,··(:·b...-)_(3)-P.L. 86-36 

·······:::::::::t···· 

v. (U) Data-Handling Errors ....... : .. ::::············ ·· .,,,, : .. ·· · ··· 

(U/ fl"OUO) I Laii:NsA. :~ii~l;~t· -~~~l-~taket}ly· e::iii~ii:~d<FM § 7 02 traffic .to· 

I persor~~~ ~~?.~-~!lthorized·to i~eceive F AA-~~0=· ~~~-~:-- The"e~~~~~~.S.- -were recalled I I 

(U//fiOUO) I I a:·"SiG~ analys~_ .. mii~~~Iltionally forwarded umninimized USP 
information in FAA §702 traffic to an unauthgriied analyst. The traffic was purged from 
unauthorized databases I 1··... · (p)(1) 

(Q)(3)-P.L. 86-36 
vi. (U) Over-collection (1~)'(3)-18 usc 798 

/C</fnnT .,...r. I 
• '-' v..:Jr>, ~· V D 1} 

t S7?'i'tfi:t: TO tfS*, r~rn;,-t) 1 

t'fSHSih'REL TO USA, FVEY] 

'fOfl j~Sf!Cftf!'f//COlVflM I J/~OFORN 
7 

(b)($)-50 usc 3024(i) - .. 
:: ~ ' 

l~\ 

\\ 

\'I\ 
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( )(3)-P.L. 86-36 
(1)(1) 

~-----------------------------~()(3)-18 usc 798 

b. (U) Section 705(b) 
(b)(3)-50 usc 3024(i) 

i. (U) Unauthorized Targeting 

. No rep011s· 
were issued. ··. \ · 

ii. (U) Database Queries •.• . • :::;>J~~~m-PL 86-36 
(SHSVfREL TO USA, FYEYi I ........ l"'ai'i"NSA analyst )Yas·d,~sc~~ered to have 
queried in a raw traffic database on tbe.selectOr associated with aiJ.FAAA1.05 (b)-authorized 
target ·whO"Tslocated in the United States·:···nw''s'elector had been detasked 
earlier ru1d :'btlt the analyst did not see tlus 

F~;.;;;_=...;;.;.;=;.;;.;;.....;;,e ot:epertornuqg··t 1e query. The analyst deleted 
'--------_.l··ai~d no rep..orfs were issued. 

(SHSI/;'R:EL TO USA, FVEYi I k··~·NSA analyst performed database queries 
on valid FAA § 705(b) selectors in raw traffic databases that contain FAA § 702 data. The analyst 
did not follow quety guidelines, violating FAA §702 minimization procedures. The queries were 
deleted. No data was collected, and no reports were issued. 

D. (U) Other 

1. (U) Unauthorized Access 

(U/ /FOUQtj l·itwas··discovered· that-the·approvat·pmcess fo1'J····· laccess'tb' (6)(3)-P .L. 86-36 
mission systems did not include a requirement for an operational review or mission justification, 
allowing external organizations with no authority to access raw SIGINT data to view or 
download that data. All SIGINT involved was collected under E.O. 12333 authority. The extent 
of the unauthorized access is being evaluated, and a review of the approval process is under way. 
Once these effo11s are complete, corrective measures will be implemented . . ... ..-(6)(1) 

······ (b)(3)-P.L. 86-36 
2 (U) D t H dl' E (b)(3)-18 usc 798 . a a- an mg rrors (b)(3)-50 usc 3024(i) 

.::-·' 

(SHSIHREL TO USA, FV'EY) ·· ~~re intercepted as pati of 
surveillance equipment trai11ing, in accordance with authorized. pi'ocedures. However, the 
trainees read and discussed the contend l6ther than deleting them as soon as 
the equipment was calibrated. All trainees were counseled on proper procedures. 

(U//FOUO) J JanNSAJli1alyst queried a raw traffic database using a selector 
associated with a valid foreign intelligence tai:g€£biif'did not exclude 4.e~,~~s during which the 

TOP SECRET/fCOf\;HNT//HOFOltH. 
8 
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target was in the United States. The analyst then e-mailed the retrieved data to an external 
organization. All associated e-mails have been deleted, and no rep01ts were issued. 

(U//FOUO.)I I an NSA analyst disseminated USP information to external 
organiz..ati'ons. When the USP status was discover.edl I the product was recalled 
and __ .d·estroyed. . ..... 

/ / '(~II~QUQ}I [N~,;_;~~~ discov~re<Lthatl.------------___, 

,.,;;;;,;;;;,;;;:,~·1~ ____ ____. 
(b):(3):::P:L·86.36. ....... . 

··..:···... (U/A10Ue~l I an NSA analyst shared with an external organization without 
· ·. ·.. proper authorization raw SIGINf containing the identity of a USP. The SIGINT indicated that 

· tl~e USP may have been a target of hostile intelligence activity, but proper approval for 
disse~nination had not been granted. 

· .. ·.H!f!F~{JO}j ~SA/CSS attempted to validate the security of an NSA-
ho·st,ed webpage that was in development. The existing development firewall, however, did not 
prevel1t unauthorized users :fi·om accessing the link. The link was removed from the operational 
webpag~s, and development firewalls have been upgraded with stronger security. 

(U//FOUOH Ia SIGINf analyst disseminated Top Secret SIGINT metadata on 
a SECRET network. The affected accounts were deleted, and the SIGINf was purged from the 
network. 

3. (U) Unauthorized Collection and Data Retention 

:'''"{b)(1) 
......... :::::::::::::::: (~)(3).-P.L. 86-36 

. . . . . • . (b~,~3):::59 usc 3024(i) 

(Sf/ REL TO USA, FVEY) I la:q.NSA"ai~~lyst·dis~·;vered that I '~\ ·1 
I ........ · · ···.... I The selector, originally believ~q to 
be for a valid foreign intelligenc~ targe(was determined -.,to be for a USP on I I arid-·. was 
detasked along with oth~.r .. setectors for the target that same·df:ty. I · \1 

I jTtat'tf~-~~~i-~cted fi·omj ~~~s·wu·ged 
1
hyl I 

and no reports were issued. 
·..::,,j.: 

4. (U) Consensual Collection 
(b)(1) 
(b)(3)-P.L. 86-36 

(U//rOU~ Onc=Jocc;:ts.ions fi·om ~SA analysts discovered 
that consensual agreements al.ithorizing the targeting of USPs had expit:ed and that the associated 
selectors had remained on tasking untiithe following day. Upon discovery; th~ analysts detasked 
the selectors. No collection had occurred during tlieViolation periods. A softwa:te)nodi:fication 
is being implemented to d etask consensual collection selectors aiitomatiC.~ly when the ~onsent 

;::~I fanNSAanal · st discovered thatmkiiig ;ti S~p;~,~ ~;~ '' (!>) (3)-P. L. 86-36 

consensual collection request had begun twodaysbefore the request was \ 
approved. The analyst believed that the request ha already been approved on the basis oftheO 

TOP SJLCRBTNCOMHITHHOFOIUq-
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~--~---~-·· ...... ···!effective dates ofthe consent. The selectors were not detasked 
because the approval was nearing completion at the time the error was discovered. No collection 
had occurred during the violation period. 

5. (U) Computer Network Exploitation {CNE) 

(~)(1) 
(~)(3)-P.L. 86-36 
(b){3)-18 usc 798 

~· 'I'Jr.'\ 1.------------------------~(lbl)\3,,)-50 usc 3024(i) 
\ 1.:::>/ '.:::JJ_f/rrr-] 

E. (U) Counterintelligence Activities 

(U) Nothing to report. 

F. (U) Intelligence -Related Activities .... ··············· 

location. 

. . :. :· . ·.· ... :"'''('b)(1) 
......... . . ........ .. ...- '' ·(~)-P.L. 86-36 

~ .................... ~-------~!!!!!!'""----'""'!'!!!!--=----~-----.-r<3)\.~o usc 3024(i) 

(U//¥0UO) Although not violations ofE.O. 12333 and related directives, inCJ~nstances, 
database access was not terminated when access was no longer required. Once ideii.tified, the 
accesses were terminated. In addition, there were C]inst<:tnces of unauthorized access to raw 
SIGINT andDinstanc~~~faccount sharing during the quaii.el': · .. 

(U/ ffOUOj I h li~ ~~~ di~~~ve.i:~a m~~ ~l~alysts W.Qf.J~J;~_~ll~clei'Title.J? (notl~. 
SIGINT/military operations) authority were exposed to raw SlGINT·metadafa;:::'f:he::exlJQ;stli:(;),... .. 
which took lace during the ....... ::·::::::;(b)(3)-P.L. 86-36 

occurted'liecause system automated 
~---~-~~~-~~--~---~~~ ...... access controls malfunctioned. Manual controls have been put in place to ensure that access of 
data is commensurate with authorities. 

TOP SECRETHCOMIJ>IT/IJ>+OFORJ'T 
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( 16// R!Hs 

I UP SEC~T77'COMilffNNOFORN 

II. (U) NSA/CSS Office of the Inspector Genera I (OIG) Intelligence Oversight (10) 
Inspections, Investigations, and Special Studies 

(U/fFOUO) During the first quarter of CY20 11, the OIG reviewed various intelligence activities 
ofNSA/CSS to determine whether they had been conducted in accordance with statutes, 
Executive Orders, Attorney General procedures, and Depa1tment ofDefense (DoD) and internal 
directives. With few exceptions, the problems uncovered were routine and showed that 
operating elements understand the restrictions on NSA/CSS activities. 

A. (U) NSAICSS Hawaii (NSAH) 

(U//FOUO) During the joint IG inspection ofNSAH, the IO inspection team reviewed the 10 
Program, IO training, and application ofiO standards in the SIGINT mission activities 
performed at the site. The IO Program Manager, who has extensive operational and 10 
experience, is known to the workforce and managers. Although there are established procedures 
for accomplishing IO tasks, the procedures are not documented. Despite the considerable time 
and energy spent tracking IO training, the inspection team highlighted weaknesses in the 
procedures for tracking 10 training for reservists and contractors. On the basis of survey results, 
inspectors found that NSAH operations personnel had an adequate knowledge ofiO standards. 
They had some wealmesses, however, in understanding the 10 authorities regarding the handling 
ofraw SIGINT and minimization and dissemination standards. The NSA OIG is tracking 
corrective actions. Problems with inexperienced analysts constmcting overly broad database 
queries were also noted in the inspection. 

B. (U) Annual Selector Review 
'±'0 USA; FYEY) 
\ U//i'UUUJ unaer Attorney General approved procedures, NSA/CSS is required to conduct a 
yearly review of ce1tainl HHHHHH.ltenns, :As:a=:resulcofthetevfew; .. 'iii:ore ...... (~)(1) 
thanc:JtermswereTefiioved.l)ecai:ise the target offices concluded that they did not have ~b~(3)-P.L. 86-36 
foreign intelligence value. No terms were removed because they did not have proper .· i 
authorizations. I ,. 

C. (U) Trends Noted in the Annual Review of Quarterly 10 Reports for 2010 

(U/.Lli'OUet The NSA OIG published a repo1t on the analysis of trends noted in the quarterly 10 
reports for CY20 10. The review highlighted three areas in which analysts committed procedural 
errors: 

• (U/,/fOU8J Failure to perform required research on selectors before querying raw traffic 
databases 

• (U//FOU81 Failure to follow guidelines for que1ying FAA §705(b)-authorized selectors 
• (U/fFOU81 Dissemination ofFISA or FAA-derived data to e-mail aliases that include 

personnel not authorized to receive the data. 
The OIG advised the SIGINT Directorate to implement enhanced training and awareness 
procedures. 

TOP SECRETHC8P\;HtiTH~WF8Ri¢ 
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D. (U) Misuse of the U.S. SIGINT System 

(b)(1) 
(~)(3)-P.L. 86-36 

. ··::::: ::: '"':.::.:: "(p) ( 1 ) (U) Nothing to repoti. 
.. (b)(3)-P.L. 86-36 

E. (U) Congressiona I and\lntelligence Oversight Etoard···~otiffcations..-..-, - ~ . 
(b):{?)-18 usc 798 
(b)($)-50 usc 3024(i) 

. . 

(TSIISHCI>JF)I .,INSNCS§. notifiec(tl~e_.CDI1g·i:~~sional intelligefi.ce conunitt~is. of 
the unauthorized disclosure of cl~ssifi·ed. information from NSA repotiingJ · 

......... ·········· L 
I·NSA believes that tl}is-dfsclosure has compromised I Jintelligence sources and 

._n-la_y_s_e .... verely affect OlJ_I:ability to provide timely and accurate foreign intelligence about activity 
I I·A copy ofthe notification is enclosed. 

(TSHSih'Nf+) I l<NSNCSS followed up on the oral notification to the 
Congressional intelligence corrii'nj~tees regardingDincidents involving the over-collection of 
communications. Both incidents ii1volved the acqui~1tion of communications that were 

L,-....,....--__,.__,""""""...,....------j;;.,.J·· The.Dq.J..p_rgyi_9ed preliminaty notice ?..ft.heseO 
incidents to the FISC ·-$:~~the referenced itei'i.rs·under.'~Q:v:fQr:'·c9~!.~~~~?..t~'.'. .. on 

L-""7"":"r----:...,....c:-:-a":""'tt .... on is eoclos,ed. (b)(1) 

·< ····<b>(1) .·· ~~~g~:~a\J~~37698 F. (U) Other Notifications 
(b)(~)-P .L. 86-36 (b)(3)-50 USC 3024(i) 

(8//HF) NSNCSS has notified the Attorney General o.Oconsensual and nonconsensual 
intelligence-related collection activities for USP hostage or detainee cases. 

Ill. (U) Substantive Changes to the NSAICSS 10 Program 

(U) Nothing to repoti. 

IV. (U) Changes to NSAJCSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence -Related Activities and the 
Reason for the Changes 

(U) Nothing to repoti. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to 
10 Programs 

(U) Nothing to repoti. 
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