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\Venicle Bombs(VBIED)

V‘ _
"'i\g = Bombers use vehicles

that “Fit In" such as
ambulances, Security

S R(e
vehicles, cement trucks

© Can conceal large
amounts on explosives

= The vehicle will emit
huge amounts of
shrapnel
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Stolen Van painted to look like a Fed Ex Delivery Van
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ﬁ@petidﬂal Phases of a Suicide
Attack

Recruitment

Reconnaissance

[ED Construction

Final Preparation to include a dress rehearsal
Device Detonation
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imelVake=upioiraryprcaliecruit

> Often Middle-class

= Come from countries with little political freedom
> Often well educated

2 Hold ultra-strong religious beliefs

= Tend not to be poverty stricken or mentally ill

= The motivation is increased when strong beliefs
are mixed with extremism




wiihe REGTa0s Handodok ST
izt g0arziars “olanel s

1)

= Change haircut/hair style
2 Clean Shaven
> Use local clothing styles and fashions

2> When impersonating women, look pregnant or
wear a scarf as a berka

= Use the cover of service workers, such as Police
Officers, Firefighters, Ambulance Drivers
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Targatsalectonzd
Reconnaissance

= Reconnaissance

= Photographic intelligence
gathering

= “Boundary Probing”
[dentify restrictions to
access

= Surveillance of target

London June 28, 2005
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constriction orbevice

= Collection of
Components
= Power Supply
= [nitiator

= Explosive A E

= Switch Kl e ==
= Shrapnel ' =
= Container
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Improvised Munitions
The Poor Man's

Special Forces Demolitions
Training Handbook
.

~es rarasy e

s
frem No. 587 i S16.95
Science Of

Revolutionary Warfare

Al p_diagrares s

Improvisad: |

Munitionss

BLACK: |
BOOK: |

12=Desert Publications

VerlRiermation

2 Internet

« Web Pages, News Groups,
Chat Rooms

= Al Qaeda Manual
Major Publishers

Organizations

= Manufacturing

= Explosive End Users

= Legitimate Fringe Groups
University Programs
Testing Data




Fifal Praozreiion Przse

= May indulge in “worldly sins” that directly violate
religious beliefs.

> Pays for items in cash.

= Behaviors become consistent with no future.

= Shows arrogance and hatred toward Americans.

= Engages in “private rituals” within hours of the bombing.

2 Prepares a suicide note or video for later dissemination.

2 Gives possessions away and gets worldly affairs in
order.

= Emotions more volatile.
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Moving c Target'and Dayica Daioflztion
PIESE

= Indicative Behaviors
a C|0th|ng

— Clothing is loose or out of sync with the weather or baseline for
location.

= Actions
- Carrying heavy luggage, bag, or wearing a backpack.
- Keeps hands in pockets.
Repeatedly pats upper body.

Pale face from recent shaving of beard.
Uneven Gait difficulty walking
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I\/Iovingté Target—and Dayica Daioflztion
PIHBSENEEN

= Emotion

- No obvious emotion. Possibly with a slight smile thinking about rewards in the
afterlife

Eyes focused and vigilant.

Does not respond to authoritative voice commands or direct salutation from a
distance.

- Sweating.
- May appear to be in a “trance”-blank stare

= Appearance
- Walks with deliberation, but not running.

- Just prior to detonation, may hold hands above head and shout a phrase; or
will place hands and head close to.the bomb to obliterate post-mortem
identification.
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{ihie Attacks Scenes
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VictimsiorrarSulicide Bomner
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POSTEALE CRIBENBVIOY:

s oirlzndl2rs/Nssocizias

2 Synchronized staged attacks to increase casualties of

first responders.
© Secondary attacks are

times along the evacua
targeted area, or other

o Secondary Attacks may be the primary focus of
bombers in order to inflict the greatest loss of life

= Surveillance of attack site to study first responder’s
behavior and plan for future attacks.

ikely to occur within response
tion route of casualties, near first
nigh profile target area.




How/ s [t PessInlere ldentii/And
Vitigate PotentiaiiSuicioe
Attacks?




.

[rivasiigzilon Activitias
= Proactively investigate any individual reported to be a

threat.

> Interview subjects (family, friends, employers, neighbors
and co-religionists) who observe changes in the
individual’s behavior.

> Gather intelligence that may contain or support such
activity.
= Develop and acquire assets among trusted resources,

such as religious leaders, community activists, and
professionals, etc.

> Forward FI Cards and Information (License plates,
photo, and phone numbers) to Counter Terrorism Units
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RESPENSE GUICEINES

2 DO NOT ATTEMPT TO NEGOTIATE with
potential suicide bombers. They will likely
detonate their device if they have been
discovered.

= Search for secondary devices and associates of
the suspect following an attack
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Usigle Lainel) Fores

= Where |ethal force is warranted and the suspect is
believed to be wearing body armor, a headshot may be
necessary...

2 With that said, when dealing with a suicide bomber a
headshot would be necessary to prevent detonation of

the device

= First, usually bombers wear the device around the upper-
torso (center mass) area, a shot here may detonate the
device

= Secondly, the triggering device may be in the hand or near
the hand of the bomber and an immediate death would be
necessary to prevent detonation




llactical Consideraions

2 There is no precise formula

> Officer and public safety MUST remain
paramount

= When confronted with a possible suicide bomber
and in light of the totality of the circumstances,
consider the following:
= Assume Cover and Maintain a Tactical Advantage
= Do not approach, if possible




llactical Consideraons

= Maintain a “reasonable” standoff distance

= Request assistance; deploy responding officers to covered
positions

= Consider requesting an AR-15(s)

= Consider requesting SWAT

= Order the suspect to STOP all movement

= Warn bystanders to leave the area immediately
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“Whena Susgect ias baer
flatrzllizae

Do not approach the suspect
Do not allow others to approach the Suspect

mmediately evacuate the area (the explosive
device may still be detonated by other means)

= Officers should seek and maintain a minimum of
300 feet on all sides of the bomber/device

= Seek and maintain cover
= Await the arrival of the Bomb Squad

AN,
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2 History has shown that the Homicide bomber comes in all
shapes and sizes...Be Vigilant




Do floioe z e,

< Often times Suicide Bombers
WEVEERERERTHIESE
remote-control-device- or
timer on the bomber. His job
is to detonate the device
should the bomber himself
should lose his nerve

Don't attempt to apprehend
the bomber by sneaking up
behind him and attempting to
neutralize the bomber and
the device at the same time
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T2 PostlamicicaBamoing [ejecay)i

= The post blast scene will be bloody and chaotic

= Officers need to be emotionally and mentally
prepared to take control of the incident
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Remain Foclsead

2 Responding Officers need to remain focused
because there will be a significant threat to
rescue personnel in the form of:

= Secondary devices

= Blood borne pathogens

= Hazardous chemicals

= And the potential for structural collapse
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QRESPOTEEIIERDUEDEYGe
SECONUaRDEVICES

= Watch for Secondary devices

= The first device may have been place to draw first
responders in

= A secondary device may be placed anywhere in
particular points in ingress and egress as well as
possible C/P locations

= Terrorists have used thermos bottles, back packs
and flashlights to disguise bombs

= These devices may also be remotely detonated




Tiesoné’to EBINED DEVicesaBloodn
BOIMEEEIBZENS

= Watch for blood-borne pathogens:

= The explosion will create massive trauma to a
human body. There will be a tremendous amount of
bodily fluids and tissues present

= Tissues may contain HIV, hepatitis, or other blood-
borne pathogens which could contaminate both
bombing victims and rescue workers

= Protective equipment should be worn including, if
possible, mask, gloves, goggles, etc.




Be AWale ol tiedollowing:

= Un detonated or partially exploded devices

© Structural Damage can include:
= Downed electrical lines
= Broken water pipes
= Ruptured gas lines
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Esta0lish 2 Parifaiar

Perimeters are set up for two major reasons:

1. To ensure the safety of the public
- Evacuate the area to a minimum of 300 feet

- Look for debris furthest from the incident then double
the distance

2. To limit access in and out of the blast area/crime
scene
- This will reduce crime scene contamination, and
- Reduce the risk of injury from a secondary device



Condiict Crime SceneActivities

2 Most likely scenes involving terrorist activities
will be administered by the FBI and/or the ATF

> Typical responsibilities include:

=Insuring debris should not be removed by anyone
except Bomb Squad personnel

= Assisting the FBI/ATF if necessary
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ACUIVItIes continued,,,

= Officers should attempt to locate witnesses and
victims both at the scene and at area hospitals to
collect statements and if possible evidence

= |ocate security cameras that may have captured the
incident on tape

= If possible recover all tapes of the affected area that
are available regardless of the date recorded since
they may show terrorists scouting the area weeks or
even months prior to the incident




Conclusior

> Officers must be mentally and emotionally
prepared to contend with the chaos and carnage

> Officers need to remember the potential for
secondary devices

© Officers need to wear protective equipment

> By being prepared, Officers will have the
knowledge to

= Prevent further casualties
= Preserve evidence
= Assist in the apprehension of additional suspects
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