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IN THE UNITED STATES DISTRICT COURT 

FOR THE MIDDLE DISTRICT OF NORTH 

In the Matter of the Search of 
One Apple iPhone, Model Al428, 
FCC ID: BCG-E2599A, 

1:13MJ172-1 

IC: 579C-E2599A, 
IMFI: 013429009144615 

APPLICATION UNDER THE ALL WRITS ACT REQUIRING APPLE INC. TO 
ASSIST IN THE EXECUTION OF A PREVIOUSLY ISSUED SEARCH WARRANT 

NOW COMES the United States of America, by and through 

Ripley Rand, United States Attorney for the Middle District of 

North Carolina, and moves the Court pursuant to the All Writs 

Act, codified at 28 U.S.C. § 1651, for an order requiring Apple 

Inc. to assist in the execution of a federal search warrant by 

making available the contents of one Apple iPhone, Model A1428, 

FCC ID: BCG-E2599A, IC: 579C-E2599A, IMFI: 013429009144615 

(hereinafter the "Subject iPhone") , previously seized and 

authorized for search pursuant to a warrant issued by this Court 

in matter number 1:13MJ172-l. 

I . BACKGROUND 

The United States Secret Service ( "USSS") currently has in 

its possession the Subject iPhone, which was seized pursuant to 

a search warrant issued by this Court in matter number 

1:13MJ172-l. 
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The Subject iPhone was seized from the person of Calvin 

Andrew Honegan in the course of a criminal investigation arising 

in this district related to the passage of counterfeited 

obligations. Defendant Honegan recently pled guilty to Counts 

One and Four of an Indictment returned by a grand jury sitting 

in the Middle District of North Carolina under matter number 

1:13CR318-1. A search warrant was granted based upon the 

showing of the affiant, Postal Inspector Dustin C. Holland of 

the United States Postal Inspection Service ("USPIS"), that 

there was probable cause to believe that the subject iPhone 

contained evidence of a crime, contraband, fruits of crime, or 

other items illegally possessed, and property designed for use, 

intended for use, or for committing a crime. The crimes in 

question were suspected violations of Title 18, United States 

Code, Sections 371 and 472. After issuance of the warrant, USSS 

Special Agent Terry Tate seized the Subject iPhone for search. 

However, due to a "locking" security feature on the Subject 

iPhone, Special Agent Tate was unable to search the Subject 

iPhone without the technical assistance of Apple Inc. Apple 

Inc., in turn, refuses to provide such technical assistance in 

the absence of a court order specifically directing it to do so. 
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II. DISCUSSION 

The All Writs Act provides that "[t] he Supreme Court and 

all courts established by Act of Congress may issue all writs 

necessary or appropriate in aid of their respective 

jurisdictions and agreeable to the usages and principles of 

law." 28 u.s.c. § 165l(a). As the Supreme Court has noted, 

"[t] he All Writs Act is a residual source of authority to issue 

writs that are not otherwise covered by statute." Pa. Bureau of 

Corr. v. U.S. Marshals Serv., 474 U.S. 34, 43 (1985). "The 

power conferred by the Act extends, under appropriate 

circumstances, to persons who, though not parties to the 

original action or engaged in wrongdoing, are in a position to 

frustrate the implementation of a court order or the proper 

administration of justice ... and encompasses even those who have 

not taken any affirmative action to hinder justice." United 

States v. N.Y. Tel. Co., 434 U.S. 159, 174 (1977). In N.Y. Tel. 

Co., the Supreme Court held that the All Writs Act permitted the 

district court to order a telephone company to effectuate a 

search warrant by installing a pen register. Likewise, this 

application seeks a court order directing Apple Inc. to 

effectuate a search warrant by unlocking the Subject iPhone. 

The government's seizure of the Subject iPhone comported 
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with the strictures of the Fourth Amendment, that is, it was 

effected by application to this Court for a search warrant based 

upon a showing of probable cause. The Court should now issue 

the requested order so that law enforcement may search the 

subject iPhone for evidence identified by the warrant. 

WHEREFORE, the United States of America respectfully 

requests that the Court issue an Order granting the Application 

Under the All Writs Act to require Apple Inc. to unlock the 

Subject iPhone. 

This, the 21st day of February, 2014. 

Respectfully submitted, 

RIPLEY RAND 
United States Attorney 

STEPHEN T. INMAN 
Assistant United States Attorney 
NCSB # 26913 
101 S. Edgeworth Street, 4th Floor 
Greensboro, NC 27401 
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IN THE UNITED STATES DISTRICT COURT 

FOR THE MIDDLE DISTRICT OF NORTH CAROLINA 

In the Matter of the Search of 
One Apple iPhone, Model Al428, 
FCC ID: BCG-E2599A, IC: 
579C-E2599A, IMFI: 
013429009144615 

1:13MJ172-l 

ORDER 

ORDER PURSUANT TO THE ALL WRITS ACT REQUIRING APPLE INC. TO ASSIST IN 
THE EXECUTION OF A PREVIOUSLY ISSUED SEARCH WARRANT 

This matter is before the Court pursuant to the government's 

application under the All Writs Act, codified at 28 u.s.c. § 1651, 

for an order requiring Apple Inc. to assist in the execution of a 

federal search warrant by making available the contents of one Apple 

iPhone, Model Al428, FCC ID: BCG-E2599A, IC: 579C-E2599A, IMFI: 

013429009144615 (hereinafter the •subject iPhone•), previously seized 

and authorized for search pursuant to a warrant issued by this Court 

in matter number 1:13MJ172-l. Having reviewed the government's 

submission and the authorities cited in support thereof, the Court 

finds that such an order is appropriate. 

IT IS THEREFORE ORDERED that Apple Inc. assist law enforcement 

agents with conducting the search of the Subject iPhone, and that 

Apple Inc. shall provide reasonable technical assistance to enable 

law enforcement agents to obtain access to unencrypted data ("Data•) 

on the Subject iPhone. 
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IT IS FURTHER ORDERED that, to the extent that data on the 

Subject iPhone is encrypted, Apple Inc. may provide a copy of the 

encrypted data to law enforcement but Apple Inc. is not required to 

attempt to decrypt, or otherwise enable law enforcement's attempts to 

access any encrypted data. Apple Inc.'s reasonable technical 

assistance may include, but is not limited to, bypassing the Subject 

iPhone user's passcode so that the agents may search the Subject 

iPhone, extracting data from the Subject iPhone and copying the data 

onto an external hard drive or other storage medium that law 

enforcement agents may search, or otherwise circumventing the Subject 

iPhone's security systems to allow law enforcement access to Data and 

to provide law enforcement with a copy of encrypted data stored on 

the Subject iPhone. 
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Al though Apple Inc. shall make reasonable efforts to maintain 

the integrity of the data on the Subject iPhone, Apple Inc. shall not 

be required to maintain copies of any user data as a result of the 

assistance ordered herein; all evidence preservation shall remain the 

responsibility of law enforcement agents. 

IT IS SO ORDERED, this the 21st day of February, 2014. 

L. PATRICK AULD 
UNITED STATES MAGISTRATE JUDGE 
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IN THE UNITED STATES DISTRICT COURT 

In the Matter of the Search of 
One Apple iPhone, Model Al428, 
FCC ID: BCG-E2599A, IC: 
579C-E2599A, IMFI: 
013429009144615 

ORDER 

ORDER PURSUANT TO THE ALL WRITS ACT REQUIRING APPLE INC. TO ASSIST IN 
THE EXECUTION OF A PREVIOUSLY ISSUED SEARCH WARRANT 

This matter is before the Court pursuant to the government's 

application under the All Writs Act, codified at 28 U.S.C. § 1651, 

for an order requiring Apple Inc. to assist in the execution of a 

federal search warrant by making available the contents of one Apple 

iPhone, Model Al428, FCC ID: BCG-E2599A, IC: 579C-E2599A, IMFI: 

013429009144615 (hereinafter the "Subject iPhone"), previously seized 

and authorized for search pursuant to a warrant issued by this Court 

in matter number 1:13MJ172-l. Having reviewed the government's 

submission and the authorities cited in support thereof, the Court 

finds that such an order is appropriate. 

IT IS THEREFORE ORDERED that Apple Inc. assist law enforcement 

agents with conducting the search of the Subject iPhone, and that 

Apple Inc. shall provide reasonable technical assistance to enable 

law enforcement agents to obtain access to unencrypted data ("Data") 

on the Subject iPhone. 
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IT IS FURTHER ORDERED that' to the extent that data on the 

Subject iPhone is encrypted, Apple Inc. may provide a copy of the 

encrypted data to law enforcement but Apple Inc. is not required to 

attempt to decrypt, or otherwise enable law enforcement's attempts to 

access any encrypted data. Apple Inc.'s reasonable technical 

assistance may include, but is not limited to, bypassing the Subject 

iPhone user's passcode so that the agents may search the Subject 

iPhone, extracting data from the Subject iPhone and copying the data 

onto an external hard drive or other storage medium that law 

enforcement agents may search, or otherwise circumventing the Subject 

iPhone's security systems to allow law enforcement access to Data and 

to provide law enforcement with a copy of encrypted data stored on 

the Subject iPhone. 
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Although Apple Inc. shall make reasonable efforts to maintain 

the integrity of the data on the Subject iPhone, Apple Inc. shall not 

be required to maintain copies of any user data as a result of the 

assistance ordered herein; all evidence preservation shall remain the 

responsibility of law enforcement agents. 

IT IS SO ORDERED, this the 21st day of February, 2014. 

UNITED STATES MAGISTRATE JUDGE 
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