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INTRODUCTION

The Aviation and Transporiation Security Act{ATSA) (Pub, L. L07-71, 115 Star, $98) (2001) erpated
the Trangportation Security Administeation (TSA), piving the TSA Administrator authority 1o carry
out the provisions of chapter 449 of Title 49 of the Tnited States Code relating to civil aviation. This
¢ ludes respongibility for supervision of screening passengers and properly st airports, and authornivy
0 rweeive, assess, and distnbute intelligence inthrmation related to transportation secunty. The TSA
Administrator was further directed under Seetion 1611 of The Implementing Reconmendations of the
XN Comaission Agt of 2007 (Pub. L. LI-33) ("the 9411 Commission Recommendations Ac™) to
“provide advanced training ta teangporation secunty officers for the development of specialized
security gkills, inclnding behavior observation and amalysis ...ty order 10 enhance the effectiveness of
lavered fransportation seourity measures.”

The TSA Screening of Passengers by Observation Technigues (SPOT) program was developed by the
TSA Office of Security Operations as a non-intrusive means 10 ohserve and analyze passéngers’
hehavior (odeatity potendally high risk individuals, The program employs TRA 1ained Behavior
Detection Miicers (BDOS) ta sereen travelers for behaviors and mvolumiary physiological factors
(“behaviors™ thul may demonstrate stress, fear, or deception, which are mdicators of pussible hostile
intent. Tndividuals who exhibit these behaviars may be refereed for secondary screening at the
checkpoint. Riferrals are based solely an the specific observed behaviors,' and not no individual’s
apparenl race, elhnicity or religion. BDOs are trained to engage travelers in casual conversabion (o
determing whether an individual’s behaviors present a higher risk or if they have a non-threatening
origin. TSA conducts the SPOT scrcening program in approximately 161 airpons throughout the
United States. Atthe end of fiscal year 2008, TSA had wained over 2,300 BDOs 10 operate the
progrant.

The DHS Office for Crvil Rights and Civil Liberties” (CRCLY role is 10 ensure il the TSA SPOT
program polices and procedures comply with constitutional, statutory, regulatory, and cther legal and
policy requirements; are consistent with our tradition of mdividual liberties: and adhere to the DHS's
gtaemory mssion W enswee that civil Jibertes are not diminished by programs aimed at securing the
Lomeland. 6 US.C 8 IO KHG), 0 LLS.C 6 345 (a)(3-4), and, 42 U.S.C § 20002¢-14a).

CRCL conducted this civil libertiay imapact assessment (CL1AY using the same methodology applied in
satisfying the 9/11 Commission Recommendations Act reguiremenis for assessment of civil Iiberties

Yrsa BDOS are trained @ idennfy brbavwts Dased oo a sandardieed 18 of Tcwrs, The Factors are assigaed point values
hased on the degres to which a pamculay factor may indicate evidencs of stress, fear, or deception, Tndividuals who
exhitit chisters of identinied behaviors fram the hat ol o on the SPOT scoreeard, and whose total poine valug esceed
anidentificd treshold may be referred to secemdany soreening or W a Jaw endereewment afficer (LEQ) referral,

WARNING - This recard cottamms Sengitive Securty Tnforaanon thay i controlled under 49 CFR paris 15 ang
part ot this 1C adblye disclosed 1o persons widhout a “need o know™. as defined it 49 CFR Dyt 1520, except
with the written permission OFthemdalipinisbutor of the Trmsportation 3Ecuripy 8 Metration or the Seeretary of
Transportation. Unauthorized release may resy sl penalty o pbeseetton. For LS. Government agencies, puhlic
diselosure 15 govemed by 3 US,C0 353 and 49 CER g Tl L his document also contains information that i
For (fficiol Use Onlp and Law Enjges censitive fnformation. This COvmskal nay contzin attorney-client
commuugations, aborney eskBluct, and agency delibevative communications, all of which ma$™eileeed and not
subjeet to digalesm™Mitside the agency or o the public. Please consult with the Department of Homeland Security, OF

T Counsel befure diselosing any indornmton contaired in this docornent,
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impacts. This CLIA, however, was not mandated by statate but was ingtead requested by the then-
THA Administrator, Assistant Secretary Kip Hawley, TSA prepared this CLIA in coordination with
the DHS Office of Gengral Connsel and the DHS Privacy Offics, and complements the Brivacy
Office’s Privacy Impact Assessment (P14) dated Getober 5, 2008 (prepared by TSA and the DHS
Privacy Office). The TSA Odfice of Secnrity Operations and the TSA Office of Civil Rights and
Libarties provided CRCL background roatenal regarding the SPOT program policies, procedures, amd
lraining.

Seope of this Civil Libertics Impact Assessment (CLIAY

This assessment analyzes how TSA BRDOs observe, assess, and report on civi] avigtion travelers within
the: non-sienile regions and sterile checkpoint areas of airports, Our assessmen) 13 limited 10 an
analysis of the TSA SPOT passenger observation procedures. This assessment dJoes nol evalvate any
piher TSA security sereeniiig or checkpoint activities, and it does not address the legal status of
secondary sereening or other law enforcemment or security activitics within the airport security team’s
multi-layered approach 1o secunty in general. Further, this assessient dees not evaluate the aciivities
of other Federal, State, and tocal agencies or private seclor entilies that may help comprise the secnnity
tean at airports.

Tn condugting this assessment, CRCL relied on program documents:” intorviews and briefings with
TS A nformation published by TSA; Congressional testimony: outside reports; and, observation of
BOOs inaction. While conducting this assessment, CRCL consalted with the DHS Office of General
Counsel and the DHS Privacy Office.

TSASPOT Program’s Activities and Authoritics

The SPOT prowram is premised on seientific hehavioral rescarch which has found that individuals
under stress commonly display objectively observable clusters of behaviors and involuntary
physiological reactions, and that these factors taken together often are strongly correlated with stress,
fear, or in some cases deception” When clugters of factors are present. it may correlate with possible
hostile intent or wiher anributes thal cause the individual to pose a higher risk fo aviation safety than
other members of the traveling public. The presence ol a cluster of factors does nat always indicate
tereomist or other crmminal activity, but it frequently indicates an anomaly, and those engaged n

* Program documents reviewed nclude e following TSA, Directives: TSA, M3 1100.73-). Bmployes Respensibilivies and
Condust; Standards of Ethical Conduct for Enployees of the Executive Beanch: TSA Standards of Conduct; 8POT
Standatd Gperanog, Procedures; SPOT traming cowrse mateial and, the TSA Job Analyiis Tool,

* For purpnses of this CLIA, this rescarch way accepicd 43 aceurmtg.

! a5 record confaing Sensitve Sceneity Jnformation thal is conrolied under 49 CFR parts S5 20, Mo
pait of this record Mmsdaddisc losed w pergons witheut a "need to ktiow™, as defined in 49 Clbept™T5 and 1520, execept
with the wiitlen permussion ol Theswdoipistrotor of the Transportation Saamee T dministraton or the Searcmry of
Transportation. Unauthorized release may resu il oo | D setlity dction, For U8, Government agencied. public
diselerure is goveriod by 3 U5 552 and 49 C5 Ruwert?Ts it Dis document alse contains information that is
For (Micial Lise Onlp and Livw, ient Senstive Information. Thes Rl MY contatn attorne y-ckient
sowimunications, sUtol Lot rocduct, and agency deliberative conmmnications, all of which nipssapixilesed and ot
sghjoctosdweiire surside the agency or 10 the public. Please comult with the Department of Homeland SecorTg o

Sencial Counsel betors disclosing any information contained in 1his docurnent,
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terronist or other criminal activity are more likely than the general raveling public w display clusters
ol these factors.

I'he list of factors was derived from medical studies of antonomic responses to siress, fear, and
deception; (orensic evidenca ol 1errarist behavior pror 1o attacks or other terrdvist activity; petr-
reviewed studies; psychology lexthooks; and the expert opiion of highly experienced scientists and
law enforcement persennel, Each factor is assigned a poirt value based on the correlation between the
presence of that behavior and the degree to whuch the behavior 1g aswcuatvzd with mmnsm or other
malevolent acts. Poinl values are reviewed and upegrade ; . .

)i
signmificance and relevance of a factor comes (o light.
AT U g 114

The BDOs ave spectally trained Transportation Security Odfficers (TSOs). Seleetion {or the BDO
course is compeunve Candidates may qualify with one year of cxperience perfarmung muli-faceted
sceurity or reluted work (e.g. 180, private industry security officer, law enforcement officer, ¢ic ).
Prospective candidates ore evaluated on experience. education, awards, training, and seli~development
related 1o the positian, BDC cindidates aiso must pass o structored mterview 1 detcrmine i they
possess the core competencics needed to suceesstully perform BDO work.

Behavior detection is a learned skill raquiring a high degree of artention 1o detarl, good judgment, and
situational awareness, The training is rigorous with an approximate 10% percem course: failure rate.
Candidaies in BLXO traiving and perfonming behaviora) detcetion on the job are evaluated on ther
ability to objectively and cansistently identfy factors and other indicaims, W quantify the Factors
praperly, and to react appropriately. Great emphasis is placed on achieving uniferm applieation of the
SPOT standards. including uniform recognition of the facors, unifornt scoring, and wiform recitiation
of the SPOT factors abserved in the appraximatély 161 ainports that bave SPOT programs. 1ravelers
get the benefit ol the doubt it their reactions or behaviors are ambiguous; & central axiom of the
program is that “if you are not sure, then it di<l not happen.”™ The SPOT factors provide the BDOs with
a method 10 articalate objective facts about a traveler they believe may warrant {urther nspection, In
the event that 8 BDOY refers the traveler io a law enforcement officer for additonal mspection, these
articulable facts coudd help a taw enforcement officer establish a reasonable, articulable bagis for
imvestigative action.

BDOs aperate al and within Uie sceure areas of atrports. They arc rained to closely observe the
general flow of wavelers and the caviromment o develop o baseline of travelers” behavior and

i e Jhis record conlaing Sensitive Becunty Information tlat rs coniralled under 49 CFR paris 15 and Bt
pnrt ot this recOrd Mk Jisclosed 0 persons wihout a “rieed to knows a% defined 11 49 CER Pl 220, except
with shie written permseion of Theshdqarisirator of che Trampomanon Securily 4 soation or the Secratary of
Transportation. Unauthorized release may resu penalty or il i For U8, Cioverntment agencies, public
discloswre ix governed by 3 1L8.0. 35 and 49 CFR p T i L1 dintimenl ahsor comtaing iformation thal is
Far Officigl Use Onhe and Low Frfps Neusitive Infermation. THS ~Sewesgent 1ay  conizin atiorney-client
comnunicatlons, anorneysedettiiluct, and agency deliberatve conmannications, all o sduch rdsegivileged and oot
Rt K Gk turside the agency or 1o the public. Flease cpnsult wirh the Department of Homeland Sectvime
S¥heial Counsel before disclosing any infprmation comamed in this docuwmen
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reactions at o particular point v tirme, which in turn permits them © observe unusual behaviors and
inveluntary reactions (the factors or “hehaviors™). Fer instance, a traveler displaying indicators of an
mxdremely high stress level in g calm crowd | is unu:;ual and may mierit heightened scrulmy‘ but a
traveler dlprﬂYlh g the same stress f ,

o > beh t that crowd,
BB DS G 4(r)

Travelers exhibiting clusters of factors above the baseline level are assigned & point score based on the
total number of indicators present and the scoring weight of each factor. Maost travelers deviating
from baseline behavior will only have onc or two factors present and will receive a minimal score.
These travelers are alloweid to proceed without serutiny bevond BDO observation, Jikely unavrare tha
their reactions and hehavior have been closelv observed by the RDOs,

While in the checkpoind quewe, travelers are unobtrusively engaged by the BDOs ina conversational
ner in a brief, non-custodial encounter. BDOs are traived o elicit information
LIRSV ST g explain or resolve the presence of factors, The brief questioning that takes place
during SPOT sereening during thig time is entively optional for travelers, Travelers may decling 10
engage in conversalion with the BDOs. For most travelers though the brief conversation with the
BRO will explain and resolve the facors 1o the BDO s satisfaction and thereby eliminate the need for
referral 1o SPOT referral screening for further inspection of the wavelers' person and property.
However, once they are in the checkpaint area, no travelers are permitied 10 leave untjl all additional
TS A personal and property screening procedures (which arc not the subject of this assessment) are

completed.

Passengers with a mid-rangg score ate relerred to SPO T refercal soreening once they pass into the
imtial TSA checkpoint, SPOT referral sereening occurs afler the traveler enters the seraening area,
and 1s performed by BDOs and other T8COs, Such sereening may include the use of hand-held
oiagnetometer (metal detector) or similar adninistrative search of the person (such as a pat-down),
coupled with a thorough examination of their personal property, per normal TSA secondary sereentng
procedures. A BDNO referral is one of several reasons that additionsl screening may be applied.

Travelers whose cluster of abserved Jaclord®PIRIFUSC IO Felative to the bascline are similatly
guesttoncd by BDOs in an wnobtrusive and noi-custodial brief encounier. In addition, a law
enforcement officer (LEO) referral is made; one of the law enforcement agencics with jurisdiction
over that particular airport 15 contacted and notified that the passenger may pose a heightened risk 10
secarity. By siature, BDOs do not have law enforcement powers ard arg not trsined in all the tagks
thatl miay be necessary wdeal with a traveler who may pose 2 heightened risk o secanty. Upon LEO
arrival, the BDOs articulate 1o the LEQ the cluster of factors nbserved along with any other relevant

TG, This recond wmam:» Sengetive Seeurity Information dhat is contevlled ander 49 CFR parts 15 and L5

part o1 thiz record TMbsjsclosed 10 persons withoul a *peed w know™. a3 defined in 49 CFR parg bt 0 euept
with (he whilten pertrission oI wdgiitistrator of the Transpommation Seourivy, dev®Wiadon or the Scorstary of
Transportation. Unauthorized release may resu wql penalty or gibaees DN, For 108, Governmment agencies, public
disalosare b governed by 5 VST 382 and 49 CFR Bl M0 This docuinent 4150 containg informatien that 15
For (Mlivial {er Omly and Low P Sensitnee Information. THE spent may conlain allomey-chient
£ONTOUNICEons, attorig whepttuct, and aguency deliberative commuanications, all of whiN ke privileged and no
stibyject 1o disemm® ontide the agenoy wr 10 the public. Phease consult with the Department of Homeland SEMMmlbilics
hcral Coipsel before disclosing, any inlstmation comained in this dJocumemn.
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facis. The LEO may use that factual mformation as a basis to determing whether law enlorcement
action is appropnate, or may choose not te act. The decision is entirely within ¢the LEO s discretion.
Of the ravelers referred to secondary sereening, by BDOs, appraximately 25% of those referals
include an LEQ refercal.

BDO unit organization ks distinet friam the genera! TSO workfoice,. Wherever the BDO program is
active, the BDOs are in a segregated unit, typically reporting directly to a senior TSA officer within
the: airport, such ag an Assistant Federal Sceucity Mhrector (AFSD). BDO supervisors apply discipline
in thg same manner ag other TSA supervisors utilizing the flexibihity provided by the Aviation
Transportation Security Act (ATSA, P.L. 107-71} 10 promptly correct or discipline BDOs with
performance deliciengies,

SPOT program managers stated to CRCL that diseiplinary actions invelving BDOs typlcally do nol
involve performance of the BDO function, but genarally involve routine workplage issues such as
tardingss, absence without leave (AWOLY, or administranive deficiencies. The SPOT program
niahagers noled that the ability to fexibly coreect and discapling errant RIDOg is animporant control
and oversight ool for the program, In one instance, 4 RDO performance deficiency Jed a iraveler to
complain to TSA headquarters. By the time the complaint was reported 1o TSA headguarters, the
B had already baen disciplined by his supervisor. SPOT program management vigwed the
available personnel managetnent measures as a key 1o maintoining geod discipling amld oversight over
the BDO workioree.

POTENTIAL CIVIL LIBERTIES IMPACTS

Impact on Partwculae Groups or Individuals

Because the SPOT program entails a variety ol govemment actions affecting individuals, the acuvities
considered include the obscrvation and analysis of individual’s behaviors Iy TSA BDOs, the
collection, assessment, processing and sharing of personal mformation within 78A and with other
Federal, State, and local officials; and search and sevzure activities predicated on BDO observations
and referrals.

Foutth and Fourteenth Amendment [ssucs

The T8A is directed 10 provide “security in all modes of transportation,” “including—carrying out
chapter 449 (49 U.S.C, § 44901 et seq.) relating o civil gvianon secunity™ 99 US.CL ¢ 1 14{d). Inturn,
49 11L8.C. § #901(a) directs TSA ta “provide for the screeming of all passengers and property .. that
will be carried aboard a passenger aircraft.” That section further directs that such screening “shall take

PR, This record contains Senyitive Sequrity Infarmation that s conirotlsd wnder 49 CFR pares L NGO
pact Of thits rcOr M, distlosed o persoms wilhaut 4 “need v know ™, a8 defived in 49 CER Wand 1520, except
with the wiitten poomission QT mssaglpuinstater of the Tramportation Sy Minisaation oF the Secrctary of
Trangportation. Unawhorized relesse nuay re il penalry ction. For U8, Government agenctes, public
disclosare is governalt by 3 .30 552 and 49 ChEp Wm0, This dovament also containg information tat is
For Official Use Only and Low EsgewetBionr Senttve Infirmaon. s qunenl may contain auforagy.cliznl
SO icHions, Sorsewertproduct, and dpency deliberanye commumications, all of Wtwggy be privileged and o
ljecl o eelelire outside the sgency or o the pablic. Mlease consult with the Department of Homela iy Office

eneral Counsel before disclosing any informauen contaowd invhis documen,
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place before boarding.™ fd. Congress also directed TSA 1o “provide advanced training to
transportation security officers for the development of specialized security skills, ingluding behavior
observation and analysis” in order to enbance the effcctivencss of layered transpontation security
measures.” 9//1 Commission Recommendations Act, at § 1611, The general activities of the SPOT
program, which are in furtherance of TSA efforts to screen passengers and their property betore
hoarding are expressly authorized by Congress, but the legal inquiry dees not end there. Because
interactions between TSA and the public at large are government actions affecting individual rights,
the: Fourth Amendment and Fourteenth Amendments to the United States Constitution are umplicated
in some BDO activitics.

The BDOs perform three distinet activities relating to travelers that merit consideration under the
Fourth Amendment. They observe mravelers passing into and thromgh the secure areas in an airport
observing typical crowd behavior and looking for individuals displaying elusters of faclors associated
with stress, fear or deception that are out of the ordinary. They briefly tngage some travelers in a non-
custodial encounter based on clusters of factors as deseribed above, This engagement may include law
enforcement participation. Finally, the BDOs may refer some travelers for SPOT referral and may
make a request for law enforcement intervention if the BDO cannot resolve the observed factors or if
the raveler displays deceptive behavior or misconduet.

The mere physical, visual observation ol travelers does not raise significant questions under the Pourth
Amendment becanse there is no expectalion of privacy that would curtail mere visnal observation of
individuals in public by the govermment. “[W]hat a person knowingly exposes to the public ... is not a
subject of Fourth Amendment protection.” California v. (Freenwood, 486 1.8, 35, 41 (1488).
Because there 18 no expectation of privacy protecting travelers from mere visual observation, BDO
observation is not a scarch within the meaning of the Fourth Amendment. See fllinois v, Caballes. 543
LS, 405, 408 (2005) (holding “official conduct that does mot ‘compromise any legitimile interest in
privacy’ is not a search subjeet to the Fourth Amendment™).

Nor does a BDO's brief encounter with travelers compnise a seizure that would tigger FFourth
Amendment protections, Whether an encounter with the government amounts Lo a seizure 15 a fact
sensitive question that takes into account the totality of the circumstances, See Michigan v.
Chesternur, 486 LIS, 567 (1988). An individual iy seized only if *4 reasonable person would have
believed that he was not fiee 1o leave ™ 7 at 373 (citing United Stares v, Mendenhall, 446 1.8, 544,
554 (1980)). In Mendenhall, the Court held that:

a person is ‘seized’ only when, by means of physical force or u show of
authority, his freedom of movement is restrained. Only when sugh vestraint is

; geord contatng Sensitive Seeurity Information that is controlled undec 49 CFR parts 15 and 1520, No
part of this record tridy be kel o persons wuhout u need 1o know™, as defined 1n 49 CER pans 15 and 1520, except
with the wnnien permission of the f the “lmnvpmwnon Seeurity Adminiseration or the Secretary of
'1‘ransp0rtation Unanthorized TCIL&SG may result i vl r ather a.CllCrII For LLS, Government agencics, public
diselosure s goveened by § U8 552 and 49 CFR pans 15 and | aprient also containg information that is
For Oﬂu tal Uke Only and Law Eaforcement Seasitive Maformarzar. This doeurn s AL atromﬁywc]wm
commubications, attomney work product, and agency deliberative communications, all of which may be
subgect 10 disclosure outside the agenicy ar w the public. Please coniult with the Department of Homeland ‘Qlt*‘u]r'lly1 OFhe
ol General Counsel before disclosing any information contained in this document,

whly
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imposed is there any foundation whatever for invoking constilutional
safeguards,
Id. at 553,

The Court further held:

As long as the person to whom questrons are put remains free o disregard the
questions and walk away, there has been no intrusion upon that person's liberty
or privacy as would under the Constitution require some particularized and
objeetive justification.

Id. a1 554.

BDO policy and training stresses the non-custodial nature of BDO encounters with the traveling
public. As a formal matter, the traveler is always free 10 decline to talk with the RDO, and doing s0 by
itself would not increase or decrgage the traveler's score. As previously noted, most travelers who
speak with the BDOs will resolve the identified factors w the BDO's satisfaction eliminanng the need
for a refercad 10 secondary screening, However, for those travelers who decline 1o talk to the BDO and
are referred by the BDO to secondary screening the referal is based solely on the aggregate sum of the
factors identified by the BDO, and not whether the fraveler did or did not speak to the BDO.
Consequently, solely declining to speak with a BDO will not make a traveler more likely to be
subjected to secondary screeming or a LEQ reterrai. The style of questioning used - conversational,
non-intimidating elicitation - is aimed specifically at avoiding the impression of a coercive. stressful
environment in which the traveler does not feel free to not speak w the BDQ. A reasonable person is
unlikely to feel they are undor arrest or seized in these circumstances.

BDOs may refer the traveler tor SPOT referral screening which will be conducted once the raveler
pasises into the initial TSA sereening checkpoint; or if the traveler is inside the area secured by the
checkpoint when observed, then a secondary search will be conducted pre-boardng at the request ol
the BDO.* The natyre of the BDO-traveler interaction changes once the travelers enter a TSA security

* Roughly 75% of the referrals for secondary search result fromn an untesolved, mid-level score based on e factors
exhibited by travelers. In the remaming cases, sufficient factors are present to result in an unresolved high score, which in
wirn causes the BHOs to contact a law enforeement officer (LEQY member of the airpmt security eam, who then deterimne
whether ta intervene based on the RDOs" recitation of the factors observed, and other information, While BDOs may
equest LEO intervention, the LECQ questionmg is based only i part on the BDO recommendation. The LEO chojce to
intervens is smictly within the LEC s discretion. Bevause an LEO responding to a BDO tequest is subject to independent

ARNING: This record containg Sensitive Secunry Informaton that s controlled under 49 CFR panis 13 and 1520, No
part o ; disclosed 10 persons without a ° ‘need to know', as detined tm 49 CFR parts 15 and 1520, except
with the written permission drgtor of the Transporation Security Admumstration or the Sccrcmry of
Trazsportation, Unauthorized release may result in ¢ er action, For ULS. Government agencies, pubhc
diselosure is governed by 5 ULSA 352 and 49 CFR parts 15 and 1520, This ontaing mf‘orma:um thal 1y
For Official Lse ()n!y and Law Enfoovement Sensitive Informerion. This docurent may con
cotrmunications, attorney work procucr, and ageney deliberative communications, all of which may be plmlcgcd and not
subyeet 10 disclosure outside the agency or to the poblic. Plegse consubt with the Lepartment of Homeland Security, Otfice
of Cienetal Counsel before disclosing any information cantained in this document,

TSA 15-00014 - 007864



Civil Liberties Impact Assessment
; Home.land Sereening of Passengers by Observation Technigques (SPOT) Pregram
,,'g_“(.‘#. SeCurlty — Pagc 9

SENSITIVE SECURITY INFORMATION

screening checkpoint becanse such travelers may not depart until TSA has completed the screening
process. See United States v Aukai, 497 F.3d 955 (9th Cir, 2007) (en bane) (upholding TSA policy
prohibiting those who enter the seourg area from leaving without completing the serocning process).
Such restriction on movement constitutes a seizure within the meaning of the Fourth Amendment; it is
a " governmental termination of freedom of movement." Mickigan Dep's of Stare Police v. Sirz, 49
(.S, 444, 450 (1990). Beeause the travelers are not fige to depart and the BDOs may trigger a search
of their person and property, this activity is almost certainly subject. to the Fourth Amendinent,

Although it is clear that the Fourth Amendment is applicable to secondary searches, it is not ¢lear
which Fourth Amendment standards apply. The Supreme Court has not direetly ruled on the
constitational status of checkpoint and secondary searches, though it hag on three separate occasions in
dicig cited air transportation security searches as examples of searches that ought 1o be subject (0 the
administrative scarch maaondbleucbb inquiry, and lower courts have generally reated such searches as
adiministrative scarches,”

Administrative Searches

Secondary sereening searches have many of the characteristics of administrative searches, Like
administrative scarches, secondary searches are intended “to prevent the developruent of hazardous
conditions,” in this case preventing acts of terrorism or other violence on air carriers, See Bourd of
Educ. v. Earls, 836 U.S, 822, 828 (2002) (citing Von Raab, 489 U S. at 667-68). Like other
administrative searches, the government’s “need to discover such latent or hidden conditions™ which
could cause great harm is present, Fon Raah, 489 1).8, at 668, and practical considerations mzke
obtaining a warrant (which must be based on particularized suspicion) impracticable. fd. at 656
(upholding warrantless drug tests (o detect drug use by train operators).® The Ureat posed by terrorist

duties of lepa) comphancv and hcc’mc the process by which LEOs dawrmmc a course of aeton is gmwmm aside nf
I‘%A control, a legal avalysis of LEO response i Biese circumsiances is beyond the scope of this CLIA,

* See Chandler v. Mifler, 520 U8 308, %23 11997) (slating in dicta “where the risk te public safety is substantial and real,
blanket suspicionless searches calibrated o (he risk may rank as ‘reasonable’--for exarmple, searches now roming at
airpotts.. ") ity of ndiamapoliv v, Edmond, 831118, 32, 4748 (2000 (staving that the holding of the ¢use “does not
affeer the validiry of .., searches ot places like airports and government buililings, where the need for such measures to
ensure public safety can be particularly acute”); Nartonal Treasury Employees Unlon v, Yon Raab, 489 U5, 656, 675 0.3
{ID89) (stuting that Bower courts have applied Supreme Court precedents on administranve searches sind tound airport
searches o be reasonable). Additionally, lower courts have applied similar ests. See ey United States v, diukai, 497 F .34
W55 (9th Cir, 2007) Cen haney, nteed Stares v, Hartwetl, 430 F 5 174 (3d Cir. 2000); and, Torbet v Unived dirftnes, 298
F.3d 1087 (9h Cir, 2002),
¢ Sow also Farls, $36 108, 822 (upholding drug 1ests to deter and detect drag use by swdent athletes, another latent hazard);
Sz, 496 U8, 444 (upholding suspicionless stops and searches of drivers o detect and deter intoxicated driving); and,

wdhis recard contains Sensitive Security Infarmation that 15 conmalled under 49 CFR parts 15 and 1520. No
part ol this wecord D vt SONs wnhuul a “need to koow", as defined in 49 CFR parts 15 and 1520 except
with the wntten premission of the Adrnnisoe g ransportation Se-.umy Adwinmstration of the Seeretary of
Iranspouahon Unauthorized release may resale in civil penalry or L1,S, (Jwernment agencies, public
diselosure is governed by 8 1.S.C 552 and 49 CTR parts 15 and 1520, Thig documen{ Ime adntormation thal 8
For Ofcial Use Only and Law Eaforcement Sensttive Informotion. This docwnent may conlain anorme:
conviunicatons, attoracy wark product, and ageney delibevalive communications, all of which may be privileged and nat
subject to discloaure ouiside the agency or to the public, Please consult with the Deparimeat of Homeland Security, Ctfice
of General Counsel belore disclosing any information contained in this document,
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groups is demonstrably hazardous and severe, while their clandestine nature makes their threat appear
to be the type of latent or hidden threat that administrative searches are meant o detect.

Another key feature of administrative searches and secondary searches is that they are suspicionless;
they are not “related 1o the conduct of crirnal investigations.” Earis, 530 ULS. at 829. Instead, these
searches cqually burden all those sclected for search, law breaker and law abiding alike. Individuals
may be referred for secondary search at random, due to travel itinerary. during periods of heightenced
threat causing all passengers to be scarched identically. or when a traveler does not show
identification. None of these factors give rise to particularized suspicion. A BDO referral does not
comprise suspicion of invelvement in a crime, only that behavioral and physiological factors relating
10 stress, fear, and sometimes deception are present, the factors do not in and of themselves give rise 10
nanticularized suspicion of involyenient in a crime,

The final similarty between administrative searches and secondary searches is that the TSA's security
“nussion would be compromised if it were required to seek search warrants” 1o conduct routine
searches on all ULS, air travelers each day, which would greatly hamper air wavel. See Fon Raab, 489
1U.8. at 667. The threats TSA seeks to counter include individuals with bad intent, and weapons or
other dangerous instrumentalities that pose a threat to safety or would help wrongdoers commil
terrorist acts or other violence. The individuals who pose a threal to security may include terrorists,
criminals, and the intoxicated or aberrantly behaving individuals. They may hide weapons, explosives
or other dangerous contraband in their baggage. While an individual may be visibly aggressive or
display other obvious evidence of bad intent, most of these threats will be latent or hidden and
generally hard to detect without a search of personal property, or at least a brief encounter with law
enforcement or security rn:r.mnnel.1 Because these threats are hard to detect, it would be difficulr or
impossible for TSA 0 employ a particularized suspicion standard in determining whom to stop. A
weapon or bomb hidden inside a suitcase does not give rise to suspicion becanse it cannot be
observed; similarly an individual with plans to do harm does not obviously display evidence of those
plans. The TSA’s statutory mission of providing aviation security would he difficult or impossible
without the ability to search and brielly question travelers.

Thus it appears that courts would likely evaluate a BDO's determination that a traveler should undergo
secondary screening and the subscquent search as an administrative search.

United Stares v. Martnez-Fuerte, 428 U.S. 543 (1976) (upholding border searches as reasonable povernment activities
?inmd at preventing the smuggling of connaband and illegal imnngranon).

" TSA does not contend that the presence of a cluster of stress, fear or deception factors necessarily establish reasonable
suspicion o probable cause. {1 contends only that the presence of multiple factors above and beyond the baseline at that
iime and place may signal heightenad rigk.

fains Sepsitive Security Information that is conwolled under 4¢ CFR parts |5 and 1520, No
asons without a “need te know”, as delined in 49 CFR parts 15 and 1520 except
with the wiitten permission of the Admims z _Transportation Security Administration of the Secretary of
Tiansportation. Unauthorized release may result in civil pena ction. For LLY, Govermnment ageacics, public
disclosure i governed by 5 ULS.C. 552 and 49 CTR parts 13 and 1520, Ths contains information that 13
For Official Use Only and Law Enforcement Seasitve faformedion. This document may i atomey-client
commuunicadons, atiormey work product, and agency deliberative communications, all of which may be privileye
subject to disclosure owside the agency or 1o the pubhic. Please consult with the Depariment of Homelawd Seenrity, (Office
of General Counsel before Jisclosing any informiauon contained i this document.

WAR NI N LY} L.
part of this record nay be dis
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The courts do not evaluate administeative searches under the familiar framework of Terry v, Ohio, 392
LLS. 1 (1968), and other suspicion-based pillars of Fourth Amendment search and seizure law.
Insiead, administrative searches are subject only to a reasonablencss test which requires a court to
“balance the individual's privacy expectations against the government’s interests 1o determine whether
it is impractical to require a warrant or some level of individualized suspicion in the particular
context,” Sirz. 496 U8, at 449-50, In Sirz, the Court examined police checkpoints aimed ar deterring
and detecting individuals driving under the influence of alcohol (DUIJ). All motorists were subjected
to a briel stop and, if probable cause developed, a motorist would be referred for a field sobricty test.
The Court held that the brief iminal DUI checkpoint stop, objectively considered, was a minimal
intrysion on individual rights. The stops lasted 30 or 45 seconds, some questions were asked, and the
individual was frce to go i probable cause supporting a field sobriety test was not found. (‘ompared
10 the gross public hazard posed by drunk dnivers, the Court felt that the government’s minimally
intrusive actions were reasonable. The reasonableness of the DUI checkpoint stops was buttressed by
the fact that the police followed objective guidelines for conducting the stop, and all motorists were
subject to a similar degree of scrutiny in the imitial stop. /d. at 453,

In the present case, the government’s interest in preventing terrorist and other criminal exploitation of
the air transportation system and other violence aboard flights is both non-trivial and well-seftled. In
the wake of g series of well-publicized hijackings in the carly 1970s, Judge Friendly described the
government’s interest in air security as addressing the risk of *'jeopardy to hundrads of human lives
and millions of dollars of property inherent in the pirating or blowing up of a large airplane.” Unired
States v Edwards, 498 F.2d 496, 500 (2nd Cir, 1974). In Edwards, the court ultimately held that
suspicionless scarches in response 1o “that danger alone meets the test of reasonableness.” /d.

At the same time, an expectation of freedom from government scarch of the person and effects at
airports is probably not objectively reasonable, especially in light of the September 11, 2001 attacks
and the subsequent heightened security environment, Airport luggage searches were not uncommon
prior (o those attacks and imdividuals choasing to travel by air today are generally aware of heightened
air ransportation secunty efforts, which may have served (o erode what expectations of privacy
existed in the air ransportation context. See United Stares v. Hartwell, 436 F.3d 174, 181 (3d Cir,
2006) (“It is inconceivable that Hartwell was unaware that he had to be searched before he could
board a planc.”) Although the travcling public is likely unaware of the technical details of TSA
activities, it seems generally well known that certain Federal database checks may result in a personal
search, or that some individuals may be referred to secondary screening for various reasons, including
random selection, and that the detection of metal or contraband on the person may result in more
detailed searches. It is ualikely, therefore, that travelers have enjoyed a substantial, reasonable
cxpeclation of privacy and freedom from scarch at airporis for several decades, and the intrusive hut

NING : This record comlains Sensitive Secunity Information that is controlled under 49 CFR parts 15 and 1520, No
part of this he disclosed o persons without 4 “need 10 know™, as defined 1 49 CEFR parts |5 and 1320, excepl
with the written permissio inistrator of the Transporation Secwity Administration ot the Secretary of
Lransportation, Unanthonzed release may b \ enalty or other action. For Li.5. Government agencies. public
diselosure is governed by § ULS.C. 552 and 49 CFR parts [3 This document also contains information that 15
For Officied Use Only and Law Enforcement Sensitive Information. it may Confain atorney-chient
cormmunicalions, attomey watk produoct, and agency deliberative sommunications, all of which'n ivileged and not
subject 16 thaclosure outside the agency or (0 the public. Flease consuh with the Department of Homeland Secunt, vrid
of General Counsel before disclosing any information contained in this document,
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necessarily heightened security environment afier September 11, 2001, has likely eroded any
gxpectaion that may have remained.

The intrusion on the individual resulting from a search during a SPOT referral by BDOs is likely to be
held reasonable beeause it 1s the same level of intrusion to which all other travelers may be subjected.
A BDO refereal is sinply a neutral method of selecting individuals (or a type of search that covld be
conducted for varous reasons. or at random. The danger addressed by these secondary scarches is
grave; and, while undergoing a secondary search is potentially very inconvenient, the searches respond
directly to the threats posed by terrorists and other eriminals, while the intrusion posed by such
searches has long been treated as necessary and reasonable by the courts. The SPOT program’s
Standard Operating Procedures contain objective factors that apply to all travelers, thus reducing the
possibility of BI)Os improperly exercising theic authority, TSA is striving 1o refine the system, ensure
consistent application of the behavioral detection standards and to reduce the number of referrals 10
sceondary screening,

Some have expressed concern that althongh the SPOT program purports 1o target terrorists, individuals
involved in other forms of lawbreaking have been apprehended durng searches conducted as a result
of BDO refercal. CRCL believes that as long as the underlying administrative search was reasonable
and lawful, a court 18 likely to hold that incidental discovery of evidence of crimes other than terrorism
is permissible, based on the Supreme Court’s holding in /Finois v. Lidsrer, 540 U.S. 41% (2004), In
Lidster, the Court found that the underiying investigative stop was reasonable, and as a result the
evidence of driving under the influence (DUI) that incidentally surfaced during the stop was
admissible, The Court so held despite the fact that the initial suspicionless stop was not part of a DUI
enforcement activity hut was more in the nature of a courtesy checkpoint. Moreover, illegal items
found in “plain view" dunny a warrantless search. such as the search of an airline passenger’s luggage
for weapons or explosives, may be tumed over to the police and subsceguently used as evidence. Sve,
e.g., United Stutes v, $557,933.89, More or Less, in US. Funds, 287 IT.3d 66, 81-83 (2d Cir. 2002)
(law enforcement properly seized large number of money orders without a warrant because the
officers viewed the objects trom a lawful vantage point (i.c., the officers did not violate “the Fourth
Amendment in arniving at the place from where they could see' the objects) and it was “immediately
apparent that the objects were connected with cruminal activity").

plain-view seizure of valid because airport security screeners permitted to search briefcase for
weapons were not required to ignore evidence of erimes).

WARNING, This record contains Sensitive Secunty Information that is controlled under 49 CFR ports 15 and 1520, No
part ot thus rcwrd may be disclosed to persons without a "need to know™. as defined 10 49 CEFR pants 15 and 1520, except
iseion of the Administrator of the Tramsponation Security Administration or the Secretary of
Cranspoctation. Unauthoriz - ult in cml penalty or other action. For 1..S. Government agencies, public
disclosure as poverned by 3 U.S.CL 252 and 49 Ch 0,_This documnent also containg infornation that 18
Far Official Lse Onbp and Lawe Eyforcemeni Sonsitive lnfm'mmnm contain  attoroey-client
communications, atorney work product, and agency deliberative communications, alt of which inay be pri
subyect 10 disclruee autside the agency or to the public. Please consult with the Depaniment of Homeland Securiry, (ffice
of General Counsel bellore disclosing any information contamed in this document,
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SPOT Factors and the Fourteenth Amendment

The final legal question in this CLIA inquiry relates to whether the factors rehied npon by the BDOs
are comphiant with the Equal Protection clause of the Fourteenth Amendment to the United States
Constitution, ‘The sugpect classifications of race, ethnieity and religion are not included as factors
wilhin the SPO'T program’s 1ist of factors and behaviors, and BDOs ar¢ instmicted in rraining and in
the SPOT program policy against relying on lhose factors in makmg a determination 10 speak with
travelers or refer them to secondary set ; ed DOs age likely
subject only to rational basis review, | /51 4% U2

§ 114(r)

(b)(3):49 U.5.C. § 114(r)

W, -!RNIN(; This regord contains Sensitive Secunty Information that is contrelled under 49 CFR parts 15 and 1520, No
record may bt ﬁrscimed 1o persons without a “need to know”, as defined in 49 CFR pars 15 and 1520, except
with the wrtien dminisieator of the Transportation Security Admunistration o the %uetary of
Transportation. Unauthorized release may res ather action, For U.S. Government agencies, public

disclosure s govered by 5 US.C, 352 and 49 CFR pars 15 and 1520. :ontains nformation le i
For Official Use Onle and Law Enforcement Seasitive Information. ']'hls docuiment may contt
communications, attorney work produet, and agency deliberative commurications, all of which ruay be privileged and not
subject to disclosure nuistde the agency or 1o the public, Please consult with the Department of Homeland Secunty, Office
of General Counsel before disclosing any intormation contamned in this document.
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(B)(3):49 U.S.C. § 114(r)

Influence of Government

TSA’s role in coordinating, receiving and disiributing intelligence informarion regarding
transporlation security with other Federal, State, local and private scetor entities also has civi] liberties
mmplications. There are instances, however, where this information sharing with State, local und
airline personne) is both lawful and appropriate, such as addressing speeific threats to aivports,
obtaining suspicions activity reports from private individuals, creating incidant response plans that
incorporate the aviation industry, as well as other State and local efforts. The U.S. Constitution,
however, acknowledyes a delicate balance between the Federal Governmem and the people, and
between the Federal Govemment and the States, to prevent the accumulation of excessive power in (he
Federal Government. See Atascadero State Hosp. v. Scanlon, 473 U.S. 234, 242 (1985). To ensure
this balance remaing, it is important to clearly articulate TS.A s voles and responsibilities regarding
information sharing generated by the SPOT program with other Federal, State, local and private
entities.

When considering these roles and responsibiliiies, a conflict of law may arise between the Federal,
State and logal entities civil libertics protections. The information generated, collected and shared as a
result of the SPOT program resides on two Federal systems, the TSA standalone SPOT databuse and

d contains Sensitive Security Tnformanon thal is controlled wader 49 CFR parts 15 and 1520, No
part of this record may be SONs wilhout a med to Know™, as defined in 49 CFR parts 15 and 1520, except
with the written permission of the Adonistra portation Security Administration or the Secretary of
Transportation. Unauwthorized relzase may resubr in civil penalry or othe ] Governmt.m AFENCIES, puhhc
diselosure 18 governed hy 5 U.8.C. 582 and 49 CFR parts |5 and 1520, This document also ¢ ion that is
For Cfiicial Use (bl and Law  Enforcement Seasivive joroation. This docorent may contain arormey-o
communications, attormcy work product, and ageney deliberative conmuicatlons, all of which may be privileged and not
subjeet 10 disclosure owside the agency or o the public, Flease comsulr with the Department of Homeland Security, Otfice
of General Counsel before disclasing any mformation contained in this document.
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the Tactical Information Sharing System (T1SS). Beeanse the SPOT information js maintained in a
Federal system, it continues 1o be protected by Federal law, Additionally, the TSA Puvacy Oftice has
preparcd separate P1As for cach of these svatems and both systems are covered under TSEA’s Privacy
Act Sysiems of Records Nolices (SORNs). "TSA may grant access 10 these systems fo authorized
Federal, State and Tocal afficials who sre in turn bound by applicable Federal laws and regulations
regarding information sharing and protection. Addinonally, internal TSA policies also protest the
wntegrity and conlidentiality of these data systems, TSA einployees, including BDOs, are further
bound by TSA Management Direetive (MD) No. 3700.4 “Safepuarding Sensttive Personal
[nformation” which specifically prohibits the disclosre of oificial information without proper
authority; and that prohibition extends to accessing or guerying nformation for other than official
iginess.

Tiwe primary function of intelligence information sharing hetween TSA and other Federal, State, local
and privale entitics is to facilitate the flow of information ro predict security threats, warm
stakeholders, and take action to mitigate risks to transportation sceurity, CRCL will continue to
provide gmdanca to DHS and TS A on SPOT passenyger screenmg information sharing mitatives to
snsure civil liberties protections are elearly expressed i apphicable policies and procedurcs

NOTICE AND) REDRESS

A process of redress 15 an important procedural salegard becanse the manner in which TSA
implenients and operates SPCYT assessiments, and the way in which personal information collected s a
result of the SPOT program is agcessed, used, maddified, and shared between TSA | other Federal,
Statg, [ocal and prvate eatities may impact civil libenties. If an mdividual believes his or her civil
libertics have been violalal by a TSA BDO conducting SPOT assessinents there are several avenaes
ol redress ranging from informal w tormal procedures,

While at the airport, indrviduals who leel the SPOT screening was not conducted 1 a professional
rhanner may mamediately request w speak to 4 TSA sereening supervisor. TSA SPOT atandard
opeeating proceduces require a TSA SPOT Sceeening Munager 1o be on duty {or cuch shifl where
SPOT sereemng is being conducted. Addisonally, TSA deploys TSOs nfurmally ws cusiomer servige
tepresentatives within the security sereening cheekpoint 1o proactively assist travelers and address
specific complaints or concems, Individuals may also lile a complatnt directly with TSA
Headquarters by email or writing 1o the address shown below. In addition 1o responding to coneerns
or comptaints, the TSA Contact Cenler provides ptoactive traveler imformation including a Frequently
Asked Questions link for wravelers on e TSA public website, The websile address is

hitp://www tsa govtravelersicustomgrigdyonal _1029.slnm. The website also is viewable in Spanish,

WA LThis reconl containg Semsitive Security Information thal is contolied wimler 49 CFR paris 15 angdbee™So
part of thys secofM ek disclosed w persons without a "need o know”, us detined 0 49 CPR_pamer 8500 1520, axcept
with the wrilten permission © Admimsteatar of the Transponaton SecurimedtMistertion or the Searerary of
‘Transpottation. Uiauthonzad release may Tovedesngivil penalty of ouwe=t™ion. For U5, (overnment agencies, public
disclasare s governed by § VSO, 387 and 49 CIR pademeellTl 1530, This docament also contging infarmation that 15
For Ofiicial Use Onfy aod Lav Enjpia Sonsieve Jiformalmereetlis, document miy contain  aworney-cliont
conmmaunicanons, attomey woskee®nct, and agency deliberatve compumcations, alTwakich roay be privileged and not
subect 1o clisg Lo Taicle the sgency or 1o the public, Please consuly with the Depapment of HoRtmwad Securiey, Office
o Llerett®3] Counsed before disclosing apy inforemation cantained in this document,
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Address for mailing complaints:

Transportation Security Administration
Divectar, Office of (vl Rights and Liberies
601 South 12" Street - West Tower, TSA-6
Arlington, Virginia 22202

Attn: External Programs Dhyvision

Address for electromic inguiries andd complaints: TSA-ContactCenter@dhs. gov,

In addition to the TSA Contact Conter, IS Headquarters maintains a separate onling portal for
travelers 1w submit complaints and concerns. The DHS Traveler Redress Inquiry Program (IDHS
TRIP} is a ¢central IHS website to address concems or complaints regarding situations wherg travelers
believe they have faced sereening problems al ports af entry or they have been anfairly or ineorreetly
identified for addinonal gcreening. Complered DHS Traveler Ingquiry forms and any supporting
arachments may be emailed Lo the following address: TRIP@idhs.gov. Altematively. forms may be
miailed 1o the following address;

DHS Traveler Redress Inquiry Program {TRIP)
601 South 12" Street, TSA-00]
Arlington, Virginia 22202-422()

Anindividual may file a complaint with the DHS Otficer for Civil Rights and Civil Liberties, by ¢-
mailing a complaint 1o civilliberties@dhs.gov or mailing a complaint to the following address:

U5, Department of Homeland Security
Ortice for Civil Rights and Civil Liberties
Review and Compliance Unit

Mail S1op #0800

Washington, D.C. 20528

An individual may also file a complaint with the DHS, Chief Privacy Officer, by ¢-mailing a
complaint to privacyidhs.gov or mailing a complaint to the following address:

1).5. Depariment of Homeland Security
Chief Privacy Officer

AR, This record coptaing Sensitve Security [nformation thal is conmrolled under 4% CFR pans 15 ang i)
pact of thus record MPsidyie losed to persons withont 3 "need to know ™. as delined in 49 CHR pageedetfid | 520, coeept
with the wntten permission of TTE™edmigiacator of the Transporation. Securiiy Mstration ot the Seeretary of
Transportation. Unauthorized release ruay resull itiwsagianaliy or aehon, For ULS. Goverunent agencies. public
disclosure in governed by 5 U800 352 and 49 CFR papbeet?™ing rodewadis docuanient also contains infornation that is
Fer Qficial Use Onle and Law  Enloseen®it Senstiive fnformotion. This Ragl, May cantain stiomey-client
comnmhnicanons, altormey.ssester? i, and agency deliberative communications, alt of which mifyesatiffewed and not
subject 10 (e vurside the apency or to the poblic. Plrase consalt with the Department of Homaland SecunTy Sy

wbCiera] Connsel befine disclosing any enformavon consained in vis docurment,
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Washigton, D.C. 20528

Anindividual may file a complaint with the DHS Office of Inspector General (OIG), by emailing a
complaint to DHSOIGHOTLINEZdhs,gov or mailing a complaint to the following address:

1.8, Department of Homeland Security
Atin: Otlice of Inspector Gengral, Hotling
Washington, D.C. 20528

Singe 2006, when the TSA SPOT pilot program began, CRCL has received 53 tormal complaints or
intormal inguiries regarding alleged civil liberties issues anging fam THA passenger sereening
pperations al airports. OF those §3 complaints, onfy 2 involved allegations ariging out of conduct of
SPOT BDOs. These complaints involved allegations of waprofessional amd rade condut in
questioning a passenger and her accorpanying family members, and racial bias in selecting an
individual tor additional guestioong. The complaint involving allegations of racial profiling was
Clased after an investiganion tound wo evidences 1o snpport the allegation, Howaver, the B0 invelved
in the complaint was subsequently vemoved from the SPOT program for failure 1o follow standard
operating procedures which requirg BDOs (o operate in pairs and, becanse the BDO was in training, to
consult with a SPOT supervisor prior w reforring an individual for secondary screening.  The other
complaint was retamined by CRCL for investigation and temains open.

Uivil Remedies

Beyond the above cutlined redress procedures, 42 U.S.C. § 1983 provides civil remedies. The
Supreme Court has held 42 U.8.C, § 1983 allows an individual to bring a civil suit against a Federal
officer for damages sternming from a constitutional violation. See Bivens v, Six Unknewn Named
Agents of Federal Buregn of Naveorics, 303 118, 388 (1971); Bugz v. Economon, 438 1.8, 478 (1978),
CROCL, based on information provided by TSA, is unaware of any prior or pending civil suits
invalving alleged constitutional viclations by TSA officials regarding SFOT screening operstions.

SAFEGUARDS AND RECOMMENDATIONS

The primary safeguards against abuse of governmental powerg i the execution of the SPOT program
are substantive and meaningfit] day-to-day operational procedures and policies; rigorous cmployee
irdining; and appropriate supervisor'y, agency, and Congressional oversight.

VA RmeL, [his record coplaing Sepsitive Security Information thar is comrolled wnder 49 CEFR parte 13 and bt
part of Yiis record Tpssadise losed 10 persons without 2 “need o know™, ag defined in 49 CER pasesd®Thd | 520, exeept
with the writen permdssion ol ewsvdadigisicator of the Transportation Sedurits nstration o the Secretary of
I'ransportation. Unauthorized release may resu il penalry or gaher=t®hon, For U8 Oovernment agencies, public
diserlosure is governed by 3 U S0 S5 and 40 CER Datimee ™ Q00 sy [ his docament also eontens imformation that i
For Official Use Ondy and Laow Enfz Senstive  fnformation. This wRazpl may contain attorngv-clicny
communications, ation ey usker®ocr, and agency deliberative communtcanions, all of which Wsegpiviloged dod not
subpect 10 disclaser™ e the agency o  the publie. Plepse consule wih the Depargnent of Homeland Secilmmyreedice
ettt Ta | Counsel before disclosing any infvtmation vontained i this document,
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TSA bas taken a proactive role in establishing procedural, review, and oversight safeguards by inviting
CRCL to attend the SPOT wraining course, and to consult and interview SPOT program officials and
training instructors. CRCL believes TSA has promulgated sufficient and significant internal standard
operating procedures and policy directives to saleguard against the potential for civil liberties abuses,
The detailed SPOT SGP and additonal TSA administrative and management directives control the
day-10-day operatiopal activities of SPOT officers, proventing SPOT BDOs from making the kind of
impromptu decisions that can lead 10 civil liberties abuses. The SPOT SOP and TSA Directives
demonsteate TSA's zero tolerance policy for invidious discrimination or abuse in any form,

To further mitigate any SPOT BDOY's potential obscervational biag or abuse of diseretion, the SPOT
SOP requires that BDOs always operate in pairs and not individually. A supetvising officer is also
required 1o be in the security check point processing area at all times (o provide real-time monitoring
of all BDOs and TSOs, and the screening arca is monitored by video cameras. Any SPOT referral for
secondary screening or LEO intervention must always first be reviewed by the onsite SPOT
Supervisor.” SPOT supervisors also are responsible for ensuring all SPOT team members maintain the
applicable certilication in accordance with TSA training and certification policy requirements.

Additional safeguards against potential civil liberties abuses are found in the Standards of Ethical
Conduct fur Emplovees of the Execiutive Branch (5 CF.R. Part 2635 {the “Standards”™)), TSA Directive
No, 100.73-5, August 16, 2006 “Lmployce Respongibilitics and Conduet™ (the “Dirgctive™), and the
TSA Civil Rights Policy Statement dated September 30, 2008, These publications reinforee that TSA
employees must maintain a high standard of personal integrity, honesty, and action to sustain the
traveling public's trust and confidence, The Directive outlines specific prohibited behaviors regard ing
safeguarding personal information, the disclosure of official mformation, and accessing law
enforcement data systems for other than official use, The TSA Civil Rights Policy Statement
specifically addresses the potential abuses of bias-motivated conduct stating that TSA will;

o Fully comply with all applicable Federal laws and Executive Orders concerning civil rights and
civil liberties protections,

o Enforce a zeroolerance policy tor any form of haragsment in the workplace and i the
treatment of the public we serve,

+  Review and analyze, with the public’s civil liberties considered, how our policies and
operations pupact the programs and services we provide,

" As noled i the Rediess section of this agsessment, 4 BDO in training wus eemoved trom the SPOT program for failure 1o
check with the onsite supervisor before referring an mdividual for seeondary sereening,

WVARNING: Thl.» recovd contains Sensitive Secority Informaton that is comtrolled wnder 49 CFR parts 15 and 1520, No
part o gy be disclosed to persons without a “heed to kinow", as defined in 49 CER pans 15 and 1520, except
with the written permission istrator of the Transportativn Seourity Admuwstratnon or the Secretary of
Transportation, Unandharized release may resu ar other action, For U5, Government agencies, public
disclosure is governed by § US.C. 552 and 49 CFR ports (5 and 13 L0 a1k contains information that is
For Official Use Oniv and Law Frporcement Sensitive .’nfﬂrmamm This document 1 e y-en
commmications, attomey work product, and agency Jeliberative commuaications, all of which may be privileged a
subyject W disclosure owside the agency or to the public. Please consulr with the Department of Homeland Securiry, Office
of General Counsel before disclosing any information contained in this document.
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CRCL belicves that while the SPO'T program has significant administrative and procedural safeguards,
there are SPOT program features, i particular the identificd list of SPOT behaviors and the associated
scoring of these behaviors, which may be amended or changed ag (the program evolves and therefore
may require a periodic civil rights and civil tiberties review update, As previously discussed, the
BDO's SPOT reports, which are upleaded daily into the TSA SPOT database, identify the list of
factors and score which formed the basis of the BIX)'s referval of a frraveler to secondary screenmg,.
The TSA Office of Security Operations stated to CRC1. that the SPOT report information is uged to
produce both administrative and imtelligence reports as well as Lo study behavioral factor trend
analysis. TSA SPOT munagers also noted that these reports help track the freguency and cfficacy of
identifted behavior factors. The reports can show trends which may identify potential security risks by
waveler, by airport, by region and reporling officer. These reports also track the type and frequency of
the: behavioral factors identified the BDO in the SPOT reports,

TS A advised CRCL that since the SPOT program was implemented no factors have been retnoved
fiom the SPOT criteria and that one additional factor has been added. Because of the potential for
inclusion or removal ol additional factors, which may or may not have civil hberties implications,
CRCL recommends that TSA adopt as part of the SPOT standard operating procedures that thal the
addition or removal of SPOT factors require the prior review of the TS A Office of Crvil Rights and
Liberties and the TSA Office of Chiet Counsel.

TSA SPOT managers also identified to CRCL instances where the Joint Terrorism Task Force (JTTF)
through SPOT generated information in the TISS was able 1o wd in the arrest of known or suspected
criminals and tervorists. The JTTF did not, bowever, identify to TSA SPOT ofticials the particular
intormation that led to an arrest or the individual that was detained. CRCL concurs with TSA that
feedback from other Federal agencies such as the JTTF of “good catehes™ based on SPOT program
information would bath improve the elfigacy of the program and improve morale ang ¢sprif de corps
for BDOs to understand how their work is instrumental in supporting transportation security initiatives
andl the war against terrorism. CRCL concurs with TSA's position and would urge the TSA
Admiristrator to take steps to secure feedback from JTTF and other Federal agencies in the
intelligence and national security law enforcemeni communities in order to improve the quality of the
criteria used in the SPOT program.

Overall, CRCL believes TSA management directives, standard operating procedures, and employee
respongibilities and conduect directive provide sufficient guidance and direction to avoid the abuse of
official discretion, particularly personal bias in the conduct of otficial duties. CRCL, OGC, and the
Privacy Office will continue 10 work with the TSA Office of Secarity Operations in conjunction with
the TSA Privacy Office and the TSA Office of Civil Rights and Libertics ag they review and develop

WWARNING. This recard containg Sensitive Scourity Information that is cantrolled wnder 49 CFE parts 15 and 1520, No
W&M}%ﬂwy be disclosed 10 persons without a "need to know™, ag defiaed in 49 CFR parts (5 and 1320, except

witly the wrillC ool the Administrator of the Transportatien Secwrity Administravion or the Secretary of
Transportation. [nawthorized release” mav remesinagivil penalty or other action. For 1.8, Governiment agencies, public
disclosure s governed by 5 U500, $52 and 49 CFR parts 15 and™ S ewabis document also contains intornation that is
For Officidl Lye Only and Law Enforcement Seusitive Information. This docuimeg (. atiorney-chent
communications, attorney work product, and agency deliberative communications, all of which may be privilege
subject 0 disclosure outside the ageney or o the public. Pleage cansult with the Department of Homeland Security, Office
of General Counsel before disclosing any mionnation contained in 1his document,
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both existing and new procedures as necessary to address civil liberties issues as they arise regarding
the SPOT program,

Training

TSA has a comprehensive training program for all TSA TSOs including BDOs. Within TSA, the
Offige of Technical Traimng (OTT) is responsible for centralized leudership and direction of all TSA
training programs, Prospective SPOT students, whe are current TSOs with u mimimumn of one year
experience, receive advanced training from TSA SPOT certified instructors. SPOT training includes
four days of classroom instruction followed by three days “on the job training” at a participating
anport. Students must pass the classroom portion of training before being allowed to continue on fo
the on the job traiming portion of the program. Students who successtully graduate from the program
are assigned to participating airports as SPOT trainees under the direct supervision of a TSA BDO
Transportation Security Manager. To be certified as a BDO SPOT cam member the individual must
suceessfully complete the SPOT certificavon and recertification programs in addition to completing a
document and identification verification course. BDOs are required to maintain certification in
sereening checkpoint explosives trade detection and proper physical search procedures. If any BDO
fails o complete two 8-hour shifts within a 30-day period, the SPOT team member must complete the
SPOT recertification course before resuming SPOT team dutics,

TSA embeds constitutional law, civil rights, and civil hiberties training in the TSO basic training
courses, and the advanced SPOT BDO training. OTT and OCRL provided CRCL a list of courses and
maodlules, not inclusive, which incorporate civil liberties training on issues regarding questioning
travelers about their race, national ongin, religion, or ethmicity. The identified modules and courses
include:

o Professionalism and TSA Core Values

s Profegsionalism and Diversity

»  Ethics, Integnity and Conduct

* Relationships with the Public

» Issues in the Pertormance of Official Duties
¢ Abuse of Authority, and

s Persanal Conduct On and Ofl Duty, which in¢ludes the tollowing training:
© The First Three to Five Seconds: Arab and Muslim Cultural Awareness Training
for Law Enforcement (Video)
o Guidance Regarding the Use of Race for Law Enforcement Officers (Video)

adhis veconl contains Sensitive Secunty Information dhat s controlled under 49 CFR purts 15 and 1320, No
part of (his recor sed to persons without a “need fo know”', as defined In 49 CER parts 15 and 1520, except
with the wrinten permission of the isigteator of the Transporation Security Administration or the Secretary of
Transportation. Unauthorized refease may result 1n ¢ ather action. For L5, Government agengies, public
disclosure is governed by § US.C 552 and 49 CFR parts 15 and 1520, cni also contams informalion that is
For Ofiicial Use Onlv and Law Eaforcemene Sensicive Imformotion |his documen in attornav-client
communications, attorney work produce, and agency deliberative communications, all of which may be privi
subyect 0 disclosure ourside the ageney or 1o the public. Please consult with the Department of Horoeland Security, Ottice
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o On Common Ground: Sikh Amencan Cidral Awareness (Video)
¢ Inroduction o Arab American and Moslinm Awareness Cultures for DHS Personnel
(Vidgo)

These courses ensure students gain an awareness of civil nghts, civil liberties, and privacy issnes
involved in carying out TSA’S irangportation secunty missions. TSA noled the RDO classroom
training is extensively supplemented with training videos and practical exereises which identify civil
rights and civil liberties issues. Training videog are nsed (o demonstrae to students (he types of
scenanos they will encounter while performing therr duties as & BDO. Adrport demonsteations by the
instructors emphasize the central tenet of the program 1o lTocus on speeiiic identifizhly behaviors and
not an individual’s apparent race, ethivcity or cattonal ongin. Stodents in turn participate in practical
exercises aching as hoth a passenger and BDO 1o refine their abservational skilly,

CRCL independentily suppotts DHSs commmitment to the proteetion of ¢ivil nghts and civil Rberties
through the development of training materials, This imtiative, branded “Civil Liberties Institute,”
takes a proactive approach, helping DHS s frone line afficers imegrate respeet for civil liberties by
teaching best practices for compliancs wirth the Consttion, stamites, and departmental policies
proteeting mdividual rights

Disciplinary Proccdures and Oversight

TS A has developed strict uniformn procedures {or recerving, processing, and investigating allegalions
of TSA employee misconduct. TSA employees and private individuals can report allegations of
tisconducy 2477 to the DHS Inspector General, the TSA Office of Civil Rights and Liberties, the TSA
Comtact Center, and CRCL, Regacdless of the method of reeipt. all misconduct allegations are inpul
in a sceure electronic database and 10 accordance with DHS policies referved 1o the DHS-O1G for
independent review and investigation. The CUG mamtains the right of first refusal for any misconduct
dllegatioty involving a DHS emplayee. Allegations that are aot accepied by the O1G for inveshigation
are reforted to CRCL. The TSA Office of lnspection (O maintinns a codre of expenchced
investigators to evaluate criminal andl serious risconduct allegations involving TSA employees, Civil
rights or ¢ivil ibertics ullegations may be referred for admimstrative inquiry (o the TSA Office of
Civil Rights and Libertios or the employee’s supervisor,

Congressional Qversighi

Congress bus demonstrated g high toterest i DHS and TSA transpurtation seeurily sctivaties at LLS,
airports. Congtessional interest expands beyand the SPOT program 1o a full range of airpart

WARNING. This regond containe Sensitive Security Informanion that is connolled ynder 49 CFR pans 15 and 1520, No
part of dus record may be disclosed 10 persons wihuout a "neéed e know”™, as delined in 49 CFR parts 18 and 1520, except
with thy wrings ptrmission of the Adminisirator of the Transporlation Security Administration or the Sccretary of
Transportation. Unawthonzed release mav resule m cvil penalty or other acnon. For L5, Govermment agencies, public
disclosure iv poverned by 3 US.C 582 and 49 CFR pact, 15 s 1350, This docnmen also somtains information that ks
For Offfcial Use Only and Law Enfercement Sensiive Inpormatien. This document may  contain altormey-client
comtmialions, atomey work prodict, and sgeoey deliboranive comrnivations, all of wheeh may be priviteged and not
subyeen 10 dischnsure ouside the agency o (o the public. Please consult with the Departmient of Heomeland Secanty, Qffice
of General Counsel before disclozing any infornmaion conained in this document,
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transportation secunty issues beyond the scope of this assessment. TSA has kept Congress abreast of
SPOT program developments, See, e.g. 109 H. Rpt. 739, Jan. 2, 2007 (Judiciary Comrmittes)
{explaining that the Subcommirtee staff received briefing on “the implementation of the Screening of
Passengers by Observation Technigues (‘SPOT’) to screen possible terrorist and/ar illegal behavior,™);
109 H. Rpt. 741, Jan. 2, 2007 (Committee on Homeland Security) (“Stafl reccived a briefing from the
Logan International Airport Security officer on the Screening Passenger Observation Techmiques
Program, which was developed and rmplemented at ).ogan Airpont secure flight program.”™ The
tullowing list highlights recemt hearings and statenients on specilic airport transportation security
issues:

e Statement of Kip Hawley, Assistant Seerctary TSA before the United States Senate
Comunittee on Commerce, Science and Transportation, January 17, 2008.

» Keynote Address of Kip Hawley, Assistant Secretary TSA to the International Air
Transport Association (IATA) Security and Facilitation Forum, Washngton, D.C',,
June 18, 2008.

o Statement of Kip Hawley, Assistant Secretary TSA. before the United States House of
Representatives Committee on Transportation and Infrastructure Subcommittee on
Aviation, July 24, 2008,

»  Address of Kip Hawley, Assistant Secretary TSA to FBI Transportation and Terrorism
Conference, July 30, 2008,

Additionally, the Government Accountability Office (GAQ) has produced several reports on
issucs regarding U.S. airport security activilics and iitiatives, and is in the process of reviewing
TSA's behavior detection programs, including the SPOT program,

Congressional testimony, questions for the record, and regular briefings are an addittonal layer
of serutiny to ensure TSA's SPOT passenger screening policies and procedures comport with
travelers’ eivil rights and civil libertics, CRCL and TSA will continue to provide information
and agsistance to the various House and Senate commiitees to fulfill their oversight roles.

CONCLUSION

CRCL has determined TSA'S passenger screening operations at United States airports are unlikely (o
impact individual civil libertics in a substantial way. Existing TSA procedural and operational
handbooks, directives, standards of conduet, and rigorous internal oversight safeguard

JING. This record contains Sensiive Securicy Informaiion that is contwrolled under 49 CFR parts 15 and 1520, No
part o this e disclosed 1o persons without a “npeed to know”, as defined in 49 CER pans 15 and 1420, except
with the wrilten permissien o istrator of tllc Transportation Security Administration of the Searcimy of
Transpurlat:on Unauthonzed release may rasult’] or other action For U.S. Government agenaies, pablic
diselosure i poverned by § US.C. 552 and 49 CFR parts 15 and 13 geument also contains mformation that is
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communications, attoriey work produce, and agency deliberanve communications, all of which may be privi
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of General Counsel before disclosing any information contained in this decument.
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TSA's SPOT operations against abuses of civil
liberties, Any residual risk not mitigated by these factors is kely to be addressed by increased civil
libertics awarencss training, as well as heightened Congressional oversight and reporting
requirements. CRCL will continue to work with TSA to address civil liberties issues and concerns
identified in this agsessment 1o help ensure that procedural safeguards are embedded in the TSA SPOT
governing documents, policies. and procedures.

; pcord contans Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520, No
part of lhls cecord may ssons without a “need to know™, as defined tn 49 CFR parts 15 and 1520, except
with the written penmission of the Adani Trampormlion Security Administration or the Seeretary of
Transportanon. Unauthonzed release may result w civil penalfy son. For 118, Government agencies, public
disclosure is governed by 5 US.C. 352 and 49 CFR parts 15 and 1520, This docom ins lnl‘unnaucm lel ]
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