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MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/IfOUO) Report to the Intelligence Oversight Board onNSA Activities­
D-.JFORMATION MEMORANDUM 

(U/ /FOUO) Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that intelligence activities of theN ational Security 
Agency during the quarter ending 31 March 2010 were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive 
Order 12333, as amended. 

(U//FOUO) The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and t:,'llidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

th CYfiO . .11 
/ { .}1..<5~-::.---- c..& a~Atf 
GEORGE {fLLARD 

Insp_"'!~f?-rwzy.l r--:?--. ' ~( --) 
'-..,,~ t.•~ \~ t ~.Q"'" 

PATRICKJ. RE OLD'ti/ 
Acting General Counsel 

(U//POUO) I concur in the repmt of the Inspector General and the General Counsel and 
hereby make it our combined report. 

Encl: 
Quarterly Report 

This document may be declassified and marked 
"'UNCLASSIFIED/lEar Offi~hl 1 li'V GRl~·" 

upon removal of enclosure(s) 

:l ( "1 
,.,..~--~" I tJ ,l-1/ /. {if.. j tt 

?-~ .~ tf,Y I 

.l ( ·} l:J .~kt~lr,... 
KEfffi B. ALEXA:NDER 

General, U.S. Army 
Director, NSA/Chief, CSS 

te\pproved for Release bv NSA on 12-19-2014. FOIA Case# 70809 (Litigation) 
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1. {U) Intelligence, counterintemgence~ and intelligence~related activities that 
violate law, regulation, or policy subsbmtiated ch.sring the quarter, as well as 
actions taken as a result of the violations 

(U) intelligence Activities 

(U/,LFOUO) Unintentional Collection Against U.S. Persons 
· (S//SI//REL USA, FVEY) This quarter there wereOinstances in which Signals Intelligence 
(SIGll'-JT) analysts inadvertently targeted or colle¢ted communications to, from, or about U.S. 
persons while pursuing foreign intelligence taski}ig. AU intercepts and reports have been deleted 

.. or destroyed as required by United States SIG'fl\!'T Directive (US SID) SP0018. (I?) ( 
1

) 

(o)(S)~P.:.~~.~~-36 , .... ··ftb).( 1 ) (JJ}. ( 3) -P. L. 86-36 

(U)I ITraveltotheUnitedState,s::· .. /(b) (3-Y..,E'.:L' 86-36 (b)'\.,3)-18 usc 798 
/:>· ' . (b) (:3·) -50 usc 3024 (i) 

(T8,4'£I,4'RBL USA, FVEY) O.lJ·f·: ... ::: ... · l an NSA analy~t.ilii:tdv.~r.tently targeted ~b·e e-mail 
to an il)diVi.dual while he was in the United States froinl · . ..,I 

......,..;..;..;;.=.......,;...;......,,..fl)e·~nal st was not aware of the tar et's travel to the United States lintil 

tota o pieces of intercept was collected during the target's stay in the United States. The 
analyst deleted the query and results. ..,,,,,, ..................... \~1:?) ( 1) 

............ . ........ :::: .. ·:::::::::::::::::...... (':b)'··( 3) ~ P • L. 8 6"' 3 6 

(TS (1SI//}Tf~ larrl;':T.SAI~~g~~g~:::analy;t ~argeted ~m individual with dual··,u .. s 
and foreign citizens.hi.p.:whikthe"iiidividual was in the United States from I ..... ··1 
I l NSA .. was authorized under a consensual collection tasking order to target th·~ 
individual, who cunently lives in the United States, while 
the individual traveled outside the United States. The analyst later learned that the Intelligence 
Community (IC) customer knew beforehand that the tar et had returned · ,· 
United States on 

The target's telephone and e-mail selectors were detasked on rn:::additi6i1; 
queries were canceled and the results were deleted. AJ.ltraffic yv.as·p:Urg~d:from·NsA. databases. 
No transcripts were created and there was no reporting, ... Th¢.::1Cel.1stomer was reminded of the 
responsibility to inform NSA when a target~Qt9rs4h~tilllted States. 

,.··,.,n,., ... 

"(b")' (1) 
(U)Targeting (b) (3)-P.L. 86-36 

(U//FOUe-1 I· an NSA analyst discovered that a targeted subject believed to be 
a valid foreig...n. intelligence target was a U.S. person. I .... I 
I lbetorearepgr:J:.f.Tom an IC customer confirmed the subject's U.S. ci!~:t;:enship. 
The analyst deleted all queries ai1dresl.Hts;·ru1dnoreporting:v.y13.s issued . 

..................... .... ···· 
(b) (1) 
(b)(3)-P.L. 86-36 
(b) (3) -50 usc 3024 (i) 

Derived From: NSA/CSSM 1-5:2 
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\(h}:::{-3.) .. ::: P. L. 8 6-3 6 

\ .. (~1~}1 .. .. ·· ···· .J .. "!' NSA analyst targeted an apparently valid foreign 
\\ intelligenc.e target who turned out to··be·a·U.S,.person. While researching the selector before 
\\ tasking, the·an;:tlyst tasked a related selector. The.aiialystw~~ infonned by another analyst that 
\\the target was a·u.~~ person. The analyst detasked the target seie<.~torJ I No 
\I Were colle·cted from this tar eti 11 nd there was no reportmg. The branch chief 
\ reminded branch anal ~ts o become familiar with bra 1c 1 

(U) Database Queries ::::"'""'":>/(b) (1) 
. . ....... ·········· :::::::::::·::::::::·::: ... / (b) ( 3 ) - P . L. 8 6-3 6 

;:~ 0~.~~:~=~~ ~B~"tiZffo~c:7i2:;~i·::~~=e,:~~~: ~~o~~~!hat 
database. The retumed results from overly broad or incomplete querier/were deleted, and no 

.................. reports were issued. Procedural errors contributed to0ofthe v1olat}6ns. 
tw:~J::l.)'::::::::::::::::·::::::::::··········· ···························· · 
(b) q:~:~:~··· !e.~.. 8 6

&
361S;L/RBkiO UHA. FVE Y) .. A~~ N.SA anaFsf;:;;eifoin1ed.----./.uelies ·usin:gl 

(b) (3}~·l~· . .IJ.SC7.9.81. .......... '1'' IJ' !J I!J! 
(b) (.3) -·s·o:·u::~c.)o.2h (il ··· ............ .. 

I 
I 

.................. J 
· · ··1 lthe analysfbelievecll I ...,_ __ ....1 

··1 ~vas being used by foreign targets. No data was retrieved by the queries, and no 
reports were issued. 

I! cSHREL TO USA, r/EY) I NsA learned that analysts had perfbnned 
Dqu~t.}es between_ I~ raw SIGINT databases on telephone 
number ande .. n)ail selectors belonging to a for~\gn intelligence tar et while in the United 
States. On NSA received Attorne General 
query the target's selectors, ...................... A 
SIGIJ'H report included in ormation frohrtheS.,y,9l.l~~~¢S. ... Thequefie.sand results were 
deleted! l ......... m• mm"m"' ................. ,fbl..(l) 

(b) (3):::P.L. 86-36 

111 (U//FOUO) An NSA analyst mistakenly queried a co-work~i~'sl lin a 
raw SIGINT database, because the analyst was not familiar with the database's user 
interface. The analyst entered the identifier a second time because he thought he had 
mistyped the first time. He was counseled by management to review the database User's 
Manual before performing another search in the tooL No data was returned. 

m an NSA analyst queried a database 
selectors that cm1tainedOvalid U.S. telephone 

numb ... er_s_a-n""'d:-r---,r-d-:-d-:-i~ti:-o-n-a'l""l-po-t:-'el)tially valid U.S. telephone numbers. Assuming that the 

selectors had ~I:·ea?Y been properl~ vetted, th9 analys~ ran existing ?atal.Jay quyies to 
evaluate the e1lect1ven:e~s of a new tool. Th«;l que.ry y1elded approx1mat~ly ·esults. 
The analyst did not noteany U.S. informat~6n.ilia cursory revieyvofthe result set 
immediately after the query;. The ~alystde.leted the queqand all result.s..onjr------, 
I land t]:l~re was no reportin,g. The ;:thalyst w~s cot1nsei~r,lJo petsonally review all 
selectors befOre perfonning a cpieryi · · ··· ····· 

········ ........ ·····.... \,/b\ (;; ······. 
(b) (3)-P.L. 86-36 

TOP SECRET//COMFNTHHOFORN 
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TOP SECRET//COMfi.qTttN0¥'0~~-- .. / (~\. (3) -so usc 3024 (i) 

• (D/fl'ouqi ~~;;~~=:l~s!/ / . \\ , ·· a 
O.S. entity. Th~..targeting enor occ.~:u:red because t. e ana Y1t at e to verii)'\thaf 
I . ...-·· ]didnot belong to Pf.91eded entities befixe performing the query. \T~e aL..n....,alr-y-st~ 
re,p6rted that a database .featfire intended to warn users 94 h~d failed. 

_ . ...-The analyst was agvised to always veri.fyl l'before querying for thet~1. An 
..- · effort is tmg_yr.Way to detennin~ why the database did not warn the user that the'D 

.· ...- I !belonged to a U.S. entity. 

s (8,'/SV/rmL TO US_ryo1_ .f..YEYH ....... ~-~!.\-~1f),lysts queriedr---1 
...- .... : .. -..... J ~~-~ .. ~ .. !..~:W. .. .S.IGIJ.:J.T. .. databa:se:"·"E:Ji>ieces of traffic were fom~ 

·:::::::,,,,,,;:::::::::::::::::::::::::::::::::::::::::: .... queries .. a:n:d .. l'e'siilts were erased when the analysts exited the database. No reports or 
·'tb·) .. tJ..)_ translations were made of the traffic. The incident occurred due to erroneous guidanc;e 
(b) ( 3 ) ·""B.J::.: ... _

86
-

36and training received by the analysts. Action has been taken to con·ect the training and 
· · .. j!J1prove the guidance concerning the use ofthis database. Auditing functions are being 

instituted., and future training wiJJ include the appropriate caveats to ensure adherence to 
USSID SPOOl8.standards. There was no reporting. 

a . . · ·I I an NSA analyst mistakenly queried 
u .... u ........... u···· The error cc r e analyst 

··n:;:J:j}_l ·····uu. ... ... The query 

l~; g~:I&~vs~6;~2~11rned more than . ecm:ds. The query results w.eredeleted:on.4f.:~J?r.y~rr,, .. ?010, and 
the query was resubmitted w1th the con-ect query terms. .... ·· · j ( ~-) ( 1) 
·.. ! (b)(3)-P.L. 

-~···~·-.u~-.: ~~*A~~~~~r------1-a!i'NSA·~~alyst performed ~~ databrts.e 

that was believed to belong to a valid forei ni!ntelliae · 
target. The.t-__;~ ... ~ .... -..... ""'h,....o_w_e_· v...J'er, was located in the United States. · 

the analyst updated the record 
reference. The analyst deletehr.:-:-==~'T":':":':'~~:-r--------,r;:.;~ 
were issued. 

''(6Tt9-T·""·B,.,,.Jn,· 8 6-3 6 

............ ~-,,,"'('01/~U~,,,,.... I an NSA analyst discovered that a selector used in 

. ··. ····I lquedl@§'sincel.... u. belonged to a U.S. person whom the 
·····... · branch did not have authority to tm·getuntilFAA 704 targeting authority was received on 

········... 'I I The etTor occurred because the aiialystwasn~~Iy assigned to the 
········... office and did not have access to ~les containing updated tar~et infonnation: I I 

c:J the analyst deleted the quenes and the resultmg coHect10n. There was no reportmg. 

86-36 

csHRELTo usA, rvPd lanauditorinl()ririedasi1j)e~iso~i1~ai~> !(b)(1> 
newly assigned analyst performed a query in a raw SIGTI'JT data.basel l(b)(

3
)-P.L. 

86
-
36 

using his personal e-mail address. The analyst statedthattheT11tent for querying on his 
own e-mail was to "practice," because it had beeho~er a year since the ar1alyst last had 
database access. I hhe ~malyst deleted the query on his personal e-maii 
address and any results, without reviewing them or taking note of the number of results. 
No rep011s were written. The supervisor counseled the analyst on the requirements of 
US SID SPOO 18 and how these specifically apply to database queries. 

TOP SECRETHCOMRH//~ IOFORH 
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ro ES//RE!;;_.I.QJJ£A;· .. t.jiE~;·, . r:~~ ~~alyst performed ~ q~~+Y ~~i._l ~-__.1 
... ,,:: :·:................... .. ....... f···············Jiiia raw SIGINT database wi~hout.fi.i;st verifying with the request6.,r that the 
(o)(t)::::::::::::: ..................... sele.C.tQLYifaS a non-U.S.~ ....... ··I·Wl).ile performing the queries, th,e analyst learned 
(b)(

3
)-P · L. B6-

36 
- -frQJ?.~he rOqiieswrthaH~·"'': , _ -~":' U.S. and Cllllceled 1he q uefr. Th<i,~alyst 
deletedtheq1t~~y reSlJ.l.tswithout vtewmg theml J \ ... 

.. 

. · 
,• 

···-... ..·· \ ', 

~ (S//Sff/REL r..e·Usl;~,F1/£~1 I an NSA analyst inc~rrectly typed an 
c==Ji'i1 a query of a raw SIGINT database and performed a qtter)f\ that returi~ed 
~lts. The analyst immediately halted the query upon discove~y of the er~or and 

. deleted the query results without viewlng them. It is very likely that U.$. person ·. 
information had been collected because of the broad scope of the query.\ Nothing w~~ 
repmied or disseminated in any pmduct or service . 

an NSA anal st discO\\ered that his 

... , .. ,,,,,,_,,· ·· e ana Y.~.t eiete_~-:!h¢. query !.!~~ .. g:L.I~r.y . .retumed0results, which 
........ :::::Were:::nof.reviewed, .b.u:Lmost likelyconta:inedU:S~ communications. The results were 

·i·;,;;;;;;;;;;;;;;;;;;;;;,;::;:;;;:;,::::;;;:: -~::.: · · ·:deleted! I No reports were issued. 
(6)(·1} ... 
(b.{(:?:>--::: J? • i;;· 8 6·~3-6 .. 

·::,··;·~ ·· .... :. · ·{u). Detaskin~-~~~~~~s 

··.:·. ·. · .... : .(+s,~~~;J0.~iF)I lan NSA ana~;~~h~ii~~~~~i:edthatr-l----. 
··.to a U:S .. persoil involved in a hosta e · · t' 
ov.~rlookecl·· 

·· ... 

(SI/REL TO ugA, FVEYj lan_NSA analyst received an intercept from a 
targeted selector believed to have been detaske~ l ~ecause it belonged to a 
U.S. person. The telephone number was either never detasked or subsequen~ly had been 
retasked. The analyst deleted the intercept, and the supervisor co11firm~p the deletion. The 
supervisor sent a message tol ~·equesting ~h<;tt ~11 selectoi;s useqhy this target be 
detasked. ················· ··················· ;:,:,;::::: .. ,(b) ( 

1
) 

(U//FOUO) Dissemination of U.S. Identities ... >/ '(b) ( 3 )-P.L. 

(Tg/,1Sl/;L:FU3L USA, FYEY) The NSA Enterprise issy~d(··· ... ISTGTNT product reports\ch.u·ing 
this quarter. In those repotis, SIGINT ruw,lysts·diss.eminated communications to, from, qr about 
U.S. persons or entities on I . . l·occas.ions while pursuing foreign intelligence tasking t,his 
quarter. A total of[JsiGINT products were canceled as ·NSA~ p.nalysts 
learned ofthe U.S. persons, organizations, or entities named in products without authorization. 
All data in the canceled reports was deleted as required, and the reports were not reissued or 
were reissued with proper minimization. 

TOP SECRET/fCOMINTh'HOFORN 
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(U //FOUO)I - larrNSA"analysfsenrbriefilli,i''Ii1aiei:iafs-·thaiT~~l~d~d ~~~; u u ........ (b)(3)-P .L. 86-36 

SIGTI'\]T data containing U.S. person data to individuals who were not authorized to receive the 
information. The erTor was discovered by one of the unauthorized recipients. v~rhen notified of 
the error, NSA analysts replaced the briefing slides with a conected version and instmcted all 
recipients to delete the earlier version. (-p) ( 1) 

(b)_ (3)-P.L. 86-36 

(U) The Foreign Intelligence Surveillance A~t (FISA),bl-.C_3 l - 1 8 usc 798 
- (b) (3)-50 usc 3024(i) 

{U) Targeting ,, ...... ,_ _ '{b) (1) 

_ _ _____ ''~'::·,·"""""" _ :-.:_:._;;fj!(~) (3)-P.L. 86-36 

(TSNSM'.J>Tf) During re\ri~wofFISA, tas1cing '*~~qqiat~d 

(b) (1) 

with a Foreign Intelligence Surveillance C9qrt(FISC).order I\fsA analvsts.'discove<€( · · · - -
unauthorized taskin .... .. · 

review, an NSA.analysi determined thal 
I 1-The. tasking for both seiectorsL·-vy_a_s-~te"""r;;;..m-:i-n-ato:-. e-:d~o-n.,..._..;;... ................... r,-'-n-:q_i=,l ==!i:tli:--l·t:J.tercepts 
were deleted. Deletion of all intercepted-communications remaining in NSA repbsit9rie~-was 
confirmed onl 11\Jo re ortin occurred··· ·_.. c · ' ' ·..__ 

analyst also determined that the users of 
Both numbers were detasked o r------...L-----,~-:----:----;--;---:--~--:-;-r:--+."""7-::----~ 

was purged from NSA databases'--..,.--------,--------r-----~ 
from collection on these phone numbers were canceled on .__ _____ .... 

' from a non-targeted individual 
was 
dataJ-as_e_J-~e-v.,...ie-w-of~a--:-1~2~0-"""d:-a""'' --:--:----:-~ 

targeted individual betwe,en 1----;--;--:--:-~~---:-----;-----~ 
the intercept. The inte~Cept was deleted and the number was detasked. 
deleted from the Court order renewal process. 

(TSh'Sih'Hr~ lan·NsAanaly~t ~~~~1~1:~~~ ~ ~~~e\v of ~uth~rl~~~ tasked 
e-mail selectors,.discovered that 

he-analyst detaskedthe·e-maii addresses. No repqtting was 
issued b~sed on ta._r_g-et:"!"in"""g....-:-;t1"""1e_s_e_s_e;-le~ctors.l lthe unauthorized collection was 
purged fpom the da~abase. -·· · 

(TS//SV/ffr) .Dueto an enor in a datq.ba§~ ~~~ord, NSA continued the tasking of a target without 
authorization. On \vhile verif in selectors for renewal of a FISC order! an \l "'A 

The selector was detasked on and 
L---------------------------~ ~----------------~ 

(b) (3)-P.L. 86-36 
(b) (3) -18 usc 798 
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~;);,IJ-~ 4 ,_ t:: c::? 11 D ~~:)" (~¥-i?. '· L .. ~ 6-'---;gtr . 
()?}: .. (3) -18 ··usc .. 798 

'fOJ' . :SECKE'fh'COMll-fTh'HOFORl<J (~) Y:~l -5o usc 3oz.4. (il 
····-..... 

\\ ·········-.·. 

-...L.,!",.::..-.... ___ ...,.... ______ ._ ..... _ .... ..;;;.· .. ;...· .. ~-------1l No reports were issued based on traffic from 
'\ thfs. selector . 

.. 
\\ During the process o 

·············· .............. ··-------------..... 

(U) Database Queries ......... ::::·.::: .. :,:::::::,.::::::::::::;?t§~.~~ ~-P. L. 

I (S(= ::USA, fVE"l)l . rawJ;::~i::~~;~r f~~~~:';:L Lm;ite:6 
quenes Wit out lmutmg the search to Court-authonzed FISA traffic on / 1 he 
analyst did not view any traffic content and deleted the data on That same day, 
the analyst and auditot completed a detailed review of each query. There was no reporting on 
the query results. 

(T~!#~W/P.W) Business Records (BR) Order 

(U) Nothing to report. 

(U) The Protect America Act {PAA) 

(U) Nothing to report. 

(U) The FISA Amendments Act (FAA) 

· (U) Section 702 

·{·~'{,b) (1) 
,,::'' .~ .. /J\N?1 ( 3)-p. L. 8 6-36 

\ ... \. 

(U) Unauthorized Taigeting 

(8,4'REL TO USA, rYEY) During a n:;.vie~-o{F AA,.tasi<:ed-selectbrk NSA 
discovered that the user of a task~;;d sel~ctor had . 
The anal 'St had overlooked inf61mation in, .·· 
target tl{~ l]n:ited States.L..O,.;;.I; ...... _____ _....., The selector wassubmittcd 

for emergency detasking ~----~---' /...... ........... . 

.. · , iNS A analysts discovered that the acCO\mt 
belonging to a valid foreign intelligence target \. .·· wlio 
lives in the United States. T .,:;uialyst was not aware o t1e reqmrement to etas·~ the·selectop~ 
L.----r-~---------'111 the United States. The selector was detasked Ol).l._ ___ ..... _ 

l'ind all data and repo1iing from the FAA 702 collection was purged. · 

TOP 3E:CfUSTf/C01viB'ff7'/N0¥0R:N 
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('} (3}"'?0 usc 3024(i} 

purged by ...._ _____ ~ 
(SHSif/REL TO USA, FYE5/)L--.,------L:at:.:.1:..:N~T:::.S;;.::;.;Aa=n;::m:::.1.L.:;:.:~=;:;;...;;=;..;;.::.;;:;:,.;;;~ 
by a valid foreign intelligence tarcret 
United States. 

'------:----------~All data collected during the period.__ __ ___;. ___ ___. 
was purged. 

(~//~I/;'ft:BL TO USA, FVEY) I I anNSA'ai1alysfiiiadv'eiientiy t~~~~~~iH~~ H ~~~m-P. L. 86-36 
incorrect e-mail selector. The tasking en-or was not discovered during the taski11g review 
process. It was discovered when an analyst performed a query on the target using the incorrect 
address and retrieved results. The selector was detasked and retasked to the cotTect e-mail 
address o~ t The traffic was retained because it was obtained from a different 
selector. · 

(£P8V/REL TO USA:, FVEY) ·.1 I an NSA analyst discovered that a selector 
used by a valid foreign intellige"nce tar2:et had beenli I 

··~~-;:g:~:~J?.. L. 86-36 _i I 
(b) (3} -1s··u, ~~":':""'""r-r-r___,~fLhe two selectors li~ed by the target were detasked on;-1._ _____ ___,1 
(b) (3} -50 u~ ~v~• \J../ 

···- ..... 

.they .. d~d no# detas~{h~·:sf~lec;to:r>Furthennore, th.e.eustomer 
·. ·. 

(U) Database Queries 86-36 

(S"REL TQ us A fE£V) n . . .J.. rt, v 1 an{'ISA analyst discovered 

· The error occurred because the 
~;,:fi~rs~t-an-a7"ly-s-:-t _w_a_s_o_n_l:-e-a-ve-w-:h-e-n~t:7"h_e_s_e:-le-c~to_r_s_w_e_r_e_d:-e7ta-s7k-.e-;-d-. -:::1::;-'h ..... e a~aly$t de Jeted the qtle~:Y and 

the results upon his return from leave on I J ··('~)( 
1

} 

( b} ( 3} - P. L. 8 6-3 6 
(b) (3}-50 usc 3024 (i} 
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- _-' ! (b}'{;:l) -P. L. 86-36 

-~g~~~~~~:.~:.--~~{j~ks"IkRBETUHSA;·fVEY)I____ . ·r::.;~~A analy~t-fuistake~l(bl (h:~so usc 3024 (il 

··-::--. selector that had not been tasked under FAA 702 authont 
-~~~----~------~----------, 

return results;·-ai~d ho ,reports were issued. 

(Sh'SI//FCEL TO ;;~A~-~~:;~~EY)I I NSA analysts inconectly performed 
queries on FAA 702-tasked-sylectors in a raw SIGINT database. Analysts deieted the query 
results without viewin them oi1 "(.):)Tl1·7 

. L. 86-36 
usc 3024(i) 

(TS//SI//R:EL TO USA, FVEY) 
believed to be used by a forei intelli 
a U.S. city from 

the U.S. city. The selector was detasked on . and the' 
L.p-,I-n·-ge-o;e-f",';th_e_c_o";"11;-e-ct':'":'io-n_.was completed on I k ·h_u u - : • ·::: :;:;;;;;,,,;:;-.l~ ;_;::f:!; _ P. L. 

8 6

_ 

3 6 

(TS;~1S:b(1REL TO U~M., FVEOf) I I ru!:N~~ a~~lyst ina?vet)eritly 
I twhile aP.§;~yzmg query results on an··F · · · · ' _. · :_ m a 
raw SIGINT database. Believing thaiihe database ·, the 
analyst performed additional queries ····· ·· I~:queri.es.x~t~gp:ed results, 
which were deleted 01 (b) 

(b) (3)-P.L. 86-36 
(b) (3) -50 usc 3024 (i) (U) Tasking Error _ .. :f\{15") .. (:3..)-P.L. 86-36 

. .. . .: ~:-. . ... ·:::: .. :·· 

(U//FOUO) As pati of al _. ./ - _.i .lupd~teas~oci~t~d::tvlth::~n--ad.ministrative change, NSA 
analysts mistakenly retf;tSked0electonft~at hadJ:ieen detasked:·J !selectors, 
previously detaske(.l.because they were no'J¢p.ger ofir~terest, were retasked dufihg._-·..;;;.··-.. ,__ ~~~.......o..., 
u date. Data vya{collected from onlyc=J~Iectors and was purged from NSA databases: 

ai1 NSA anal st discovered that electors~ 
~----~~--~--~--~--~ There was no collection from these selectors . ....__ ____________ __. ,,, ... ··:::/(b)(1) 

(U) Retention -· · (1:>)(3}:-P .L. 86-36 

r---------..., NSA became~wiil'tiih~tl./ .. / / (ti)(
3
)-Sousj

3024
(i) 

.. / ·· / ihformation Jhat had been purged 
~fr,....o_m_o-:th_e_r~N~S::-A':""'""':d,....a,....ta-:-b-a-se-s-. -A;-s-o-fr---_....-1:,"71S;:;-A-;:-w-las investigating whether data acquired 

NSA discovered that · 
Ln_\_.un_e_r_o_u_s -re_p_o_r,....ts-:1-la,....d;-;b-e_e_n-:-i-~s-u-e-.dr. --~---t-. ---:. -------ra~nd was cunentl y conductirig 

research to determinejf atiy o;:..f:...t:;;h:.::;e.::.:se:...I:.:'e:.c;.;;;o.;;.;li;:;.s...:;w.;..;·a=s...;b;..:;a;.;;.se.;;..d;;...;;;.OI;.;;.1,.;;,;n;.;;.o.;;.;;n....;-c;.;;o~n;;;,,l ;;;,;;l.;;,;;ia""'n;.;.t .;;;d,;;,;.at,;,;;a'-'t""'h.-at._.l=la-.-d....,b __ e __ e,_n...._,··-
lpmged fT~ ?therdatabases.__ ____ ~~------------------~ 

(b)(1) 
(b)(3)-P.L. 86-36 

TOP SRCRET//COJVffN"T/,'HO:FORH 
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(U) Section 704 

(U) Unauthorized Targeting 
... ·····:.:?~~)(3)-P.L. 86-36 

·. 

(UI/fOUO)l l·a'JiNSA analyst discov_~~d tha\, mil I he had 
submitted tasking for a selector under an FAA 704 ord~f to[:Jcollection sites that were not 
approved for FAA 704 tasking. I I the analyst de tasked the selector fi·om the 
sites. There was no collection from these sites and no repmiing . 

. · an NSA analyst inadvertently queried a raw 
-~~~~~~~!2!Jhill~Q.lli~·eXidl1t:Oo"f.a U.S. person. Discussions 'vVith otber branch 

members ·eve~ied that the selector had previously been used by 
a U.S. person. . 1e analyst immediately d~tasl~ed the selector. The query returned records, which 
were deleted, and no reporting resulted. T)1e ,analyst was counseled by his branch chief on the 
necessity of researching selectors more caJefUlly before querying raw SIGINT databases to 
lessen the possibility of retrieving U.S. pe~·$on data. 

(U) Section 705b 

(U) Database Queries 

!./ 

.Ab)(1) 
,..-_::)' /(~).(3)-.f'.L. 86-36 

.: :, · .. · .. 

..... / / 

.... / / 

... i 
./ ! 

........... ·.·.·. · .. ····· ... 

.... ········· 

.... ············ 

.. ·_::''(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)'-50 usc 3024(i) 

L-...,...__,......,.._....,..--....,......----r-++-+--+~-·~:--~:--':""""::~~--~·th~_enor occurred because the 
analysts had not known , .. ·ontained the infomiaj:ion they· were authorized to search 
using FAA 705b selecto~s. fill d,ata retljieved \from the queries \:v~s deleted;.f:llld no reports were 
issued. · 

(~,L/RJJL TO USA,_fllC/) / i an NSA analyst inadvcitiently queri~da.selector 
a. target, )-'vho was auth?1~i:ed under FAA 7?Sb.~uthority. ?itO 

a.,....-----,..a-n-ai~1.--a,..y-s-:-t-re_.ceived the; selector and tmt1ated the query w1thout.researchmg 1t. 
The analyst deleted..-the query and resu~ts that same day. The analyst discovered that the selector 
had not been task~d because I I · · ·. . .I 

I land)iadbe..~n.<:i.~!~~E~.? .. e~~-~-i~~: for that reason .. There wa.s no reporting: onn ,· 
I : l'the branch cluef counseledthe·analyston.tne ne.c::~~§Ity ?f?.?n_:?-~1nmg ti-\esb.tus 

of targets pnor to targeting and runni~g a query. h hh hh M<
1
) 

'"'~ '9)-P. L. 86-36 
(S/;'REL TO U&A, fVflY)I . . I au NSA analyst perfon11~sl<i.l~ :::1)-50 usc 3024(i) 
query in an NSA raw SIGINT databa,se on a list of selectors for ay:alidforeign intelligeric~ 
target. The analyst later disc.overed ~hat the list inclu.gegc::::JFf\.A70Sb-approved sel6ct0rs. 
TheseOselectpr~ were not authofjz9d to 1-Js:.:,que.ded in tl?~ FAA 7021 ./ I The 
query and results '\Vei:e deleted onl ............................... J_'.i.Udtio reports were issued based on the 
query results. · · 

(8//SJ,~'REL TO USA, FVE\') ·· an NSA analyst ran a databa¢e query on an 
e-mail address used by an F AA.705b subject . · he analyst 
included! lcontaiPJng FAA 702 data:·.__ ______ __. 

TOr' SECR::ET/iCOMFNT//NOFORH 
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..... ·· :·?·(1:;1)(1) 

TOP SECRET//COMIHTH·NOFQlzH· (b)(3)•P.L. 86-36 
....... · .• (b)(3)-50 usc 3024(i) 

discovered the incident dt1ring a routine br_;;~ncK~~d~~~:of~~~~ries/..-The queryh~tumedO~esults, 
none ofwhich contained unauthoriz~.d-data and th,.u{were not .. deleted. There \:vas no repoli_ing. 

I hhe-sup~lvi:sor.cow1Sel~.d:the.ana.ly.~t q,ri.th~. ~~~~P.C?.~~~l!:~~-.?. fl I 
I lf6r FAA 705b .~:ubjects. .::::;;;;;;;;;::::::;;;;;;;;_:/(b)(1) 

,_;;..----..;...._-'-.. ...., .. . .. :::·:> // (b)(3)-P.L. 86-36 

~;;r!~:t~r~7o:!Ai rr;6~.:.~G~·ect .. in--a·1·~~··~~~;;!~J~:!~~i~~~iudi1Jt 
FAA Section 7021 l···the query res._glted·iJf ·· of'h1ter9.epts·: which wer~ all/ 
deleted by the analyst onl h:teletions were confim1ed.by·a supervisor on the sa~ite 
day. Although the training had been conducted to reinforce .. standards, this analyst was mi leave 
during the training. The analyst received training and:;t.·ne'~ working aid. ' 

-ffir~Et-Tt*ffi1!r::-!~m"1f------~an~~A analyst incorrectly queried the $elector 
used by an FAA 705b target FAA}02 data. The query and the rest~its were 
deleted by the analyst imme 1ately following incident'i;ecognitipq land no 
reporting resulted. The analyst was counseled on the impotiance of detemunJpg the nationality 
of the target and verifying the authorization before querying any selectors in~~~($19:IN{£} ( 

1
} 

databases. .················· / / (~·) ( 3}-p. L. s 6-36 

(SHREL TO USA, FVEY)I I·NSA~~~l;~~~;erform~d·s·e~t:~;ws on FAA705p 
targets in a raw SlGINT database containing FAA 702 data. The..anaiysts did not follow · .. · . 
guidance that prohibits guerving FAA 702 data while sears.hin~'(on FAA 705b targets.! ··1 

I hhe analysts were instmcted not to 
query on FAA 705b targets in tllis database. Efforts to modify the database's! ·1 
are being investigated. 

·:·)f(b)(1) 
(U} Detasking Delays · //(~)(3)-P.L 86-36 

(SHSih'REL TO USA, FVEY) I lan·~$.A·~~~~;:~t:~~~~~i~~~:'~i~:~il/ .. ··· . i I\ 
selectors for a U.S. person under an FAA 7059.ordefhad 11,9t-g~lt::deta§.ked the last tirr~e h

1
e \;;, 

returned to the United States. He ha.<J .. .bee1ihirgeted .sinS¢·1··"'':::::/ lhl:1t retul)16d to th,6 Uhitecl 
States in Oil · :::: ... •:d\~e:to a clocumentation·errod I \\ 

J ~:analyst discovered thad l 
1---------------!Zill=·atthe FAA 705b authoriz(ltion was abo,ut to ex ire. 

se ectors were venhe as detasked or inactive on~,._':'""":""-~-.-_..._.......,"""""""""""....._-,+-:--.-----.....J 
..__ ____ _.ltli~~e wereOitit~rcepts that vvere deleted on ...__ ____ ___. 

reporting on the selectors during tllis time frame. 

(U) Other 

(U) Unauthorized Access 

(U//FOUO)I I NSAanalysts dissemitiatedfawSJGll\l'TdatafO aJ1ff~· m (b)(3)-P.L. 86-36 
customer who was not authorized to receive it. No reporting was produced based on this data. 
The customer was instructed to destroy copies of the raw SIGlNT traffic. 

TOP SECRETI/COMRH'hHOFOftN 
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'(5) (1 ,... . . . .: .: . . . . 
(b)(3)-P.L. 8€>:36·· ........ . 

1 UP SECRE 1 1/COM.t!~'fhNOFORH 

(S//REt·ro .. ps·A~·\3"VEYj ... l·ii'feview·ofthe .. p:ub.H<::A.t.·ive shared by an SIGINT 
analysts revealedc:Jdocmnents cofltainiug__~l.!lPublished data derived fioitcFAAj I 
All documents were moved to access-controllecfditectod~~.or deleted, as appropriate. It is not 
known if any docmnents were viewed by personnel not cleared'fo~ FAA access. 

(U //fOU~ I anFAA~c1eared .. SIGTNT''analysdocated··~t·~·fi~t~·;i:t~: ... · .• :::::::::::::'(6)(3)-P .L. 86-36 

forwarded a translated document to three site personnel who had not completed·i·eg_llired training. 
The analyst recalled the message, and recall was confirmed guj I· A review of the 
traffic following the incident revealed no referenY.estoU~~:r persons in the translation. 

(U//FOue~ 1·-an;;·~i;·~~:~~o was not approved to access FAA 702 data 
viewed traffic derived from FAA 702 collection contained in a shared directory. After reviewing 
the list of analysts who had access to the shared direCtory, NSA discovered that two other 
analysts had access, but had not been properly trained and cleared. To prevent additional 
incidents, access to folders containing only FAA 702 data will be manually limited to those 

..... ,. . . . properly cleared for access. 
(1?'10t:::::::::::::::::····························· 

(b)(3)~P:;~~:~~~=r.s/Atril>ro:IJ$.;~;TVE¥)·! Ia SIGlNT analyst at an NSA field sit~ ~~~~l:lt~J~.<i. 
. ···tj~autp?.rized acces·stol !material I hrawSTGINT database.<b~~1~- .L 

86
_
36 

.. .._ AC'te$~tol ~ata was not authorized at_ the site. The lmauthorized access o~c~red ~~)(;)-~O usc 3024(i) 
-... becausethpse approvmg the analyst's request for access were not aware ofthe restnct10ns and 

.. ._ processed ther~quest based on the supervisor's approval. The ar1alyst's access was terminated 
.... 1 . ····1 

(SHREL TO USA, FV~YJ ~-.1 ---~~-..... l NSA discovered that raw SIGINT data had been 
released to an IC customer's server. The data was retrieved H··············· · ~ ············an.:::::;;:;{~)(1) 
NSA database containing :::::::·· ,{b),(3)-P.L. 86-36 

I IAccess·tothEdata ms een disab]ed, 
L-------------~~--~~--~ 

(U//FOUO) During a review of database accounts o~ lNSA'Hdi§:cov~i:ea-tfiatHi~~~;· (6}(3)-P.L. 86-36 

contractors had received unauthorized access to a raw SJGIN1' database y.vhiie deployed. The 
database accounts were terminated. ..·· / . . · · · : 

(S//REL TO USA, fVE'l) NSA d~~.9ovei;edl lth~t an analyst assigned to the , 
location of an lC customer h.~duriauthorized access to raw SIGJNT databases from! j 
I I The error occmTed because of inadequate contra 1 and datar.-6-as-·e ___ ___. 
administration procedures at the custorner location. The analyst's access to the databases was 
terminated. 

(U /,'Feu O) I I NSAdiscove·red thanbiee i)ers6ni1efretal:ned thei~: ~~~~~~~~ t~P) (3)-P. L. 86-36 

FISA infom1ation after changing assignments and duty stations. The unauthorized access was 
discovered when one of the individuals advised another to request access to an NSA database 
containing FISA data. When the request for access was denied, the persom1ellearned that the 
site was not approved for access to FISA data. The accounts were tenninated for the three 
individuals, and the site leadership is pursuing approval to access FISA data. 

TOP K~~CRBT/ICOMfNT//P<lOFORH 
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(U) Unauthorized COMSEC Monitoring Data 

............... ··:::'?(b)(1) 
... -:::: .. -·· ,;,........ ,.. ... -.. / (b)(3)-P.L. 86-36 

········· .. :····:::::::: ... --·· 
______ .... -·· --············ 

_ .. ·· 

~, NS'A.discoveted that a systei)llipgradi 
enoneously allowed COMSEC vulnerability analysts access to d.ata_ .. eollected l,fi1der the 
COMSEC monitoring authority. The analysts performed a total ofLJ·queries,Obfwhich 
retrieved unauthorized data. No reports were issued using the data from these queries. Upon 
discovery of the eJTor, the system was changed to prevent unauthorized access. 

(U//FOUO)I JNSA.l:lpalysts collected information in violation ofNational 
Telecommunications and Information Systeins·SecurjJy Directive 600. The unauthorized 
collection occurred because analysts did not verify tecltrllcal"datab~fore struiing the collection. 
Access to the unauthorized collection by analysts has been restricted \.iiitil'the-col.l.~_ction has been 

purged. . .......................... -----------·······-·······-···- ·····:::::::::::::::::::::::::::•;;;;;;;,_:;;;,;,;;.,;;;:;;;;::,.(b)(3)-P.L. 86-36 
(UNFOUQ..)I ~NSA·discoverecrthatagQ.llection·sy$.tem:co11:tirii:ied to _sollfict 
beyond the authorized monito~~~~}g_p.eriod·t.............. ______ .............. -- .......... J--·'rhe data 
collected! Uurtrbeen separ_?.ted-'om .. the data collected during the authorized time 
period and restricted_f:rom-access"Ui1til it has been purged. No reports were generated based on 
the I ~data:· · · 

(U) Computer Network Exploitation (CNE) 

,.,C'I,,CIT/n..TT.'~r....-----------------------,r----------'(i:i)(1) _ 
\ u "'" " ~ 

1 

I -~\\.\ p .L. 86-36 
18 usc 798 
50 usc 3024(i) 

r~~~~bTOUSh.Wml I\\ 
L-m--

1
(T-8_//_8-f/-/:R-U3-~L-T_O_U_8_l'_r,-F-.l-/E-.. -Y-)_I __________________ __.Ii \ ~~ 

: ~ 

~~~~~~~---------------=~~\ 111 -(TS/.'SiHREL TO USA, FVEY) 

TOP SECRETh'COMmTh~~OFORN 
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TOP SECRETNCOMIHTkJ>JO:PORj)f 

&! (TS/15~WRELTO U£A, FVEY)I 

I 
• fTSHSlf!RE!:: 'f() US), FVEYll 

r'T'C'<! W r I n..TP\1 
\ ·~••u71 

{,P)(1) 
@?){3)-P.L. 86-36 
(~)~~)-18 usc 798 
(~)(~)~90 usc 3024(i) 

·~ :: ·. ', ·. 
:::.\ ......... ·· .•. 

... ' 
:: '•: 

\' .. ·.\ .. \\·.· \II 
\\ 

: 't : • 

\ \ \ \ 
•, 

l. .. 

i \ 

~~,,~A~,~~ruHHltl~H~'TJir-1--------------------------~------------------------~~ \ 

(U) Counterintelligence Activities 

(U) Nothing to report. (P.)(1) 

(~)(3)-P.L. 86-36 
(U) Intelligence-related Activities <~/(~)~50 usc 3024(i) 

(S//SlHNF) To reduce the risk of unauthorized telephony collection and prevent vi~l~fi.mts, NSA 
instituted a process that gives analysts greater and faster insight into a target's location. \J I 

',\\ 

1~~~--~--~~----~~------~~~~~~~--~~~~TJn 
the instances when collection occurred, it was purged from NSA's principal raw traffic 
repositories when required. 

analyststounQ. e-mail selecto~:s 

a..,... __ .,;;;..,.,,...,..,.....__,...__,...--:---~~=------!this quarter. When collection did occur, it was purged 
! fron.t' NSA' s principal:raw traffic repositories when required. 

(U/(FOUO) Alth~~~~ not violations ofE.O. 12333 and related directives, NSA/CSS rep01is tvvo 
/·1JJ:8tanc~sin which database access was not terminated when access was no longer required. 

, .· bvce identified, the accesses were tem1inated. 
_x:::/··/ 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) TOP S[CRET//COMR~Tffl<fOFO:RH 
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2. (U) NSA Oftlce of the inspector General (OIG) Intelligence Oversight {10) 
Inspections, hwestigations, and Special Studies 

(U/Jfi'OUO) During this qumter, the OIG reviewed various intelligence activities of the 
NSA/CSS to determine whether they had been conducted in accordance with statutes, executive 
orders, Attomey General pro1..~edures, and DoD and internal directives. With few exceptions, the 
problems uncovered were routine and showed that operating elements understand the restrictions 
on NSA/CSS activities. 

(U) NSA/CSS Georgia Inspection 
(U!tTOUO) The NSAJCSS Georgia IO program, though not fully mature, has significantly 
improved since the last inspection. The program lacks a review element to assess the adequacy 
of oversight controls within NSA/CSS Georgia and tenant organizations. Processes put in place 
a..re not evaluated for efficiency, effectiveness, or compliance. Mission elements do not receive 
risk management reviews Hu·ough the IO program to evaluate oversight contro]s c01mnensurate 
with high-risk mission areas. Reviews to assess effectiveness of processes used to add and 
remove employees from IO training tmcking systems, assess training-compliance, and conduct 
analysis of incorrectly answered 10 test questions are not conducted. The NSA/CSS Inspector 
General will update actions taken by NSA/CSS Georgia to address the inspection findings in a 
future report. 

(U) Misuse of the U.S. SIGINT System (USSS) 

(U) Nothing to report. 
,,, .. (b)(1) 

(b)(3)-P.L. 86-36 

(U) Congressional, lOBs and ON! Notific~tions· 

(S/i'NF)I l NSA t~~~i~~~ t~~e·Congressionari~~~~~~geric~committees about 
database queries performed by NSA analysts! .......... !that were in violation of 
NSA' s minimization procedures or procedures governing information collected pursuant to FAA 
Section 702. This incident was reported 4~the 2009 Fourth Quarter Repo11. A copy of the 
notification is enclosed. . ..... 

{Sf./l'~J') I l NS~ ::tlfied the Congressional intelligence committees that 
certain data purges required by NSA's targeting and minimization procedures have been 
incomplete. (See the referenced item under "Retention," as it relates to FAA 702-related data, on 
page 8.) A copy of the notification is enclosed. Note: Tbe fact that NSA has discovered 
incomplete data purging-when the data should have been minimized----means that past 
quaTterly reports may have stated that all data related to an incident had been purged when 
complete assurance was not possible. N SA continues to work on its initiative to purge such data 
trom all relevant databases. 

(U) Other Notifications 

(gi,'/gV/NF) NSA has notified the Attorney General of all consensual and non-consensual 
intelligence-related activities associated with U.S.-person hostage cases. 

TOP SECRET//COMR Hh't<!OrORN 
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3. (U) Substantive changes to the NSAJCSS Intelligence Oversight Program 

(U) Nothing to report. 

4. (U) Changes to NSAiCSS published directives or policies concerning 
intelligence, counterintemgence, or intemgenct:H'elated activities and the reason 
for the changes 

(U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intemgence components that affect U.S, persons (DoD Directive 5240.1-R, 
Procedure 15) Inquiries or matters related to lntemgence Oversight Programs 

(U) Nothing to report. 

TOP SECRET//COMENTN~JOFORH 
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