MATIGNAL SECURITY ABGENCY
CEMTRAL SECURITY SERVICE

FORT GEGRGE G, MEADE, MARVEAND ZOVEHE-S003

28 May 2010
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
- THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/fF%@)'Repdrt to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/ROWO¥ Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that intelligence activities of the National Security
Agency during the quarter ending 31 March 2010 were unlawful or contrary to Executive Order or

Presidential Directive and thus should have been reperted pursuant to Section 1.6(c) of Executive
Order 12333, as amended.

(U//EeEe) The Inspector General and the General Counsel continue {o exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.
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Acting General Counsel

(U/E0YES- I concur in the report of the Inspector General and the General Counsel and

hereby make it our combined report.
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KEITH B. ALEXANDER
General, U. 5. Army
Director, NSA/Chief, CSS
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Quarterly Report

This document may be declassified and marked
“UNCLASSIFIED/EacQficial Use-Onalyt

upon removal of enclosure(s)

Bipproved for Release by NSA on 1@9-201'4, FOA Q_ase # 70809 (Litigation)

“FOR-SECRETHEOMINT/ANOTORN




DOCID: 4165211 |

1. {U) Intel ligenée, cbunt@réntééhgenée and mi:emgehcemréiated activities that
violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the vmiatmns

(U) Intelligence Activities

(UiFsHEUnintentional ﬁc&ﬁec&mn Agamst U.S. Persons
(S//SU/REL USA, FVEY) This quarter there WereD instances in which Signals IntalthmP
(SIGINT) analysts madvertently targeted or collected communications 1o, from, or about U.S.
persons while pursuing foreign intelligence taskmg All intercepts and reports have been deleted
or destroved as required by United States SIGINT Directive (USSID) SPO018.

4 th) (1) |
(b)(S) PL 8§ o o)1) (), (3)-P.L. 86-36
(L) Travel to the United S‘iateq ;’(b) (3)-R,L. 86-36 (b){3)-18 USC 798
: (b) (3)~50 USC 3024 (i)

AFEH SRS AT VES-On | an NSA analygt itiadvertently targeted thig g-mail
selector belonging to an mdmdual while he was in the United States frof |

through The ‘analyst was not aware of the target’s travel to the United States mm! ‘

total o] lpleces of intercept was collected during the target’s stay in the Umted States. The
analyst deleted the query and results. .

(TS ffSI'l IF%I ‘ l .......

...........

individual, Who currently lives in the United States, | jwhue
the individual traveled outside the United States. The analyst later learned that The IntelhgePCc
Commumty (IC) customer knew beforehand that the target had returned to his

{U) Targeting (b) (3)-P.L. 86-36
(U//rodey |2 an NSA analyst discovered that a targeted subject believed to be
a valid foreign intelligence target was a U.S. person. | .|

| |before a. report from an IC customer confirmed the subject’s U.S. cl_tlzcnslnp
The analyst deleted all queries and 7ésiilts; and no-reporting was issued. "

(b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)

Derived From: NSA/CSSM 1-32
Dated: 20070108
Declassiiy On: 20320108
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taskmg, 1he analyst tasked a related %elector The an'alyst was miormed by another analyst that

the target was a U.8. person. The analyst detasked the target seléi*'tml No

E:::lwere collécted from this targeting, and there was no reporting. The branch chief
i reminded branch analysts 0 become familiar with branch workine aids

(U) Database Queries . P.L. B6-36

—=SREEFOHSATFYEY On OCcas;gns analysts constructed pom database queries that
targeted U.S. persons, and on f'those occasions, the queries retumed results from the
database. The returned results from overly broad or incomplste queries were deleted, and no

repor ts Were 1ssued Procedural errors contributed to Dof the vmlattons

. |the analyst bélizved] |
[vas being used by foreign targets. No data was retrieved by the queries, and no ‘
reports were issued.

v {SHREETO-USA- R | SA learned that analysts had perforined
E]quenm between| lm raw SIGINT databases on telephone
number arid-e-mail selectors belonging to a forelgn intelligence target while in the United
States. On| | NSA received Attornev Generall lapproval to
query the target’s selectors,f A
SIGINT report included in ormanon fr hese querigs, The-queties and results were

deleted | -

(b) (3)=P.L. 86-36

®  (U//FeH6y An NSA analyst mistakenly queried a co-workers] Iin a
raw SIGINT database, because the analyst was not familiar with the database’s user
interface. The analyst entered the identifier a second time because he thought he had
mistyped the first time. He was counseled by management to review the database User’s
Manual before performing another search in the tool. No data was returned.

o . J— C 7

: ] an NSA analyst quel ied a database
using| [selectors that cohtamed[___]vahd U.S. telephone
numbers and [____laddxtmndl poteritially valid U.8. telephone numbers. Assuming that the
selectors had already been properly vetted, the’ arxaly'% ran existing database queries to
evaluate the ehecﬂvene% of a new tool. The’ quety yielded appm*umrltelyf___):} results,

The analyst dld not note’ any U.S. mfclmatl(m inacur sory rev1ew ofthe resuh set

ANV} " 1



DOCID: 4165211 b1, 86-36

(3)-50 USC 3024 (i)

8 (U/fﬁeﬁeal

U.8 a,ntltv The,..ta1 géting error occurred bﬁCﬁUab the analyC;t iaﬂed to vemiy that

\13

1epb1'ted that a database feuture mtended O Warn Users o 51 ad faxled
The analyst was advrsed to always verify before querying for therg. An
 effort is underwiy to determine why the database did not warn the user tha the!

E:bclonged to a U.S. entity.

SATYVEYT _INSA analysts queried
""" l ~_|in a raw SIGINT. database:~1-"Tpieces of traffic were found, ANl
—-guertes aid Tésults were erased when the analysts exited the database. No reports or
translations were made of the traffic. The incident occurred due to erroneous guidance
6 nd tranung rerelved by 1he analysts Acuon has bpen mken to correct the traini ng and

"-,

a SHA R | an NSA analyst mistakenly queried
lm a raw SIGINT database. The error occurred when the analyst

By .'""86_3 | the query

(b) (3)-&f=usc 302ueHned more than L__Irecmds “Fhe query resulta were.deleted on 4 Rbrua y 2010, and

'(- b) (1) _
(b) (3) -P. L 86-36

quervusmg that was beheved to belong to a valid forei n mtelhoe

target. Thé _-[however, was located in the United States.
the analyst updated the record ; |for future
reference. The analyst dvlete the query and results on | [ No reports

were issued.

| an NSA analyst discovered that a selector used in
belonged to a U.S. person whom the

| The error occurred because the analyst Was. newly assigned to 1he
. office and did not have access to files containing updated target inforniAtion:-
“[] the analyst deleted the queries and the resulting collection. There was 0o Teportmg,

-

, . o N (b)(N)
" IRET — J at aud for m[mrmed a SLlpg}j_Vl:’Or theta | (b)(3)-P.L. 86-36

database access. | Ithc analyst deleted the query on hts pmsona} e~-mail
address and any results, without reviewing them or taking note of the number of results.
No reports were written. The supervisor counseled the analyst on the requirements of
USSID SP0018 and how these specifically apply to database queries.

L3 V) - " L 13 Ey
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v ASHREEFOH s, { | an analyst performed a query on_
ia raw SI GIN T database without first verifying with the rec}uestm that the

---..AselaQiQ.l.A._.‘.Y%? anon-U.S, i W hile performing the queries, the analyst learned
'ﬁ'é'é;i‘m' ‘that the waa U §. and canceled the guery. The: analyst

. - | an NSA analyst mccmecﬂy ty ped an
it a quely o:t araw SIGINT database and performed a quer Y, that 1etumed

. esults. The analyst immediately halted the query upon dlscuvery of the error and

* deleted the query resulis without viewing them. It is very likely that U. S person .
information had been collected because of the broad scope of the query. | thmg was
reported or disseminated in any product or service.

~EVEY) |an NSA analyst discovered that his

a X 7
database account containéd a guery targeting|
.............. [Although the
analyst had not worked at NSA for five months—] |
|
i6.query| | The query. 1e1umed|:]rt‘bults which

. but most likely-contaiti€d U'S. communications. The results were
| No reports were issued.

. {U) Detasking Delays .

-@&‘;‘S'B‘;‘I*:‘F')'l- Jan NSA analyst discovered that I:}the selectors belonging
~to a U.S.. person involved in a hostage situation had not heen detasked  The selectar wag
0Ve1looked

| No traffic was collected

between] |
%@#&A—E—V&Q | an NSA analyst received an intercept from a
targeted selector believed to have been detasked] Ibpcause it belonged 1o a

U.S. person. The telephone number was either never detasked oy subsequenﬂy had been
retasked. The analyst deleted the intercept, and the supervisor conﬁrmed the deletion. The

supervisor sent a message to Ixequesinwwhg{ all selectors used by this target be
detasked. :

86-36

(U/f‘-’-eﬁe) Dlssemmatmn Of U.8, !den*aiaes

qua.t.tei A total of [:‘SIGNT products were canceled as NSA{ hnalysts
learned of the U.S. persons, organizations, or entities named in products without authorization.
All data in the canceled reports was deleted as required, and the reports were not reissued or
were reissued with proper minimization.

iy oy ~ ~
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(U//‘FGH@')] | fe NS A arial 3?“s'f"§é'ﬁt briefing matenals that mcluded raw - OE-PL 8- 3

mmrmatmn The error was dlscovered by one of the unauthorized rccxplents \V hen ‘”lOUﬁed of
the error, NSA analysts replaced the briefing slides with a corrected version and instructed all
recipients to delete the earlier version. "-(.b) (1)

' (b ) P.L. 86-36

) (3
( b)*{3)-18 USC 798
{U) The Foreign Intelligence Surveillance Act {FI SA} (3) “50 USG 3024 (1)

- {U) Targeting b) (1)
%) (3)-P.L. 86-36
- —(FSHASHANY-During| iated
with a Foreign Intelligence Surveillance Court (FISC) grderT RSN
unauthorized tasking related to seléctors or-the Order — 1

As a IPSLLH of the

T he taskmg for both seiectors was Terminated on| . Iandl ; Imte1 cepts
were deleted. Deletion of all intercepted communications 1ema1nmg in NSA 1epm;t0nes was
confirmed on }"No reportin occuned cti

analyst also determined that the users of

Both numbers were detasked ot] I lntercept collected from lhe tar, Q’Bted phones

was purged from NSA databases] J reports issued
from collection on these phone numbers were canceled onl |

J

. — lan NSA analyst identifi ed[_____lmterceots
from a non-targeted individual] | The telephone number
was fona date that r‘ould not be determined.. A
database review of a 120-day period revealed that idditional calls’ were made by a non-

targeted individual betweén BALE wpomng occurled from

the intercept. The intercept was deleted and the number was detasked. The Hitltnbét.was also

deleted from the Court order renewal process. {b) {1)
(b) (3)-P.L. 86-36

. i NSA analyst performing @_revi’éii}"éf authorized, tasked
e-mail selectors,discovered that _ i | |
|thé"dﬁa1ysi detasked the e- mall addresses No reporting was
i 1ssucd based on targeting these select01o| [ the unauthorized collection was
purged h‘om the databaqe

-@S#M%Due to an error in a database rerord NSA continued the tasking of a target without

autliorization. Onl lwhlle veritying selectors for renewal of a FISC ordu.f an NSA
afalvstl :

| The selecior was detasked on and
-P.L. 86-36
~18 USC 798 . -
-50 USC 3024 (i) —FOP-SECREFHEONMBNAIOFORN—
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numbers|

-18 'UsSC_798

-50 USC 3024(1)

| No reports were issued based on traffic from

this selector. T

XL

' During the process of rencwing the FISC order, the analyst notedl [

anatyst deleted all] alls.on
derived from targeting these selectors.

(U) Database Queries

~-P.L.

1 NSA auditor found queries|

Iraw SIGINT database. The analyst had Subnnimd| |

queries without limiting the search io Court-authorized FISA traffic on The

analyst did not view any traffic content and deleted the data onf

] That same day,

the analyst and auditor completed a detailed review of each query. There was no reporting on

the query results.

—JSHsSHM=-Business Records (BR) Order

(U) Nothing to report.

(U) The Protect America Act (PAA)

(U) Nothing to report.
(U) The FISA Amendments Act (FAA)
-P.L. 86-36

(U) Section 702

(U) Unauthorized Targeting - , j
~SHREE-FO-H A YE-During a 1ev1ew of FAA tasked selectm sy |nsa
discovered that the user of a tasked- selector hadl ]‘he Umted States.
The analyst had overlooked information in v{ . eport that.showed that the
target| |the United States on| The seiqctox was submitted
for emergency de’caskmgl I :
Wﬁﬁﬁ‘v‘ﬁﬂ INSA analysts discovered fhat the %ccbunt

belonging to a valid foreign 111telhgence target

e

in the United States. The selector was detasked on|

lives in the United States. The analyst was not aware of the requirement to detask the selectoy

‘and all data and reporting from the FAA 702 collection was purged.

Jwihio

1)

3)~-P.L. 86-36
3)~-18 USC 798
3)

-50 USC 3024 (1

B86-36

)
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~50 USC 3024 (1)

R - Ith’-‘ teug :
Iselectors used: by the target- were subsequently detaoke"d onl_ | On
it was discoveied fhat “Belector remained on taskm,g,] |

I The selector was cletaskéd o1 All collec”'@n was
purged by] .| - -

R —FS RS I lau NISA analyst found that the seléctors used
by a valid foreign intelligence target] the
United States.
land
|"All data cellecied during the period] , |
was purged.
TSHSHRFETO B A FvEw- fan NSA analyst inadvertently t tasked an ()1
(b)(3)-P.L. 86-36
incorrect e-mail selector. The tasking error was not discovered during the tasking review

process. It was discovered when an analyst performed a query on the target using the incorrect
address and retrieved results. The selector was detasked and retasked to the correct e-mail

address o1 | The traffic was retained because it was obtained from a different
selector.
; - ' an NSA analyst discovered that a selector
used by a valid forex an mielhgmce target had been : ]
-p.L.|86-36 ' '
-18-u |1 he two selectors used by the 1arget were detasked onl |
-50 UsT—svzT TL7
S i | durmg areview ebf FAA-tasked seieutors NSA analysts
discovered that a selector belongmg te a valid fomgm mfelhgencc target |
[ Jthe United States] Y : | Thé IC cu stomer.
| _Jthe-United States
- Jthe analyst submitied the'selector for detasking on’l l

Ithey dld not detaslf the seleutor “Furthermore, the cubtomer
daid not roliow pl‘oceduresl"w. R ; R, el |

| Pll.data collectad ﬁom]

NSA’s principal raw traffic répositories.

|was purged from

{U) Database Queries 1(:]@..) (3)-P.L. 86-36
“SHREEFE-HSAYEY | LmN SA analyst discovered| |

| |- The error occurred because the
first analyst was on leave when the selectors were detasked. The a maly% de]eted the “quiery and
the results upon his return from leave on | i

1
3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)
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“th) (1) -
T )(3) P.L. 86-36
................................ o ) (33750 USC 3024 (i)

ol _r | an NSA analyst mlstakenly queried’ ona
'»-i::::::;:-.__selcctox that had not been tasked under FAA 702 authority] g . 1.
j DR - The anaiysf queried the selector] 5 A.I

T ' khowed that the
selecer fhe United States. The query did not
return 1esuxts aad fie. repm ts were issued.

¥ SEYEY |NSA analysts incorrectly performed
queries on FAA 702-tasked selectors in a raw SIGINT database. Anal ysts deleted the query
results without viewing them ol — BT (L)
(o] (5)=-F. L. 86-36
(b)(3)-50 USC 3024 (i)

“ESHSHAREETFOHSATTFVEYT Onl {an. NSA analyst tasked the selector

believed to be used by a foreign mtelhgence target that|
a U.S. city from| -

| | Further 1esca1ch slivwed that| ]
| [ U, fa city. The selector was detasked on| . and the
purge of the collection was completed on YD)
~P.L. 86-36
| phile analyzing query re om a
raw SIGINT database. Believing that the’ database } the

analyst performed additional queries
which were deleted orf =

- |-Hhiequeries.refurned| |results,
(b)

(b) (3)~-P.L. 86-36
(b) {3)-50 USC 30241(1)

(U) Tasking Error

(U/AeH0) As part of a minisirative change, NSA
analysts mistakenly retasked] : |selectors,
previously detasked. because they were no'l onger of interest, were mtasked duriitg}-....
update. Data was ‘collected from onlylZLelectors and-was purged from NSA databases,
‘an NSA analyst discovered that electors; N| |

| There was no collection from these selectors.

“To)(1)

(B)(3)-P.L. 86-36
(ti)(S)-50..pSC 3024(i)

{L) Retention

EE-FO-H S AR Y NSA became awaxei’hat] R
l ; [izformation tba{ had been purged
from other NSA databases. As of| NSA Was mvequgzdmg whether data acquired
| I'NSA discovered that i
numerous reports had been 1bsucd| E{d was currently conducimg

research to determine if atiy of these reports was ‘based on non-compliant data that had been

%m %Pd from other databasesl

©)1)
(b)(3)-P.L. 86-36
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(U) Section 704

o | (0)(3)-P.L.. 86-36
(U) Unauthorized Targeting .

(Urres)| I-‘an NSA analyst dtsccvered tbat 0n| | he had
submitted lasking for a selector under an FAA 704 ordef to] ollection sites that were not
approved for FAA 704 tasking. | Ithe analyst detasked the selector from the
sites. Them was ne collection from these sites and no reporting.

TE"WSE‘?‘W)] | an NSA analyst mddve“te*lﬂy queried a raw

tratfic database using a selector that belonged to 4 U.S. person. Discussions with other branch
members{ . evealed that the selector had previously been used by
aU.S. person, The analyst immediately dctasked the selector. The query returned records, which
were deleted, and no reporting resulted. T}‘l\. analyst was counseled by his branch chief on the
necessity of researching selectors more caj eful]y before querying raw SIGINT databases to
lessen the possibility of retrieving 1.S. pelson data.

(U) Section 705b -~ o)(1)

b)(1) . :
cp‘j,'(-z)._«ﬁ_._l.. 86-36 (b)(3)-P.L. 86-36

(U) Database Queries (b)(3)-50 USC 3024(i)

ﬁ;nﬁl,L }9 85;7!,{ 4 EE& ’I

INSA anatvsts determmed that kPlPr‘mrq { ara

FAA 705D subject]| . .
| AR |The error occurred because the
analysts had not known| " / / Jon’talned the mformatlop they were authorized to search
using FAA 705b seiectms All data 19(:1 1eved from the queries wao delpted and no reports were
issued. S5 ; .
-G‘S#REL—ZFG-HS#WE%}I [ an NSA analyst madvertenﬂy quencd a selector
I [a target, who was authorized under FAA 705b .authority. G
I Jan analyst received theiselector and initiated the quer y withouit researching it.

The analyst deleted the query and xeSths that same day. The analyst discovered: that the selector
had not been tasked because -

and had been det asked ear h€1 for 1hat reason. 'J here was no repcrtmg an
1€ S e*us

of targets prior to targeting and rurmm a query.

)
. . .: L LBM3).P | 86-36
. Erfles ) ; |a;n NSA analyst performed. alw)-g,o USC 3024())
query in an NSA raw SIGINT datdbabe ona Ixst of selectors fi for a valid' ioreign intelligerice :

target._The analyst later discovered that the Tist includedf...-~] -WAA 705b-approved selcctors.

Thcse[:]seler‘tms were not authotized to be. quérxed in the FAA 702 ;] The

leted.onf | -] and 1i0 reports were issued based on the
query results. ®I). -
(b)(3)-P: L 86 36

o i - S| ..lan NSA analyst ran a databaJe query on an
e-mail address used by an FAA 705b subjectl e [The analyst
inciuded| [containing FAA 702 data."| Euperwsm

9
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¢ (b)(3)-P.L. 86-36
(b)(3) -50 USC 3024(j)

discovered the muden‘t during a routine branch’ aud1t of qum less The query retumed [___]re sults,
- none of which contained unauthorized. data and thus were not deleted. There Wwas no reporting.

| [the-supervisor counseled the analyst on the importance of

| [for FAA 705b '»‘»ubjCC'[S , o) v
. - 2 7 (b)(3)-P.L. 86-36
| BHSHREEFOUSAT VRS r oml l c{ﬁ:l){SA amlyst ueried -
mail selectors for an FAA 705b-subj ect] finataw SIGRY T database, inc udmg

FAA Section 702] |The query resultedin L IOI mteicepts which were all/

deleted by the analyst on] |delet10ns were confirmed bya supervisor on the same
day. Although the training had been conducted to reinfor ce, standards, this analy yst was 011 leave
during the training. The analyst received training and anéw working aid. ]

—(SHREETFO-HSATTVER) an NSA analyst incorrectly queried the gelector

used by an FAA 705b target| FAA 702 data. The query and the results were
deleted by the analyst immediately following Tncident 1ec0gmnor1 |and no

reporting resulted. The analyst was counseled on the xmportance ol aeterauning the nationahty
of the target and verifying the authorization before querying any seie\,tors in raw 3 STGVN(E

databases. (b) (3) -P.L. 86-36

-QS%H@-H&%—F%%I [NSA a analysts pertmmed sear ches on FAA 705b
targets in a raw SIGINT database containing FAA 702 data. The arialysts did not follow % ™.
guidance that prohibits querving FAA 702 data while se arohmg, on FAA 705D targets. :

| ‘the analysts were instructed not fo _
query on FAA 705b targets in this database. Efforts to modify the daiabase’sl |
are being investigated.

(1J) Detasking Delays

but yetumed to the Umtedi

States inf I 011] e g10 a documentatlon error,
|T he ana‘inL discovered that] |
ftliat the FAA 705b authorization was abodt to expire,
All selectors were verified-as detasked or'inactive on| | Betweenl I
and]| [-there wple[:]mtcrcepts that were deleted on ' There was no

reporting on the selectors during this time frame.

(U) Other

(U) Unauthorized Access

(U/Aear] | NSA-anatysts disseminated faw SIGINT data to an 1T (b)(3)-P.L. 86-36
customer who was not authorized to receive il. No reporting was produced based on this data.
The customer was instructed to destroy copies of the raw SIGINT traffic.

§ ¥ - -~

10
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TOP SECRE T//CONVITNTANOTFORM

(UIReEe |4 analyst who was not approved to access FAA 702 data
viewed traffic derived from FAA 702 collection contained in a shared directory. After reviewing.
the list of analysts who had access to the shared directory, NSA discovered that two other
analysts had access, but had not been properly trained and cleared. To prevent additional

incidents, access to folders containing only FAA 702 data will be manually limited to those
properly cleared for access.

: gl la SIGINT analyst at an NSA field site obtained

"---Aunauihouzed access tol |material | aw SIGINT database.(D)(1)
L\ccess ol ldata was not authorized at the site. The unauthorized access occurred (b)g; gOLUg%?foz 4()
becausé: those approving the analyst’s request for access were not aware of the restrictions am% ,
processed the- ;equest based on the superviscr’s approval. The analyst’s access was terminated

TSW&WE&L)-I I. NSA discovered that raw SIGINT data had been
released to an IC customer’s server. The data was retrieved] )
NSA database contammg] ..........................................................................................................

AL 86-36

(U//-E-G&@}Dw'ina a review of database accounts on] JN SA rhscoveted it two (b)(3) -P.L. 86-36

contractors had received unauthorized access to a raw ‘SI(JIN'I database wh]le deployed. The
database accounts were terminated. e .

~SHREE-TFO-B5AFETNSA discover ed ]tﬂét an analyst assigned to the

location of an 1C customer had-ui authorized access to rTaw SIGINT databases from‘ '
| | The error occurred because of inadequate control and database

administration procedures al the customer location. The analyst’s access to the databases was
terminated.

(U/FEHST | [ NSA-discoversd ihiat thieé personnel retained their accesses
FISA information after changing assignments and duty stations. The unauthorized access was
discovered when one of the individuals advised another to request access to an NSA database
containing FISA data. When the request for access was denied, the personnel learned that the
site was not approved for access ic FISA data. The accounts were terminated for the three
individuals, and the site leadership is pursuing approval to access FISA daia.

11
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LO14) N
" (b)(3)-P.L. 86-36

(U) Unauthorized COMSEC Monitoring Data

BT e [NSA discovered that a system-ipgradé _
erroneously allowed| |[COMSEC vulnerability analysts access to data.collected yﬁlder' the
COMSEC monitoring authority. The analysts performed a total of D"ﬁltlel'ies,l':lbf which
retrieved unauthorized data. No reports were issued using the data from these queries. Upon

~ discovery of the error, the system was changed to prevent unauthorized access.

(U/rFegey] [NSA analysts collected information in viclation of National

Access to the unauthorized collection by analysts has been restricted unfil'the-collection has been
purged. '

(UIFeHQ) | NS A-discovered ihat a collection systef ontifitied fo colléet
beyond the authorized monitoring period: | The data
collected[______ |has'béen separated. iremr the dafa collected during the authorized time

(U) Computer Network Exploitation (CNE)
iy [P.L. 86-36
118 USC 798

150 USC 3024()

g z 1 |
- 3
- ~ — ~y + “ I
i
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v ( '

(U) Counterintelligence Activities

(U} Nothing to report. )
(B)(3)-P.L. 86-36
(b)(3) 50 USC 3024()

(U} Intelligence-related Activities

-GS-A‘%HP&H-TO reduce the risk of unauthorized telephony collection and prevent vml
instituted a process that gives analysts greater and faster insight into a target's loca‘uon

) In

the instances when collection occurred, it was purged from NSA’s principal raw traffic

repositories when required. _.

LSHSHAEY
| 3 INSAI

i“mm NSA s prmczpal raw traffic repositories when required.

anaiysts*'ioundl___le»mai L selectors|
|this quarter. When collection did occur, it was purged

(U/fF@H@j’A thouoh not violations of E.O. 12333 and related directives, NSA/CSS reports two
‘ingtances-in which database access was not terminated when access was no longer required.

-"Onu‘ 1dent1ﬁed the accesses were terminated.

®)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i) w 7 d
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© 2. (U) NSA Ofiice of the Inspector General {0IG) Intelligence Oversight {10)
inspections, Investigations, and Special Studies

(U/F68) During this quarter, the OIG reviewed various intelligence activities of the
NSA/CSS to determine whether they had been conducted in accordance with statutes, executive
orders, Attorney General procedures, and Do) and internal directives. With few exceptions, the

problems uncovered were routine and showed that operating elements understand the restrictions
on NSA/CSS activities.

(U) NSA/CSS Georgia [uspection
(U/AFEHD) The NSA/CSS Georgia I0 program, though not ful]y matule, has significantly
improved since the last inspection. The program lacks a review element to assess the adequacy
“of oversight controls within NSA/CSS Georgia and tenant organizations. Processes put in place
are not evaluated for efficiency, effectiveness, or compliance. Mission elements do not receive
risk management reviews through the IO program to evaluate oversight controls commensurate
with high-risk mission areas. Reviews to assess effectiveness of processes used to add and
remove employees from IO training tracking systems, assess training compliance, and conduct
analysis of incorrectly answered 10 test questions are not conducted. The NSA/CSS Inspector
General will update actions taken by NSA/CSS Georgia to address the inspection findings in a
future report.

(U) Misuse of the U.S. SIGINT Systern (LUS83)

"(b)(1)

(U) Nothing to report. (b)(3)-P.L. 86-36 |

(V) C@nguessmnal 0B, and DNI Nwtgfscatmm

-S| | NSA notlﬁed the: Congressxonal mtelhgencc committees about
database queries performed by NSA analysts| |that were in violation of

NSA’s minimization procedures or procedures governing information collected pursuant to FAA
Section 702. This incident was xeported in the 2009 Fourth Quarter Report. A copy of the
notification is enclosed. -

SR | | NSA notified the Congressional intelligence committees that
certain data purges required by NSA’s targeting and minimization procedures have been
incomplete. (See the referenced item under “Retention,” as it relates to FAA 702-related data, on
page 8.) A copy of the notification is enclosed. Note: The fact that NSA has discovered
incomplete data purging—when the data should have been minimized—means that past
quarterly reports may have stated that all data related to an incident had been purged when
complete assurance was not possible. NSA continues to work on its initiative to purge such data
from ali relevant databases.

(U) Other Notifications

LSIHSHNE-NS A has notified the Attorney General of all consensual and non-consensual
intelligence-related activities associated with U.S.-person hostage cases.
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3. (U) Substantive changes to the NSA/CSS Intelligence 0‘ver§igh't Program

{U) Nothing to report.

4. (L) Chanhges to NSA/CSS published directives or policies ma'aceming

intelligence, counterintelligence, or intelligence-related activities and the reason
for the changes

(U) Nothing to report.
8. () Procedures go‘véming the activities of Department of Defense {DoD)
intelligence components that affect U.8. persons (DoD. Directive 5240.1-R,

Procedure 15) Inquiries or matters related to Intelligence Oversight Programs

(U) Nothing to report.



