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CLASSIFIED DECLARA A. BONANNI 
NATIONAL SECURITY AGENCY 

(U) I, Deborah A. Bonanni, do hereby state and declare as follows: 

I. (U) Introduction 

I. (U) Jam the Chief ofStafffor the National Security Agency (NSA), an 

intelligence agency within the Department of Defense. I have held this position since February 

2006. As the Chief of Staff, under our internal regulations, and in the absence of the Deputy 

Director and the Director, I am responsible for directing the NSA, overseeing the operations 

undertaken to carry out its mission and, by specific charge of the President and the Director of 

National Intelligence, protecting NSA activities and intelligence sources and methods. 1 have 

been designated an original TOP SECRET classification authority under Executive Order No. 

12958, 60 Fed. Reg. 19825 (1995), as amended on March 25, 2003, and Department of Defense 

Directive No. 5200.1-~ Information Security Program Regulation, 32 C.F .R. § l59a.l2 (2000). 

2. (U) The purpose of this declaration is to support an assertion of the military and 

state secrets privilege (hereafter "state secrets privilege") by the Director ofNationallntelligence 

("DNI") as the head of the intelligence community, as well as the DNI's assertion of a statutory 

privilege under the National Security Act, to protect information related to NSA activities 

described herein below. Lieutenant General Keith Alexander, the Director of the National 

Security Agency, has been sued in h.is official and individual capacity in the above captioned cas 

and has recused himself from the decision of whether to asser1 the statutory privilege in his 

official capacity. As the Deputy Director is currently out of the office on temporary duty, by 

operation of our internal regulations and by specific delegation of the Director, I am authorized t 

review the materials associated with this litigation) prepare whatever declarations I detennine are 

appropriate, and detennine whether lo assert the NSA 's statutory privilege. Through this 

Clru;.~Hi~ In Cnmem. E.:r Pa,Jl! Declaration of Deborah A. Bonanni, National Security Agency 
Carolyn J~wel. et al. 11. Na11onal S~curily Agency, ~~-~-.~~~~W) 
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declaration, I hereby invoke and assert the NSA 's statutory privilege set forth in Section 6 of the 

National Security Agency Act of 1959, Public Law No. 86-36 (codified as a note to 50 U.S.C. 

§ 402) C'NSA Act"), to proted the infonnation related to NSA activities described herein below. 

The statements made herein are based on my personal knowledge ofNSA activities and 

operations, and on information made available to me as lhe Chief of Staff of lhe NSA. 

11. (U) Summary 

3. (U) In the course of my official duties, f have been advised of this litigation and 1 

have reviewed lhe allegations in lhe Complaint in lhis case. In sum, plaintiffs allege lhat, after 

the 9/11 attacks, the NSA received presidential authorization to engage io surveillance activities 

far broader than the publicly acknowledged "Terrorist Surveillance Program'' (''TSP"), which 

involved lhe interception of specific international cornmumcations involving persons reasonably 

believed to be associated withal Qaeda and affiliated terrorist organizations. Plaintiffs allege 

that the NSA, with the assis(ance of telecommunication companies including AT&T, has 

indiscriminately intercepted the content and obtained the oonunw.ications records of millions of 

ordinary Americans as part of an alleged presidentiaUy-aulhorized "Program" after 9/11. See 

Complaint at ,-m 2-13; 39-97. J cannot disclose on the public record lhe nature of any NSA 

inforrnabon implicated by the plaintiffs' allegations. However, as described further below, the 

disclosure of infonnation related to the NSA 's activities. sources and methods implicated by lhe 

plaintiffs' allegations reasonably could be ex.pecterl to cause exceptionaJiy grove damage to the 

national security of the United States and, for this reason, are encompassed by the DN I • s state 

secrets and statutory privilege as-Sertions, ao; well as by my assertion of Ute NSA statutory 

privi!ege, and should be protected from disclosure 1o this case. l.n additioll, il is my judgment 

that sensitive state secrets are so central to lhe subject matter of the litigation that any attempt to 

proceed in the case risks the disclosure of the classified privileged national security information 

Cla:~sific..l In Camera. Ex Parte Declaration of Deborah A Bonanni, Nationol Sa::urity Agency 
Carolyn Je~l. et ol. v. Notional Security Age11cy, et al. (No.-· RW) 
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described herein and exceptionally grave damag~ to the national security of the Utlited States. 

4. (TSiffSP#SII!OCJN:F1 The allesations in this lawsuit put at issue the disclosure 

of infom1ation concerning several highly classified and critically important NSA intelligence 

activities that commenced after th~ 9/J I terrorist attacks, but which are now conducted pursuant 

to authority of the Foreign fntelligence Surveillance Act ("FISA"), including ongoing activities 

conducted under orders approved by the Foreign Intelligence Swveillance Cow1 ("fiSC"). 

Plaintiffs' allegation that the NSA undertakes indiscriminate surveillance ofthc content1 of 

millions of communications sent or received by people inside the United States---under the now 

defunct-TSP or otherwise---is false, as discussed below. The NSA 's collection of the content of 

communications under the TSP was directed at international communications in which a 

participant was reasonably believed to be associated with al Qaeda or an affiliated organization 

and did not constitute th~ k.ind of dragnet collection of the content of millions of Americans' 

telephone or Internet communications that the plaintiffs allege. Although the existence of the 

TSP has been acknowledged, the details of that program remain highly classified, along with 

details of related content surveillance activities undertaken after the TSP pursuant to orders of 

the FISC. This infonnation could not be disclosed to address or disprove or otherwise litigate 

the plaintiffs' allegation of a content dragnet without causing exceptional harm to NSA 's sources 

and methods of gathering intelligence---including methods currently used to detect and prevent 

further terrorist attacks under the authority of the FISA. 

s. (TSfffSP#SII/OCIN~ Jn addition, as the Court should also be aware from prior 

classified declarations submitted by the NSA in related proceedings, the NSA has collected, 

pursuant to presidentiaJ authorization and currently under subsequent FISC orders) non-content 

1 (TS/fSII/OC.tNF) The tenn "content" is used herein to refer to the substance, meaning, 
or purport of a communication, as defined in 18 U.S.C. § 2510(8), as opposed lo the type of 
addressing or routing information referred throughout thls declaration as "meta data." 

Cla~ificd In Camera. Ex. Parle Declaration of Deborah A. BonMni. Notional Security Agency 
Carolyn Jewel, tt al. v. NatiQMI Sel:urity Agency. et al. (No.~RW) 
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information (i.e., met& data} about telephone 

2 highly sophisticated analytica1 tools that can uncover the cootacts 

3 members or agents As noted above and detailed 

4 
below, the content surveillance subject to presidential authorization after 9/ll was not the 

5 
content dragnet surveillance that plaintiffs allege, and the collection of non-content information, 

6 

7 
while significant in scope remains a highly classified matter currently under FJSA authorization. 

8 For the NSA to attempt to explain, clarify, disprove, or otherwise litigate plaintiffs' allegations 

9 regarding a communications dragnet would require the NSA to confirm the existence of, or 

10 
disclose facts concerning, intelligence sources and methods for the collection of non-content 

ll 

12 
infonnation related to communications, as well as current NSA operations under FISC Orders---

13 disclosures that would cause exceptional harm to national security. 

14 6. 

15 telecommunications caniers, in particular AT&T, assisted the NSA in alleged intelligence 
16 

activities cannot be confirmed or denied without risking exceptionally grave harm to national 
17 

18 
security. Because the NSA has not undertaken the alleged dragnet collection of communications 

19 content, no carrier has assisted in that alleged activity. 

20 

21 

22 

l) 

24 

2S 

26 

27 
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4 

s 
would cause exceptionaJly grave damage to the 

7 
national security. 

8 7. 

9 statutory privilege assertions, and my own statutory privilege assertion, seek to protect against 

10 
the disclosure of the highly classified intelJjgence sources and methods put at issue in this case 

II 

12 
and v1tal to lhe national security of the United States, including: (I) any information that would 

13 tend to confinn or deny whether particular individuals, including the named plaintiffs, have been 

14 subject to the alleged NSA inteHigence activities; (2) information concerning NSA intelligence 

IS sources and methods, including fact~ demonstrating that the content collection under the TSP 
16 

was limited to specific al Qaeda and associated terrorist-related international communications 
!7 

18 
and was not a content surveillance dragnet as plaintiffs allege; (3) facts that would tend to 

19 confmn or deny the existence of the NSA's bulk meta data coHection and use, and any 

20 information about those activities; and (4) the fact that 

21 
TI1e fact that there has been public speculation 

22 

23 
about alleged NSA activities does not diminish the need to protect intelligence sources and 

methods from further exposure. Official confirmation and disclosw-e ofthe classified privileged 

25 national security information described herein would cause exceptionally grave damage to the 

26 nati()nal security. For these reasons, as set forth further below, I request that the Court upho1d 

21 
the state secrets and statutory privilege assertions that the DNf and I now make, and protect the 

28 
information describt::d in this declaration from disclosure. 

Classified In Camero. Ex Parte Dec:lanuion of Deborah A Bonanni, Natiooal Sce~~rity Agency 
Co•·oly~tJewel. eta/. v. NotionolSecurityAg~cy. e1al. (No. -VRW) 
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Ill. (U) Classification of Declaration 

iSHSll~l<) This declaration is classified TOP SECRET/ITSP//Sf-ECI 

CON/NOFORN pursuant to the standards in Executive Order No. 12958, as amended 

by Executive Order No. 13292. Under Executive Order No. 12958, information is classified 

"TOP SECRET' if unauthorized disclosure of the infonnation reasonably could be expected to 

cause exceptionally grave damage to the national security of the United States; ''SECRET" if 

unauthorized disclosure of the infotmation reasonably could be expected to cause serious 

damage to national security; and "CONFIDENTIAL" if unauthorized disclosure of the 

info.nnation reasonably could be expected to cause identifiable damage to national security. At 

the beginning of each paragraph of this declaration, the letter or letters in parentheses 

designate(s) the degree of classification of the information the paragraph contains. When used 

for this purpose, the letters ''1l," "C," "S," and "TS" indicate respectively that the iofonnation is 

either UNCLASSIFIED, or is classified CONFIDENTIAL, SECRET, or TOP SECRE~. 

9. {SNSIIfN.I47Additionally, this declaration also contains Sensitive Compartmented 

Information (SCI), which is "information that not on I y is classified for national security reasons 

as Top Secret, Secret, or Confidential, but also is subject to special access and handling 

requirements because it involves or derives from particularly sensitive intelligence sources and 

methods." 28 C.F.R. § 17.18(a). Because of the exceptional sensitivity aod vuJnerability of such 

infonnation, these safeguards and access requirements exceed the access standards that are 

Clas:~~ir..x.J In Comerc, Ex Pcrte Dc:<:luration of~rah A- BQnanni, National SC(;urity Agency 
Caroly11 J~(. til al. v. NilllonQ/ ~u,.ity Age,.cy, c1 a!. (No._,RW} 
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TOP SECRET,'·'T!>P/,lbi -.£QRCON/NOFORN 
normally required for infonnation ofthe sam~tion level. Specifically, this declaration 

2 references communications intelligence (COMfNT), also referred to as special intelligence (Sl), 

3 which is a subcategory of SCI. COMINT or SI identifies SCI that was derived from exploiting 

4 
cryptographic systems or other protected sources by npplying methods or techniques, or from 

5 

intercepted fo reign communications . 
6 

7 
10. 

8 related to or derived from the Terrorist Surveillance Program (TSP), a controlled access signaJs 

9 intelligence program under presidential authorization in response to the attacks of September ll, 

10 
2001. Although TSP was publicly acknowledged hy then-President Bush in December 2005, 

II 

12 
details about the program remain highly classified and strictly compartmented. Information 

IJ pertaining to this program is denoted with lhe special marking "TSP., and requires more 

14 restrictive handling. 

15 

16 

17 

18 

19 

20 

11 

22 

2J 
11 . (SN.SI:HNF) In addition to the fact that classified information contained herein 

24 may not be revealed to ony person without authorization pursuant ·to Executive Order 12958, as 

25 amended, this declaration contains information that may not be released to foreign governments, 

foreign nationals, or non-U.S. citizens without permission of the originator and in acrordance 

27 

28 - -- ---

Classified J, Camero. Ex Pane Declarauon of Deborah A. Bonanni, Na1ional Security Agency 
Corolyn J~l. eta/. v. Nation11/ Secvrig Age'lcy, ~~at. VRW) 



with DNI policy. This infonnation is labeled ''NOFORN." The "ORCON" designator means 

2 that the originator of the infonnation controls tO whom it is released. 

l IV. (U) Background Information 
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A. (U) The National Security Agency 

I 2. (U) The NSA was established by Presidential Directive in 1952 as a separately 

organized agency within the Department of Defense. The NSA 's foreign intelligence mission 

includes the responsibility to collect, process, analyze, produce, and disseminate signals 

intelligence (SIGTNT) information, of which C()mmunications intelligence {"COM TNT") is a 

significant subset, for (a) national foreign intelligeoce purposes, (b) counterintelligence purposes 

and (c) the support ofmilitary operations. See Executive Order 12333, § 1.7(c), as amended.' 

13. (fSHSJ1 Signals intelligence (SIGINT) consists of three subcategories: 

(I) communications intelligence (COMTNT); (2) electronic intelligence (ELTNT); and (3) foreign 

instrumentation signals intelligence (FISINT). Commwtications intelligence (COMINT) is 

defined as "all procedures and methods used in the interception of communications and the 

obtaining of infonnation from such communications by other than the intended recipients." 18 

U.S.C. § 798. COMINT includes information derived from the interception of foreign and 

international communications, such as voice, facsimile, and computer-to-computer information 

conveyed via a number of means 

Electronic intelligence (ELlNT) is technical intelligence infonnation derived from 

foreign non-communications electromagnetic radiations except atomic detonation or radioactive 

sources-in essence, radar systems affiliated with military weapons platfonns (e.g., anti~ship) and 

civilian systems (e.g., shipboard and air traffic control radars). Foreign instrumentation signals 

28 
5 

(U) Section 1.7(c) ofE.O. J 2333, as amended, specifically authorizes the NSA to 
"Collect (including through clandestine means), process, analyze, produce, and disseminate 
signals intelligence information for foreign intelligence and counterintelligence purposes (0 

support national and departmental missions." 

Classilicd In C~ra. u P(ll'{e Deelarntion of Deborah A. Bclnsnni, National ~ty Agency 
Ca,olyn Jewel. l!t al. v Notionnl Security Ageacy. el al. (No RW) 
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tntelligence (FISfNT) is derived &om non·U.S. aerospace surfaces and subsurface systems whic 

2 may have either military or civilian applications. 

14. (SNSif/NF) The NSA 's SIGINT responsihilities include establishing and 

4 
operating an effective unified organization to conduct SIGINT activities set forth in Executive 

Order No. 12333, § l.l2(b), as amended. ln performing its SIGTNT mission, NSA has 

7 
developed a sophisticated worldwide SIOfNT collection network that acquires, among other 

8 things, foreign and international electronic communications and related information. The 

9 technological infrastructure that supports the NSA 's foreign intelligence infQftnation C{)tlection 

10 
network has taken years to develop at a cost of bitJions of dollars and untold human effort. lt 

II 

12 
relies on sophisticated coJlection and processing technology. 

13 15. (U) There are two primary reasons for gathering and analyzing foreign 

14 intelligence information. The first, and most important, is to gain information required to direct 

IS 
U.S. resources as necessary to counter external threats and in support of military operations. The 

16 

second reason is to obtain infonnation necessary to the formulation ofU.S. foreign policy. 
17 

liS 
Foreign inte1ligence information provided by the NSA is thus relevant to a wide range of 

19 important issues, includmg military order of battle: threat warnings and readiness; amtS 

20 proliferation; jntemational terrorism; counter·intelligence; and foreign aspects of international 

21 
narcoti\.:S trafficking. 

22 
16. 1S#BIIINF} The NSA 's ability to produce foreign intelligence information 

24 depends on its access to foreign antj international clecttonic communications. Foreign 

25 intelligence produced by COMINT activities is an extremely important part of the overall forei 

26 intelligence informal1on available to the United States and is often unobtainable by other means. 

27 
Public disclosure of either the capability to collect specific communications or the substance of 

28 

the information derived from such collection itself can easily alert targets to the vulnerability of 

Cla~sified /11 Comttro. £x PnH~ Declarntion of .Deborah A. BMGntli. Nflrional Secunty Agency 
C(lrolyll Jt:Kr:l. e:f at. 1', tvmtonaf Securi(v Agency eta{. (No RW) 
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communication ho)ds the potential of 

revealing intelligence collection techniques that are applied against targets around the world. 

Once alerted, targe1s can frustrate COMJNT collection by using different or new encryption 

techniques, by disseminating disinformation, or by utilizing a different communications link. 

Such evasion techniques may inhibit access to the tar gel's communications and therefore deny 

the United States access to information crucial to the defense of the United States hoth at home 

and abroad. COMINT is provided special statutory protection under 18 U.S.C. § 798, which 

makes it a crime to knowingly disclose to an unauthorized person classified information 

''concerning the communication intelligence activities of the United States or any foreign 

government." 

B. (U) September 11. 2001 and the al Qaeda Threat. 

17. (U) On September 11, 200 I, the al Qaeda tenorist network launched a set of 

coordinated attacks along the East Coast of the United States. Four commercial jetliners, each 

carefully selected to be fully loaded with fuel for a transcontinental flight, were hijacked by al 

Qacda operatives. Those operatives targeted the Nation's financial center jn New York with two 

of the jetliners, which they deliberately flew into the Twin Towers of the World Trade Center. 

AI Qaeda targeted the headquarters of the Nation's Armed Forces, the Pentagon, with the third 

jetliner. AI Qaeda operatives were apparently headed toward Washington, D.C. with the fourth 

jetliner when p11ssengers struggled with the hijackers and the plane crashed in Shanksville. 

Pennsylvania. The intended target of this fourth jetliner was most evidently the White House or 

the Capitol, strong]y suggesting that al Qaeda's intended mission was to strike a decapitation 

blow to the Government of the United States-to kill the President. the Vice President, or 

Members of Congress. The attacks of September l I resulted in approximately 3,000 deaths-

the highest single-day death toll from hostile foreign attacks in the Nation's history. In addition, 

C\~;fic:d ln Comeru, Ex PQrte D~laration ofD¥bonlh A. Bonanni. l'ftllionDI Security Agency 
Cn,.,lyn J~"·('/, el of. •·. Notional Security Agency, et ol. {No-RW) 
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these attacks shut down air travel in the United States, pted the Nation's financial markets 

2 and government operations, and caused billions of dollars of damage to the economy. 

3 ) 8. (U) On St.-ptember l4, 200 l, a national emergency was declared ''by reason of the 

4 
terrorist attacks at the World Trade Center, New York., New York, and the Pentagon, and the 

5 
continuing and immediate threat of further attacks on the United States." Presidential 

6 

7 
Proclamation No. 7463, 66 Fed. Reg. 48199 (Sept. 14, 200 I). The United Stales also 

8 immediatdy began plans for a military response directed at a) Qaeda's training grounds and 

9 havens in Afghanistan. On September 14, 2001, both Houses of Congress passed a Joint 

\0 
Resolution authorizing the President of the United States "to use all necessary and appropriate 

II 

12 
force against those nations, organizations, or persons he determines plarmed, authorized, 

rommitted, or aided the terrorist attacks'' of September 11. Authorization for Use of Military 

14 Force, Pub. L. No. 107-40 § 21 (a), 115 Stat. 224, 224 (Sept. 18, 200 l) ("Cong. Auth.''). 

15 Congress also expressly acknowledged that the attacks rendered it "necessary and appropriate" 
16 

for the United States to exercise its right "to protect United States citizens both at home and 
17 

18 
abroad/' and acknowledged in particular that .. the President has authority under tbe Constitution 

19 to take action to deter and prevent acts of international terrorism against the United States." ld. 

20 pmbl. 

21 
t 9. (U) Also after the 9/11 attacks, a Military Order was issued stating that the attacks 

22 
of September 11 "created a state of anned conllict," see Military Order by the President§ l(a), 

13 

24 66 Fed. Reg. 57833, 57833 (Nov. 13, 2001), and that al Qaeda terrorists "possess both the 

25 capability and the intention to undertake further terrorist attacks against the United States that, if 

26 not detected and prevented, will cause mass deaths, mass injuries, and massive destruction of 

21 
property, and may place at risk the continuity of the operations of the United States 

28 
Government," and concluding that "an extraordinary emergency exists for national defense 

Clcu:>ifi<.%.1 ln Camera. £x rarre Doclaration ofDcbornh A. Bonanni. Nxuonal Security Agatcy 
Carp/yn Jcwt:l, et al. ~·. Natiqnal Security Agency. et aL W) 
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purposes." Military Order,§ l(c), (g), 66 . Reg. at 57833-34. Indeed, shortly after the 

attacks, on October 2, 2001, NATO took the unprecedented step of invoking Article 5 of the 

North Atlantic Treaty, which provides that an ·•anned attack against one or more of[ the parties) 

shall be considered an attack against them all." North Atlantic Treaty, Apr. 4, 1949, art. 5, 63 

Stat. 2241, 2244, 34 U.N.T.S. 243, 246. 

20. (U) As a result of the unprecedented attacks of September II, 2001, the United 

States found itself immediately propelled into a worldwide war against a network of terrorist 

groups, centered on and affiliated withal Qaeda, that possesses the evolving capability and 

intention of inflicting further catastrophic attacks on the United Slates. That war is continuing 

today, at home as weJI as abroad. Moreover, the war against al Qaeda and its a11ies is a different 

kind of war, against a very different enemy, than any other war or enemy the Nation has 

previously faced. Al Qaeda and its supporters operate not as a traditional nation-state but as a 

diffuse, decentralized global network of individuals, cells) and loosely associated, often di ...... ., ... ,. ... , 

groups, that act sometimes in concert, sometimes independently, and sometimes in the United 

States, but always in secret-and their mission is to destroy Jives and to disrupt a way of life 

through terrorist acts. AJ Qaeda works in the shadows; secrecy is essential to al Qaeda's success 

in plotting and executing its terrorist attacks. 

2 I . ~The Classified In Camera, Ex Parte Declaration of Admiral Dennis 

C. Blair, Director ofNational Intelligence, details the particular facets of the continuing al Qaeda 

threat and, thus, the exigent need for the NSA intelligence activities described here. The NSA 

Global telecommunications networks, especially the Internet, have 

Classified /11 Comer a. 6.x Pa,li! Decl&f'31ion of Debornh A. Bonaruli, National Security Agency 
Carolyn Jewel. et al. v. Nauonot Secunty Agency. eta/. (No~~'!'.! _ 
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2 ideally suited for the secret communications needs of loosely affiliated terrorist cells. Hundreds 

3 of internet service providers, or "lSPs," and other providers of communications services offer a 

• wide variety of global communications options, often free of charge. 

' 
6 

7 

' 
9 

10 

II 

12 

I) 

16 

17 

18 

19 

20 

21 

22 

23 

,, 
" 
l7 

" 

Clessified /n CIV1lera. Ex Pa~te Declaration of Deborah A. Bo11anni. National Security Agency 
Caro(!JII lewd. er at_ v Naclorml Securily Agency. et at. 

~ ''1'11'50'1£1-



2 

3 

4 

5 

? 

9 

10 

l1 

12 

14 

15 

16 

l7 

l& 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

23. (TSNSJNOCINF) Our efforts against al Qaeda and its affiliates therefore present 

critical challenges for the Nation's communications intelligence capabilities. First, in this new 

kind of war, more than in any other we have ever faced, communications intelligence is essential 

to our ability to identify the enemy and to detect 11nd disrupt its plans for further attacks on the 

United States. Communications intelligence often is the only means we have to learn the 

identities of particular individuals who are involved in terrorist activities and the existence of 
l 
particular terrorist threats. Second, at the same time that communications intelligence is more 

important than ever, the d~entralized, non-hierarchical nature of the enemy and their 

sophistication in exploiting the agility of modem telecommunications make successful 

communications inteUigence more difficult than ever. It is against this backdrop that the risks 

presented by this litigation should be assessed, in particular the risks of disclosing particular 

NSA sources and methods implicated by the claims. 

C. (U) Summary of NSA Activities After 9/11 to Meet al Qaeda Threat. 

24. fiSNSII!-OOtNF) After the September II attacks, the NSA received presjdenttal 

authorization and direction to detect and prevent further terrorist attacks within the United States 

by intercepting the content of telephone and Internet. communications for which there were 

reasonable grounds to believe that (l) such communications originated or tenninated outside the 

United States and (2) a party to such comm.WJicatioo was a member or &gent of al Qaeda or an 

affiliated terrorist organization. The existence of this activity was disclosed by then-President 

Bush in December 2005 (and subsequently referred to as the ''Terrorist Surveillance Program'' or 

1 
(U) On January 17, 2007~ the Attorney General made public the general facts that new 

orders of the Foreign Intelligence Surveillance Court had been issued that authorized the 
Government to target for collection international communications into or out of the United States 

Cla:~sifioo in Camera. Ex Pam Dcclanuion of Oebornh A Bonanni, National Security Agency 
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fFSitFSPHSth'OCINF) In mo~ and classified terms, the NSA has 

utilized a number of critically important intelligence sources and methods to meet the threat of 

another mass casualty terrorist attack on the United States-methods that were designed to work 

in tandem and continue to this day under authority of the FISC. As noted above, one such 

method involved the program publicly acknowledged by then-President Bush as the TSP, rn 

which the NSA intercepted the content of telephone and Internet communications pursuant lo 

presidential authorization.' As described further below, under the TSP, NSA did not engage in 

plaintiffs' alleged dragnet surveitlanoe of communication content, but intercepted the content of 

particular communications where reasonable grounds existed to believe one party involved a 

member of agent oral Qaeda or affiliated terrorist organization based on particular "selectors" 

(phone numbers or Internet addresses) associated with that target. In addition to collecting the 

content of particular communications, the NSA has also collected non-content communication 

information known as .. meta data." Specifically, after the 9/11 attacks, the NSA colle<:ted bulk 

meta data related to telephony communications for the pu!]>Ose of conducting targeted analysis to 

where there is probable cause to believe that one of the communicants is a member or agent of al 
Qaeda or an associated terrorist organization; that, as a result of these orders, 110y electronic 
surveillance that had been occurring as part of the TSP was then being conducted subject to the 
approval of the FlSA Court; and that, under these circumstances, the TSP was not reauthorized. 

8 (TSHTSPHSJt{0€f.NF1 The first presidential authorization of the TSP was on October 
4, 2001, and the TSP was reauthorized approximately every 30-60 days throughout the existence 
of the program. The documents authorizing the TSP also contained the authorizations for the 
meta data activities described herein. The authorizations, moreover, evolved over time, and 
during certain periods authorized other activilies (this declaration is not intended to 

Clas&ified /11 Camera. £:x Parte Deci&C'IItion or Oetlorah A. Bonanni, National Security Agency 
Carol,.WI Jewel, er al. v. Nalional SeCJ.trity Agtlf<:Y. el ol. 
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records that reflect non-content infonnation such as, but not limited to, the date, time, end 

duration of telephone calls, as well as the phone numbers used to place and receive the calls.9 In 

addition, since the 9111 attacks, the NSA has collected bulk meta data related to Internet 

communications. Internet meta data is header/router/addressing information, such as the "to," 

"from," "cc," and "bee" lines, as opposed to the body or "re" lines, of a standard email. 

26. (+S#Sille€/Nft Each of the foregoing activities continues in some form under 

authority of !he FISA and, thus, the NSA utilizes the same inteJJigence sources and methods 

today lo detect and prevent further terrorist attacks that it did after the 9111 attacks. First, as 

noted above, on January l 0, 2007, the FISC issued two orders authorizing the Government to 

conduct certain electronic survei11ance that had been occurring under the TSP. The FISC Orders 

were implemented on January 17, 2007 and, thereafter, any electronic surveillance that had been 

occurring as part of the TSP became subject to the approval of the FISC and the TSP was not 

reauthorized. 10 

10 fFSH&INe€/NF) As also described further(~ 64-67 infra), the FISC has extended 
these orders with some modifications, and the Foreign Telephone and Email Order later expired 
in August 2007 and was supplanted by authority enacted by Congress first under the Protect 

Cl113;1ifie<l In Camera, £A ?arte 0~111nltion of Dcborejh A. Bomumi, Nation11l Security Agency 
Ctrulyn Jewel, et ol. "· Na1ional S~curity Agency, e1 al. (No-R W) 
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27. respect to the collection of telephony meta data, 

since May 2006 certain telecommunication providers have been required by an order of the FISC 

to produce to the NSA on a daily basis all telephony meta data that they create ("FISC Telephon 

Business Records Order,.}. The FJSC Telephone Business Records Order has been reauthorized 

approximately every 90 days since it was first issued. Although this collection is broad in scope, 

the NSA was authorized by the FISC to query the archived telephony data with identified 

telephone numbers for which there are facts giving rise to a reasonable, articulable suspicion that 

the number is associated with 

as a "RAS" determination)." Historically, only a tiny fraction of telephony meta data records 

collected by the NSA has actuaHy been presented to a trained professional for analysis. As 

discussed further below (see mJ49-57 infra), while the vast majority of records are thus never 

viewed by a human at the NSA, it is still necessary to collect the meta data in bulk in order to 

utilize sophisticated and vital analytical tools for tracking the contacts 

for protecting the national security of the United States. 

America Act and then the FlSA Amendments Act of2008 to authorize foreign intelligence 
surveillance of targets located overseas without individual cowt orders. 

11 ffSHSIHOCINF} As set forth further below(~ 61-63 infra), NSA 's compliance with 
this limitation in the FlSC Order has been subject to further proceedings in the FISC that 
commenced with a compliance report by the government on January 15, 2009, which indicated 
that the NSA had also been querying incoming telephony meta data with selectors for 
counterterrorism targets subject to NSA surveillance wtder Executive Order J 2333, as to which 
the NSA had not made a "RAS" detennination. On March 2, 2009, the FISC renewed the Order 
authorizing the bulk provision to NSA of business records containing telephony meta data from 
telecommunications carrier-ut subjected that activity to new limitations, 
including that the NSA may query the meta data only after a motion is granted on a case-by-case 
basis (unless otherwise necessary to protect against imminent threat lo hwnan life). The FTSC 
also required the Government to report to the FISC on its review of revisions to the meta data 
collection and analy~is process, and that report shall include affidavits describing the value of the 
collection of telephony meta authorized by the FISC Telephone Business Records Order. 

Cla:ssifit:d In Camera. £r Parte Dcx.l11mtion of Deborah A. BonWUli. N11tional St:eurily Agency 
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28. y 2004, the collection of Internet meta 

data jn blllk has been conducted pursuant to an order of the FISC authorizing the use of a pen 

regjster and trap and trace device ("FISC Pen Register Order•· or .. PRIT Order,). See 18 Ll.S.C. 

§ 3127 (defining "pen register" and "trap and trace device"). Pursuant to the FISC Pen Register 

Order, which has been reauthorized approximately every 90 days since it was first issued, the 

NSA is authorized to coUect, in bulk, meta data associated with electronic communications 

Although the NSA collects email meta data in bulk 

it has been authorized by the FISC to query the archived meta data only using email 

addresses for which there are facts giving rise to a reasonable, articulable suspicion that the emai 

address is associated with imilar restrictions were 

in place under the presidential authorization). As with bulk telephony meta data collection, bulk 

lntemet meta data collection is necessary to allow the NSA to use critical and unique analytical 

capabilities to track the contacts (even retrospectively) known 

terrorists. Like telephony meta data activities, Internet meta data collection and analysis are vital 

Classified In Comf!YD. b Parle Declaration ~fDehorah A. Bononni, National Secunty Asenc:y 
Carolyn Jewel. ec at. v. NaUonol Securicy Agency. e1 al. RW) 
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tools tor protecting the United States from 

those activities is highly classified. 13 

accordingly, information pertaining to 

V. (U) ln.fprqJatfon Protected by Privile~ 

29. (U) In general and unclassified terms, the following categories of information are 

subject to the DNI's assertion of the slate secrets privilege and starutory privilege under the 

National Security Act, as well as my assertion of the NSA statutory pri'Vllege: 

A. 

B. 

Infotmation that may tend to confirm or deny whether the 
plaintiffs have been subject to any alleged NSA intelligence 
activity th!l1 may be at issue in this matter; and · 

Ally information concerning NSA intelligence activities. 
sourtes, or methods that may relate 10 or be ne<:essa.ry to 
adjudicate plaintiffs' a11egations, including allegations that 
the NSA, with the assistance of telecommunications 
carriers such as AT&T, indiscriminately intercepts the 
content of communications and also collects the 
communication records of millions of Americans as part of 
an alleged presidentially authorized "Program" after 9/11. 
See. e.g .• Complaint at m 2~ t 3; 39-97. 

The scope of this assertion includes but is not limited to: 

(i) information concerning the scope and operation 
of the now inoperative "'Terrorist Surveillance Program·· 
("TSP,') regarding the interception of the cootent of certain 
one·end international communications reasonably believed 
to involve a member or agent of al-Qaeda or an affiliated 
terrorist organization, and any other information related to 
demonstrating that the NSA does not otherwise engage in 
the content surveillance dragnet tbat the plaintiffs allege; 
and 

(ii) Infonnation concerning whether or not the NSA 
obtained from tel~mrnunications oompanies such as 

n (TS/ff&PffSI!!OC~fo) As the NSA has prcvioosJy advised the Court in re)ated 
procee.diogs, and describes further below (see note 2lJ!!!!:E), the bulk collection of Internet meta 
data pursuant to presidential authorization ceased in -2004. See In Camera, Ex Parte 
Classified Declaration of Lt. Gem. Keith B. Alexander at 1' 3l n.8, MDL No. 06-1791-VRW 
(N.D. Cal.) (relating to all actions against the MCI and Veriz.on Defendants) (submitted Apr. 20, 
2007). 

Classified Jn Co~tt~ro. £z Pt~•·M Dcda111~on of Dc:horah A. Bonanni, National Socuril)' Agency 
Cu,olyn J~wal. e1 nl v. Notio11al $q~uriry A8ency. era/. (N() W) 
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A. 

AT&T communication reoords as alleged in 
the Complaint~ see, e.g .• Complaint~ 10; 82-97; and 

(iii) Information that may tend to confirm or deny 
whether AT&T (and to tlte extent relevant or necessary, 
any other telecommumcatioos carrier}, has provided 
assistance to the NSA in connection with any alleged 
activity. 

VI. (U) Description of Information Subject to Privilege and tbc Harm of DiseJosure 

(U) Information Tbat May Tead to Confirm or Deny Whether the Plaintiffs Have 
Be~n Subject to Any Alleged NSA Activities. 

30. (U) The first major category of information as to which I am supporting the DNJ • 

assertion of privilege, and asserting the NSA 's own statutory privilege. concerns information as 

to whether particular individuals, including the named plaintiffs in this lawsuit. have been 

subject to alleged NSA intelligence activities. As set forth below, disclosure of such information 

would cause exceptionally grave harm to the national security. 

31. ~/rtSPJ.CSl#OCINF) The five named plaintiffs in this case-Tash Hcpting, 

Gregory Hicks, Carolyn Jewel, Erik Knutzen and Joice Walton have alleged that. pursuant to a 

presidentially authorized program after the 9/ll attacks, the NSA, with the assistance of AT&T, 

has acquired and continues to acquire the content of phone calls, emails, instant messages, text 

messages, web and other communications. both international and domestic, of millions of 

oroinary Americans---"practically every American who uses tile phone system or the Internet"·--

including the plaintiffs, as wen as private telephone and Internet transaction records of millions 

of AT&T customers, again including information concerning the plaintiffs' telephone and 

Internet comrnWlications. See, e.g., Complaint ~ 7, 9, I 0; see also,, 39-97. As set forth 

herein, lhe NSA does not engage in "dragnet" surveillance of the content of communicat:ons as 

plaintiffs allege, 

Cla.s:\ificd In Comera. [.r Partt Declaration of Debolilh A. Bonanni, Notional Security Agency 
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34. (U) As a matter of course, the NSA cannot publicly confinn or deny whether any 

individual is subject to survei!lance activities because to do so would tend to reveal actual 

targets. For example, if the NSA were to confirm in this case and others tha1 specific individuals 

.. I • 0 .... 

• • 

telepl'or•y meta data records was presented to 80 
analyst for review, Lamera, Ex Parte Declaration of Lieutenant General Keith 
B. Alexander in Shubert, et al. v. Bush, et al., (Case No. 07-cv-693) (dated May 25, 2007) 127, 
and the scope of that disparity remains generally the same. 

Cfll<Ntiicd In Camera. Ex Parte Dedar:nion ofDdlorah A. Bommni, National Secllril}' Agency 
Carolyn Jewi?l. er al. v. NalkJnal Securfly llge11cy. e/ ul. 
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are not targets of surveillance, but later refuse to comment (as it would have to) in a case 

2 involving an actual target, an actual or potential adversary ofthe United States could easily 

3 deduce by comparing such responses that the persoo in the latter case is a r..arget. There can be 

4 
great harm in revealing targets of foreign intelligence surveillance. If an individual knows or 

5 
suspects he is a target of U.S. intelligence activities, he would naturally tend to alter his behavior 

6 

7 
to take new precautions against sw-veiUance. In addition. revealing who is not a target would 

8 indicate who has avoided surveillance and reveal the limitations ofNSA's capabilities. Such 

9 information could lead an actuaJ or potential adversary, secure in the knowledge that he is not 

10 
under surveillance, to convey information; alternatively, such a person may be unwittingly 

II 

12 
utilized or eveo forced to convey information through a secure channel to a hostile foreign 

13 adversary. In short, revealing which channels are free from surveillance and which are not 

14 would also reveal sensitive intelligence methods and thereby could help any adversary evade 

15 detection and capitalize on limitations in NSA 's capabilities. HI 
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g B. (U) Information Related to NSA Activities, Sources, or Metbodslmpllcated by the 
Plaintiffs' Allegations aDd the Harm to National Security of Its Disclosure. 

9 

10 1. ({J) Plaintiffs• Allegations of a Communicattoos Dragnet. 

I l 36. (U) I am also supporting the DNJ's assertion of privilege and asserting the NSA 's 

12 statutory privilege over any other facts concerning NSA intelligence activities, sources, or 

I~ 

methods that may relate to or be necessary to litigate the plaintiffs' claims and allegations. 
14 

IS 
including that (i) the NSA ;s indiscriminately intercepting the content of corrununications of 

16 millions of ordinary Americans, see, e.g., Complaint~ 7, 9, 10, and (ii) that the NSA is 

17 collecting the private telephone and Internet transaction records of millions of AT&T customers, 

18 
again including information concerning the plaintiff!:' telephone and Internet communications. 

19 
See e.g., Complaint mJ?, 9, l 0, 13, 82~97. As described above, the scope of the government's 

20 

21 
privilege assertion includes but is not limited to: ( 1) facts concerning the operation of the now 

22 inoperative Terrorist Surveillance Program and any other NSA activities needed to demonstrate 

23 that the TSP was Jimited to the interception of the content of one-end inlemational 

24 
communications reasonably believed to involve a m1:m1ber or agen1 of aJ Qaeda or an affiliated 

25 

terrorist organization and that the NSA does not otherwise conduct the content surveillance 
26 

27 dragnet thai the plaintiffs allege; and (2) information concerning whether or not the NSA obtains 

2& transactional communication records from telewmmunications companies such as AT&T as 

Clofl.!lifu~d In Clmcra, fx Padc O<tei&Tfttion ofDoborah A. Bor.anni, Nalio.,.,l S()ll;uri1y Ag<::ncy 
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plainti f'fs allege. 

2 exceptionally grave harm to national security. 

] (a) (U) Information Related to the Terrorist Sun•flUance Program. 

4 
37 . (U) Afier the existence of the TSP was officially acknowledged in December 

.5 

2005, the Government staled that the NSA 's colleclion of the content of communications under 

7 the TSP was directed at international communications in which a participant was reasonably 

8 believt.'<i to be associated withal Qaeda or an affiliated organiution. Plaintiffs' allegation that 

9 the NSA has undertaken indiscriminate surveillance of the content of millions of 

10 
communications sent or recetved by peoplt: inside the United States after 9/l 1 under Lhe TSP is 

11 

therefore false, again as Lhe Govenunent has previously stated.19 But to the extent the NSA must 

13 demonstrate that content surveillance under the TSP was so limited, and was not plaintiffs' 

l4 alleged content dragnet, or demonstrate that Lhc NSA has not otherwise engaged in the alleged 

15 
content dragnet, highly classified NSA intelligence sources and methods about the operation of 

16 

the TSP and NSA intelligence activities would be subject to disclosure or the risk of disclosure. 
! 7 

18 
The disclosure of whether and to what ex.tent the NSA utilizes certain intelligence sources and 

19 methods would reveal to foreign adversaries the NSA's capabilities, or lack thereof, enabling 

20 them to either evade particular channels of communications that are being monitored, or explo1t 

21 
channels of communications that are not subject to NSA activities---in either case risling 

22 

23 
exceptionally grRve hann to national security. 

24 38. (U) The privileged information that must be protected from disclosure includes 

15 the following classified detnils concerning content surveillance under the now inoperative TSP. 

27 

28 

39. (TSHTSPflSf/~OeNF} F1rsl, interception of the content of communications 

under the TSP was triggered by a range of information, including sensitive foreign intelligence, 

19 
See, e.g., Public Declaration ofNSA Director Alexander in Lhe Shubert action (07-cv-

693-YRW) at 'I[ 16. 
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address is reasonably believed by the U.S. Intelligence Community to be associated with a 

member or agent of aJ Qaeda or an affiliated terrorist organization. Professional intelligence 

officers at the NSA undertook a careful but expeditious analysis of that information, and 

considered a number of possible factors, io detennining whether it would be appropriate to '""'"" 

a telephone number or email address under the TSP. Those factors included whether the target 

phone number or email address was: (1) reasonably believed by the U.S. Intelligence 

Community, based on other authorized collection activities or other law enforcement or 

intelligence sources, to be used by a member or agent of a1 Qaeda or an affiliated terrorist 

C!as..~ified In CiJml!'fO. Ex Pnrle Dcclsntion of Deborah A. Bonanni, National Security Agency 
c:crrotyn Jewel. e! a(_ v. NaUOrwl Securlf)l Agrmcy. er at (_~o.~RW) 
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40. (TSHTSPi/SIIiOC!NF) Once the det.errnirrcd that there were reasonable 

2 grounds to believe that the target is a member or agent of a! Qaeda or an affiliated terrorist 

3 organization, the NSA took steps to focu~ the interception on the specific al Qaeda-related target 

' and on communications of that target that were to or from a foreign country. In this respect, the 
s 

NSA's collection efforts the NSA had 
6 

7 
reasonable grounds to believe carry the "one-end" foreign communications of members or ag,entsl 

8 of al Qaeda or affiliated terrorist organizations. 

9 41. 
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43. (TS/ffSPIISih'OCINF) The NSA took specific steps in the actual TSP 

interception process to minimize the risk that the communications of noo·targets were 

intercepted. With respect to telephone cornmlmications, specific telephone numbers identified 

through the analysis outlined above 

that the only communications 

intercepted were those to or from the targeted number of an individual who was reasonohly 

believed to be a member or agent of a\ Qaeda or an affiliated terrorist organization. 

44. (TS/rTSPNSlNOC/NF) For the interception of the content of Internet 

communications under the TSP, the NSA used identifying information obtained through its 

analy::;is of the target, such as email ad<lrelses target for collection the 

communications of individuals reasonably believed to be members or agents of aJ Qaeda or an 

affiliated terrorist organization. 
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4 
"key words" other than the targeted selectors 

s 
themselves. Rather, the NSA targeted for collection only email addresses 

6 

7 iated with suspected members or agents of al Qaeda or affiliated terrorist 

s organizations, or communications in which such were mentioned. In 

10 

II 

12 

14 

15 

16 

t1 

18 

19 

20 

21 

22 

23 

24 

2S 

26 

27 

28 

addition, due to technical limitations of tbe hardware and software, incidental collection of non· 

target communications has occurred. and in such circumstances the NSA applies its 

minimization procedures to ensure that communications of non-targets ore not disseminated. To 

the extent such facts would be necessary to dispel plaintiffs' erroneous content dragnet 

aHegatjons, they could not be disclosed without revealing highly sensitive intelligence methods. 

45. (TSfffSPN81H0€1NF) In addition to procedures designed to ensure that the TSP 

was limited to the internotionaJ communications of al Qaeda members and affiliates. the NSA 

also took additional steps to ensure that the privacy rights of U.S. p~ons were protected .• 
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18 
foregoing information about the targeted scope of content collection under the TSP could not be 

19 disclosed, in order to address and rebut plaintiffs' allegation that the NSA, with lhe assistance of 

20 AT&T, engaged in lhe alleged content dragnet, without revealing specific NSA sources and 

21 
methods and thereby causing exceptionally grave damage to the national security. 

22 

23 

2• 
Z2 (UtFOUO) In addition, in implementing the TSP, the NSA applied the existing Legal 

25 II <:o1npliance and Minimization Procedures applicable to U.S. persons to the edent not 
inconsistent with the presidential authorization. See United States Signals Intelligeoce Directive 
(USSID) 18. These procedures requ1re that the NSA refrain from intentionally acquiring tbe 
communications of U.S. persons who are not the targets of its surveillance activities, that it 
destroy upon recognition any communications solely between or among persons in the U.S. that 
it inadvertently acquires, and that it refrain from identifying U.S. persons in its intelligence 

I re~onrts unless a senior NSA official determines that the recipient of the report requires such 

26 

27 

28 

infomnat1on in order to perform a lawful function assigned to it and the identity of the U.S. 
person is necessary to understand the foreign intelligence or to assess its significance. 
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47. 

2 NSA intelligence activities would be needed to address or prove that the NSA does not conduct 

3 

4 

5 

g 

9 

IO 

12 

13 

14 

IS 

]6 

17 

18 

19 

20 

21 

22 

23 

24 

26 

27 

In short, there is no other ''dragnet" program authorized by the President after 911 1 

under which the NSA intercepts the content of virtually all domestic and international 

communications as the plaintiffs allege. Again, however, information about NSA content 

survelHance activities beyond the TSP could not be disclosed in order to address and rebut 

plaintiffs' allegation without revealing specific NSA sources and methods and thereby causing 

exceptionally grave damage to national security.23 

(b) (U) Plalndffs' AUegadons Concerning the CoUectioo of Communication 
Records. 

48. (U) As noted above, plaintiffs also allege that the NSA is collecting the private 

telephone and Internet transaction records of millions of AT&T customers, again including 

infonnation concern.}ng the plaintiffs' telephone and Internet conununications. See. e.g., 

21 fFSH!FSPHSI/JO€/NF) To the extent relevant to this case, additional facts about the 
operational details of the TSP and subsequent FISA authorized content surveillance activities 
also could not be disclosed without exceptional harm to national security, including for example 
information that would demonstrate the operational swiftness and effectiveness ofutilizi 
content surveillance in con·unction w· meta data acttvities. As noted 

TSP, in conjunction w meta 
2s collection and analysis described herein, allowed the NSA to obtain rapidly not only the content 

of a particular communication, but connections between that target and others who may fonn a 
web of al Qaeda conspirators. 

Classified In Comera. £.x Parre DecliU1llion ofDcbonlh A. 8onanni, N!Mional Security Age:ncy 
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1'0P SeeR F-L' .. ,, ~'R+: 
Complaint mJ 7, 9, 10, 13, 82·97. ConfirmatiOn or denial of any information concerning whether 

2 the NSA collects corrununication records would also disclose information about whether or not 

3 the NSA utilizes particular intelligence sources and methods and, thus, the NSA·s capabilities or 

4 
lack thereof, and would cause exceptionally grave hann to national security. 

5 
49. ffSHSIIIOCfNF:) ln addition to implicating the NSA's conten! collection 

6 

7 
activities authorized after the 9/ll attacks, the plaintiffs• allegations also put directly at issue the 

NSA's bulk collection of non-content communication meta data. Ali explained above, the NSA 

has not engaged in the alleged dragnet of commumcation content, and, as now explained below, 

10 
to address plaintiffs• allegations concerning the bulk collection of non-content infonnation 

II 

12 
would require disclosure ofNSA sources and methods that would cause ex.ceptional hann to 

13 national security. As also explained herein, these meta data collection activities are now subject 

14 to the orders and supervision of the FISC. 

15 
50. 

16 
2004 pursuant to the FISC Pen Register Order, the NSA collected bulk met.a data associated with 

17 

18 
electronic communications 

19 

20 

2l 

22 

23 

24 

25 

26 

27 

28 
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' 
-pursuant to the FISC Telephone Rec;orcls certain telecommunication companies 

2 provide the NSA with bulk telephony meta data in the form of call detail records derived from 

3 infonnation kept by those companies in the ordinary course of business. See, 2 5, 27, supra. 

' 51 (TS//SI/IOCJNF) The bulk meta data collection activities that have been 
l 

undertaken by the NSA since 9/t 1 are vital tools for protecting the United States from another 
6 

7 
catastrophic terrorist attack. Disclosure of these meta data activities, sources, or methods would 

8 cause ex.ceptionally grave harm to national security. It is not possible to target collection solely 

9 on known terrorist telephone identifiers and effectively discover the existence, location, and 

10 
plans of terrorist adversaries. 

II 

" 
I) 

" 
ll 

16 

17 

18 

19 

20 

21 

2J 

" 
ll 

" 
27 

28 
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3 

4 

5 

6 

7 

8 

• 
10 

II 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

25 

26 

27 

2R 

only effective means by which NSA analysts trre able COI11il1u<msl~ 

to keep track of such operatives is through meta data collection and analysis. 

t'fSIISft Technical Details of Analytic Capabilities 

52. (TSHSI//0€/~ In particular, the bulk collection of Internet and telephony 

Contact-chaining ol\ows the NSA 1o identify telephone number.:~ and email addresses 

that have been in contact with kno"'TI nu1nben; and addresses; io rum, those 

contacts can be targeted for immediate query and analysis as 

and addresses are identified. When the NSA performs a contact-chaining query on a terrorist-
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3 

4 

5 

' 
7 

' 
9 

10 

II 

" 
13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 which particular piece of meta data will turn out to identify a terrorist, collecting meta data in 

21 
bulk is vital for the success ofcollta,ct-•:ha<ining NSA analysts know tllat 

II l•em>ri''''' telephone calls are located somewhere in lhe billions of data bits; what they canno1 
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know ahead of time is exactly where. The ability to accumulate meta data substantially ,·n tCr<,.StOSI 

2 NSA 's ability to detect and identify these targets. One particular advantage ofbulk meta data 

3 collection is that it provides a historical perspective on past contact activity that cannot be 

' captured in lhe present or prospectively. Such historical links may be vital to identifying new 

' targets, because the meta data may contain links that are absolutely unique, pointing to potential 

' 
7 

targets that otherwise would be missed. 

8 

4 

10 

II 

12 
These sources and methods enable the NSA to segregate some of that very 

I) small amoWlt of otherwise undetectable but highly valuable information from the overwhelming 

\4 amount of other information that has no intelligence value whatsoever-in colloquial tenns, to 

IS find at least some of the needles hidden in the haystack. If employed on a sufficient volume of 

16 
data, contact ch!tining 

17 

" 
19 

20 

" 
" 56. (TS/fSJJI:NF) The foregoing discussion is not hypothetical. N; noted previously, 
23 

,, since inception of the first Frsc Telephone Business Records Order, NSA has provided 275 

reports to the FBI. These repons have provided a total of 2,549 telephone identifiers as being m 

contact with identifim associated 

27 

28 
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28 

57. {l'S.liSIIIOCfNFt AccordingJy, adjudication of plaintiffs' allegations concerning 

the collection of non-content meta data and records about conununication transactions would ris 

or require disclosure of critical NSA sources and methods for of 

terrorist communications as welt as the existence of curreo1 NSA a<:tivities under FISC Orders. 

Despite media speculation about these activities. official confirmation and disclosure of the 

NSA 's bulk collection and targeted analysis of telephony meta data would confum to all of our 

foreign adversaries existence of these aitical intelligence 

capabilities and thereby severely undermine NSA 's ability to gather information concerning 

terrorist coMecrions and cause exceptional harm to national security. 

2. 

58. 

~St/SIJIOCfN.F) loformation Cooc~rnlDg Current flSA Authorized 
Acdvlties and Specific Ji1SC Orden. 

f+SUTSPlJ.SI/.I.OC!INF) lam also supporting the DNl's state secrets privilege 

assenion, and asserting NSA 's statutory privilege, over infonnation concerning the various 

orders of the Foreign Intelligence Surveillance Court mentioned throughout this declaration that 

authorize NSA intelligence collection activities, as well as NSA surveillance activities conducted 

pursuant to the Protec1 America Act ("PAA") and current activittes authorized by the FISA 

Amendments Act of 2008. As noted herein, the three NSA intelligence activities initiated after 

the September 11 attacks to detect and prevent a funher nl Qaeda attack-{i) content collection 

of targeted al Qaeda and associated terrorist-related communications under what later was c.alled 

the TSP; (ii) internet meta data bulk collection: and (iii) telephony meta data bulk collection-

have been subject to various orders of the FISC (as well as FISA statutory authority) and are no 

CIBS$tf•td Jn Com~ro. Ex Pone Declaration of Deborah A. BonMni, National Securily Agency 
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TOP SE€RCFI.'T-5-PHS~BR€0N.£NOFORN 
longer being conducted under presidential authorization. The bulk collection of non-content 

2 transactional data for internet cotnrnWlications was first authorized by the FISC in the July 2004 

3 FISC Pen Register Order, and the bulk collection of non-content telephony meta data was first 

4 
authorized by the FISC in May 2006. The existence and operational details of these orders, and 

of subsequent FISC orders reauthorizing these activities, remain highly classifie<l and disclosure 
6 

7 
oftbis infonnation would <:ause exceptiona' hann to national security.25 In addition, while the 

Government has acknowledged the general existence of the January 10,2007 FISC Orders 

9 authorizing electronic surveillance similar to that tmdertaken in the TSP, the content of those 

10 
orders, and facts concerning the NSA sources and methods they authorize, cannot be disclosed 

II 

12 
without likewise causing exceptional harm to national security. Subsequent content surveillance 

13 sour<:es and methods utilized by the NSA under the P AA and, currently, under the FISA 

14 Amendments Act of2008 likewise cannot be disclosed. J summarize below the proceedings that 

15 
have occurred under authority of the FISA or the FISC. 

16 
59. fF$HSIHO€NNF) (a) Internet Meta Data: Pursuant to the FISC Pen Register 

17 

18 
Order, which has been reauthorized approximately every 90 days after it was first issued, NSA is 

19 authorized to collect ;n bulk meta data associated with 

20 

21 

22 

23 

24 

25 

26 

27 

28 

25 ffflt!SifiOCHN~ For this reason, the FISC Telephone Business Records Order and 
FISC Pen Register Orders prohibit any person from disclosing to any other person that the NSA 
has sought or obtai.ned the telephony meta data, other than to (a) those persons to whom 
disclosure is necessary to comply with the Order; (b) an attorney to obtain legal advice or 
assistance with respect to the production of meta data in response to the Order; or {c) other 
persons as permitted by the Director of the FBT or the Director's designee. The FISC Orders 
further provide that any person to whom disclosure is made pursuant to {a)~ (b), or (c) shaH be 
subject to the nondisclosure requiremenls appJicahle to a person to wbom the Order is directed in 
the same manner as such person. 
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2 

5 
The NSA is authorized to query the archived 

6 

7 
meta data collected pursuant to the FISC Pen Register Order using email addresses for which 

8 there were facts giving rise to a reasonable, articulable suspicion that the email 

address was associated with 

10 
Order was most recently reauthorized on -2009, and requires continued assistance by 

11 

12 
providers through 

13 60. fFSNSIIlOC~~ (b) Telephonv Meta Data: Beginning i.n May 2006, the NSA 's 

14 bulk collection of telephony mel a data, previously subject to presjdential authorization, was 

IS authorized by lhe FlSC Telephone Business Records Order. Like the FISC Pen Register Order, 
16 

the FISC Telephone Business Records Order was reauthorized approximately every 90 days. 

18 
Based on the finding that reasonable grounds existed that the production was relevant to efforts 

19 to protect against intematione.l terrorism, the Order required to 

20 produce to the NSA "call detail records'' or "telephony metlldata" pursuant to 50 U .S.C. § 

21 
1861 [c) (authorizing the production of business records for, inter alia, an investigation to protect 

23 
against international terrorism). Telephony meta data was compiled from call detail data 

24 maintained by the providers in the ordinary oourse of business that reflected non-content 

2S infonnat•on such as the date> time, and duration of telephone caUs, as well as the phone numbers 

26 used 10 place and receive the calls. The NSA was authorized by the FJSC to query the archived 

27 
telephony meta data solely with identified telephone numbers for whjch there were facts giving 

28 
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rise to a reasonable, articulable suspicion that 

2 a "RAS" determination). The FISC Telephone Busines~ 

3 Records Order was most recently reauthorized on March 2, 2009. but subject to new specific 

limitations, which I summarize next. 
5 

61. fFSHSINOCffNF) As noted above (note ll supra), on January 15, 2009, the 
6 

7 Department of Justice ("DOJ") submitted a compliance incident report related to the Business 

8 Records Order to the FISC, based on infonnation provided to DOJ by the NSA, which indicated 

9 that the NSA's prior reports to the FISC concerning implementation of the FISC Telephone 

10 
Business Records Order had not accurately reported the extent to which NSA had been querying 

II 

12 
the telephony meta data acquired from carriers. In sum, this compliance incident related to a 

13 process whereby currently tasked telephony selectors {i.e. phone numbers) reasonably believed 

14 to be associated with authorized counter terrorism foreign intelligence targets associated wi 

IS Executive Order 12333 were reviewed against 
16 

the incoming telephony metadata to detennine if that number had been in contact with a number 
17 

18 
in the United States. This process occurred prior to a formal determination by NSA that 

19 reasonable articulable suspicion existed that the selector was associnted with 

2() was not consistent with NSA 's prior descriptions of the 

21 
process for querying telephony meta data. 

22 
62. fl'-6ffBINOClJNF1 By Order dated March 2, 2009, the FISC has directed that the 

23 

14 NSA may continue to acquire call detail records of telephony meta data in accordance with the 

25 FJSC Telephone Business Reoord Orders, but is prohibited from accessing data acquired except 

16 in a limited manner. In particular, the Government may request through a motion that the FISC 
27 

authorize querying of the telephony meta data for purposes of obtaining foreign intelligence on a 
"28 

case-by-case basis (tmless otherwise necessary to protect against imminenL threat to human life, 
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7 
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9 
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II 

12 

14 

15 

16 

17 

18 

19 

20 

21 

22 

2) 

24 

25 

27 

28 

subject to report to the FISC the next business 

obligations on the Ooverrunent, including to report on its ongoing review of the matter and to fi 

affidavits describing the continuing value of lhe telephony meta data collection to the national 

security of the United Slates and to certify that the information sought is relevant to an 

authorized investigation. 

63. 

on this and other compliance issues to ensure that this vital intelligence tool works appropriately 

and effectively. For purposes of this litigation, and the privilege assertions now made by the 

ONI and by the NSA, the intelligence sources and methods described herein remain highiy 

classified and the disclosure that 

compromise vital NSA sources and methods and result in exceptionally grave harm to national 

security. 

64. (=FS/ITSPHSIHOCHN¥) (c) Content Collection: On January 1 0, 2007, the FISC 

issued orders authorizing the Government to conduct certain electronic surveillance that had 

where the Government detennined tha1 there was probable 

and (2) the communication is to or from a foreign country (i.e., 
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a one-end foreign communication to or from Thereafter, any electronic 

2 surveillance that was occurring as part of the TSP became subject to the approval of the FISA 

3 Court and the TSP was not reauthorized. 21 

4 
65. (TSNSINOCHNF) The Foreign Telephone and Email Order remained in effect 

5 
until the Protect America Act ("PAA") was enacted in August 2007. Under the PAA, the FI~;A'sl 

' 
7 

definition of"electronic surveillance" was clarified to ex: elude "surveillance directed at a person 

8 reasonably believed to be located outside the United States." 50 U.S.C. § 180SA. The PAA 

9 authorized the DNI and the Attorney General to jointly "authorize the acquisition of 

10 
foreign intelligence information concerning persons reasonably believed to be outside the 

II 

12 
United States" for up to one year, id. § 1805B(a), und to issue directives to communications 

13 service providers requiring them to "immediately provide the Government with all information, 

\4 facilities, and assistance necessary to accomplish the acquisition" of necessary intelligence 

15 information, id. § 1805B(e). Such directives were· the NSA conducted 

" content surveillance of overseas targets under the PAA 
17 

" 
66. fFSHSII/OCINF) Beginning i~ 2008, expiring directives that had 

19 issued under the P AA for content surveillance of overseas targets (including surveillance of 

20 overseas) were replaced by new directives for such surveillance 

21 

22 

24 

25 

26 

28 
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security. 

2 69. le<E:/!1/R Because the NSA is oot engaged in the 

3 indiscriminate dragnet of the content of domestic and international communications as the 

4 

5 

6 

J 

' 
9 

10 

II 

12 

13 expected to cause exceptionally grave harm to national security. 

14 70. 

15 

16 

11 

" 
19 

20 

21 
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27 

28 
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VII. (U) Risks of AUowine Litigation to Proceed 

80. 

facts, and issues raised by this case, it is my judgment that sensitive state secrets are so central to 

the subject matter of the litigation that any attempt to proceed will substantially risk the 

disclosure of the privileged state secrets described above. Although plaintiffs' alleged content 

surveillance dragnet does not occur, proving why that is 

directly implicate highly classified 

intelligence information and activities. Similarly, attempting to address plaintiffs' allegations 

w)th respect to the bulk collection of non-content jnfonnation and records containing 

transactional meta data about commW1ication3 would also compromise currently operative NSA 

sources and methods that are essential lo protecting oationa} security. including for detecting and 

preventing a terrorist attack. 

my judgment, any effort to probe the outer-bounds of such classit1ed information would pose 

35 ffSiff&Ph'SIIfOCINF) In its prior classified declarations in this action. the NSA has 
set forth specific examples ofhow the inteJligence sources and methods utilized by the NSA 
after the 9/1 l attacks, including content surveillance under the TSP and pursuant to subsequent 
F!SA authority, as well as non-content meta data collection and analysis, have led to the 
development by the NSA of actionable intelligence and important counter-terrorism efforts. See. 
e.g., Classifted lH Camera, Ex Parte Declaration of LTG Keith B. Alex.ander in Shubert, et al. v. 
Bush, et ai., (Case No. 07-cv-693) (dated May 25, 2007) at 35-43, ~ 58-61. To the extent that 
such infonnation would be relevant to any litigation in this action, however. they could not be 
dlsclosed without revealing specific NSA intelligence infonnation, sources, and methods, and 
subject to the government's privilege assenion. 

Classified In Camero, £;t Parte Declaration of Deborah A. Bonanni, National Stx:urity Agency 
Carolyn Jewel. et ol. v NaJiMol Securiry Agency. el (1/. (No.~'RW) 
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mhermt and significant risks of the disclosure of that information, including critically sensitive 

2 information about NSA sources, methods, operations, .... ....,,.,.,.,, Indeed, any 
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effort merely to allude to those facts in a non-classified fashion c.ould be revealing of classified 

details that should not be disclosed. Even seemingly minor or innocuous facts, in the context of 

this case or other non*classified infom1ation, can tend to reveal, particularly to soph1sticated 

foreign adversaries, a much bigger picture of U.S. intelligence gathering sources and methods. 

81. (.!J.SNSitfNFJ The United Sta(es has an overwhelming interest io dete<:ting and 

thwaning further mass casualty attacks by a) Qaeda. The United States has already suffered one 

attack that killed thousands, disrupted the Nation's financial center for days, and successfully 

struck at the command and control center for the Nation's military. AI Qaeda continues to 

possess the ability and clear, stated intent to carry out a massive attack in the United States that 

could result in a significant loss of life, as well as have a devastating impact on the U.S. 

economy. According to the mQst recent intelligence analysis, attacktng the U.S. Homeland 

remains one of al Qaeda's top operational priorities, see Classified In Camera Ex Parte 

Declaration of Admiral Dennis C. Blair, Director of National Intelligence. and al Qaeda will 

keep trying for high-impact attacks as long as its central command strucrure is functioning and 

affiliated groups are capable of furthering its intere.c;ts. 

82. fFSHSI{INF) AI Qaeda seeks lo use our own communications infrastructure 

against us as they secretly attempt to infiltrate agents into the United States, waiting to attack at a 

time of their choosing. One of the greatest challenges the United States confronts in the ongoing 

effort to prevent another catastrophic terrorist att.ack against the Homeland is the critical need to 

gather intelligence quickly and effectively. Time 1s of the essence in preventing terrorist attacks, 

and the government faces significant obstacles in finding and tracking agents of al Qaeda as they 

manipulate modem technology in an attempt to communicate wrule remaining undetected. The 

Classifol'd Itt Cafltera, Ex Partt: Duclarati<m of Deborah A. Bon11nni, Nalionlll Seturity A11ency 
Comfy11 Jewf!/. e1 o{. v. No1io11al Suw-ityAgency, ct at (No.~RW) 
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NSA sources, methods, and activities described herein are vital tools in this effort. 

2 VUI. (U) Conclusion 

3 83. (U) In sum, l support the DNl's assertion of the state secrets privilege and 

4 
statutory privilege to prevent the disclosure of the information described herein and detailed 

5 

herein. J also assert a statutory privilege under Section 6 of the National Security Act with 

7 respect to the informatiOn described herein which concerns the functions of the NSA. Moreover. 

because proceedings in this case risk disclosure of privileged and classified intelligence-related 

information, 1 respectfuJiy request that the Court not on)y protect that information from 

disclosure but also dismiss this case to prevent exceptionaJ hann to the national security of the 
II 

United Stales. 
12 

l declare wtder penalty of perjury that the foregoing is true and correct. 

14 ~ 
DEBORAH A. BONANNI 

!5 

16 Chief of Staff 
National Security Agency 
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