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CLASSIFIED DECLARATION OF FRANCES J. FLEISCH 
'ATIONAL SECURJTV AGENCY 

l. Franc~!> J. Fleisch, do hereby tate and declare as fo llows: 

l. ( U) Introduction 

I. (U) I am the Executive Director lor the National Security Agenr.:y (NSA). an 

intellig~n~:e agency \.Vithin the Department or D~::kns~. I have held this pi)Si tiun sine~ June 2010. 

As the Ex~:c.:utive Director. I serve as an :tdjunct to !he Deputy Director for all NSA maners. 

Under our internal rcgui:.Jtions. and in the ;.1bscn~.:e of the Director and Deputy DirL'.:tor. I am 

responsihh: f<,r directing thl' ~S ,.\. ovcrsll'cing the operations undcnaken to c~:~rry out its mission 

and. by spel:i fie charge or the President and the Director of National Intelligence. protecting 1\ S, 

activities and intelligence sources and methods. I have bt:en designated an original TOP SECRE·-

classification authority under E.xecutive Order No. 13526. 75 Fed. Reg. 707 (2009) and 

Depanment of Defense Directi\ ~ No. 5~00. 1-R. lnformatitlll and Security Pr11gram Regulation. 

32 C.F.R. § 159a.12 (2000). 

( U) The purpose of th.is declaration is to support a.n assenion of the military and 

state secrets privilege (hereatier. "slate secrets privifege") by the Director of Nationallntelligenc· 

("DNf .. ) as the head of the Intelligence Community, as well as the ONI's assertion of a statutory 

privilege under the National Security Act. to protect information related to NSA ac..:ti\ iti.:s 

described h~·rein below. UI.'Jl~:r~tl Keith B. Ah:xander. the OirL"l:tor of the Nation;tl Sccurit) 

Agency. has b~en sued in his official and individuaJ capacity in the above captioned litigation an 

has rt:~o:usd himself from the decision on ''hL'lhcr to assert privilege in his oDi~.:ial capacity. As 

the E:-;t:·cutive Director. and by specific delegation ofthe Director, I am authori-zed to review the 

materials associated with this litigation. prep(lre whatever declara£ions I determine are 

approprialc. and dt:termine -v. hclh~r to a-.~l . .'rt the NSA-s Sl\llliiOr) pri\ ilege. rhrough this 

(. lu."tfh:J ,, ( rtnr.•rrl. £>: Purtf! l)cd,mltlno of I r.l11CQ J r kl~h. 'Oltlllnal "-=~unt~ \gen~ 
( aro/111 Jt 11 d .r rtf 1 \ tJIItmtd <it·<tmll IXt'llt:l t!l ul t '\<• 08-t.•\ --1&7 3-J "\\ 1 

101 11.ntET T~T st- onur, ·.:urnw. 
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I Of 3[('ftE'f/, "!"~l'l i~ I--N6~COJM<OFO I': l4 
declaration, I hereby invoke and assert the NSA · s statutory privilege set forth in Section 6 of the 

National Security Agency Act of I 959, Public Law No. 86-36 (codified as a note to 50 U.S.C. § 

402) (''NSA Act"), to protect the information related to NSA activities described here in below. 

The statements made herein are based on my personal knowledge of NSA activities and 

operations. and on information made ava ilable to me as the Executive Director of the NSA. 1 

u. (U) Summary 

3. (U) In the course of my official duties, f have been advised of the above-captione 

.Jewel. Shubert. and In re NSA Telecommunications Record~ Litigufion, and I have reviewed the 

allegations raised in this litigation, including the Complaint filed in the Jewel action on Septemb 

18, 2008, and the Second Amended Complaint ("SAC"') filed in the above-re ferenced Shuberl 

action on May 8. 20 I 2. 2 In sum. plaintiffs allege that. after the 9/ I I anacks. the NSA received 

presidential author1zation to engage in ··dragnet"' communicatiot1s surveillance in concen with 

major telecommunications companies. See. e.g., Jewel Com pl. ~~ 2-3 ; Shubert SAC ~~ 1-7. 

Plaint i!Ts allege that the presjdentiall y-authorized activities at issue in this litigation went beyond 

the ··Terrorist Surveillance Program" ( .. TSP"), which was publicly acknowledged by the Preside 

1 (U) Thjs declaration addresses and asserts privilege with respect to allegations raised in 
the above-captioned .Jewel act ion as well as a separate action---Shubert v. Obama (07 ~cv-00693 ). 
In addition, the hann to natjonal security that would result from the disclosure ofNSA sow-ces 
and methods described herein is applicable to similar allegations conceming NSA activities 
raised in other lawsuits in In re NSA Telecommunications Records Litigation (M :06-cv- 179 1) 

2 fifS:'ISI/:'8€/iplf) Starting in 2006. the Director of National Intelligence, supported by 
declarations from the NSA like th is one, has asserted the state secrets privilege and related 
statutory privileges concemi ng NSA intelligence sources and methods in several other cases 1 hat 
have been before this court. including in a 2006 lawsuit brought by the: plainti fls in Jewel against 
AT&T (Hepting v. AT & 7) (06~cv-00672), as well as in 2007 with respect to lawsuits brought 
against Verizon Communiculions, and aga in in 1007 and 2009 in the Shuberl action. and also in 
2009 in the Jewel action. Thjs declaration concerns the same sources and methods that were at 
issue in those prior declarations. and sets torth substantially the same facts and hanns lO national 
security previously described to the court. In light of the passage of time, this submission 
updates. expands upon, and supplants prior privilege assertions in this litigation. 

Clas;; ilied In lUfJWf'rl , /·:y !' •. me DC'daration or !-ranees .1. Fki~ .. -h. '\atiOIIitl SL-rurity Agl!lll'~ 
Cw·olm Jewd e l of. , .. Nmwnul Securill' Age ncr. 1!1 a/ ( N1.1. O~·cv-487 J·JSW) 

. TOP SECRtf/>T~ I'/:'8 1 -NORCOtVNOFOf~H 
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in Dc~~rnb40!r 2005 a.nd \\ ;JS limited to the int~r~epllon o f specilic inlernalinnal comrnunicatinn-. 

involving P(''""ons rc<~sonahly believed to he associat40!LI ,,-ith al Qaeda and affiliated terrorist 

organizations. Reither. plaintiffs allege thfit other intelligence activities were also authorized by 

the President after 9/l I. and that. with thL· ~1ss istancc of telecommunication compnnies. i.ncluding 

AT&'l and Vt:rizon. the NSA has indiscriminately intercepted the t.:ontent and obtained the 

communjcations records of millions of ordinary AmLTicans as part ,,fan alk·:;~:d pro..:sidl'Tlli;JJiy-

aurhorized ··Program" after 9/11. See .leH'el Compl. c:111 2-13; 39-97; Shuberf SAC ~f 1-7: 57-58: 

60-91 . 

4. (U) I cannot di sdose on the public record the specilic nature ofNSA information 

or activities implicated by the plaintiffs· alkgations .. \s described fUJ1her belo ... v. the disclosure 

of information related to the NSA's activities. source~ . and methods implicated by the plaintiffs' 

allegations reasonably could be expected to cause exceptionally grave damage to the national 

securiry of the United States. In addition. it is my judgment that sensitive state secrets are so 

central to tJ11..· "uhkct maner of the liti.:;atinn tbat any auemptlo pm~t:l.'d in the case risks 

disclosure of the cl<:~~sitied privileged national security inlonnation described herein and 

exceptionally grave damage to the oational security of the United States. 

5. 

disclosure of infonnation cun~.:~ming S~\ ('ral highly dassified and critically imponant NSA 

int~.:lligence <ll·ti\ itics. smn·t:cs. and methods that commenced under presidential authorization 

afier the 91 II terrorist anacks. bur which were larer transitioned to the authority of the For~ii:!n 

lnrclligence SurveiJiance Act ("FISA''). including ongoing activities conducted under orders 

approved by the Foreign Intelligence Survt:illance Court ("F1SC'):1 As described in more detail 

As descrihed further helow. p11r.suant 10 the FISA and 
spccilic orders of the FISC. the intelligence adi\ iti~.: thaL !\SA ...:arri..:s out under the authority of 
the FISA and autJ10rizatinn of the FISC are classitied. NSA's FISC-appro,~d ~1ctivities that are 
at issue here are classified at the TOP SECRET//COMINT level a~ their unauthorized disclosure 
<.'l.t.~~illo.:J In C'uml!r<l. ex /'m·te tk claration ntTranc~.:s J. Flct~ch . Na~ intw l Security ,\~·l·.,,~ 
( 'rll'oll 11 Jewel eta/ \' .\'wumal .\ i'U/1'/fl', IX<'IIC'I . "''a! (Nn. 08-C\ --'X7 l -J :O. \\·1 

fOP !ii i TREr -T S: P 'l:t - ~R@~7!/;.'0fOH: ,I 



1 

J 

j 

6 

7 

10 

II 

12 

13 

I-I 

15 

16 

17 

18 

ll) 

20 

:!I 

22 

23 

2.5 

below, starting in October 2001, then-Presiden tssued a presidential authorization that 

directed the NSA to undet1ake three discrete activities after the 9/J I atiacks that were designed 

to enhance NSA · s capability to detect and prevent further attacks. (Collectively these activities 

were designated by the NSA code-name ·<STELLARWfND''.) 

A. 

B. 

c. 

('f8hif8P:¥8JN8C/l'lf) Baskel I - Content Collection: The first presidentially
authorized activity after the 9/11 attacks was the collection of the conient" of 
certain intemational communications (telephone and Internet) reasonably believed 
to involve a member of a terrorist organization. From the outset this activity wns 
limited by the NSA to "one-end international .. communications- that is. to or 
from the United States. This content collection activity was directed at groups 
engaged in international terrotism and. start ing March 2004, was limited to 
intemational communications reasonably believed to involve an individual 
associated speciftca!ly withal Qaeda or its affiliated organizations. When 
public ly acknowledged i.n December 2005, this content collection activity was 
referred to as the .. Terrorist Surveillance Program.'' The TSP authorization ended 
in February 2007 and was initially replaced by orders of the FISC, which were 
later supplanted by Congressional amendments to the FISA that authorized the 
NSA to collect certain communications of non-U.S. persons located overseas. 

~~~o.; Basket 2 - Telephonv Meta Data: The second 
activity undertaken the NSA after the 9/l l attacks. pursuant to the same 
presidential authorization, entailed the bulk collection of telephony "meta data''-
which is information derived from call detail records that reflects, but is not 
limited to, the date, time. and duration of telephone calls, as well as the phone 
numbers used to place and receive the calls. As described below, this activity was 
transitioned to an order of the FISC starting in May 2006 and. whjle subject to 
subsequent modification by the FISC. remains in place today. 

~~M~ Basket 3 - fnlernetlvfela Data: The third 
acttv1ty NSA after the 9/ 1 1 attacks. again pursuant to the same 
presidential authorization, was the bulk collection of lmemet meta data .. which is 
header/router/addressing infom1ation. such as the ·'to.'' .. from," "cc, .. and .. bee'' 
lines on an email. as opposed to the content or subject Jines of a swndard email. 
As described below, this activity was transitioned to an order of the FlSC starting 
in July 2004 until December 2011 , when NSA decided not to seek reauthorization 
of this ac tivity. 5 

26 could reasonably be expected to cause exceptionally grave damage to the nalional security of the 
United States. 

27 

-1 (TS//SJ;;eerNP) The tenn .. content'' is used herein to refer to the substance, meaning~ 
or purport of a communication. as. defined in 18 U.S.C. § 251 0(8 ). as opposed to the type of 
addressing or routing infonnation referred throughout this declaration as .. meta data." 

5 ("fS//81//8 C/'Pl F) 
ChJssilicd /11 Cama,l. !): /'(11'/c> De~: on o ranees >>!Hi g~.·n~:~ 

Caro~vn Je wel. <'I ul. 1· . .\'ammo! ,\l'''l/l'in· :{!('Ntcy. l'l a/. !No. 08-cv·<l873-JSW) 

Tef ~ECftET, .' l RP,','!i! l--.'tOltCOl4lfH9F0 1Hd 
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6. ~'f'S/J'FSPNSJI:'OC:~JI7) Plaintiffs' allegations put at issue all three NSA activities 

originally authorized by the President after the 9/11 attacks and later transitioned to FISA 

authority. For example. plaintiffs in both the Jewel and ,)'huber! actions allege that the NSA was 

authorized by the President to engage in a communications "dragnet'· al1er 9/il that included the 

indiscriminate collection of the content or millions or telephony and Internet communications. 

See Jewel Campi.~~ 7. 9, 73. 74. 81: Shubert SAC~~ 7, 70. 84. This allegat ion of a c:on1e111 

"dragnet"' is false, however. The NSA"s collection ofthe content of communications (i.e. , the 

substance, meaning or purport of the communication) under the post 911 I presidential 

authorization was directed at one~end international communications in which a participant was 

reasonably believed to be assoc iated with a group engaged in international terrorism (later 

limited to al Qaeda and its afti liates), and was focused on specific "selectors'" (such as phone 

numbers and [ntemet addresses) believed to be associated with such individuals. The content 

surveillance authorized therefore did not constitute the kind of "'dragnet" co llection of the 

content of mi I I ions of Americans· telephone or Internet communications that the plai nti tTs a liege 

Indeed. as set forth below 

However. the opera1ional detruls ofthe TSP and other 

NSA content collection activities could not be disc losed to address, disprove, or otherwise 

litigate the plaintitTs' allegation of a content '·dragnet" without causing exceptional harm to 

NSA 's sources and methods of gathering intelligence---including methods currently used to 

detect and prevent further terrorist auacks under the authority of the FJSA. 

7. fF8;';'F8 1V:'S I:':'OC:~IF) Similarly, plaintifts' allegations that the NSA has 

collected cet1ain non-conten t in lormation {i.e .. meta data) about telephone and Internet 

l ·lassilicu '''Comer,,. I.Y Parte 01)clanuion uf I· ranees J. Fk b ch. Na1ional ~ccuri:~ Agl:'nc-y 
Carolm Jewel. e1 ol. v . .\'(1/t(>l·tul .'i<'cltrill' lgeiiC\', et (1/. (No CJ&-cv-4&73-JS\\ 1 

. 1 Ol' !::iECR::[ F/>=rSP//tll - VORE'Ot4HJOfOR:N 
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communications cannot be addressed without risking or requiring disclosure of highl y sensitive 

2 sources and methods that continue to be utilized today and causing exceptionally grave damage 

3 to national security. As explained below. the bulk collection of meta data enables highly 

sophisticated analytical tools that can uncover the contac or 
.s 

members or agents 
6 

7 
8. 

8 te lecommunications carriers. including AT&T (at issue in Jewel) and Verizon (at issue in 

9 Shubert). and other carriers at issue in other lawsuits in In re NSA Telecommunications Record 

10 
Litigation. assisted the NSA in alleged intelligence activities cannot be confim1ed or denied 

II 

12 
without risking exceptionally grave damage to national security. Because the NSA has not 

IJ undertaken the alleged ''dragnet" collection of communications content, no carrier has assisted in 

I-I that alleged activity. 

I.S 

16 

17 

I ll 

Jl) 

:10 

21 

2.1 

24 

25 
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below. the ON 1· s state secrets and sramtory pn v1 ege ass~ninns. and my O\\ n statutory privilege 

assertion on behalfofth~ NSA, seek to protect against the disclosure of the highly classifi~d 

3 intdligence sources and methods put at issue in thi s case. includin~: (I) any information that 

would tend to continn or deny whet.her particular individuals. includit11g th~ named plaintiffs. 
s 

have been subject to the alleged NSA intdl ig~nc:e acti\'itie. : (2) infonnation concerning NSA 
6 

7 
intelligence smm:l..':-. ~md mdhods. includin~ fad s dcmon:-.tratill:.! that the cqmt:nt c~._lllection undt•r - ... -
th~ fSP \\a~ limited to lerrorist-rdated international ~lHnmunic:llions. and th:-st NSA did not and 

does not othenvisc engage in plainriffs· ulh:gcd content sun'c illance ""dragn~t'·: (3) facts that 

10 
would tend to ~n11fim1 or deny the other intelligence ac tiviti l..'s authori_zed by tJ1c President after 

II 

12 
911 1 and later transitioned to the authority of the FISA - that is. existence of the NSA"s bulk 

IJ meta datn colb:tillll. and any iufonnalion about th os~.: a('tivitic~: and (4 ) the titcl t 

14 

15 panicu lar. th~ fact that t.here has been public specu lation about all~:~~d NSA activities. including 

16 
in media reports. books. or plaintiffs· declarat ions. does not diminish the need to protect 

17 

18 
intell igence sources and methods from fu11her exposure. I he process of sorting out what is true, 

19 part ly true. or .. vholl y false in public reports or in plC'Iintiffs· a llegations and declarations, would 

:w necessarily risk or require disclosure of what in fact the NSA has undertaken. when. ho\v. and 

21 
under what authority. As set forth herein. such oflicial contirmnrion and disclosure of classified 

privileged national security infonnation by the Government would remove any doubt as to 

NSA · s ;tdual sour~t·s ;.1nd methods. con.fim1 to our adversaries ,.vhat channels of communication 

25 Lo ;:1\ oid. and cause exceptionally grave damage to the natinnal stl:urity. For these rl!asons. as set 

tonh i"urther below. I request that the Court uphold the DN 1· s state secrets and statutory priv1lege 

assertions. a$ \\el l as the NSA statutol) privilt!g,c assertion that I now raise. and protect the 
28 

inli)mlatinn described in this declaration from disclosure. 

llo~ "'lk·d In Cwn.·ra Lt l'attt lkdur.uion oi l ranc~"' J Hci!-<:h , ,JIIOilJI ~.:cunt ~ \p,cn~·~ 
('rlro(ln./otlld i!ld{ \' - 1!!- 1·J"\\ I II 



2 

3 

5 

6 

7 

8 

10 

II 

1:! 

13 

14 

1.> 

16 

17 

18 

19 

20 

:!I 

23 

25 

26 

27 

28 

T~F ~EC ~ ET/1 l jp/,Jl- :/ORCOfM40FOf\:t4 
Ill. (U) Classification of OecJara tion 

12. (Sh'8111~i f) This declaration is classified TOP SECRET//TSP//S-

- /ORCON/NOFORN pursuant to the standards in Executive Order No. 13526. See 75 Fed. 

Reg. 707 (Dec. 29, 2009). Under Executive Order No. 13526. infonnation is classified "TOP 

SECRET .. if unauthorized disclosure of the infonnation reasonably could be expected to cause 

exceptionally grave damage to the national security of the United Sates; "SECRET'' if 

unauthorized disclosure of the infonnation reasonably could be expected to cause serious 

damage to national security: and ··cONFIDENTJAL .. if unauthorized disclosure of the 

information reasonably could be expected to cause identifiable damage to national security. At 

the beginning of each paragraph of thi s declaration. the let1er or letters in parentheses 

designate(s) the degree of classification of the information the r aragraph contains. When used 

for this purpose, the let1ers "'U." "C." .. s:· and "TS'" indicate rr pectively that the infonnation is 

ei ther UNCLASSIFIED. or is classified CONFIDENTIAL. SECRET. or TOP SECRET.7 

13. (U71 P5Jt;t8) Additionally, this declaration also contains Sensitive Compartmented 

ln fonnation (SCI). which is ··information that not only is classified for national security reasons 

as Top Secret, Secret, or Contldential, but also is subject to special access and handling 

requirements because it involves or derives from particularly sensitive intelligence sources and 

methods.'' 28 C.F.R. § 17.18(a). Because or the exceptional sensitivity and vulnerability of such 

information. these safeguards and access requirements exceed the access standards that are 

normally required for information of the same classification level. Specifically, this declaration 

fred In amera. E.'i !'art(' D~::darali<ln of J. Fleisch. 111ic•mrl ril~ AgciH:y 
( ·11rn~'" J...-,.·el. t•t al. v. Nmional Security . l~t'll(l <'I a/ (No. 08-cv-1873-JSWl 
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references communications intelligence (COMfNT), also refe1Ted to as special intelligence (SI), 

which is a subcategory of SCI. COM !NT or Sl identifies SCI that was derived from exploiting 

cryptographic systems or other protected sources by applying methods or techniques, or from 

foreign communications. 

14. 

related to or derived from the STELLAR WIND program. a controlled access signals intelligence 

program under Presidential authorization created in response to the auacks of9/l 1. In this 

declaration, infonnat ion pertaining to the STELLAR WfND program is denoted with the special 

marking ··Tsp·· and requires more restrictive handling. 8 Despite the December 2005 public 

acknowledgment of the TSP, detai ls about the TSP program as well as the STELLAR WIND 

program in its entirety, remain bighly classified and strictl y compartmented. 

~~..-. Jntormation pertaining to the STELLAR WIND 
program can also be denoted with the speci(ll marking "STL w.·· In prior declarations and 
briefing materials. NSA has used the "'TSP'' designarion to refer to the onion of the 
rhat was blicl disci d b then-P her 2 

Cla~silkd InC 1011 ram:es 
( ·arolyrr Jewel. C!l ul. , .. :\a lim/(// Security .-lgell<)'. el ol (No. 08-cv--l-87 3-J!) W) 
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15. mfom1ation contained herein may not be 

revea led to any person wi1hout au!horization pursuant to Executive Order 13526. this declaration 

) contains information that may not be release<.! to foreign govenunems. foreign nationals. or non-

U.S. citizens without permission of the origina10r and in accordance with DNT policy. This 
5 

in.fonnation is labeled "NOFORN:· The ''ORCON" designator means that the originator of the 
6 

7 
infonnation controls to whom it is released. 

s JV. (U) Background Information 

I) 

tO 

II 

1:! 
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A. (U) The National Security Agencv 

16. (U) The NSA was establi shed by Presidential Directive in 1952 as a separately 

organized agency within the Department of Defense. The NSA ·s foreign intelligence mission 

includes the responsibility to collect, process, analyze. p oduce, and disseminate signals 

intelligence (SIGJNT) information. of which communic· ions intelligence (''COMINT') is a 

significant subset. for (a) nationa.l foreign imelligence pl oses, (b} counterintelligence purposes, 

and (c) the support ofmilitary operations. See Executive Order 12333, § 1.7(c). as amended. 10 

17. fFSNSI:\'l'J f) Signals intelligence (SIGfNT) consists of three subcategories: 

( 1) communications intelligence (COMTNT): (2) electronic intelligence (EUND: and (3) foreign 

instrumentation signals intelligence (FJSINT). Communications intelligence (COMINT) is 

defined as ''all procedures and methods used in the interception of communications and the 

10 (U) Executive Order 12333, reprinted as amended in 50 U.S.C § 401 note. general ly 
describes the NSA's authority to collect toreign intelligence that is not subject to the FISA 
definition of electronic surveillance, including activities undertaken abroad. Section I . 7( c) of 
E.O. 12333, as amended, specitically authorizes the NSA to "Collect (including through 
clandestine means), process, analyze. produce, and disseminate signals intelligence infom1ation 
for foreign intelligence and counterintelligence purposes to support national and departmental 
missions. '' 
Cl<t.-~ilkd '" ( .t/1/11'/'(/, r_r Parlt:! Dedarati<•n (If lt\UIC<.::S J. ~ ki~r li. 1\alinnal Se.:uril> !'\f!.COC) 
c,m)~V/1 Jewel. 1!1111. \'. :\'mi~J/7{// Si!c/1,.;,..,. .lgnl(l', (!(rd. ( s"' i J. 
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obtain.ing of informntion from such communicarion~ by other than the intended recipients... 18 

2 U.S.C. § 798. COMTNT includes information derived from the interception of foreign and 

3 intemational communications, ~uch as voice. facsimile. and computer-to-computer information 

conveyed via a number or mean 
5 

Electronic intelligence (EUNT) is technical intelligence information derived from 
6 

7 
foreign non-communications electromagnetic radiations except atomic detonation or radioactive 

sources---in essence, radar systems aftiliated with military weapons platforms (e.g., anti-ship) 

9 and civilian systems (e.g., shipboard and air traffic control radars). Foreign instrumentation 

10 
signals intelligence (FISfNT) is derived from the intercept of foreign electromagnetic emissions 

II 

associated wi th the testing and operational deployment of non-U.S. aerospace, surface. and 
12 

13 subsurface systems. 

1--1 18. (U) The NSA · s SIGfNT responsibilities include establishing and operating an 

15 effective unified organization to conduct SIGINT activities set forth in Executive Order No. 

16 
12333, § 1.7(c)(2), as amended. In performing its SlGfNT mission, NSA has developed a 

17 

18 
sophjsticated worldwide SJGINT collection network that acquires, among other things. foreign 

I'J and international electronic communications and related information. The technological 

20 infrastructure that supports the NSA ·s foreign intelligence information collect.ion network has 

:!I 
taken years to develop at a cost of billions of dollars and untold human effort. It relies on 

22 
sophisticated collection and processing technology. 

2J 

19. (lJ) T11ere are two primary reasons for gathering and analyzing foreign 

25 intelligence in fom1at ion. The first. and most important. is to gai n information required to direct 

26 U.S. resources as necessary to counter external threats and in support of military operations. The 

27 
second reason is to obtain information necessary to the tbrmulation of U.S. foreign policy. 

28 
Foreign intelligence infonnation provided by the NSA is thus relevant to a wide range of 

Cl;"'ifi>;"d /11 Cmwra. Jy Parr.· De-claration of 1-iaJl\:<::< J. l'ki~<:h. Nillional Sr~:urity Agency 
c.,·o(l'/1 Jewel. era/. l' .c\uiirlllal Se,·urify -l.f:C'II(l'. el ol. ( SW} 
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important issues. including militar) order or ban e: l real warnings and readincs ·: arms 

2 prolikLration: int~.:matitmaltl'rTorism: counter-inteili g~:nc":: and fon:i:111 aspects of intl!mational 

J narcotics traffic~ in g. 
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20. (LI) The NSA ·s ability to produce foreign intellig~.:nce information depends on its 

HlT\.'S..'> to lim:il;;n and i.ntematilltWI ek~tronk comlllllnications. 1-ureign intdligcnce produced by 

CO!·v1fj\; f activities is an e;-;tremely import<l.nt part of1he overaU toreign in!elligence infonnation 

available to th~.: l :nited States and is o lten unobtainable hy other lllL'al\~. Public disclosure of 

either the capability to collect speci fie communication$ or the substance of the information 

derived from such coHection itself can easi I y alert targets to the vulnerability of their 

communications. Disclosure ore' en a singk c(1mmuni<.:ation hold-. the potential of r..:-n~aling 

.intelligence collection techniques t.hat are applied against targets around the world. Once alerted. 

targets can frustrate COMfNT collection by using dil"li.:rent or new encryption t~chniques, by 

di~seminating disinformation. or by utiliz ing a different conununications link. Such evasion 

techniques may inhibit acc~.:ss to the target's communications and therefore deny Lhe Uni1ed 

State" access to infom1ation crucial to the dt.•lensc of the l ."nited States both at home and abroad. 

COM fNT is provided special statutory protec1ion under 18 U .S.C. * 798. which makes it a crime 

to knowingly disclose to an unauthorized person classiticd information .. concerning the 

communication intelligence activities of the United States or any toreign government. .. 

B. (U) September Ill 2001 and the al Qacda Tbreal 

21. (lJ) On September II, 2001. the at Qaeda terrorist network launched a set of 

coordinated anacks along the East Coast of the United States. Four commercia l jetliners. ~:ach 

<.: l.lrefuily sek~:ll·d to be fully loaded v.·ith fuel for a transcontinental !light. were hijacked by at 

Qaeda operati\i::~ . Those operatives targeted the Nation·s tlnancial center in Ne\\ York " ·ith two 

of th~ jetliners. which they deliberatdy tlew into the Twin Towers of th~ World I rade Center. 

t 'lu~,j lkd !11 Cw ncru /.\ Part<' Decb rntinn ~, r l-r11111.:C~ .1. l'ki~~:h. NUl i<ln.tl Sn:urit~ Agcn~~ 
( am~\ 11 ./.:1rd f!l "' ,. \ o tUJIIIII Se,·unty l gl!nt:,l c:t (1/ ( N< 1. 08-i:v-187 i-Js \~ ) 
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AI Qaeda t.:~rgeted the headquartersofthe Nation's Armed Forces. the Pentagon. ''ith the 1hird 

j~tliner. AI Qaeda op,:rati\1..·-; \h:n:: appan.:nll) h~;nkJ l\l\\~trd W~tshinkrton. D.C. \\-ith t h~ fourlh 

jetliner'' hen passengers struggled v.~th the hijackers and the plane crashed in Shanks,·i lle. 

Pennsylvania. The inlended target of this fourth jetliner was most evidently the White House or 

the Capilol. strongly suggesting that al Qa~::da's intended mission was to strike a decapitation 

blov.· to the Government or I he United States-to kill the President. the Vice PresiJent. or 

Memb~..·r:-. of C~~t1gress. The att;t\:ks ofSepl l'lllh:r I I resulkd in approximatcl) 3.000 deaths-

the highest :-.ingle-day dea~h loll from hosli k l~lreig_n attacks in the Nation·s his10ry. In addition. 

these attack!' shur down air travel in the United States. disrupted t.hl· \"ation's fin;mcial marl~.·~:-. 

and government operatrons. and caused billions of dollars of damage to the economy. 

~2. (U) On September 14. 200 I. a national emergency was dec!<m:d ··by reason or the 

terrorist attacks at rhe World I radt• Center. New York. New York, and the Penlagon. and t.he 

continuing and immediate threat of further auacks on the t lnited States." Presidential 

Proclamation No. 7463.66 F~:J. Reg. 48199 (Sept. 14. 2001 ). The United Stat!:s also 

imrnedia1dy began plans for a military respons~ directed al al Qaeda's training grounds and 

havens in A fghan.istan. On September 14, 200 I, both Houses of Congress p~ss(d a Joint 

Resolu1ion authorizing the President of I he United States "to use all necessary and appropriate 

force against those nations. orgunizations. \)r persons he det~rmines planned. authorized. 

commitll'd. ~)raided the krrorist al\ucks" of September II. Authori1ation for U e of Militar~ 

Force. Pub. L. No. 107-40 ~ 21(a)_ 115 Stat. 224.224 (Sepl. 18. 2001) ("Cong. Auth."). 

Congress also expressly acknowledged thai lhe auacks rendcn.:d it "n".:~ssar~ and appropric:~te .. 

for the United States to exercise its righ1 " to protect United Slates citizens both at home and 

abroad.' ' and acknowledg~d in par1icula.r that ··the President has aurhority under the Constitulion 

to take action to deter aud prevent ~Jets of intemaliunal terrorism against the l'nill.:d States ... lei. 

Cfa.."lli\.'\.1 fir ( crm<'m E..t Partt' l >cd.tr.ui~,n 111 1-rdllC'~:- J I ki...:h. "'atil1noJI ~"Cunl~ \g.l'!fK·~ 

( 'aro~' •r J1ud •' Itt! 1 \ mirmal ~·< urlfl l,l!•·•r<l •. , <1/ <'•' fll:l-t:\-lg1\.J'- \\ 1 

ldf' .if cfH T P 'IF i- oltcoh , c; <Jf't3f\. < 



3 

5 

7 

IU 

II 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

pmbi.JI 

23. ( U) As a resu h of the unprecedented attacks of September l I. 200 I . the United 

States found itselfinunediately propelled into a conflict withal Qaeda and its associated forces. a 

set of groups that possesses the evolving capabi lity and intention of inHicting further attacks on 

the United States. That conflict is continuing today. at home as well as abroad. Moreover. the 

conflict against al Qaeda and its allies is a very different kind ofcontlict. against a very ditTerent 

enemy. than any other contlict or enemy the Nation has previously faced. AI Qaeda and its 

affiliates operate not as a traditional nation-state but as a diiTuse, decentralized network of 

individuals, ce ll s. and loosely associated, often disparate groups. that act someti mes in concert. 

sometimes independently. and sometimes in the United States. but always in secret- and their 

mission is to destroy lives and to disntpt a way of life through terrorist acts. AI Qaeda works in 

the shadows: secrecy is essential to a! Qaeda·s success in plotting and executing its tenorist 

attacks. 

24. ('f8N81A'rtfij The 9/ t I attacks posed signi fie ant challenges for the NSA · s signals 

intelligence mission because ol 

Global telecommunications networks, especially the Internet, have 

11 (U) Following the 9/ 1 l attacks. the United States also immediately began plans for a 
military response directed at al Qaeda's training grounds and havens in Afghanistan. A Military 
Order was issued stating that the attacks of September 1 l "created a state of armed corrll ict. '' see 
Military Order by the President§ I (a). 66 Fed. Reg. 57833. 57833 (Nov. 13. 200\ ). and that al 
Qaeda terrorists ··possess both the capability and the intention to undertake further teiTOrist 
attacks against the United States that if not detected and prevented, wi II cause mass deaths. mass 
i.njuries, and massive destruction of property. and may place at ri sk the continuity of the 
operations or the Uni ted Stales Govemment.'' and concluding that ··an ex traordinary emergency 
exists for national defense purposes." Mi litary Order.§ I (c). (g). 66 Fed. Reg. at 57833-34. 
Indeed, shortly after the attacks, NATO took the unprel:edented step of invoking article 5 of the 
North At lant ic Treaty. which provides that an ··arn1ed attack against one or more of [the parties] 
shall be considered an attack against them all." North Atlantic Treaty, Apr. 4. 1949. rui. 5, 63 
Stat. 224 1. 2244, 34 U.N.T.S. 243, 246. 
Cla~si fi\:d /11 Cwllt'ra. /::..\ Par/1! D.:cl;;r<tlion nfl,.r;m,·,·s J. Fk'lst·h. National Securit~· Agenc~ 

Coru~l'/1 Jewel. 1?1 ol. v. 1\€11imwl Securill' ./.!!1!11<:1·. el a/. SWl 
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developed in recent years into a loosely interconnected system-a network of networks-that is 

2 ideally suited for the secret communications needs or loosely affiliated ienorist cells. Hundreds 

3 of Internet service providers, or ·'lSPs:· and other providers of communications services offer a 

wide variety of global communications options, often free of charge. 
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cri tica l challenges for tl'le Na tion's communications intelligence capabilities. First, in this type 

of conJlict. more so than in any other we have ever faced, communications intelligence is 

essential to our ability to identify the enemy and to detect and disn1pt its plans for further attacks 

on the United States. Communications intelligence often is the only means we have to leam the 

identities of particular individuals who are involved in terrorist activities and the existence of 

particular te1Torist threats. Second. at the same time that communications intelligence is more 

important than ever. the decentralized, non-hierarchical nature of the enemy and their 

sophistication in exploiting the agility of modem tetecommunjcations make successful 

communications intelligence more difficul t than ever. It is against this backdrop that the risks 

presented by this litigation should be assessed. in particular the risks of disclosing NSA sources 

and methods implicated by the claims being raised. 

c. ('t'Sf/'f..,P'//SII/6C/P4F' Presidentiallv-Authorizcd NSA Activities After 9/11 

27. (TS/:q;gp;)<gJ;';'Q€:'PfJ') As indicated above, i.n December 2005 then-President 

Bush acknowledged the existence of a presidentially-authorized NSA activity called the 

''Terrorist Surveillance Program·· under which NSA was authorized to intercept the content of 

specific international communications involving persons reasonably believed to be associated 

wi th aJ Qaeda and affi li ated terrorist organizations. As also noted. other intelligence activities 

were authorized by the President after the 9111 attacks in a single authorization and were 

subsequently authorized under orders issued by the Foreign Intelligence Surveillance Court 

("'FISC} As described below. disclosure of the intelligence sources and methods involved in 

the TSP and other classified activities reasonably can be expected to cause exceptionally grave 

C!n . .;:'ili~d /11 Camera. lf;.r Parte Dedanttion (~f hunc<'~ J. Fki~ch. Nalion<~ l Sc~·urit) /\g.:n~·> 
Curolw1 Jewd 1!1 a/. 1·. \01ional ,\ecurifl· . 1 -.rtti~T. e1 of. (No . 08-c-1 -1873-.1$\V) 
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damage to national securi ty. 

28. ('f5h'XfSP#SI;'?OC~Jf) In the extraordinary circumstances after the 911 I attacks 

---when the Intelligence Community believed further catastrophic attacks may be imminent---

the President directed the NSA to address important gaps in its intelligence co llection acti vities, 

and to undertake fUJ1her measures to detect and prevent future attacks. Starting in October 200 I 

and cont inu ing ,.vith modifications, the President authorized NSA to undertake three activi ties. '2 

Whi le these act ivities were distinct in nature, they were designed to work in tandem to meet the 

threat of another mass casualty tenorist attack by enabling NSA to not only intercept the coment 

of particular terrorist communications, but to identify other phone munbers and email addresses 

with which a terrorist had been in contacr - and thus. potentially, to ident ify other i ndi victuals 

who may be involved in ptouing ten orist attacks. 13 

14 l. (l'S//'t'Sf'/:'SI//OC~#f) Basket l - Telepbonv and Email Content Collection 
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29. (TS#TSP#SI;1;'8C/.,JF) First, the NSA was authorized by the President to 

intercept the content 1
.! of certain te lephone and Internet communications to r which there were 

reasonable grounds to believe that such communications originated or terminated ou tsjde the 

United States. 

12 ('i"SN8lf/8CJiPJF) In other lawsuits in In re NSA Telecommunications Records 
Liti~ation. some plaintiffs allege that NSA commenced the particular presidentially-authorized 
intelligence activities put at issue in the allegations prior to the 9/1 1 attacks. The activi ties 
described herein were authorized by the Presiden( a(ter the 9/J 1 attacks. 

13 (S;';'Nf) Each Presidential aulhorization (with the exception of the first such 
authorization) was supported by a threat assessment memorandum signed by the Director o f 
Central Intelligence until 2005 and thereaf1er by the Director of National Intelligence, which 
documented the current threat to the U.S. homeland and to U.S. interests abroad from al Qaeda 
and affiliated terrol.'ist organizations. The DN I has separately asserted privilege i.n order to 
prevent the disclosure of classified al Qaeda flue at infonnation. 

14 ('f~//~tJ'fe~;''') Again. the tem1 "content'' is used herein to refe r to the substance, 
meaning, or purpon of a communication, as defined in I 8 U.S .C. ~ 251 0(8). as distinguished 
from the type of addressing or routing info rmat ion referred throughout this declaration as ··meta 
data ." 

('lassiticd In< 'aml!rn. F.x Partt- Dcclamlion of Franco.:' J. riL·i~·h. Nat ional Se"Curi l~ Agency 
Corul,m JFWel. ti'l a/_ ,. Smionnl Securif)• . .J.I!enc,•·. eta/. tNo. 08-cv-4873-.ISW) 
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Thus. the initial scope of the authorization pem1itted NSA to intercept 

communications where a communicant was not only reasonably believed to be a member or 

agent of al Qaeda and affiliated organizations. hut or other intemationalterrorisr organizations as 

wei Starting in March 2004. the presidential au thorization for 

content collection was limited to the col lection of international communications where a party to 

such communication was reasonably believed to be a member or agent of al Qaeda or an 

affiliated terrorist organization. The existence ofthis activiry was disclosed by then-President 

I3ush in December 2005 and subsequently referred to as the '·Terrorist Surveillance Program" 

("TSP''). The 11rst presidential authorization of the TSP was on October 4. 200 I, and the TSP 

was reauthorized approximately every 30-60 days throughout the existence of the program. 15 

30. 

international telephone corrununications 

~.~ (T8;';'f8P/s'ISI:':'8C/PH*) The specific wording of the presidential authorizations 
evolved over time and during certain periods authorized other activities (this declaration is not 
intended to and does not full y describe the authorizations and the differences in those 
authorizations over time). For example, as already noted. the documents am 

Cl;;..;,! ri,·d In Cnmero. C.r Por1e D~:d.lro.~lion o( h'anc~~ J l·kr::d1. N,ni<mal Sccuril~ Agcnc.v 
Caru/m Jl!wel. (!'/ al. ,. National Se;:urifl· tl,l!<'ll~'\ ', ct ctl. (No. OR-cv-4873-JSW} 
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31. fJiS/:'Ii'ePXSIN8C/l'lf) Authorization of the TSP was intended to address an 

important gap in NSA ·s intelligence collection activities---namely, that significant changes in 

communications technology since the enactment of the Foreign Intelligence Surveillance Act in 

1978 meant that NSA faced great difficulties in identifying foreign terrorist operatives who were 

communicating with individuals within the United States. FJSA established the framework tor 

court approval of the U.S. Government's efforts to conduct foreign intelligence surveillance of 

individuals in the United States. When FlSA was enacted in 1978, most international 

c.:ommuJlications to or from the United States were transmitted via satellite or radio tedu1ology. 

Congress i ncentionally excluded the vast majority of satellite or radio communications from the 

definition of··electronic survei llance" in the FISA. See 50 U.S.C. § 1801 (f). The interception of 

domestic communications within the United States. which were carried nearly exclusively on a 

wire. for foreign intel ligence purposes. generally required a court order. As a rcsul 

the FfSA did limit NSA · s ability to collect "one-end .. telephone or Internet 

international communications to orJi·om the United States on a wire inside the United States. 

l"Ja.,.,i lied In ( ·, IIINm. L·.x Porte D.:dar:ation of FrJnC{'S J. Fleisch. N.ttio.11:1 l S~uri1~ 1\gen(_\ 
Cnru~l'n.lewel. (Jtul. 1· :Voti0/1{1/ Senwit_l" Agl!nC1'. ef a/ \N(>. 08-n --1873-J~W ) 

TOP !Sf.@RE1 4' F!iP.'JCI - ':'ORCOH'HOFORH 
2 



I UP SEC Rt: I It I <~ ~~ $1-,, () fH OIMOOI*Oftl 4 
32. fF@h\Sf8P//SI//8 C:'l'JF) Since the time FISA was enacted, sweeping advances in 

2 modem telecommun.ications technology upset the balance struck by Congress in 1978. By 200 l . 

3 most international communications to or from the United States were on a wire and many 

4 
domestic communications had increasingly become wireless. As a result of this change in 

5 
communications technology, the NSA ·s collection from inside the United States of internalional 

6 

7 
communications (previously carried primarily via radio transmission) had shrunk considerably 

s and the Government was forced to prepare FISA applications if it wished to collect rhe 

9 commun.ications of non-U.S. persons located overseas. These circumstances presented a 

I() 
significant concern in the exceptional circumstances after 9/11. The NSA confronted the urgen t 

II 

11 
need to identify further plots to attack U.S. interests both domestically and abroad. To do so. it 

u needed to intercept the communications of terrorist operatives who, as described above-

14 Further, as the 

IS 

l6 
the Uni ted States was faced with the prospect of 

17 

18 
losing vital intelligence---and failing to detect another feared imminent attack---while the 

19 Government prepared individual applications for FISA Court authorizatjon on a 

2o large number of rapidly changing selectors. 17 

.2 1 
33. (l'8;';Sf8PN81;1'8E/1'iF) Accordingly, after the 9/11 anacks, the President directed 

22 
the NSA immediately to con·ecr the gap in collecting the content of international 

23 

24 communications from kno'vV11 or suspected foreign terrorists to or from !he United States. As 

described below, Congress subsequently agreed to certain amendments to the FISA to address 

26 this collection gap and grant NSA llexibility to collect quickJy on overseas, non~U .S. person 

27 

Clussi lied In Comt'm. £y Pam' lkdMalion ot rranccs J. Fleisch. Nati1mal Security Ag~nC) 
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J 

5 

6 

7 

8 

9 

10 

I I 

I:? 

13 

14 

15 

16 

17 

I~ 

19 

20 

::?\ 

25 

161" 81 ntrl T\F 't- 6 ttltJi< ' "'ott< 
targ~ts \\ithout individual FISC orders. Thus. sourct:s and methods by which the NSA 

intercepted the content of informalion untkr the TSP are stillutiliz.ed t(hlt~ undl'r similar FISA 

authority and remain highly sensitive nlld cl;~ssified infom1ation concerning the means by which 

the NSA may obtain significant foreign intelligence infom1ation. including. but not limited. to 

h:rrorist thrt:ah. 

2. (TSI+ff~WI/fH;~'8EI?''if) Basket 2 - Bulk Telephonv Meta Data Colleclion 

34. 

by the President, again pursuant to the same presidential authorization. was the bulk collection 

meta data related to udephon_1· cornmunil:ations. As noted, telephony meta data is information 

derived from call detai l r~..\:Prds that r.:ll~:L't 1wn-content in fonnati\Hl sud1 as. but not limited 10. 

the date. time. :md duration or telephone calls. as well as the phone numbers used to place and 

receive the calts. 1.s l11e purpose of collecting telephony meta data in bulk is to query this 

in.tormation vvith particular "selectors·· (i.e. phone numbers) reasonably believed to be associated 

w·i£h a member or agent of al Qaeda or afliliated terrorist organization in order to ascertain other 

contacts and p<mems of comn1lmicatitlns tor that sdl'd llr. Thus. while t.he amount of telephony 

meta data obtained through the bulk collection under presidential authorization was signjficant. 

('l;e:,jJkd In Comt'''" /~,. !'ane D.:d urulion o1Tnm~:r' .1. Fl<:-t~ch. National Sct:urit~ Ag.:nc~ 

( ·aro(\ 11 Jt•wd et of ,. \ clltcmal.\1!,'1/ri~,. l~e,tt:l <'I rd ( ~n. 08-.:' -'187 3-J'i \\'} 
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only a tiny frac tion of telephony meta data records collected by the NSA has actually been 

presented to a tr11ined professional for anal ysis. 19 However, the co llection of meta data in bulk is 

necessary Co utilize sophisticated and vital analytical tools for tracking the contact-

of al Qaeda and its afliliates. Again. the particular sources and methods 

by which the NSA collects and analyzes telephony meta data remain in use today pursuant to 

authority of the F!SA and Executive Order 12333. and constitute highly significant tools for 

detecting and preventing terrorist attacks and thus lor protecting nat ional security. 

3. ('fSH'fSf'l'/511//e e /f<P) Basket 3- Bulk Internet Meta Data Collection 

35. The third discrete NSA activity authorized 

by the President , again pursuant to the same presidential authorization, was the NSA collected 

bulk meta data related to Internet communications--- ht!ader/router addressing infom1ation, such 

as the ··to:· .. from." .. cc," and ·<bee .. lines. as opposed to the content or subject lines, of a 

standard email.20 tn addition to collecting the content ofpanicular communications-

21 As with telephony meta 

19 (TS;'fFSPI/SI#OC:~lF) NSA estimates that by the end of2006. only-of the 
te lephony meta data collected had actually been retrieved for analysis. 

Clns,ifi~,'tl ht Cumem. F:~ Purte D~claration of Fr<:~m:c' J. I l::i ~d1. Nullnnal c;;ccurity A!!.:ncy 
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data. NSA would then query the bulk Internet meta data with particular "selectors'" (e.g email 

address) reasonably believed to be associated with a member or agent of al Qaeda or affiliated 

terrorist organization in order to ascertain other contact~of Internet communications 

for that selec!Or (and thus. again. only a tiny fraction of Internet meta data collected was viewed 

hy an analyst). 

4. 

36. 

Cl:1~~ifi.:d In Camera. l::.r Pone Dcdaration of Franc~·::: J. Flci:::~:h. National Sccurit) 1\go:ncy 
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~ SIISIJJeerNfl) Current NSA Activities Transitioned from Presideotial 
Authority 

37. fJl8;';Sf8P//SI/18@;1(f) The three sources and methods of intelligence collection 

initially aulhorized by the President immediately fo llowing 9/ 11 have evolved over the last 

eleven years and continue to be utilized today. Thus, disclosure of the particular sources and 

methods described herein as they were uti I ized under presidential authorization would 

compromise the use of those sources and methods under other authority and thereby risk 

exceptionally grave damage to national security. 

l. (1 ,;;;3 11JeeJ,4f) Collectioo of Communica tion Conteot 

38. (TS#$., P:':'SI;\'8C/,IF) First. in January of 2007, the content interception 

activities that had been occurring under the TSP were transitioned to authority of the FISA.22 

Specifically, on January 10. 2007, the FISC issued orders authorizing the Govenunent to conduct 

certain electronic surveillance that had been occurring w1der !'he TSP. Those orders included: 

Email Order:· which authorized electronic surveillance of telephone and Internet 

22 communications where the Government detennined that there 

23 

15 

27 

2S 

was probable cause to believe that (i) one of the communicants is a member or agent o 

2 ~ (F8N81:\'8@/Pff) This declarat ion generally desctibes the transition of all three 
Presidentially-authorized activities to FISA authority, but does not describe in detail the FISC 
Orders themselves, the details oftheir periodic renewaL specific legal issues that arose. the 
process involved in obtaining FfSC approval, continual brielings to the various congressional 
oversight committees, or any subsequent compliance issues and COITective action taken as a 
result of those incidents. The FLSC undertakes close oversight ofNSA activities that are subject 
to the FISA. and NSA has worked extensively to ensure compliance with FISC orders. including 
those described herein. 

Cl;l'~i li..:d In (·,ol/t'ril. /;~x !'art I! D<:dar .• tion of f-ranc,·s J. Fki!'ch. National Security Ag...:ncy 
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and (ii) the communication is to or from a foreign country 

(i.e .. a one-end foreign communication to or from the United States). Thereafter, any electronic 

surveillance. as that tcm1 is de t~med in the F fSA (see 50 U.S. C. § \80 I (f)). that was occurring as 

part of the TSP became subject to the approval of the FISA Coun and the TSP was not 

23 (U) On January 17. 2007. the Attorney Genera I made pub! ic the general facts that new 
orders of the Foreign Intelligence Surveillrutce Court had been issued that authorized the 
Govemmem to target for collection international communications into or out of rhe United State 
where there is probable cause to believe that one of the communicants is a member or agent of al 
Qaeda or an associated terrorist organization; that, as a resuh of these orders. any electronic 
survei llance that had been occurring as part of the TSP was then being conducted subject to the 
approval of the FISA Court: and that. under these circumstances. the TSP was not reauthorized. 

communications o 

ClilsSilku In Camera. Ex: Purl!! D~d;tratiol ) ofFrnnN·~ J. Fki~cll. Nati~111al s~,·urity A~~·m:y 
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40. (TS//Sb'/0€;1Pl F) The process or seeking renewal of the January 2007 FISC 

Foreign Telephone and Email Order after its original 90 day authoriza tion ultimately led the 

Executive Bmnch to press for and Congress to enact amendments to the FISA that granted NSA 

greater flexibility to collect the content of i.memational communications without the need for 

individual FISC orders for each selec tor targeted. 

- .. 
~ 
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As discussed next. this prompted NSA to 

seek additional statutory authority under the FTSA to intercept the content of international 

41. fFSI\'fSP:':'g l/fQ€:'1>11'1 In August 2007, Congress enacted the Protect America 

Act ( .. PAA '"), which granted NSA additional flexibility under the FISA to target international 

communications without an individual court order for each selector. Under the PAA, the FrSA's 

defin ition of ·'e lectronic surveillance'' was clarified to exclude •·survei llance d irected at a person 

reasonably believed to be located outside the United States'' 50 U .S.C. § 1805A. This change in 

the defin ition of electronic surveillance under the FISA permi tted the NSA to in tercept 

communications off of a wire inside the United States without an individual court order so long 

as the target was located outside the United States. This restored some of the operational 

fl exibility needed to swiftly target rapidly changing selectors on multiple terrorist targets that 

existed under the TSP. The PA.A eliminated the need for the Foreign Telephone and Email 

Order. and that Order expired after the PAA was enacted. 

42. fifSh'SI//OC/~4F) The PAA authorized the DNl and the Attorney General to 

jointly ··authorize the acquisition of foreign intelligence infom1mion concerning persons 

reasonably believed to be outside the United States" for up to one year. id. § 1805B(a), and to 

issue directives to communications service providers requiring them to ·· immediately provide the 

In r·amo>ru. £.x Part!! Dcclannh'n o f" Franc<-:> J. Fleisch. Na1ional Securil) AgcnC) 
C ar•1lyn .It'"''''· ~:t al v Nm ional Seuwirr lgent:t~ i?l ol. (No. 08-cv-4873-JSW1 
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Government with all infonnation, facilities, and assistance necessary to accomplish the 

acquisition·· of necessary intelligence in !ormation. id. ~ I !>05 B( e). Such directives were issued 

to a number of telecommunication and internet service providers. 

and the NSA conducted content surveillance of overseas targets under the PAA with the 

assistance of those telecommunication caniers. More specitically. in August 2007. the Attorney 

General and ON l issued the requisite certifications, and, among other things. con rent collection 

under the PAA continued as to persons reasonably believed to be outside the United States 

involving communications of 

Under the PAA, approximately. fore)gn 

selectors that had been anthorized under the Foreign Telephone and Email Order were 

transitioned to collection by NSA under authority of the PAA. 

43. (TSXSI.NOC 'tJF) The PAA was enacted as a temporary me sure set to expire in 

180 days. and it ultimately did expire on February 16. 2008 (although dire tives issued under the 

PAA continued in eflect until their stated expiration dates). On July II, 2008, the Foreign 

Intelligence Surveillance Act Amendments Act of2008 (FAA) was signed into law. Section 702 

of the FAA created new statutory authority and procedures that permitted the target ing of non-

United States persons reasonably believe to be outside oft he United States without indi vidual 

FISC orders but subject to directives issued to telecommun ications CaiTiers by the Director of 

National Intelligence and the Attorney General Lmder Section 702(h) of the FISA for the 

continuation of overseas surveillance under this new authority. See 50 U.S. C. § 1881 a( h) (as 

added by the FJSA Act of 2008, P.L. II 0-261 ). Directives that had been issued lUlder the PAA 

for content surveillance of overseas targets (including surveillance or speciti~ targets 

overseas) were thus replaced by new directives for such surveillance issued pursuant lo the FAA. 

While the existence of prior PAA authority and curTem FAA authority are set forth in public 

( l:.~ssi/i.:d In ( "aml!r,s. [.,· Parle D~:daration ,,f I ranees J. FkiS(;h. l\:ttioiiWI So.:ntril) Ag..:m:~ 
Caro~l'll .I!! wei. 1'1 ol. , .. .\'{l(imwl Scrurily .-lg~tnc.l'. ('/a/ ( W l 3 
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statutory provisions. the opcr.nionaJ details of the sources and methods used by NSA to carry out 

1 I hat aulhnrit~ rl.'lilain hi~hly clas:-.i lied. 

J 44. (TS:':'fSP;¥51t:'Q€ '!Nf) As with 1be- TSP. lJ1c purpose of the new authority in 

Section 702 or the FAA W<IS to account lor changes in communications technology since 1978 

5 
whereby internat ional communications were increasingly transrni lled !o lhe United States viC~ 

6 

7 
flber op1ic cable and. consequently. increasingly subject to F JSA · s definition of electron1c 

surveillance and requin:n11.:nt:-. B~ ~r:mting NSA the aulhorit~ 1\1 condu~:t acquisilions in.-.i .. k the 

United States by targeting non-United Slates persons located 0utsidc lhe United Slates in order to 

Ill 
acquire kll\.'ign intelligence infom1ation without the need for individualized FISC mdcrs 

II 

!2 
approving surveillance for each individual target, Section 702 permitled the NSA to continue to 

13 undertake content surveillance for overseas targets in a manner similar to that penni tted under 

1-1 the TSP. As ofAugust 2012. NSA presently has a rota) of approximately indjvidual 

I.S forei~n selectors under coverage pursuant to Section 702 of the FAA. Section 702 has proven to 

t fl 
be a critical tool in the Government's efforts to acqujre significant foreign intelligt:n~o:e nt:c~~sar~ 

17 

18 
to protect 1he ~ation·s security and has quickly become one of the most important k~al 

19 authorities Available to 1he Intelligence Community. 

'20 45. (l'~//+ii'/:'OIN8C'Pif) ln sum. the post 9/11 coment surveil lance activities 

21 
undenakcn by the NSA evolved from the presidentially authorized TSP to the FISC Foreign 

22 
Telephonl' anJ Email Order. to the dir(·Lti\ L's issued untkr the PAA and. uhimalely. to the 

13 

directives that are now being issued put:sUdlll to the FISA Amendments Act of2008. Each 

auL.horizJLion sought to enable the NSA to undl.'t1ake content surveillance on numerous multiple 

targets ovcrscas without the need to obtnin advance coun approv<.~l for each target. But, as 

explained further below. none or these contelll surveillance activities has enwiled the kind of 

indiscriminate "dragnt:t" content sun·ci llmlL'e of domestic or international telephony or lnternL'I 
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communications that the plaintiffs. aJJeg~. Rather. from the outset. cuntent colk ction by the NSA 

1 has focused on imernational conunuo.iGttion'\ r~a:-..unahly believed to im·nh t: ,lcnwist 
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2. fi'SHSI/fOCfol>Jf) Collect'ioo of Bulk Tclepboo\' Meta data (Business Records) 

46. 

amhorized by then· President Bush at(er the 9/1 I attacks was rhe bulk collection of meta data 

rel,ated 10 telephony communications--- again. information derived from call detail records that 

reflect non-content information such as. but not limited to. the date. time and duration of 

telephone calls. as well as the phone numbers used to place al.ld received the calls. That activity. 

which began pursuant to Presidential authorization in October 2001. continues today under the 

allllhorit-y of the FlSA. 

~7. 4'TS/CT~ Pit~ IIJOCP'W) Bcginninbl in Vtay 21106. th ... , hulk collection of noo-

content telephony meta data. previously su~ject to Presidential authorization. was authorized by 

the F!SC pursu;tnt to what is known as the Telephone Business Records Order. The FISC found 

!hat. in order to protec£ against intemationalterrorisrn. reasonable grounds existed to order 

cenain telecommunic<llion carriers to produce to the NSA in bulk --call detnil records·· or 

"telephony rneta data;· pursuant to 50 U.S. C. 9 1861 (c) (authorizing the production of business 

records for. imer alia. an investigation to protect against international terrorism). \Vl1ile ti.:Us buJk 

coUe~tion is again very broad in scope. the NSA has been authorized by ,fhc FISC to query the 

!Uichived telephony datJ sukly ,.vith identified tckrhonc numbers for which there are facts giving 

rise to a reasonabk. articubhk suspicion lhat that the number is ~bsociah.:d with (among other 

foreign targets (referred to as a ··RAS .. 

detennination). Bulk tdephony meta data collection. as cont[nued lObe authorized under fiSA 

authority. remains a vital soun:~ and method needed to uti Jize sophisticated anal~ ti~:al tools for 

Cl a:~sfii~;;J /11 Caml!l'tl, 1-:.1· /'(.11'/t! lki:lamlion of Frano:t·~ .1. Fh: i~ch . Nulional Sn ::urily Ago:uo:~ 
r ·ornfl·n Je wel, et a!. 1· \ otimud .\ n ·urin· /g~/1(.' 1 . l'f ul (Nn. tlR-cv-"187 J-.ISW) 
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3. ('ifSNSh¥8C:WF) Collection of Bulk Internet Meta data 

48. fFS#fSP:4'61#8C:'P:lf) As also d~scribed above, the third activity authorized by 

then-President Bush after the 9/11 attacks was the bulk collection of meta data related to rnternet 

communjcations. NSA carried out this bulk collect ion activity under presidential authorization 

During the period from 2004.an 

application was prepared and submitted to the FISC to continue the bulk collection of Internet 

meta data. fn July 2004. the FISC authorized the bulk collection of Internet meta data through 

the use of a pen register and trap and trace device ("'FISC Pen Register Order·· or .. PRTT 

Order''). See 50 U.S.C. § 1841 , et seq. (defining '"pen register"' and "trap and trace device .. ). 

49. (l'S/ISIX8C:'P:lf) iJlitially. under the PRTT Order, NSA was authorized to 

collect, in bulk. meta data associated with electronic communication 

in a manner s imilar to that which NSA had utilized under presidential 

authorization. Specifically, the collection of l.nternet meta data had been 

authorized because 

In addition. while NSA was authorized to collect 

Intemet meta data in bul it was permitted to query the archived meta data 

only using Internet selectors for which there were facts giving rise to a reasonabte. articulable 

suspicion that the email address was assoc iated with 

As with bulk collection of telephony meta data 

collection, the bulk collection of Internet meta data allowed the NSA to use critical and unique 

analytical capabilities to trach: the contacts (even retrospectively 

Clas:-i tkd /11 {. ·wn,·ra. £x Parte fkd<lrali,m ur I ranees J. fleisch. NatiPnat Security Agency 
Cam~l·n./ew.-1. et (1/. 1·. National Securi(l' Agel'!(\', t•tul (No. 08-l.'v-4873-JSWI 
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known terrorists. 

50. ff~//5HN8€/Nf) The FISC Pen Register Order was reauthorized approximately 

every 90 days from July 2004 until December 2011.17 In December 2011, NSA did not seck 

reaut hori zation of the PRTT Order after concluding that this activity was too limi ted in scope to 

justify further resources. 

Thus, the disclosure of this source and method would 

compromise NSA ·s current collection activities and analytical capabilities and cause 

with FISC oversight of NSA activities subject to the 
FJSA, staning i authorization for the PRTT Order was discontinued wbi le 

lved certain compliance issues with !he FISC. The PRTT Order was reauthorized in 
until its last authorization expired in December 20 I I. 

(.'la~ilkd In Camem, 1-. \ Partt" Dc:daration of I ran.:e~ .1. t=ki:; .. ·h. Nutional S.:curity Agency 
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exceptionally grave damage to the national security of the United States. 

51. (T~//'f'~fi1'~11/0Cfl4F) The .Je-..,e/ and Shubert plaintiffs allege that in March 

2004. the Acting Attorney General of the Department of Justice refused to reauthorize certain 

aspects of the activities authorized by the President after the 9/ I I attacks. See Jewel Com pl. ~~ 

45-49: Shuben SAC~ 97-99. I was not the Executive Director ofNSA in March 2004, nor was I 

personally involved in the matter at issue, and this declaration does nor describe the tull details 
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V. (U) Information Subject to ONI and NSA Privilege Assertions 

52. e'fSJ\5fSP¥/St//OCH'4F) As the foregoing discussion indicates, a wide range of 

intelligence sources and methods, used over the past decade and still in use today, are at risk of 

disclosure in this la"vsuit. While the plaintin·s· allegations are focused on the period immediate] 

fo llowing 9/1 I . and seek to challenge alleged activities undertaken pursuant to presidential 

authorization. the sow-ces and methods used by NSA at that time continue to be used under 

subsequent authorizations. To expose a source and method. based on its use during one period o 

time, under one authority. would compromise, if not destroy, NSA 's ability to use that method 

today. All of the presidentially authorized activities being challenged in t11is lawsui( (starting in 

July 2004) were pJaced under other FISA authority and have been subject to Congressional 

oversighL The need to protect these sources and methods continues to exist notwithstanding 

plaintiffs· challenge to the lawfulness of their use under presidential authorization. 

53. (l'SHifS P//S ih'OC/tfF) Accordingly, the NSA seeks to protect from disclosw-e in 

(his case the sources and methods its has utilized to undenake (i) content survei llance under the 

TSP, including information needed to demonstrate thai the TSP was not the content ·'d(agnet .. 

plainti tfs allege; (ii} bulk collection of telephony meta data: (iii) bulk collection of Internet meta 

data, including the analytjcal tools for querying such data to detect ten-oris! contacts; (iv) facts 

concerning whether any NSA surveillance activities have been directed at or collected any 

Clas~iti~t.l /11 Cum~r". ;.~.,. Parte Dcduralion of Fr-dllc~s J. Fleisch. National S(.•curity Agcm:) 
Co•·o~\'11 Jewel. (!f ol. ,. Smional Securin·. h!eiWL .·r al. 1 ~o SW) 
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intonnation conceming the plaintiffs (which wo\lld risk disclosure of the existence and scope of 

2 the source and methods at issue): and ( 
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54. ( U) In general and unclassilied terms. the following categories of information are 

subject to the DNI's assenion of the slate secrets privilege and statutory privilege under the 

National Security Act. as well<:~s my assertion of the NSA statutory privilege: 

A. 

B. 

(U) lnfonnation that may tend to confiml or deny whether 
the plaintiffs have been subject to any alleged NSA 
intelligence acti vity that may be at issue in this matter; and 

(U) Any infonnation concerning NSA intelligence 
activities, sources, or methods that may relate to or be 
necessary to adjudicate plaintiffs' allegations, including 
allegations that the NSA. with the assistance of 
telecommunications carriers such as AT&T and Verizon, 
indiscriminately intercepts the conrent of communications 
and also collects the communication records of millions of 
Americans as part of an alleged ··Program·· authorized by 
the President after 9/J 1. See. e.g., Je·wel Comp. ~~ 2-13: 
39-97: Shuberl SAC~~ 1-9: 57-58: 62-91. 

The scope of this assertion includes but is not limited to: 

(i) (U) Information concerning the scope and 
operation of the now inoperative "Terrorist Surveillance 
Program" ("TSP'') regarding the interception of the content 
of ce11ain one-end international communicat ions 
reasonably believed to involve a member or agent of al
Qaeda or an affiliated terrorist organization, and any other 
information related to demonstrating that the NSA does not 
otherwise engage in the content surveillance .. dragnet'' that 
the plaintiffs allege: and 

(ii) (U) Information concerning whether or not the 
NSA obtained from telecommunications companies such as 
AT&T and Verizon corrununication transactional records as 
alleged in the Complaint: see. e.g .. Jewel Complaint ~ I 0: 
82-97: Shuhen SAC ~ I 02: and 

(i ii) (U) lnlonnation that may tend to conti rm or 
deny whether AT&T. Verizon (and to the extent relevant or 

(.'l:l~:-i l i.:d In Comero. £., Porlo' Dc.:larHt ion of r ra.nc<:> J. fl~i~.:h . N:uional S..:curnv Agency 
('ar(l /nt.fewe/. 1!1 o/. 1'. ,\'n tiunul s.·,·urity lgl!lli.'l', Cf (1/. 1 N~1. 08-cv-4873-JSW) 

.. 'fOP 3ElltEl ·.T3P/:'01-J/ORCOH'l'l~FQRPI 
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VI. 

I tiP .'< 1 C ltr! f"; .·l ,~~ ~~ ~1---''i'O itt 'OI ;; ·hOI'ORN 
111.:cessary, any other telecommunications carrier). ha,·e 
pn.JVided assistance to the NS.\ in COlllll'dion with any 
alleged activity: see. q~ ... h·He/ Cnmplaint ~~ 2~ 7-8. I 0; 13 
50-97: Shuber1 SAC'!" 6. I 0- 13: 66-68. 

(U) Harm of Disclosur:-c of Privileged Informacion 

A. (U} Information Concerni.og \Vhether the Plaintiffs Have 
Occn Subject to tbe Alleged NSA Activilics 

55. (U) The tirst major category of infomKttion as w which I am supporting the DNJ' 

as~crtion ofpri' ikgt\ <:md ass~rting the \iS.\'s own st~:~tutOry privikgl'. Ct,nn:rn~ infonnation as 

to \\·htther particular individuals. including the named plaintiffs in this la,,suiL hm·e been 

subject to allegl·d NSA inteWgence activities. A':j ::.d forth below. disclosure of such inJormation 

would cause exceptionally grave damage to :the national security. 

I. 

56. ff$;'TG P/fS IH8CI1'ff) The named plaintiffs in the ./ell't!/.1 1 and Slwher13
: cases 

allege thnt content of their ovm telephone and Internet communications have been and continue 

to be subject to unlawful search and seizure by the NSA. along with the content of 

communications of mi II ions of ordinary Arnericalls:1
.1 As set forth herein. the NSA does not 

20 
31 

(ll) According to the Complain!. named plain tiffs in the J<>wel case are Tash Hepting, 

'21 

23 

25 

26 

28 

Gregory Hicks. Carolyn Jewel, Erik Knutzen. and Joice Walton. 

32 
( U) According to the Second Amended Complaint. the named plaintiffs in the Slwher 

case are Virginia Shubert. Noha Arafa. Sarah DranoiY. and Hilary Botein. 

H (U) Specifkally. the Jewel Plaintiffs allege that pursuant to a presidentially authorized 
program after the 9/l l auack~. the :'\SA. with the assistance of AT&T. acquir~d and continues to 
acquire th~ content of phone call s, emai Is. instant m~ssages. text messages, web and other 
communications. both intemational and domestic . of millions of ordinary Americans 
---"practicall) C\-ery Amcril:an who uses the phone S)Stem or the Internet"--- includi.ng the 
Plaint ills. See .le1rc/ ( '0mplain1 ....- 7. 9. I 0: .H't' a/.,u iJ. at ..,.. 39-97. The Slwhen Plaintiffs 
allege that the contcllls ~' r .. ,. i mwlly every teh.!phnne. I ntenll't and crn::ti I communication s~m 
from or r~cei\'t:d \\ithin the nited States since shortly aft.c:r September II , 200 1 ... including 
Plainti ffs' communications. are being "searched. seit.ed. intl.!n::epted. and subject to surveillance 
"'ithnul a '' arrant. ~Ollrt orJer or any other lawli.JI authorialliun in ,·iolation of the Foreign 
Tntclligenc~ ·un ei ll ancc Act of 1978. 50 U.S.C. * 181 0." .\'ee Slmh!!rf SAC " I: .\ee also id. c;..- 5. 
7. 
("';t,)llio.:J Ill C.tlltt'r.l ( \ rwr.· lkd.li"'Jlt011 ul rr.lrtl'O.::. J. I ICN~h. '\,JIIIIrt.ll '>.:~uril~ •\go.:nc~ 
( aruhn Jeu d . t!l al 1 \ atttmul curm l}{t'l/0 <'I ul 1 '\o U8·.: \ --ll!7 ).J:- \\ 1 
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engage in ·'dragnet" surveillance of the content of communications as plaintiff:-; al 

Cla~sili.;u In Camera. L~ f>cm.• Declru·uuon or Franc.:s J. Fleisch. N;:uional Se<.:urily Age-n<.:y 
Carolyn )<!It'd. el ul. 1·. 1\'otiona/ Securi(1' lj!enq . £'1 a/. (No. 08-cv-4873-JSW) 
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57. (TS//TSP#SV?OC!t~F) Further. the named plaintiffs in Je1-ve/ and Shubert allege 

that the NSA has been and is continuing to collect the private telephone and Internet transaction 

records of millions of Americans. with the assistance oftelecommunication carriers. again 

including information concerning the plaintiffs· telephone and Internet communications:\6 

36 (U) Specifically, the .Jewel plaintiffs allege that NSA has ··unlawfully solicited and 
obtaine-d from telecommunications companies the complete and ongoing disclosure of the pri 
telephone and internet transactional records'· of millions of ordinary Americans, including 
plainri fls. See Jew~tl Complaint~~ 7, I 0, II. 13, 82-97. The Shubert plaintiffs allege that "NSA 
now monitors huge volumes of records of domestic emaj Is and I ntemet searches ... [and] 
receives this so-called 'transactional· data trom ... private companies .. .''See Shuberl SAC 
~ 102. 

ranc.::~ Ag~:n~:y 

CC1n1~1 ·n Jewl'l. el "'· 1'. :\'a11ooa/ St>curi1y . lgenty. t!l ol. (No. 08-C\-~87:'-JSWI 
ifQP glX' RLT//TSP.'/51 -','O'R:CO'l' I.'I> J O~QRN 
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59. (U) As a matter of course. the NSA cannot publicly confirm or deny whether any 

indiv idual is subject to survei llance activ ities because to do so wou ld tend to re veal actual 

targets. For example. if the NSA were to confim1 in these two cao;es and others that specific 

individuals are not targets of surveillance, but later refuse to comment (as it would have to) in a 

case involving an actual target, an actual or potential adversary of the United States could easily 

deduce by comparing such responses that the person in the latter case is a target. The hann of 

revealing targe ts of foreign intelligence surveillance should be obvious. If an individual knows 

or suspects he is a target of U.S. intelligence activities. he would naturally tend to a lter his 

behavior to take new precautions against surveillance. In addition. revealing \.vho is not a target 

would indicate who has avoided surveillance and what .may be a secure channel for 

communication. Such in.fonnation could lead an actual or potential adversary, secure in the 

t1me 

the bulk collectio n of Internet meta data pursuant to orders of the FISC (the PR TT Order) 
ex pi red in December 20 I I, N SA estimates tl~ge of I ntemct meta data that it 
collected had been reduced to approximately--- With respect to telephony meta 
data, NSA has previously estimated that, prior to the 2006 FISC Order. about 
telephony meta data records was presented to an analyst for review. 

\'ononctl Secudl1 lg,'IILT. c1 a/. (No. (18-c~t-..JR7 3-JSW) 

I OP !if!( I\L !11 l.ifli· u,,I--//O ff: C OIM40FO~N 
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knowledge that he is not under surveillance. to e p a 10stile forejgn adversary convey 

i.nl'onnation; altematively. such a person may be unwittingly utilized or even forced to convey 

infonnation throllgh a secure channel to a hosti le fore)gn adversary. Revealing which channels 

are free from surveillance and which are not would also reveal sensi tive intelligence methods 

thereby could help any adversary evade detection and capi tali ze on limitations in NSA's 

capabilities.40 

60. 

mnera. Nauonal $('curiry Agency 
C nro~l'll )t'wd "'a/. ,._ Nmional Secunfl· . lg <'IICT . f!l nl. !No. OlS·C\·487 3-JS W) 

TOP SECRET/FrBP//51 - /.'ORCOtd/1'c!O I .OIH< 
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61. 

(U) Information Related to NSA Activities, Sources, or Methods 
Implicated bv Plaintiffs' Allegations of a Communications "Dragnet" 

(U) I am also supp011ing the DNI's assertion of privilege and asserting the NSA ·s 

statutory p1ivi lege over any other facls conceming NSA intelligence activities, sources, or 

methods that may relate to or be necessary to litigate the plaintiffs· claims and allegations. 

including that: ( 1) the NSA is indiscriminately intercepting the content of communications of 

millions of ordinary Americans, see e.g .. Jewel Complaint~~ 7, 9, I 0; Shubert SAC~~ I. 5, 7; 

and (2) that the NSA is collecting the private telephone and Internet transactional records of 

Americans with the assistance oftelecommunications carriers, again including information 

concerning the plaintiiTs' telephone and lntemet communications. See Jewel Complaint~~ 7. 10, 

11. 13. 82-97; see Shuberl SAC~ 102. As described above, lhe scope of the government' s 

privilege assertion includes but is not limited to: (I) information concerning the now inoperati ve 

·'Terrorist Survei llance Program" and any other NSA activities that would be at risk of disc losure 

or required in demonstrating that the NSA has not engaged in content ··dragnet" surveillance 

activities that the plaintilfs allege; and (2) i.nformation concerning whether or not the NSA 

obtains transactional communications records from telecommunicat ions companies. As set to rth 

below. the disclosure of such information would cause exceptionally grave damage to national 

security. 

I. (U) I oformation Concerning Plaintiffs' Content Surveillance Allegations 

62. (U) After lhe existence of the TSP was officially acknowledged in December 

2005, the Government stated that this ac tivity was I imited to the interception of the content of 

certain communications for which there were reasonable grounds to believe that: (I} such 

communication originated or terminated outside the United States; and (2} a party to such 

( ' IM~ilku /11 Coml!'ru. t.\ Parlrt Dec kmHit.m oi'Fran •. x~s J. l'l~isch. Na1ional Sc..:unl~ Agenc~ 
C. ·ai'(J/yn.Jpu•e/. N a/. 1·. Nmionn! Sec urin· .lgeii(V. e1 a/. (No. 08·C\ --l873-JSWJ 

'P61 ~LCfH 1 ;'(lz!jp//81 -'.'0Rf8l'I:'~JOIAO ~H l 
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communic::uion is a memb~.:r or agent of al Qacda or an aflil iat~d terrorist organization. 

:! Nonl.!thd~!>S. plajntifh. alkgc that the '\~A ind i-..criminatdy ink·rcept:; th~ wntcnt,,f 

.. 
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comnwni<.:a: ions of mi I lions of ordinary t\m~ricans. See e.g . Je,rc/ Complaint • ' 7. 9. l 0: see 

Shubert SAC ~· I, 5. 7. As the Government has also previously stated. -II plaintilrs· <.~llegation 

that the NSA has undertaken indiscriminate survei llance or the content"'~ of millions of 

communil·at ions sent or rccei,·ed by people inside the United Swtes after 9/11 under the TSP is 

J31se. But to the e;.; tent th~ NSA :nust Jcmon!>tr;l!e that content :;un l..'illance under the TSP WJS 

so limited. and was T\llt plaintiff..;· alleged content ··dragnet.·· or Jemonstrate that th~ ""JSA hus no 

otherwise engaged in the alleged content "dragnet:· highl~ da...;si tied NSA intell igence sources 

and methods about the operation of the TSP and current NSA intelligence activities would be 

su~ject to disclosure or the risk of disclosure. The disclosure or whether and 10 what extent the 

NSA uti liLcs certain imellig~o:nce sources and methods would rev~:·a l lo fo reign advns<~rks tht: 

i'\SA · s capabilities, or lack thereof. enabling Lhem to either C\ adc particular channels of 

communicat ions that are bt!ing monitored .. or exploit channels of communications that are not 

subject toNS:\ activities- in t>ither case risking exceptionally hrrave damage to national securi ty. 

'
11 (U). ee Public D~claration of D~:.·nnis Blair. Director .,r~ational Intell igence. 

•· 15 (April 3. 2009) (Okt. 18-3 in .JeH·ef action (08-cv-4.17)): Public Declaration or Deborah tl.. 
Bonanni. National Security Agency ,I 14 ( Dkt. 18-4 in .Je,n·/ <H.: t ion (08-cv-4373 ): Public 
Declaration of Dennis Blair. Director of National Intelligence, ,liS (October 30. 2009) (Dkt. 
680-L in .\"hubal act ion (MDL 06-cv-1791 ): Public Declaration of Lt. Gen. Keith B. Alexander. 
1 a tiona! S~.:curity A gene~ ., 19 ( Dkl. 680-1 in Slwherl action (MDL 06-cv-1791 ) . 

.t! (U) The tenn ·\:ontent .. is used hacin to refer to lhl' substance. meaning. or purpon ol 
a communication as de lined in 18 U.S.C. ~ 251 0(8}. 

< la"ili..."\1/11 ( ""'•'r•l Lt l 'urt, l k,l..tr.nll~n of I ranc .. '-' J l lc:-.<h. ' J I10n • .d 'i .. '\:\lnl~ \~.:n~' 

(·uro/.111 /, 11 d ,, t1f 1 \ ,1/•(m,,/ 't<H nil l.tt.:nn l'l rl/ I' '' OK~' --U!73-J\ \\ l 

1 UP ' ;I"( RF T • Ff•P •'•1 - .e3RCf Pc 'cOl tJft': 
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(a) (V) Information Rela ted to the Terrorist Surveillance Progra m 

2 63. (U) First. a range of operational details concerning the Terrorist Survei llance 

3 Program remains properly classified and privileged from disclosure, and could not be disclosed 

to address plai_ntiffs' content ··dragnet" allegations incl uding the followi ng TSP-relatcd 
5 

in tonnat ion. 
6 

7 
64. ('f"'f?f"'f8'SIN80'PJF' First. interception of the content of communications 

under the TSP was triggered by a range of information. induding sensitive foreign intell igence, 

9 obtained or derived from various sources, indicating that a particular phone number or email 

10 
address was reasonably believed by the U.S. Intelligence Community to be associated wi th a 

II 

member or agent of al Qaeda or an affi liated terrori st organization. Profess ional inte ll igence 

13 officers at the NSA undertook a careful but expeditious analysis of that infom1ation, and 

I-I considered a number of possible factors, in determining whether it would be appropriate to target 

15 a telephone number or lntemet selectors under the TSP. Those factors included whether the 

I& 
target phone nwnber or email address was: ( I) reasonably believed by the U.S. lntell igence 

17 

18 
Community, based on other authorized collection activities or other Jaw enforcement or 

19 intelligence sources. to be used by a member or agent of al Qaeda or an affiliated terrorist 

20 organization· 

2 1 

22 

23 

24 

25 

26 

27 

28 

(Miera. ranCt''> 1 ~t:h . National 
Co.rof.Fn )t'H·d el ol. ,., National Seom~, . . ·IRC'/1('1'. t'/ of. (No. 08-cv-48 73-JSW) 
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65. f'f!ih'ifSPIIS:I1/8C'P'4F) Once the NSA determined that there were reasonable 

grounds to believe that the target was a member or agem ofal Qaeda or an aftiliated terrorist 

organization. the NSA took steps to focus the interception on the specific al Qaeda-related target 

and on corrununications oftbat target that were to or from a foreign count ry. In this respect. the 

NSA 's collection efforts that the NSA had 

reasonable grounds to believe carry the ·'one-end foreign·· communications of members or 

of al Qaeda or affiliated terrorist organizations. 

66. 
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68. (TSSTSP#SJ//OC~f) The NSA took specific st-eps i.n the actual TSP 

interception process to minimize the risk that the communications of non-targets were 

intercepted. With respect to telephone communications, specitlc telephone numbers identified 

through the analysis outlined above 

so that the only communications 

intercepted were those to or from the targeted number of an individual who was reasonably 

believed to be a member or agent of al Qaeda or an affiliated terrorist organization. 

('las.~ilkd /11 Co111era, E-r ?nne D~clar<Hivn of France~ J. Fleisch. National S.:.:uril) Ag.erH.:~ 
Curufwl .li!ll"d e1 ol. r· . . Va1ional Securil\" Agency. e1 al. (No. OH-cv-487 J-JSW) 

TOP SEC~ET.'/TSPl/EJI-//OA:fO?J.'NOFORN 
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69. (T:S;%qleP#SIX80'tJP~ For the interception of the content of Internet 

2 communications tUlder the TSP, the NSA used identifying infonnation obtained th rough its 

J analysis of the target_ such as emai l addres to target for coJ lection the 

4 
communications of individuals reasonably believed w be members or agents of al Qaeda or an 

5 

alii l iated tertorist organization. 

7 

The NSA did not search the content of the 

10 
communicati with "key words" (such as '"wedding·· or ·'jihad"') other 

II 

12 
than the targeted selectors themselves. See Jewel Complaint~ I I; Shubert SAC~~ 70, 72 

IJ (alleging key word searches on communications content). Rather. the NSA targeted for 

14 collection only Jntemet add associated with suspected 

15 members or agents of al Qaeda or aftiliated terrorist organizations, or communications in which 

16 
such were mentioned. In addi tion. due to technical limitations of the 

17 

IR 
hardware and software, incidental collection of non-target communications occurred, and in such 

19 circumstances the NSA applied its o1inimization procedures to ensure that communications of 

20 non-targets were not disseminated. To the extent such facts would be necessary to dispel 

21 
plaintiffs· erroneous content ' 'dragnet'· allegations. they could not be disclosed without revealing 

22 
highly sensitive intelligence methods."' 5 

24 
70. f'fS/l"FSfh'SIH8CH'If) In addition to procedures designed to ensure that the TSP 

2s was limited to the international communications of aJ Qacda members and affil iates. the NSA 

26 

2i 

28 

Cla."siticd 1'1 Camero. E.~ Pam: Oc.:laration ol' Fr~tnct'S .1. Flc·isch. National Sel'urit) Agency 
Carui\'IJ .Jewel. e1 a!. I', ·\aliouaf Se('uritv . lgCIIC:\ ', '-'' at. (No 08-cv-4873-JSW) 

. TOP' f:n:titttl liT~I~//~1-·/o~COTM~OFOrt~ ~ 
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also took additional steps to ensure that the privacy rights of U.S. persons were protected. 

~6 (TSA<r~~t:'~I//Qf&/~W) rn addition. in implementing the TSP. the NSA was directed 
by the President to minimize the in.fonnation collected concerrung American citizens. to the 
extent consistent \vith the effective accomplishment ofthe mission of detection and prevention o 
acts of terrorism within the United States. The President fi.Jrt.her directed that any failure to 
adhere to the provisions of the authorizations should be reported to the President. Accordingly, 
NSA applied its existing Legal Compliance and Minimization Procedures applicable to U.S. 
persons to the extent not inconsistent with the presidential authorizat ion. See Unjted States 
Signals fntelligence Directive (USSID) 18. These procedures require that the NSA refrain from 
intentionally acquiring the communications of U.S. persons who are not the targets of its 
surveillance activities, that it destroy upon recognition any communications solely between or 
among persons in the U.S. that it inadve11ently acquires, and that it minimize all U.S. person 
identities in intelligence reporting unless a senior NSA official determines upon individual 
request that the recipient of the report requires such infonnation in order to perfonn a lawful 
function assigned to it and the identity of the U,S. person is necessary to understand the foreign 
intelligence or to assess irs significance. 
Clas~itkd In Cuml'ra. Ex Parte O~ciMation n iTr:uu:~~ J. Fl~isdt Natio11al <\ecurity Ag~::n<:y 
Caroll'll Je11 .;/. e1 af. 1·. ,\'ational S<'<"ll!'ill· ..l~,,n, r. n a/. ( No. 08·cv-4 87 .l-h WI 

. ft'JI2 ~E:CiftEif . T:t i'/.'8 1-- NO:RCOPVHOFORtJ 
5 
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about the targeted scope of content collection under the TSP could not be disclosed, in order to 

address and rebut plaintiffs ' allegation that the NSA, with the ssistance of AT&T and Verizon, 

1-i engaged in the alleged content "dragnet,"' without revealing s cilic NSA sources and methods 
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and thereby causing exceptionally grave damage to the nation I security 

(b) 

72. 

ff~//BI//8€/'PJf) Information Related to Content Surveillance 
Under Other Authority 

TSP, infonnation concerning other NSA intelligence activities. sources, and methods would be a 

risk of disclosure or required to address aJlegations or prove that there has been no ··dragnet .. 

program authorized by the President after 9111 under which the NSA intercepts the content of 

virtually all domestic and international communications as the plaintiffs al 

Cla:.sitkd In ('am<'•'o . £x PorFe DcclarallVIl or Franl·c;o; J. r:lcisch. National Security Ag~ncy 
( ·am(l"'' Jl'we/. L' t a/ ,._ A"mional Securny . l )(t'IICT. <'I al. {No. OR-n•·4lP3-JSW 1 

l012 eECR£1 ' f !!iP/.'8 1- 'iOR:COtMJOFOR:H 
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73. fFS//SINOC'l'ff) In addition, as outlined above. the content surveillance 

activities authorized under the TSP were transitioned in January 2007 to FlSC-authoriLed 

electronic surveillance under Title I of the FISA and then, subsequently. to the Protect Am nca 

Act of2007. and then ultimately under Section 702 of the FISA Amendments Act of2008. 

Again, wh.i le the statutory authority is publicly known, the operational details of the survei lance 

activities remain highly classified. NSA continues to utilize sources and methods for content 

surveillance similar to that utilized under the TSP whereby the content of international telephone 

and lntemet communications are captured 
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selectors reasonably 

believed to be associated with terrorist targets, includ in 

Disclosure of particular sources and methods utilized under the TSP. in order to litigate 

plaintiffs· "dragnet·· allegations under presidential authorization. would compromise the use of 

similar sources and methods today. And disclosure of these sources and methods as currently 

utilized. in order to demonstrate there is no ongoing surveillance "dragnet:· as alleged, would 

likewise compromise vital intelligence collection operations under FlSA and other authority and. 

again, cause exceptionally grave damage to current efforts w detect and prevent terrorist 

attacks.48 

2. 

74. 

(U) Plaintiffs' Allegations Concerning the Collection of Communicatjon 
Records 

(U) Ptaintitfs also allege that the NSA is collecting the private telephone and 

Internet transaction records of millions of Americans. again including information concemi.ng 

the plaintiffs' telephone and lntemet communications. See, e.g.. Je'l-l'el Complaint 

~~ 7, I 0. 11. 13, 82-97; see Shubert SAC~ l 02. To address these allegations would risk or 

require disclosure of NSA sources and methods and reasonably could be expected to cause 

exceptionally grave damage to national security. 

75. (i't'Sh'SI//8C/~4P) In addition to implicating the NSA's content collection 

22 activities authorized after the 9111 attacks. the plaintiffs' allegations put directly at issue the 

24 

25 

26 

27 

28 

48 ('f\~//:~H//6e/Nfi') To the extent relevant to this case. additional facts about the 
operational details of the TSP ru1d subsequent FISA authorized content surveillance activities 
could not be disclosed without causing exceptionally grave damage to national security. 
including for example infonnation that would demonstrate the operational swiftness and 
effective futili · · · · · 

, m cOnJuncllon wt meta ton sen n. 
the NSA to obtain rapidly nol only the content of a particular communication, but connections 
between that target and olhers who may form a web of al Qaeda conspirators. 

Cla~,i l'led In ( ·amcra. r:;x Port~ D~claration of Fr.Jnc~:> J. Flcisd1. N:ui<>nal St·curi•y Agency 
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NSA' s bulk collection of non-content communication meta data. As explained above. the NSA 

has not engaged in the alleged "dragnet" of communication coment, and to address plaintiffs' 

allegations concerning the bulk collection of non-content infonnation would require disclosure 

of NSA sources and methods that would cause exceptionally grave damage to national security. 

76. (TSh'SIN8Cfi'Jf) The bulk meta data collection activities that have been 

undertaken by the NSA since 911 I are vital tools for protecting the United States from another 

catastrophic terrorist attack. Disclosure of these meta data activities, sources. or methods ·ould 

cause exceptionally grave damage to national security. It is not possible to target collectio 

solely on know11 terrorist telephone identifiers and effectively discover the existence, local 

and plans of terrorist adversari es. 

Meta data co llec tion and analysis provides a vital and effecti ve 

capabi lily to keep track of such operati ves. 

Cl:ts'<ili.;d /11 Came• a. £,· fa,.te D~lar:1tivn ol'l · r<~nce, J. Fle1:;ch. National Security Agenc) 
( "arulm Jewel. e l a/. \' tYrJ/1011(1/ se~·ttrtfl• . l~t'lll"l'. Cl ul. (N,). O~-cv-l873-JSW) 
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77. (TSNSJNOC'l>JF) In pa11icular. the bulk co ll ection of Internet and telephony meta 

2 data allows the NSA to use critical and unique analytical capabilities to track the contacts-

3 of members or agents o 

4 

5 
ontact-chaioing allows the NSA to identify telephone numbers and email addresses 

7 
that have been in contact with knovm numbers and addresses; in tum, those 

8 contacts can be targeted for immediate query and analysis as new numbers 

9 

10 

II 

12 

1-l 

15 

I (I 

17 

18 

19 

20 

.2 1 

23 

24 

25 

26 

.27 

and addresses are identified. When the NSA perfonns a conwct-chain.ing query on a terrorist-

associated telephone identifier, 

Cla~~ilit:d In Ctm1ero. Fx 1'11rt~: Declaration ofFram:..:~ J. Flei~t'h. National S..:~:urit~ /\gene} 
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. I C51" gpt.ltf.TJ>rJf,' '~ 1-//0RCOt~t'fiOFO R:H 



2 

J 

5 

6 

7 

8 

10 

I I 

12 

13 

14 

15 

l6 

17 

18 

I\) 80. Because it is impossible to determine in advance 

20 which particular piece of meta data wi II tum out to identify a terrorist, collecting meta data in 

.21 
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28 

bulk is vital for the success of conract-chaini . NSA analysts knO\v that th 

terrorists· telephone calls are located somewhere in the billions of data bits: what they cannot 

know ahead of time is exactly where. The ability to accumulate meta data substantially inc 

NSA ·s ability to detect and identity these targets. One particular advantage of bulk meta data 

collection is that it provides a historical perspective on past contact activity that cannot be 

captured in the present or prospectively. Such hjstoricallinks may be vital to identi1ying new 

targets. because the meta data may contain links that are absolutely unique. pointing to potential 

( 'las~ iti cJ f, Camera. 1-:.x l'arte Dedar;Jiion o(' frances J. Fki:;ch. Nalional Scturil) Ag.~:.nt') 
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These sources and methods enable 1 he N SA to segregare some of that very 

small amount of otherwise undetectable but highly valuable inJonnation from the overwhelming 

amount of other infom1ation that has no intelligence value whatsoever-in colloquial tenns. to 

lind at least some of the needles hidden in the haystack. If employed on a suflicjent volume of 

raw data. contact chaini 

contacts that were previously unknown. 

82. (T~II,.~P/I~IJ1et::J'I'4 1') As explained above. the bulk meta data collection 

activities that began under presidential authorization were transitioned to the authority of the 

FISA in July 2004 (PRTT Order for Internet meta data collection) and May 2006 (Business 

Records Order for telephony meta data collection). The PRTT Order was in e!Tect until 

December 20 II and the Business Records Order remains in effect. Thus, long after the 

presidential authorization expired, NSA continued bulk meta data collection activities under 

FfSA authori ty 

Cla~~i lit-J In Camera. Lr Parte Dccl:tr.-nion or Frances J. Ft.: isch. National Securi ty Agency 
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15 83. ('fSh'SII/OC!!'JF) Accordingly. adjudication of plaintiffs' allegations concerning 

16 
the collection or non-content meta data and records about communication transactions would ris 

17 

18 
or require disclosure of critical NSA sources and methods for trackin~contacts of 

19 terrorist communications as well as the existence of current NSA activities under Fl 

20 Despite media speculation about these activities. official confirmation and disclosure 

21 
ofthe NSA's bulk collection and targeted analysis of telephony meta data would confirm to all 

2.2 
of our foreign adversar· the existence of these critical 

intelligence capabi litles and thereby severely undermine NSA 's ability to gather information 
1-1 

25 concerning teJTorist connections and cause exceptional ham1 to national security. 

26 

27 

28 

Clas_,jfioed , , Camera. t·:..y f'(ll"/(' D.:daroltion or PraJICl::' J. rkisch. \: .. uional '\ecuri ly Agcm·y 
Cam~m.ll!lrel. e 1 a/. ,._ .\'ational Securi11· . f.!!ency. (>I al. SW) 



J 

5 

7 

8 

10 

11 

12 

13 

14 

15 

I (I 

17 

18 

19 

20 

21 

22 

24 

25 

26 

27 

2f< 

l 'OP 8ECRET//TSP/.'!ii - .'/ORCO?Vt40FOR:t< 
3. ( L ~li~f)}~e>T41") lnformatioo Concerning Current FISA Authorized 

Activities and Specific FISC Orders 

84. (TSA'Ii'SPNBI//8€/~lf) I am also supporting the DNI"s state secrets privilege 

assertion. and asserting NSA ·s statutory pri vilege. over information concerning the various 

orders of the Foreign l.ntell igence Survei I lance Court mentioned throughout this declaration that 

authorize NSA intelligence collection activities, as wel l as NSA surveillance activities conducted 

pursuant to the now lapsed Protect America Act C'PAA"") and current activities authorized by the 

FISA Amendments Act of 2008. As explained herein, the three NSA intelligence activities 

initiated after the September I I atlacks to detect and prevent a further al Qaeda attack-(i) 

content collection of targeted al Qaeda and associa ted terrorist-related communicat ions under 

what later was called the TSP; (ii) internet meta data bulk collection: and (iii) telephony meta 

data bulk collection-have. beginning in January 2007. July 2004. and May 2006 respectively, 

been conducted pursuant to FISA and are no longer being conducted under presidential 

authorization. FISC Orders authorizing the bulk collection of non-content transactional data fo r 

internet conununications commenced in the July 2004 FISC Pen Register Order and expired i.n 

December 20 II, and FISC Orders authorizing the bulk collection of non-content telephony meta 

data commenced i.n May 2006 and remain ongoing. Tile existence and operational details of 

these orders remain highly classified, and disclosure of infonnation concerning the orders would 

cause exceptional harm to national security by revealing the existence and nature of still sensitiv 

intelligence sources and methods.49 In addition, wh.i lethe Government has acknowledged the 

4
Q ('fS//Sis'/8C;'t'Jt) For this reason. the FISC Telephone Business Records Order 

prohibits any person from disclosing to any other person that the NSA has sought or obtained the 
telephony meta data, other than to (a) those persons to whom disclosure is necessary to comply 
with the Order: (b) an attorney to obtain legal advice or assistance with respect to the production 
of meta data in response to the Order: or (c) other persons as pe1mined by the Director of the FBI 
or the Director's designee. They further provide that any person to whom disclosure is made 
pursuant to (a). (b). or (c) shall be subject to the nondisclosure requirements applicable to a 
person to whom the Order is direc!ed in the same manner as such person. The bulk Pen Register 
orders say that the telecommunications companies who are served with them shall not .. disclose 
( "la'-~i licd ''' ( 'om!'t"ll. £x Parte l)cci<U"Jt ion of Fraoc.:~ J. Fkisch. Ni1li<>Oil l S.:curily :\gen.:;. 
( ·arolyn Jt?wr?l. I! I (1/ v. :\'atir.n 1< tl Secrmlv Age my I! I a/ ( W) 6( 
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general ex istence of the January I 0. 2007 FI ers autJ1orizi ng electronic survei !lance 

simi Jar to that undertaken in the TSP, the content of those orders, and facts concerning the NSA 

sources and methods they authorize, cannot be disclosed without likewise causing exceptional 

hann to national security. Likewise, the part ic ul ar content surveillance sources and methods 

utili zed by the NSA pursuant to the PAA and, cunent ly, under the FISA Amendments Act of 

2008, likewise cannot be disclosed. For these reasons, the privilege asse11ion by the DN I, and 

my assertion of NSA ·s statutory privilege. encompass the FISC Orders and the sources and 

methods they concern. 

4. 

85. 

(lJ) Information Concerning Plaintiffs' Allegations that Telecommunications 
Carriers Provided Assistance to the NSA 

(U) The tina) major category of N SA intelligence sources and methods as to 

which I am supporting tJ1e DNI's asset1ion ofprivilege, and asserting the NSA's statutory 

privilege. concerns information that may tend to con finn or deny whether or not AT&T and 

Verizon (or to the extent necessary whether or not any other telecommunications provider) has 

assisted the NSA with alleged intelligence acti viti~s. 50 The Jewel plaintiffs and three of the 

Shubert plaintiffs allege that tbey are customers of AT&T. and that AT&T participated in the 

alleged surveillance activities that the plaintiffs seek to challenge. Additionally. at least one 

Shubert plaintiff also claims to be a customer ofVerizon. and that Verizon similarly participated 

the exisrence of the NSA ·s investigation. or the pen registers and/or trap and trace devices unless 
and until ordered by the Court." 



TOI' !: I .Citl.l . I ! il' 'til- 'OH:CO' : ' :01 fl iUc 
in the alleged surveillance activities that the plaintifts seef.. to chal lenge. Confinnation or denial 

2 of a relationsh ip bl.'tween thl.' ~S. \ and.\ r&T. \"L'Ii/On. or any utllL·r t~o:l~o:communication carrier 
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'.1 

I (I 

II 

12 

IJ 

I-I 

IS 

17 

I~ 

19 

:!1 

2-1 

15 

on aJieged inte lligence aui,·iti~:-. would cau~~ excepti•maJiy gr-ave damage lO n:1tional s~cu rity. 

Confirming or den~ ing <,th.:h allegat io n~ or :l..;,i:;t;.HJL:-.· wou ld reveal to foreign ad' t: r~:..t ries 

compromise actual sources and methods or revecl l thCll NSA does not uti li%e a particular source 

and method. Such facts v.:ould allow individuals. to inc lude America· s adversaries. to 

accumulate information und draw conclusions abo ut how the U.S. Government collec ts 

communicat ions. its technical capabilities. and its sources and methods. Any U.S. Government 

confirmation or d~ninl \\t)uld rt"place speculation with certaint~ tor hust ik t(n~:ign adversaries 

who are balancing the risk t.hat a part icular channel of commuoication may not he- secure against 

the need to con:ununicah:: cfficicmly. Such confirmatioo or denial would ;.dltl\\ ad\ cr:"<uies to 

tocus with certainty on a panicular channel that is ~c:cur~.5 1 

86. (U) Indeed. Consrress reco~'lliLcd the need to protect the identities of 

telecommunications carriers alleged to ha' l' assisted the NSA wben it enacted provisions of 1he 

FISA Amendments Act of2008 that barred lawsui ts against telecommunication caniers aJieged 

to have assisted the NSA aller the 9/11 allacks. In enacting thi s legislation. the Senate Select 

Committee on Intelligence. after extensive oversight of the Terrori st Survei ll ance Program. 

tound that .. elec tronic surveillance for law enfun:~:ment and intelligence purp~1:;c...·s depends in 

.:' I ( l ' 1 For C'xampk. if 'S:\ wt:rc to admit publicly in response to an infom1~tion requL·st 
that uo relationship \\jlh telecommunications companies 1\. B. and C ex is t~, but in n.::'ponse to" 
separate infonnation rcqutsl about company D stat~ only that no r..:sponsc could b~ maJe. this 
\\(lu iJ give rise to th\! inll:n:m:~ tbat NSA has a rchnionship with compnny D. Owr time. tht: 
a~.·cumulation of thv~L· in fcr.:-nces would disclose the capabilities (sourc..:s and nncthods) ofNS.\'s 
inte lligence activities nnd infonn our advcrsnrics of the degree to wh.ich NS:\ can successfully 
exploit particular communications. Our ad\J~rsaries can then develop countermeasures to thwart 
NSA ·s abilities to collect rheir communications. 

Classili..:d In Camem . !·~r: l'nrtc lkd aw rion oi' Frum·c:- J Hcbd1. l'<ational !:kcuriry 1\gcm:~ 
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great part on the cooperation of private compames operate the nation's telecommunications 

2 system." S. Rep. I I 0-209 (2007) at 9 (accompanying S. 2248. Foreign Intelligence Survei \lance 

_, /\ct of 1978 Amendments Act of 2008). Notably, the SSCI e:<pressly stated that. in connection 

with alleged post-9/ll assistance. "it would be inappropriate to disclose the names of the 
s 

electronic communication service providers from whjch assistance was sought. the activities in 

7 
which the Government was engaged or in which the providers assisted, or the detaj\s regarding 

any such assistance.·· /d. The Committee added that the '"identities of persons or entities vvho 

l) provide assistance to the intelligence community are properly protected as sources and methods 

10 
of intelligence.'· /d. 
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:!5 VII. (U) Risks of Allowing Litigation to Proceed 

26 I 12. 

27 
facts. and issues raised by these cases. it is my judgment that sensitive state secrets are so central 

28 
to the subj ect matter of the litigation that any attempt to proceed wi ll sub$tantially risk the 

Cla~~ilkd l11 ('amem. b Parte Dcl'larmion or Frances J. J' ki~h. National Sc~:uril) Agency 
( 'aro~l'lt .Jewel. et at. ' '· l\·crllon(l/ Securi~l· .·(.f!ency. e1 of. S W) 
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disclosure or the privileged state secrets described above. Although plainti ffs · alleged contenl 

survei I lance '"dragnet' ' did not and does not occur. proving why that is so. 

3 would direct ly implicate 

4 
h.igh.ly classified intelligence int(mnation and activities. Similarly. attempting to address 

5 
plaintiffs' allegations with respect tO the bulk collec tion ofnon~content information and records 

6 

7 
contai ning transactiona l meta da ta about communications would also compromise currently 

8 operative NSA sources and methods that are essential to protecting national security. including 

9 for detecting and preventing a terrorist attack. 

10 

J I 

12 

IJ lo my j udgment, any effort to probe the 

14 outer bounds of such classified i.nfonnation would pose inherent and signi tica.nt risks or the 

disclosure of that infonnat1on. including critically sensitive information about NSA sources. 

16 
methods, operations, targets, and relationships. Indeed, any effort merely to allude to those facts 

17 

18 
in a non-classified fashion could be revealing of classified details that should not be disclosed. 

Jl) Even seemingly minor or innocuous facts. in the context of these cases or other non-classified 

20 information. can tend to reveal, particularly to sophisticated foreign adversaries. a much bigger 

21 
pic ture of U.S. intelligence ga thering sources and me thods. 

22 
113 . (TfSN~IJ.!tlf1 The United States has an overwhelming interest in detecting and 

23 

24 
thwart ing further mass casualty attacks by al Qaeda and olher terrorist organ.izations. The Unite 

25 States has already suffered one massive attack that killed thousands, disrupted the Nation's 

26 financial center for days. and successfully struck at the command and contro l center for the 

27 
Nation's mi li tary. AI Qaeda and other terrorist groups continue to pursue the ability and have 

clearly stated an intent to carry out a massive attack in the United States that could result in a 

Clns~i linl In Camer(l. I.'" Purtt· I )(·l." laratiou of h<tnt'\':i .1. Fk1~ch . Nl'ltional Securily /\ge-ne> 
ConJ/yn )t:'ll"t'l. <'I a/., . . ~,,f!mlal Si!, ' lldf_t· lga"Y· e1 al <N SW) 7 
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significant loss of life.:. as ''ell as have ad~' 

114. (TSHSI:%'!"Jn As s~·t fiHih above. terrorist organi7.ations around the world seeks to 

use our own communicntions infrastructure ::JgCJinst us as 1hey secretly anempt to infihrate agents 

into the.: I ::1ited States. wai ting 10 artack Cll a time of their choosing. One of the greatest 

challenges the United Stales confronts in the ongoi ng effort to prevent another catastrophic 
(j 

7 
terrorist anack against the Homeland is the critical need to gather imel!igence quickly and 

effectively. Time is ofthe C.:'iS~'IH.:e in pn:\~·nti ll~ tcmJrist ~lllads. and th.: g c'\\.'rlllnCnt ra~·I . .'S 

1) significant obstacles in finding and tracking terrorist operatives as they manipulate modem 

IU 
technology in an al1empt to communicate ~vvhile remaining undetected. TheN~'\ sources. 

I I 

methods, and activities tkscribed herein are vital tools in this effon. 
12 

13 
VIII. (U) Conclusion 

II I 15. ( U) In .sum. I suppon the DNI' :-; a=-~~rtion of the state secrets pri\'i lege and 

I" statutory pri,·ilege to prevent 1he disclosure of the information described herein and detailed 

If> 
herein. I al~o assen a statutory privileg~ under Section 6 of the Natiooal Security Agency Act 

17 

18 
with respect to the infonmttion described herein which concems the functions and acti vities of 

19 the NSA. Moreover. because proceedings in this case risk disclosure of privileged and classified 

20 intelligem.:e·related information. I respl."!ctfully request that the Coun not only protect that 

21 information from disclosure but also dismiss this case to prevent exceptional harm to the national 

seL"urity of the l~nih.·d St~lh.'S. 

:H 
I declare under penally of perjury that the foregoing i~ true and correct. 

~t. DATE: ~ , II . I z_ d .. (l a IL c..eJ @:. "dLLlJ c. IJ 

21 
Frances J. Fleisch 
Executi ve Director 
Nation<ll Security Agem:y 
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