
DOCID: 4165213 
TOP SECRET//COfviD~Th'fiOFORN 
NATIONAL SECURITY AGENCY 
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FORT GEORGE G. MEADE, MARYLAND 20755-6000 

30 November 2010 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//fi'OU~ Report to the Intelligence Oversight Board on NSA Activities­
INFORMATION MEMORANDUM 

(U//fOUO) Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that intelligence activities of the National Security 
Agency during the quarter ending 30 September 2010 were unlawful or contrary to Executive 
Order or Presidential Directive and thus should have been reported pursuant to Section 1.6( c) of 
Executive Order 12333, as amended. 

(U//fOUO' The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary ofDefense (Intelligence Oversight) are described in the enclosure. 

~~____.I, 
GEORGE ELLA@Y 

Inspector General 

Jlk~~~E~ 
' 
(b) (3)-P.L. 86-36 

General Counsel 

(U//fOUO' I concur in the report of the Inspector Gen~ral and the General Counsel and 
hereby make it our combined report. 

Encl: 
Quarterly Report 

This document may be declassified and marked 
''UNCLASSIFIED//fm Official Usc Only" 
upon removal of enclosurc(s) 

General, U. S. Army 
Director, NSA/Chief, CSS 

@>pproved for Release bv NSA on 12-19-2014. FOIA Case# 70809 {Litigation] 
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violate Law, Regulation, or Policy and Were Substantiated during the Quarter, as 
well as Actions Taken as a Result of the Violations 

A (U) Intelligence Activities under Executive Order (E.O.) 12333 Authority 

(U) Unintentional Collection against U.S. Persons or Foreign Persons in the 
United States 

(5/i'ftEL 1'0 USA; FV£Y) In tlus qumier, there were Oinst.~:~,nces in which Signals Intelligence 
(SIGINT) analysts inadvetiently targeted or collected commmncittiolJS to, fi:om, or about U.S. 
persons while pursuing foreign intelligence tasking. All intercepts atl(f"i'eports have been deleted 
or destroyed as required by Ututed States SIGINT Directive (US SID) SPOO 1.~.::.:::::;;;:)\(b) ( 1) 

1. (U) Targeting .... ··:::::::::::::::::::::::::::::::::"'"",0:'"::::. : ./ tf) ( 3 )- P · L · 
86-36 

(TSHSIHREL TO USA, FVEY) I ······::::::::[:::i~i:·~~~,::~~~~1y~~-dis,c6~ere<;t/~~hat a -~¢lephone 
selector for a valid foreign it~~~.llige~!§.e.target remai_I!.edtasked wl~lt(the trn:i·et was irt\'the Utlited 
States. The tasking ~lTOr"6§gtmed·"because infgmfation that th~.-tiugetl (t!le Ututed 
States onl ........ ··· ···· I was not properly .cmtiinunicated. The··· selector w.~·s detasked onl I 
D··There was no collection bet_weeffl . ..-l The target depatied the 
United States oti 1· .. · 

(TSNSih'REL TO USA, FVEY) I 1··~~1 NSA analyst c;Iiscovered that a selector for a 
valid foreign intelligence target remained tasked wlule the target 0as in the United States. The 
tasking error occurred because the analyst overlooked the trn·get ~.s selector on a list of selectors to 
be detasked. There was no collection fi·om I I the period of the visit. 

("f5NltEL 'fO USA, FVEY) J-..:o-~:---:--~-:--~--=-----:----=---:-~~-_.,.. 
NSA atlalysts discovered that they had tasked telephone selectors associated with U.S. persp'ns. 
The tasking errors occurred because information identifying that the selectors were associated 
with U.S. persons was not included in the source information when the selectors were tasi(ed. 
All collection was deleted, and no repotis were issued. .,,, ........ , .......... ::::::::::>"\(b) ( 1) 

......... ::.::::::::::::::::::·:::."'"."""..... _ ......... ··::::> .·· \~) ( 3 ) - P • L . 

(TS//Sih'REL TO USA, FVEY)I JaifNSAanalyst disc;ovei:t!d that at1 eltrtail 
selector for a valid foreign intelligence targeri:eil.1ained tasked while the t~:get was in the h)jted 
States. Although the. ::tnalystl lthe U11ited States or1D 
I lthelasldng error occurred because the an~l.ys(erroneously believed that the \ 
selector woufd be detasked by another team. The §eleCtor was detasked I I All 
collection was deleted, and no repoiis were issued. 

('f3HSlh'NF) I I aii N~: analyst discovered that telephone selectors for a 
valid foreign intelligence target (tasked under E.O. 12333) remained tasked wlule the target was 

Derived From: NSNCSSM 1-52 
Dated: 20070108 
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error occurred because t;~~···imalyst 
······· 

············ 

· .. 

··No collection resulted from the tasfdng. Because the discovery was made after 
~o...:-th_e_t_ar_·g_e_t ""!'d-ep_a ..... Iied the United States, the target's sef'~ctors were not detasked. 

(SHR:EL 'fO USA, FVE?l) I INSA analysts discovered that 
selectors for valid foreign intelligence targets remaineq ta~ked while the targets were in the 
United States. The tasking errors occurred because! ... ··········lwas not being 
reviewed on a regular basis. Because the discoveries w~tje mad.~_.afterthe tar·gets departed the 
United States, the targets' selectors were not detasked: .. ·f(b·)··~--~) ..... 

. .. (h?) ( 1) 

2. (U) Database Queries 
. (b) (3)-P.L. 86~3·6 (b') (3)-P.L. 86-36 

./'. . .. (b)\.(3) -50 usc 3024 (i) 

(Sf/REL TO USA, FVEY) On0·6c~·~.s..ions;··ruiaiy~~~/perfonned overly broad or poorly\ 
constmcted database querie_~...that·p6fei1tially targete~ U.S. persons. For exarnple, these·queries 

Procedural errors 

f (~/I~Ih'REL TO USA, PV~¥)1 1-~. SIGINT analyst queried a raw 
traffic database using telephone selectors associated with-1;1 valid foreign intelligence 
target when the target was known to be in the United States:· :fhe analyst self-rep011ed 
the incident onl lto.aJt~uditor, who also noticed the·q.~lery. All results were 
deleted, and no repotis were issued. · ·.. ... · · .. 

f (£;4'REL TO U£A, FVEY) On DoccasiQI.l.S.. betwe·en . 
NSA analysts queried raw traffic databases ti.sii1g"·selectors .. as:S.:9:9.iated .. .'Nith{J.S. pei:sons. 
The ana!ysts neglec_ted to perform the required research on the sefedoi;§:·?.~fqr~ (b l ( 

1 
l 

perfonmng thequenes. All results were deleted. ··· ,• (b) (3)-P.L. 86-36 
. ···················· 

f (81181//REL TO USA, FVEY)I la'SlGiNT analyst queried .a raw traffic 
database with telephone selectors associated with a valid foreign intelligep:·ce target using 
dates during which the target was in the United States. After submitting-the query, the 
analyst recalled that the target had been in the United States during the·i~ange of dates 
submitted. All results were deleted, and no reports were issued. · 

f (8//SI//R:EL TO USA, FV'EY)I jan NSA analyst 

f 

continued to query a raw traffic database using selectors associated with a valid foreign 
intelligence target known by the analyst to be in the United States during this period. The 
analyst misunderstood the procedures for quetying selectors in a raw traffic database. 
The queries did not return any results. 

detasked·· .__ ______________________ ..;;;;;.;;.;;.....__,_~,:,,;,(.~) (1) 

TOP 8ECRETHCOMJNTh'HOFOR1~ 
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the selec.~;.;.tP;;;:;.r~sJ""----------------......i!L::.:tl~le~U~n:.;ite.d States. The analyst 
fa.il~.<f.:Jol lthe United States. As 

..... :::::::::::::a:iesult, traffic continued to be retrieved during tllis period. The analyst deleted all 

""'·····===== :.: · :< .. · ~·esult0s .. ~~-~.l~:..~.h~ ... 9.l~~~~i.~~ .. ~.1.1.~~.th~ .. ~,IJQL.Was .discoveredJ I No rep01ts were 
'TSSUe··. 

:) 

;~,~~;,~,; ::;6j~·~:~:~~~~,!:~~==~ll using e-mail selectors associl~~~~aJJ:'::!i~~d 
·=,=:::::::'':=::<:;f<;trejgn inteln ence. target without realizing that the target was in the United States as of 

...... 

..•. ·. . The ~iioi·-occn~:red because the target's travel to the United States was not 
p1·operly:cQ1jhnuJlicated withili.th:e·m1a,lyst's office. All results from the queries were 
deleted·.9~1 I and no i:eportsw~re issued. 

\\... '• f (TSIISJI~i T9 ;T~~ii~::~i~\ql · ... ~~l~NSAan~Jyst queried raw 
'\. traffic databases ·ilsi1;1g telepliol}e .. selectors associated with a valid foi:eign·int~lligence 

· ·. ·\::. target that had been detasked bec·aii$e.pfthe target's arrival in the U1lited State·s .. ot{:] 
·:L I The error 0·cqtrred becatistthe target's arrival was not properly ', ·, 

·. ~mmmlicated witllin the off'l'ce. All resuifs W:~re. deleted, and no reports were issued. 

\ ..... f (TS~Y.SI//REL TO USA, FVEY~ An NSA. analyst f~l~d to 
\\\ raw tl:affic database for telephone selectois·-4ssociated wlth!-... ,...-.,...'""!":""~---.,..--...,.......,.,.o:-~ 
\ .. ·.\. targets \vho were in the United States betweeii 

B. (U) Dissemination of U.S. Identities 

(T£k£1HREL USA, F7V'E:Y) The NSA Enterprise issued I I$IGINT product repotts during 
this quatter. In those repmts, SIGINT analysts disseminated cmmrt\mications to, from, or about 
U.S. persons or entities on I l·oC.~asions while pursuing foreign Intelligence tasking. In a 
total o£0SIG:I.:t.'ff products, such disse11lina.tions were found to be impr()per and the reports 
were canceled asNSA) lruw~ysts learned ofU. S. p~rsons, orgmlizations, 
or entities named without authoi:ization .... A!l data in the cruweled reports wa·s.deleted as required, 
and the repoltS were not reissued or were relSStledwithpropet:"lnin.iJ}lization. ·. 

··················· ''••: .. ,,,,, 
················ ····· ········ .... :···· 

..... :: ~:. ;::. 
(b) (1) 

C. (U) The Foreign Intelligence Surveillance Act (FISA) 

1. (U) NSA/CSS Title I FISA (b)(3)-P.L. 86-36 

a. (U) Tasking Error 

(T£N£INJ>W) on I lruiNSA analyst discov~red tl~~tl/ 1
1

selector 
authorized for tasking a11d collection under a11 NS.:A Foreign Inteiligence Smveiliance Comt 
(FISC) Order was I jtiot a valid foreign intelligence target as was 
originally believed. The telephone selector was included in NSA's FISA application in error. 

TOP SECRETHCOPvHJ>IT//NOFORN 
., 
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', '. 

.I.b.~.s.elector.was.detasked·onl._ ____ _.!All collection was purged, and no report;··wer_e 
'(q)(1) issued. 
(b)(3)-P.L. 86-36 

.... \ \ riiSWl>!l41 

authod~ation, l......:o'!':""'!'--~:--~------:--~~------------,,..;;;..~ 
All coll~ction will be purged, anq no reports were issued.,/ ..... 

\ \ : 

i'fSHSIH~~ll \ lan NSA analyst c.llscovered thatl ..... 
I jb:y a valid tbretgn mtellig epee target in the Vilited States .. Were task~.d··without 
authority. Th~ error occurred becau~e an NSA FISCiOrder, whiCh was r~enewed on 

spec.i.fied that only . 
.,_----.-a-lJ'"!'th-o-:ri:-'zeftu1dei>the·order cduld be tasked. The.· ··reviouforder allowed.collection and 

.. ·. ,,,,Not ali"~1ieli\pers.of.tl1~.. . .. could"'be profed to be 

~r-------r-~-~ ... ~. -~ ... ~~1thorh:ed u~i4et:) i~:or·.~r,.,::; .. .were detfske?.r-1 --..., 
...._ ____ ____. ·AU.quenes·.~:at1d::r~.~t.JJts were·.d~le.ted,..a~ld··rtb repotis.w~re Issued. ! . • 

2. (U) FISA Amendments Act··~;~~T~· ..... :.,, .. ;".:::?'L'::;=::':::•;:>:::. . .. ... ::: ::: : ::·:;; ;'J(b) ( 1 l 
(b) (1) ff(b) (3)-P.L. 

a. (U) Section 702 
(b) (3)-P.L. 86-36 fi . 

i. (U) Unauthorized Targeting 

(b) (3)-50 usc 3024 ('} / 

('fSh'SI//:REL TO USA, FVEY) I I ai~}Js~ .. ru:1~lyst used outda~~d tlnformation t6 
task a selector for an FAA § 702-authorized target. Th~ selector was detasked! on I I 
A purge request is pending for all FAA §702 colle~;ti6n froml .· I 
(8,0'REL TO USA, FVEY) On I la~~SA analyst used outdatedjforeignness 
verifications to task a selector. NSA discovered the error 01j j' and the selector was 
detasked the same day. No collection occurred from I I 

(Tg~~'giNRBL TO USA, F\'EY) Onc:}~casions between.__-:--~-:---------:--~ 
C]NpA analysts discovered that selectors for valid foreign intelligence targets remained 
tasked while the targets were in the Utlited States. The errors occurred because informatioh 
revealing the ta;:gets'travel to the United States was not reviewed. A purge request is pending 
for all FAA §702 colleetibu vyl1en the targets were in theU1lited States. 

(TSHSINREL TO USA, FVEY)I l·:t-JSA d~~covered that an individ6al 
believed to be a valid foreign intelligence target wa.~ aU. S. persoit The error occurred ~ecause 
information revealing the target's U.S. citizenship was notrevieweq. [::Je-mail selec~ors 
associated with the target were detasked 01~ LA porg~ r~quest is petiding for 
all FAA §702 collection! }, .. ,,,, ·· ... ·····... j 

···:::::; 

•:::,,,:::::::::::·:·;:: . 

.... 
(b) (1) 

86-36 

(b) ( 3) - P . L. 8 6-3 6 
4 
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.· (b) (1) 
(b) (3)-P.L. 86-36 
(b) (3) -18 usc 798 
(b) (3)-50 usc 3024(i) 

(TS//SI//REL TO USA, F\fEFl) I l-.;;u1 NSf(. analyst discovered that the 
selectors associated with a valid foreign intelligence ta.rgefte.rilained tasked when the target 
entered the United States onl f·.i\lthoulh'\liOlll\a!yst was aware of the target's 
I lthe.UtiJ.t.~.d. -~tates I ;ih.~. an~lyst)?~rrectly believed. that an 
NSA FISC Order allowed the target .. to . .r~rnam on F § 02 taskuJg wiul~ the target was 111 the 
United States. After realizing the error, tl1e .. aiialyst·detasl\ed the seieetors,_ ·Apurge request for 
FAA §702 collection ... ::a:nd:t.l9::!~P.§tts::were issued . 

.......... ::::::::::::""'':::::::::h •. 
................. .. -,~-(b) (1) 

ii. (U)DatabaseQueries ____________ .......... -- .... -·· _..;:::..- (b)(3)-P.L. 86-36 
·························· 

('fS77'SI77'1'fii') ati'NS'A ~~~~ yst performed c:::Jqfi'e~:ies on a .sM~ctor 
associated with a U.S. person raw._y~ffic database, I ..- / . -1 
containing FAA §702-derived data. The analyst was umiware·that_the targe,f \Vas a U.S. p_~rs6n 
previ~usly targeted under §704 and §705b authorizatiojJ and failed to\JJfY:Jb.~-~~le.9.to(.before 
querymg. The analyst deleted the query and results on_ _· / (i)) ( 1) 

.· (b) (3)-P.L. 86-36 

iii. (U) Tasking Error (b) (3) -50 usc 3024 (i) 

(TSNSV/REL TO USA, PYBY) NSA analysts discovered 
that the selectors for valid foreign intelligence targets had been dual routed to an Intelligence 
Community customer under the incorrect FAA §702 certification. The selectors were detasked, 
and a purge request is pending for all data collected under the incorrect certification. 

iv. (U) Detasking Delays 

(TSf/SIHREL TO USA, FV1SY) I I .. N$.!'- analysts discovered that, as a result of a 
system tasking problem, collection against an FAA § 702-a!J.t_l1orized target continued 0 days 
after the selector was detasked. On I hhe.c.{l~Jse ofthe.system tasking probleth was 
identified and corrected. The problem affectedc::J-oth~i:::§:¢.1.~?._t_ors .. :A:!I.:CJs.~lector~!have 
been properly detasked. All FAA §702 collection associated witli'th.is·probleni::b~§;;£,~t:th marked 
for deletion. . ...... :--·::'?''''":(b) (1) 

__ . .--·::::.---::::--·_/ \(b) (3)-P.L. 86-36 

(T~W£M'RBL TO USA, FVEY) I 1--NSA.ait~r!~~~~d-rol .. ..tdetask De-
mail selectors associated with a valid foreign intellig~nee·larget; h_owever, detas dng was 
unsuccessfbl and collection continued for Oaddttional days, NSA has submitted a destruction 
waiver to retain specific traffic from one of the selectot:1;1./:A purge request is pending for all 
other FAA §702 collection I I No reports based on data collected while 
the target was in the United States were issued. 

(T£//£1//REL TO U£A, PVE'f) I I NSA discovered that as a res:Jlt of a 
I :.-' itl~e selectors for F ~ § 702ruthonzed targets 

were not fblly detaskeg ·di.Jring the transition from FAA: certification to FAA certification I J / ./ fAfl~rtbe ~rr~r :•s :rrected; d't~~king was co\~pleted enD 
'ibll:;· ··········· ············· ··············· ··············· ············ ....................•••••••••••..••.....••.•••••••••.••.•••............... J 
(b) (3)-P.L. 86-36 

'f& SEClti:'fh'CfflvHNTh't«WOIU~ 
5 

(b) (1) 
(b)(3)-P.L. 86-36 
(b) (3) -50 usc 3024 (i) 
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(TS/i'SI//RBL TO USA; FVR1') I J.~_ollection continued on a selector tasked 
for a valid foreign intelligence target while that target was·"in..the United States on 

·-NSA analysts overlooked 
fo:f:lhe::$.§Jlectw: .... A ... p_u-rg_e_I-.e-qt-Je-s-:-t .,..Is_p_e_n""~"d.,...in-g-:fil':'"o-r-ali'T'l~F~AA-: .. ~§~70:o:-::2~co""~"lT"'le"":'9t":"'"io-I-1 "':'lfi-·o-m-r.· _...,....;;;....., 

'r-___ __._ _ __, ... . .. ···· .. :::...... . . ... ······· ·.. I . !-;.;.----' 

······· ::::::::;,.. ················... . .. ·:.·· .... 
b. (U) Section 705b ............... :::::::::::::::::::::::::!::::::: .. :::-· 

..... , ... ,:·:::::;:;:::::::_:;:1:(.~ ) ( 1 ) 

i. (U) Detasking Delays ···· .... . . ' (b) ( 3) - P. L. 8 6-3 6 
:::::::::::::::: ... ············ 

(TS,4'~IPJ?£L TO USA, FVEY) Qnl l··:NsA···analysts discovei~ed that the. selectors 
for an FAA §705b-authorized"laiget remained tasked after the authorizatip'i1 had expiredl I 

,.~····· .. .1 I ········"I 
Jl-11e.setectors . .were.d.e.l;l$.K~9 . .9.1.1 !There was no_s;ouectwn. 

~----------' '--------' ·········· . '(b) ( 1) 

D. (U) Other (b) (3)-P.L. 86-36 
(b) (3) -50 usc 3024 (i) 

1. (U) Unauthorized Access 

(U/ /ffi{J(}j- On ··NSA·forwarded ... FISA:::deitY.ed:::::::::::::::::::::•(b)(3)-P .L. 86-36 
information in e-mails to NSA analysts not cleared for FISA access. _.IJpon·discO'very o.f.tli.~ i 
error, the e-mails were recalled and deleted. ..······· ......... ···· · .,,,,, ..... ·· 

(U//FOUO) Onl INSA .. (i~t~~~~1~~~1:~ that an NSA staff off.lc~{~,~~- not have , 
authorized access to FISA data fi·om .······::Although the staff offic~r 
had the required FISA access in a previous job until! !··access had not been restored f~r 
the current job. The staff officer was subsequently approved for access on._l ______ ...... J 

(SHREL TO USA; FVE)1·1 I NSA discovered that I ... pnalyst 
was accessing raw.SIGINT databases from an unauthorized, secure I ..lrasility. 
NSA/CSS r<;:min:ded the I lthat..\lp~ess to NSA raw SIGINT databas..e·s)s··granted only 

.~ .p~r,.,nrtei, missions, and facilities approve<ffrifacooss. • . .... , ··········· . (~; 
1

· ~I 

t~).(1) fbl (3)-P.L. 86-36 
(b)"{3)~P.L. 86-36 ( ~) {3)- 5o usc 3 02 4 ( i) 

2. \(U)Oata-Handling Errors 
. . .....--:--------, 

(TS,S£S~HHF) 
\ · .. 

an NSA analyst discovered FISA information coUected i.lf.lder an 
NSA FISC Order .. · The 
data wa~purged oil: The analyst who received notice ofth~ incident and 
requests ~or1rge the data ·w~s on extended temporaty duty and did not read his e-nmil until he 
returned m· I ·······... \ 
(TgkgM'REL TO USA, fYEY) oi1,_1 _____ _.I NSA analysts forwat·ded to a'j._ __ _. 

'fffll 3ECRBT//COf\JH~ffi/NOF0ffi¢ 
6 
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\D.) ... \ .j J - J:'. L. tJ b"'·su·················· TDP SPCRET,','Cmnur,','uenel>'"r 
(b)._-.( .. ,3) -so usc 3024 (i) ...... -- _...,..,.~..,.,. ~~.:r:ri"'rr T" .t· n.J.'I 

\ ::.: ·o analyst FAA § 7 02-autho~::: t:~: ;~:; ;~~~~d;;,] i:ii UilUlinimizetreference to a U.S. 
· ....... p~rson's identity. NSA requested that the traffic be purged :fi:om its databases;··tmdiL..:--:--:-~~ 

··c=Janalyst confirmed that tllis had occurred. NSA re-forwarded the properly mitlimized traffic 
to the·l I 

3. (U) Consensual and Other Collection :. , ....... tb.). (1) 

.·<" ..- .: . (h) .. f3·} .. :;-P.L. 86-36 

(TS.~'SINP£L +0 U~A, Ii'V~Y) '""I --.. -. -..... ~_ .. """ .... ·.;;....,la11. NS~ anilxst ,qi.l'eri~?.·ara"y traffic database 
using aU. S. person's telephone_.selector-·outsid e the DIR;NSA-atttJlorized ·peri\?.d icrquety and 
task the selector. DI~.S~·ha.~ . .autliorized col~ection o~i telephon~-.._~electors associ~f,~d withr=J 
U.S. hostages. T.be··atJtho~Jzatwn allowed taskm and guerymg on the selectors fronii'-·····.;;..····~-~J 
I lf6i:wan:l bt1(i1ot before. an NSA anal ~t.. ueried one of the····· .... 
t l l sele~;tofii' using a date range ··· ... 

·The analyst deleted the query and the results · No repotis based on 
q ery results were issued. 

--+"~~f-L--=---r------L···~·an!!;-··£N;!!;S~.A~analyst discovered that a consensual collection 
ha(l:::expired" ... The selector remained tasked onrl 

r-l'";..._----~T~-h-e_-s_e-:-lec-. --to-r-.. w-.as-.. d":"'.e-ta~skedJ (".:tnd,Jh!;ti~ ... ~as no ¢clreCtion. 
···························· ...... ~~~~'"'""""'"' ( b ) ( 1 ) 

4. (U) Unauthorized Collection of COMSEC Monitoring Data (b) (3) -P. L. 86-36 

"(liJ';·:~;~g'"i<' ~~d.,onl I, NSA/CSS anal s~~~::~::;::;'! :~~~~:·~:"~~~~.~~~~:ided by 

,, ,,, -the customer. An upgrade to software:cWting is believed to have caused the system to 
''''l·. ··...... I The problem was fixe "bn· All unauthorized collection will 

be ·ren1oved. 

(U/~~{j~;:Oitl INSA analysts discovered that a system problem allowed 
collection otl:L lbeyond the authorized period to m01litor. All unauthorized collection 
was deleted. A manual fix to prevent the problem fi·om recurring was put in place. 

5. (U) Computer Network Exploitation (CNE) 

(TSHSIHHr) I 
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(b) (1) 
(b) (3) -P. L. 86-36 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 
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E.. (U) Counterintelligence Activities 

(U) Nothing to repoti. 

F.. (U) Intelligence-Related Activities 

·~·)?) ( 1) 
6~} .. ( 3) - P. L. 8 6-3 6 
($)'··(·§._) -18 usc 798 

( b\~~~::.(?··t~·~? usc 3 0 2 4 ( i ) 
\\ \\ ... ·::. 

· .. 

.. , 

\ ... 

\\ 

.i\:Pl (1) 
. (i~). (3)-P.L. 86-36 

(b\'-(3)-50 usc 3024(i) 

·· W 1en collectiOn 
~------~--~~~~~~----~~--~--~~~ was purged fi·om NSA's principal raw traffic repositories when required. 

NSA analysts found 

86-36 
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f (bj(.~) -P.L. 86-36 

· .. 

(U//FOUO) Although not violations ofE.O. 12333 and related directives, N,SNCSS rep~Its·CJ 
instances in which database access was not terminated when access was no )onger required. 
Once identified, the accesses were terminated. In addition, there wereUinstances of 
unauthorized access to raw SIGINT during the quarter. 

.1. '-' \.Ji. .. U ~, .1. .W .1. 
(bJ'"-cn ....... 

II. (U) NSAJCSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, Investigations, and Special Studies 

(U//FOUO) During this quarter, the OIG reviewed various intelligence activities ofNSNCSS to 
determine whether they had been conducted in accordance with statutes, Executive Orders, 
Attorney General procedures, and Department ofDefense (DoD) and internal directives. With 
few exceptions, the problems uncovered were routine and showed that operating elements 

:J 36 
798 
3024(i) 

understand the restrictions on NSNCSS activities. . ....... · \(b.).{ 3 l -P. L. 86-36 

A. (U) Cryptologic Support Group (CSG)I~.;;;, ... -= ...... _ ...... _ ...... _ ...... _ ..... _______ ----',":---·· .......... 1 

(U/If'OUO) CSGI lhad"li:od~~~~~~~~~~~~d procedures for accomplishing IO training oflr-----. 
SIGINT persom1el and for completing 10 quarterly reporting. While the CSG Chief was 
designated as the 10 Officer (100), no alternate 100 was designated. During the CSG Chiefs 
extended absence, the site had no official 10 point of contact. An alternate 100, who was 
designated before the inspection began, is drafting standard operating procedures for 10 training 
and for incident and qumierly reporting. 

B. (U).__I ______ __.1 .. ··· ....................... . ,,,,,,,, ...... (b)(3)-P .L. 86-36 

. ········" 

(U//FOUO) Thec::=JIO.pi:og~:~,~~ l~as improved significantly since the 2007 inspection. The 10 
Program Manager (PM), now a fhll-time employee, has been in the position for four years, 
providing continuity for the site's 10 program. The site's 10 processes and procedures have 
been shared as a best practice with 10 PMs throughout the extended enterprise. To assist in 
handling increased oversight responsibilities, the 10 PM delegated cetiain 10 fimctions to 
experienced personnel in key mission areas where there is risk for exposure to U.S. person 
information. Despite the delegation offimcti ons, the 10 PM does not have an officially 
designated alternate, creating a single point of failure. This was noted as a program weakness in 
previous inspections in 2004 and 2007. The OIG will track corrective actions. 

C. (U) Misuse of the U.S. SIGINT System 

(U) Nothing to repoti. 
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...... ···(}:)) ( 1) 
..... ...-·· (}:)--)_ (3)-P.L. 86-36 

..... D. (U) Congressional and Intelligence Oversight Board Notifications (bl\.;3l -so usc 3024 (il 
(b}(3)~P.,L.8.9.-36 .. . ·. 

cr's)/si//~W)·I I NSA/CSS provided an updaf~--~0 the Congressional · ... 
intelligence committees on the continuing effotts to in1,pr6ve and refine its data purging proc~ss . 

.... /······· ·\· .. \ 

1-NSA is working on immediate and long-term solutions to 
~tlr-le_s_e_p-ro"""~b..,.>l-lei-n-s.~T~lr""'li-s-m-a~tt-er-· _w_a_s -re-'p01ted to the FISC I IA-cop.yqft.f.le 
notification is enclosed. · .... ··(b)(3)-P.L. 86-36 

(~/i~L TO USA, FVEY)I IN$A notified the Congressional intelli 
committees about unauthorized disclosures of classified NSA-related information 

L.....:----::-::--:-:-~--.---,~-.....LI;;;.;le;.;.tl;.;..fi;.;..e;;;;;d.~Jh~ .. ?.?.mmittees about the·un11.~1thorized! disclo3.9re···of 
classified information on -AfiriaT::s:l.'!:9:1:I.:i.!Y::revi.e.w.).J:~S nolb.~en ~oqwleted by all 
affected agencies. A cop~y-:::o'T":"'~~~c~at~ton is enclosed. .. ... · .. "'"""::::.,,J(~l ( 

1
) 

.. • •. . • ... ... (b) (3) -P. L. 86-36 
E. (U) Other Notifications 

(S/fNF) NSA has notified the Attorney General of Ditifell'igence-related collection activities for 
U.S. person hostage cases. 

Ill. (U) Substantive Changes to the NSAICSS 10 Program 

(U) Nothing to repo1t. 

IV. (U) Changes to NSAJCSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence-Related Activities and the 
Reason for the Changes 

(U) Nothing to repott. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect U.S. Persons (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters 
Related to 10 Programs 

(U) Nothing to repoti. 
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