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PREAMBLE 

These ·Guideline:& are issued under the authority of the Attorney General as. provided in 
sections 509, 510, 533, and 534 of title 28, United States Code, and Executive Order 12333. 
They apply tb domelitic i:~rvestigative activities of the Feder~ :aureaU.of;ril:v'estig$on (FBI) and. 
other· activities as provided herein. 
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INTRODUCTION 

AI:. the primary ilive~~gatjve· agency of the federal gov.~rnment, the. Federal.Bureau of 
Investigation (FBI) has the authority and responsibility to investigate all violations of federal law 
that are not exclusively assigned to another federal.. agency. The FBI is further vested by law and 
by Presidential dir¢ctives with the primary role in carrying out investigations within the United 
States of threats to the national security. This includes the lead domestic role in investigating 
international terrorist threats to the Unite(\ St!t~, and in conducting counterintelligence activities 
to meet foreim entities' espionage and intelligence efforts directed against the United States. 
The FBI is also vested with important.fimctions in collecting for.eign intelligence as a member 
agenpy .of the U.S. IIitellige~c~. Co~~ty: The FBI {lCCQrdingly pfays crucial roles in Ule 
~orcement of federal law and the proper administration of justice fu. the United States, in the 
protection of the national security, and in obtaining information needed by the Unit~d St11-tes for 
the eoilduct. of its forei~ aff~s. These roles reflect the wide range of the FBI's current 
r~ponsibilities and obligations, which require the FBI to be both an. agency that effectively 
detects, investigates, and pr¢vents criines, and !lJ1 ag~iicy that effectively protects ~h~ na~oual 
secw.lcy and collects intelligence. 

The general o bje~tive of thes!) GuicieUttes is the full utiliz~on of ali authorities and 
investig(ltive.methoqs, con~istent with the Constitution and·Iaws ofthe United States, to protect 
the Drifted States 1Uld its people. from terrorism and oilier threats to the national security, to 
protec.t ·the United ~tates and its people frQm victimization by all crimes in violation of federal . 
law, and to further the foreign intelligence objectives of the United States. At the same time, it is 
axiomatic that the 'FBI inust conduct its inve5tigatlons and other activj.nes in a·lawful and 
r~sonable manner that respects liberty and privacy and,· avoids unnecessary intrusions into the 
lives of law-abiding people. The purpose ofthese Guidelines, therefore, is to.establish .consistent 
policy in such matters. Th~ywiJl. enable the FBI to perfoftn its duties with effectiveness, 
cel'tj.ipty, and co~dence, !qfl:l will provide .the American peopie with a finn assurance that the 
FBI is acting properly under the law. 

'The issuanQe of ihes~ Guidelines. represents the culmination of the historical· evolution·of 
the.FBI and the policies go.veniing its domestic opet:ations subsequent to the Sepfemb.er 11, 2001, 
t¢rrorist .atta.cks on the U:nit~d St~tes. R,efl.eqting decisionS ~d directives ofthe Pr~iqent and .the 
Attorney Genera~ inquirie$ and enactments of Congress, and the·conclusions of national 
commissions, it was, recogriize_d that the FBI's functions needed to be expanded and better 
i:ptegra~ed to meet contemporary realities: 

[ C]ontinuhJ.g coordin~tion •. , is ~cessazy to op~ite the FBI's p erfortnance i'tl 
'both· natiol'lal security ~d crlminal>investigations . . . . [The] new ~eality requires first 
that the FBI and other agencies do a better job of g!itbering intelligenc.e inside the Bnited 
States, and second th~t we eJ.tm,inate ·the ren'mants of the old ''wall" between foreign 
intelligence and domestic law enforcement. Both.tasks must be acco:Qlplished without 
sacrificing. our domestic.liben;ies and the rule of_,Jaw, Sp.d both depend on buiiding a v~ry 



different FBI. from the cme we ha(i o~ Sep.t~wber 1 0, 2001. (Report of the Co)llinission 
on.Qte intelligence Capabilities of the {,Jnited States Regarding Weapons ofMass 
D~ction 466, 452 (2005).) 

lit line. With these objectives, the FBI has reorganized. and reoriented its pr~gmms and 
missions, and the guidelines issued by the Attorney General for FBI operation& have b~n 
extensivelyr!Msed over th.e past sevet.\1 years. NevettheJess, the principal directives oft4e 
Attorney General governing "the FBI's conduct of criminal investigations; national security 
investigations, and foreign intelligence cpllection haVe persisted as separate docwne~~ invQlvmg 
different standards and J)rocedures for comp~able activities. These Guidelines effect -a more 
complete integration and hannonization of standards~ thereby providing the-FBI and other 
affected Justice Department components. with cl~r, .more consistent, and more atcessible 
guidance for their:activities; and.making avaHable 1Q the public in a single docum~nt the basic 
body of rules for the FBr·s domestic operations. 

These Guidelines also incorporate. ~ffective oversight measures involving many 
Department of Justice and FBI-components, which ha"(re been.adopted to ensury that ail FBI 
activities are con~<;tc;<\ in a manner consisteot With law and policy. 

The broad operational areas .addressed by1hese Guidelin~ artrthe.'F.BI's conduct of 
inv~tigative and int.elligeD,9e gatperi~g activities, ~ncluding cooperation and coordination with 
other components and agencies in such activities, and.the inte11igence analysis and planning 
functions of the FBI. 

A. FBI RESPONSmiLITIES- FEDERAL CRIMES~ THREATS TO THE 
NATIONAL SEcURITY, FOREIGN lN'l'~tLIGENCE 

Part II of these Guidelines authorizes the FBI to carry out investigations to d¢t~t, obtaH:i 
information about; 6r·preveht or prot~ct against feqeral Crimes <;>r threa~ to tlle n~tional secwity· 
or to ~ollect foreign intelli~nce. · The major subject areas of infonnation gathering activities· 
under theie Gtridelines- federal crimes, threats·to the· national security, and foreign intelligence 
-are. not distinct, but rather overlap exteQsively, For example,. an investigation relating to 
international terrorism will invariably crosscufthese·areas because international terrorism is 
included wider these Guidelines• definition of"threat.to 'the national secwity," because 
i.nteri;J,ational terrorism s~bj~t to investiga~on withi.n, the United States usually involves prlminal 
acts that violate federal law, and because information relating to international tenorism also falls 
within the definition of''fo.reign irttelligeii,ce." Likewise, counterip.teJljgence ·aytiviue!l·relating to 
espionage_ are 1ikelyto concern matters that constitute threats to the natfonal secgrity, that 
implicate violations or potential. violations offederal espionage laws, and:that involve 
inform~tion f;illjng under th~ deflhltion of"forejgii "intelligence." 

While som~ Qistinctipii~ in the roquireinents and procedures for investigations are 
necessary in different.subject areas, the general ·design of these Guidelines is to take ·a unifonn 
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approach wherever possible, thereby promoting certainty and consistency regarding the 
applicable.st!lPdards and facilitating c.ofuplillhce wiUrtl,lose standards. :aence, th~e Guidemtes 
do not requir~rUlat the FBI~s jnfonnation S!lihering·activities be differentially labeled as "criminal 
investigations," "national security investigations," or'"foreign intelligence collections," or that 
the cat~gories·ofFBI personnel who cariy out inve~tigatiori~·be segregated .from ·each other based 
on tl).e sqbject areas in which they operate. Ratber, all of the FBrslegal authorities are available 
for. deployment in all cases to which they apply to protect the public :from ~rimes· and tirrel\ts.to 
the iiatio.nal security and to further the United States' foreign intelligence Qbjectives~ In many 
cases, a single investigation will be supportable as .an ·exercise Of a number of these authorities
i.e., as an investigation of a federal crime or·crimell, as an investigation of a threat ~o tlle naqopal 
secuP.ty, l!llJilor as a collection of foreign intelligence. 

1. Fede.ral Crimes 

The FBI has the authority to investigate all federal ·crimes that are not exclusively 
assigned t9 oth~t agencies. In JllOSt ordinary Qi'iminal $lvesti'gations, the ·imm:ediate·objec~ves 
include·suchmatt~rs as:· det~rmining whether a federal crime has ocewred or is occurring, or if 
planning or preparation for such. a crime is faking place; identifying, locating, I!J).d apprehen4ing 
the perpetrator~; and obtaining the evidence n~eded for prosecution. Hence; -clos~ cooperation 
and coQrdination. with federal prosecutors in the United States Attorneys' 'Offices and the Justice 
Department .litigating divisions are essential pot}l to ~nsure tpll,t.agents have the fnvestigative 
tools an.d legai advice at their disposal for whicP. prosecutorial assistance or ap_proval.is nee<led, 
and to ensure that investigations are-conducted in a manner that will lead to successful 
prosecution. Provisions in many _parts of these Guidelli;les es~blish procedures and.reqqirements 
for such coor~Hnation. 

2. Threats to tl;le Natio:iJ.aJ Security 

The FBI'.s authority. to investigate threats to the national secUrity deri:Ves from the 
~xecutive .o.rdet 90~eming u.s. jntelligen~ ;activities, from defegations of functions by the 
Attomey General, and from various sfatutory sources .. See, :e.g.~ E.O. 12333; 50 U.S.C. 401 et 
seq.; 50 U.S.C. 1801 et seq. These Guide1itt.es (Part Vll.S) specifically deP,ne threats to the 
natioi'u~i security to ·mean~ international terrorism;. espionage and other intelligence activities, 
sabotage, and a5sassination, conducted by, for, or on·behalf of foreign powers, organizations, or 
pers.ob$; foreign.compu.ter int:t:usion; and oth~ matters det~rmined by the Au,orney Gen:~ral; 
co~stentw~th Exe<;utive Ord~r 12333 or any succ~sor order. 

A~tiviti~li withi~ the deilnitioti. <;>f''thteat to the national security" that are Sl\bject to 
investigation·under these Guidelines commonly involve violations (or potential violations) .of 
federal criminal laws. Hence,. invest,igatioils·of such threats may constitU,te ·~ eX.ercise both of 
ihe ~Ys criminal investigation authority and of fhe FBr~ authority to investigate. threats to the 
national security. As· with criminal investigations generally, detectmg·and soh'ing th~ crimes, 
and eventually arresting and prosecuting the perpetrators, are likely to be .among the objectives. o~ 
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investigations relating to threa:ts to the national security. But these inve~tigations also often seiVe 
iinpo~tpi,ttpo~es· outside tJ.te ~it ofD,onnai crim.Wal investigation and prosecution, by 
providiJtg the. basis for, iiDd informing decisions concernin~ other measures needed to protect the 
national security. These measures may include, for example: · excluding or rem,oving :f>?.rsQns 
involved iri terroriSm or espionage .from the United States; recruitment of double agents; fr.eeiing 
asse~ of organizatiops that engage in or support terrorism; securing targets of terrorism or 
espionage; providing threat information ~d wi\nliilgs to qtller federal, state, local, and private 
agencies and entities; dipJomatic ot military actions; and actions. by other. intelligence agencies to 
cow:tter international terrorism or other national security threats. 

lri·lioe with this broad r!UJge of purposes, investigations of threats to the national security 
present special needs to· coordinate with other Justice Departinent components, includilig 
partipu,iarly the J~~tice D()partment's l:T~tional Sec~ty bivision, and to share· information and 
cooperate-With other agencies with national security responSibilities, including other agencies of 
the U.S. Intelligence Community, t4e Department ofHome4thd SeC'I,lrlty, and rel!'vartt'Wmte 
Iiou~e (including Nationai Security Council and Homeland Security Co.uncil) agencies and 
entities. Various:provisions in these Guidelines establish prQcedures and requirements to 
facilitate such coordination . 

. 3. Foreign Intelligence 

N; wfth the investigation of threats to the national security, the FBI's authority to collect 
foreign intelligence derives from ·a mixture of administr!itiv.e and statutozy sowces. $e~ e.g., 
B.O. 12333; ~0 U.S.C. 4Ql et seq.; 50 U.~.C. 1801 et seq.~ 28 U.S. C. 532 note (incorporating 
P .L . 108-458 ·§§ '2001-200~). These Guidelines (Part VII. E) define. fQreign intelligence to mean 
"information relatin~ to the ~apabilities,. intentions, or actiYit,i~ Pfforcign governments or 
elements t):l~eoi; f9reign or~zations or foreign persons, or international terrorists." 

TheFBI's foreign intelligence collection activities h~v~·been expa,nded byh~gi.Slaqv.'e and 
adminis~ative re'forms subsequent to the SepJember 1 i, 2001, terrorist attacks, reflecting the 
FBI's role as the·primary·collector of foreign .intelligence within the United States, and the 
recognized imperative that the United S~tes' forei~ .intellige)ic'e collection ?ctlvjties. become 
more flexible, more proactive,. and more efficiept in order to protect the home]and and adequately 
inform·the United States'· crucial decisions in its dealings with the rest of the world: 

The collection of information is the foundation of everything that the Intelligence 
Coinmunity does.. While suc®Ssful·collection catinot ~ns~ ;t good.analytical product, 
the . .f;!Uure·to. collect information ... turns analysis into gu~sswork. And as our review 
demonstrates, the Jntelligence Community's human and technical intelligence collection 
ag~ci~.s :Qave collected far too little information.on ml¢y of the issues we cafe about 
most. (Report of the Commission on the 'Intelligence Capabilities of the United States 
Regard1ng.W¢apons ofMass Destrul<tion 351 (2005).) 
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These Guidelines accordingly pro:vide standards and. proceclutes for t}J.e :PBJ' s fQteign intelligence 
!!011ection activities-th!tt IIJ.eet current needs and realities and optimize the FBI's ability to 
Qischarge its foreign intelligence collection functions. 

Tli,e ~thopty to collect foreign intelligence· extends the sphere of-the Far s information 
gathering activities beyond federal crimes and threats to the national security, and permits the 
FBI to seek information regarding· a broader range Qfrnattera relating· to foreign powers, 

· orgahizations, Cir persons that may be of interest to the conduct of the United States' foreign 
affairs, The F.Bl's role is central to the .effectiv.e collection of-foreign int!'lligence within $.e 
United States be<;ause the. aUthorized domestic activit~es of other uite1ligence :ag(:ncies ·are more 
constrained than those of the FBI under applicable statutes and Executive Order 12333. 1n 
collecting foreign intelligence, the FBI will generally b.e guide~ by nationally-determined 
intelligence r~qlii,reinen~ including the National.lptelligem;e Priorities Framework.and 1hc 
National Hiil'.1JNT Collection Directives, or any successor di~;ectives issued under the autb.prity 
of the Director ofNational.Intelligence (DNI). As provided in Pc¢t Vllj? oftltese'C~1Pdelines, 
foreign intelligenc·e requiremepts in?-Y also be estabJished by the President or Intelligence 
Community officials designated by the Presiden4 and'by the.Altomey General, the Deputy 
Attorney General, or an official qesignated bylhe Attorney Ge~eral. 

The.general guidance of the FBI's foreign intelligence collectipn activlties by DNI
authprized requirements d,oes not,.}low~ver, liniit the FBI's authority to ·conduct inv~tigations 
supp~itable on the basis of its oth~r authorities- to inv.estigate federal crimes and threats to·the 
national securicy- in. areas in which the information sought also falls under the definition of 
foreign fut~Uigenc\'l. The FBI co~duets in.vestfgations of federal crimes. and ·threats to the 
.national security based on priorities and strategic objectives set by the. Department of Justice and 
. the FBI, independent ofDNI-estab Iished foreign iiJtelligelice 6oli~tion requirements. 

Sfuce the authority to collect foreign intelligence enables the FBI t'o obtain infonnation 
pertinent to the United States• conduct ofitdoreign a:ffuirs, even jftbilt in;fo~t:ion is not related 
to criminal act~vity or threats to the natioru.U security, the information so gathered may concern 
lawful activities. The FBI should accordingly operate openly and c.onsensually with U.S. persons 
to the extent practicable ~hen cpllecting for~ign bltelligence 'that does not'cmicem ctiminal 
activities or t~ts to the ~ational security. 

n. THli! FBI A.$ .Ari ;INTELLIGENCE AGENCY 

The FBI is an intelligence agency.as well as a Jaw enforcem~nt agency. Its basic 
functfons accordlngly extend beyond limited investigations of discrete matters, and include 
broader analytic and·planrting functions. The FBPs responsibilities in this area derive from. 
various admj~str~t!ve.and &tatutory sources, Se~, e.g., E.Q; 12333; 28 U.'S.C. 532 note 
(incorporating P.~, 108-4?8 §~ 2001-2003) and 534 note (incol]lorating P.L. 109~162 §·1107). 
Bnbancemerl.l ofthe FBI'~ intelligeilce·atialysis capabilities and functions has· consistently been 
recognized a_s ~ key priority in th~ Iegislativ·e and administrative reform efforts·followiD$ the 

9 



·SepteJllber 11, 2001, terrori~t attacks: 

[Countert~trorism] .strategy sboutd •.• encompass specifio efforts to ... enhance ihe 
depth and qQaUtyofdomestic intelligence collection and :analysis. ,, . [T]he.FBI should 
strengthen and improve its domestic [intelligence] capability as fuliy apd expeditiously as 
possible by immediately institutillg.ll)easure's to ... sigilificaptly improve strateg_ic 
analyticai capabilities . .. . (Joint Inquiry into Intelligence Comm:unity Activities Before 

·.and After the Terrorist Attacks ofSeptemb.er 11,2001, S. Rep. No. 351. & H:R, Rep; No. 
792, 107th Cong., id Sess. 4~7 (200i).(orrataprint).) 

A "smart" govet'Qment would integratf3.~U .so~ces ofinfonnl}tion to seethe· enemy as a 
whole. Integrated all-source analysis should also infonn and sh~~:pe strategies to collect 
more intelligence . .. .. The importance of integrated, all-s.ource analysis cannot b!:l 
overstated. Without it, it is not possible to. ·~c;:onnect the do1s." (Final Report of the 
Natjonal Coxrunission on Terrorist Attacks Upon the United States 401, 408 {2004).) 

Part IV of these Guidel~s accordingly authorizes the FBI to e~gage in intelligence 
analysis and planning,, drawing on all lawful sources of infonnation. The functions authorized 
under that Part include: (i) development of overviews and an~)'pes concerning threats to ~d 
vul'nerabilhies of the United $t~tes and its int~ests, (ii) rese~ and analysis tq produce reports 
and assessments concerning matters relevant to investigative activities or othe;r authorized FBI 
activities, and (iii) the operation .Qf inteliigence syst~ms that facilitate ~d support htvestlgatiqps 

. tbr~ugh the compilation and analysi~ of data· and infoJ'lD~tion on an ongoing basis. 

C.. OVERSI~BT 

The activities authorized by these Guidelines must. be conducted in a manlier qonsisten.t 
wi~ all applicabl~ laws, regulations, and polic'ies, including those protecting. privacy and civil 
liberties. 'The Justice Department's National Security Division and the FBI's Inspection 
Division, Office of Ge~eral Counsel, and Office of Integrity and Compl.iancy, along with other 
components, share the responsibility to ensure that t4e D!!partment meets these goals with respect 
to national: security and foreign intelligence matters .. In particular, the National Security 
Divisioil's·Oversight Section, in conj~ctip4 with th.~ F.ai's Office ofGenerai Counsel, is 
responsible for conducting regular reviews of all ·!!SJ?ects of FBI national' security ~d.-foreign 
intelligence activities. These reviews, conducted at FBI field offices and headquarter units, 
bto!J.dJ,Y examine such activities· for compliance wi1h th~e Gui~e}.Ules and .other .appiJcable 
requirements. 

Various features of these Guidelin~s facilitate the National Security Division's oversight 
functions. Relevant requirements and provisions include~ (i) required notification by the FB1 to 
the Nationai Sec~ty Division copceming f\111 investigations that involve foreign intelligence 
collection or investigation ofUnited States persons 'in relation to threats of the national secqrity, 
(U) aimual reports by the FBi to the National Security· Division concerning the FBI's foreign 



intelligence collection program, including information on the scope and nature of foreign 
blt~lljgence collec'tion activities in· each FBI field o$.ce, and (iii) accesS' by the .National Security 
Divfsion to infonnation obtained· by the FBI through national security or foreign intelligence 
actiVities 3l}d general authority for the .A$s.t A~omey General fot National SecuritY to obtlin 
reports from the FBI ·concerning these activities.· 

Pwsuant to these Guidelines, other Attoi:n.€!Y General guidelines, atl(:i' ~tit.utional 
assignments ofresponslbjlity within the Justice Department, additional Department componcrlts 
-including the.Criininal Division, the United Stat~s Attorneys' Offi«<es, and tbe·Oftice of· 
Privacy and ·Civil Libertie}S - are involved fu the common :end~vor with the FBI of enswmg that 
ihe activities of.all Department components are lawful, appropriate1 and ethical as well as 
effective. Exampies :include the involvement. of both FBI anl,i prosecutori~ personilel ~the 
review ofUildercqver operations involving.sensitive circwnstances, notice requirements for 
investigations involving sensitive investigative matters (as defined in Part VJLN of these 
Gui<Jelin~). and notice ap.d oversight provisions (ot enterprise ipvestigations, wlrich.may involve 
a broad examination of groups implicated in the gravest cri~ and national security threats. 
These·.requirements and procedures help to ensme that the rule of law is respected in the 
Dep!lJ1rnent's activities and that public confidence is maiptained in these activ~tj.es·, 
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I. GENERAL AUTHORlTIES AND PRINCIPLES 

A. SCOPE 

These GuidJ::lines apply to investig~tive activities conducted by the F~l within the United 
S~tes 9r otlti:ilde the territQri~ of all countries. They do. not apply to investigative 
activities of the FBI in foreign countries, wliicli .are governed by the Attorn~y General's. 
Guid~line.s ·for Extriiterritorial FBI Operations. · 

B. QENERAL AUTHORITIES 

1. The FBI is authQriz~ :to conduct investigations to detect, obtain information 
about; and prevent and protect against fedetal criines and thre~ to Qle national 

· secuttty and to collect foreign intelligence, as provided in Part ll of these 
Guidelines. 

2. The FBI is authorized to provide investigative assistance to other federal-agencies, 
state; local, or tribal agencies,_ and foreign agencies as·ptov.lded in Part m of these 
Gwdelines. 

3. The FBI is authorized to conduct intelligence analysis and :planning as provided in 
Part N oftb~se OuideUnes. 

4. The FBI is authorized to retain and Share intonnation .ob~ined putsuaQt to these 
Guid,elines.as provided in Part VI of these· Guidelines. 

C. USE OF AUTHORITIES AND METHODS 

1. Protection· of the ·United States, and Its People 

Th~ FBI sb~lfully utilize the authorities ·provided and the methods authorized by 
these Guidelines to protect the United States and its people from crimes.in 
vic>l~tion of fede"'-1- law and tlrrea~s to the nfl,tiohai secprizy, anq to furtb,er the 
foreign intelligence objectives qfthe United States. 

2. Choice of Methods 

.a. The .conduct of inve~tigations and other activities authorized by these 
Guioelines maypres~t choices betweep. the use o£diffetent investigative 
methods that are each.operationally sound.and effective; but that are more 
or less intruSive, cQnsidering suph factors as th¢· effect. o.n the privacy and 
civil liberties of individuals and potential dBII1ag~·to reputation. The'least 
intrusive method feasible is to be used in such situations. It is recognized, 
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'however, that J}le cltoice of methods is a matter of judgment, The f$1 
shall not hesitate to use any lawful method consistent withlhese · 
Guidelines, even ifintrusiv~, where the degree ofin:trusiven:ess is 
wam.mted.in light ofth~ seriquSi).ess of a oriminalornationaJ:s·~urity 
threat or the strengtlt of-the. information indicating its existence, or in light 
of the importance of foreign intelligence sought to theUilited States.>· 
interests. This poirt~ i~ to be particularly observed in investigations. 
relating to terrorism. 

b. Onited States persons shall be delllt with operily and consensually to the 
extent practicabl~ wlien.collecting foreign intelligence that does not 
conQ~ni cri~nal activities or threats to the national security. 

3. Respect (oT Legal Rights 

All actiVities under these Guidelines~must have a :valid purpose consistent with 
these Guidelines, .and must be can:ie.d ou~ in confonnity with the Constitution and 
all applicable statutes, execut~ve orders, Department of Justice reg!llations and 
policies, and Attorney General _guidelines. These Guidelines do not authorize .. 
inveStig~ting or collecting or inaint!lioil).g:infonnation on Unite4 States persons 
solely for the purpose of monitoring activities protected by the First Amendment 
or ·the lawful exercise of other rights secured by the Constitution or laws of the 
Unit!3d States. These·Guidelines al~Q do. not authorjze any col}ductprohjbited by 
the Guidance Regarding t}].e us·e of Race by Federal Law .Enforcement Agencies, 

4. Uu~iselo~ed Participa~on hi Orgimizatlons 

Undisclose!i participation in otgaoi~ations in activities l.ind~r these Guidelines 
shall be conductect in accordance witlJ,.FBI policy approved by the Attomey 
.General. 

5. Maintenance of' Records ~nder tbe Priya~y Act 

The Privacy .A,ct restricts·tlle l.haintenanqe of records relating to certain actjVities 
of,~dividuals who are United States persons, with exceptions. for ·circumstances· 
in which the coll~ction of such iliformation is pertinent to and within the scope of 
an autho~eQ law enforcement activity or is ot4erwlse authorized by statute. 5 
U.S.C. 552a(e)(7.). Activities authorized· by these.Gwdelines.are authorized law 
eriforcemen~ activities or .~ctivitielrf<)r which there is otherWise statutory authority 
.for purposes ofthti Privacy Act. These Gwdelint:S, however,. do not provide. an 
e:xhaul!tive enumeration of authorized FBI law enforcement activities or FBI 
.activities for which there is oUJ.er:Wise,$tattJtory authority, and n.o resQ'icti,on is 
implied with respect.to such activities carried out by the FBI pursuapt to oth~r 
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~u$orities. Further questions about the application of the Privacy Act to 
authorized activities of the FBI shoUld be addres_s~ to th~· F~I Ofp~ of the 
General Couflsel, the F,BI Privacy and Civil Lib'ertie~ Unit, or the Department of 
Justice Office ofPrivacy and Civil Liberties. 

D. . NATURE AND' APPLICATION OF THE GUIDELINES. 

1. Repeal~rs 

These GUidelines supersed~ the folloWing guidelines, which areh~ebyrepealed: 

'a. The Attorney General's Guidelines on General Crimes, Racketeering . 
Enterprise and Terrorism Enterprise Investigations (l\1ay 30, 2002) .and all 
pn;de9essor· guidelirl'eS' thereto. 

b. The Atto.nicy General's Guidelin!ls for FBINatiohal Secprity 
investigations and Foreign Intelligence Collection (October 31, 2003) and · 
all predecessor guidelines thereto. 

c. The AttOrney General's Supplemental Guidelines for Collectio~ 
Retentipn, and Dissem.in!ltion, of Foreign Intelligen~e (N:ovl$bef 2~, 
2006). 

d. Th~ Attm:ncy G®-~ral Procedw~ fqr Reportil].g a:[ld 'Qse of In-formation 
.Conc~;rning: Violations ofi,.aw and Authorization for Participation in· 
Otherwise Illegal Activity in FBI·Foreign: Intelligence, Counterintelligenc.e 
or International T!m"Qrism intelUge~ce Investig~tion~· (August 8, 1988), 

.e. The Attorney General'·s Guidelines for Repqrting on Civil Disorders and 
Demonstr~tions Involving.a Federal Jriterest (AprilS, 1976). 

2. Status as Internal Guidance 

These Guidelines are set forth solely for the purpose of internal-Department of 
Justice ~idancl'. They are not intended to, do not, and may riot be telied. u_pon to 
cyeate any rights, substantive or procedura~ enforceable· by law by any party in 
any matter, .civil or criminal, nor do they place any limitation on otherwise lawful 
investigati'V¢ and litigatiye prefogatives of the Depanment ofJ11spc~. 

3... · De.Partures· from the GuidelineS 

Departures: ~m these.Guiaetines. must be approved·by the Director of the FBI, by 
the De_p].lty Director of the l;"BI, or by an Bx.ecutive Assfata.I!t Director d~si~ted 
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by the Director. If a departure is necessary without such prior <lpprpval because of 
the immediacy or gravity .of a tlm:at to the safety ofpersotis or property ot tq the 
n!\tional security, the Director. the Deputy Director, or a designated Executive 
Assistant Director shall be notified.as soon thereafter as practicable. The FBI 
sha11 provid.e timely written notice of departures from these Guidelines to 'lhe 
Criminal Division and·the National Security ~ivision, and those-divisions shall 
.notify the Attorney General and the Deputy Attorney Genera). Notwithstanding 
this paraSn!ph, aii.activities in all circilnisfanc'es must be carried out jn a manner 
consistent with the Constitution and laws of the 'United States. 

4. Other Ac~vi~es Not Limited 

These Guidelin~s apply~ FBI activities as j>)."ovidvd herein and do not limit other 
authorized activities of the FBI, suoh as the FBI's responsibilities to conduct 
background checks and inquiries concerning applicants and employees under 
ftideral pei:soppel se~rity programst Qle FBI's mainte$+lce ail4 operation of 
nati:onal criminal records systems and preparation of national crime statistics, and 
the. forensic assistance and administration functions_ of the. FBI Laboratory . 
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II. INYESTIGA TIONS AND I~TELLIGENCE GATHERING 

Thi~ .Part of tile Guidelin,es ·aut)lori_ze~ the FBI tQ conduct investigations to detect, obtain 
information about, and prevent and protect against federal crimes and.threats· to the national 
security and to colleet foreign intelli~ence. 

When an authorized purpose exists; the focus of activities. authorized ~y :this Part may be 
whatever the circumst!Ulc~s· warrant. 'The subject of sucli an activity may be, for· ex_amplc, .a 
p;:utic~lar crime or threatened crime; co:p.duct. constituting a. threat to the national security; -an 
individual, group, or organization that may be invol'ved in criminal or national security
t;hreq.tening c9'nd\lct; or a 1Qpical m!ltter offo~f;t~ inteUigepee interest 

Investigations may also be undertaken fox: _protective pwposes in re.latipn to individl)als~ 
groups, ot oth~i: entities that may be targeted.for criminal victimizatiQn or acquisition, or foi: 
ierrorist attack or other depredations·by the enemies of the United. States. F.or example, the· 
participation of the FBI' in special events management, 'in relation to public !'Vents or other 
_activities whose cha_ractermay make them attractive targ.ets for terrorist ~ttack, is an authori.zed 
exercise of the authorities gonveyed· by these Guidelines. Likewise, FBl counterfute1ligence 
activities directed to identifying and seyurfug ~ilities, personnel, or ipfqnnation th~tJD.aybe 
targeted fQ'r lnfiltratlon, recruitment, O"r acquisition by foreign intelligence services are·-aufhorized 
exercises of the authorities conveyed by these Guidelines. 

The identificatibn and recruitment of-human sources·- who may be able to provide.or 
obtain ;information relating. to criminal activ.ities, information relating to terrorism, espionage, or 
other tbr~ats to th~.Jiatio~l ~~@ty, or infoi'pu~tio:p..rel~ting to IJUltters of for~ign infelUg~~e . 
interest- is also critical to the effectiveness ofthe'FBI's law enforcement, national security; and 
-intelligence pro~ams,.and ·activitieq undertaken for this purpose are authorized and encouraged. 

The scope of authorized activities under this Part is not limited to ''investigation" in a 
narrow sense, such as solviJJg particular cases Qr obtai.P.ing evidertce for use in particular criminal 
prosecutiQns. Rattier, these acti.vities also-provide critical.infotmation needed for broader 
analytic and: intelligence purposes to facilitate the solution and preventiop of crime,:protect the 
national security, and :fuith~ fo:reign.intelligence objectives. TheseuWJloses include use-ofthe 
information in intelligene<e analysis and pl~g'Uild~r 'Part IV,.and dissemination ofth~ 
information to other law enforcemen~ Intell~genc.e. Community, and White House agencies under 
Part. VI. Ipformatioh obt_ained at all stages ofilivestig!ltive activity is accordingly to be retJUned 
and disseminated for these purposes as providedJn these Guidelines, or in FBI policy con~istent 
with tb,ese Gu,idelines, regardless. of whether it furthers investigative objectives in a. narrower or 
more immediate sense. 

In tlle co).l!Se of activitie~? unQ.er these Gu~d~li~es, 'the FBI.may incidenta11y. o~tmn 
infonnation relating to matters outside of its areas of primary investigative responsibility. For 
exam_ple, hiforimition relating_ to vioiations pf state or local law or foreign law -may·be; 
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incidentaiiy obt~il)~d in. the course ofinv.estigating f~deral cri,m~s or threats to the national 
secuP.ty ~ in collecting fOreign intelligence. These Guidelines do not bar the acquisition. of such 
.infonnatioil in. the course ofautbopzed ~v~;:sti~tive ·activities, fb,e retention of such ipfonnation, 
ot its di~seminatiol'J:a,s apPropriate. to the responsible.authorities in other agencies or 
jurisdictions. Part'VI of these Guidelines includes specific authoriZations and re.quirements for 
sharing such information with relevan_t agenci~s apd officials. 

This .Part authorizes different levels of infonnation gathering activity, V(hich afford t.he 
FBI flexibility, under appropriate s~dards and ptocedures, to adapt ~e methods utilized and the 
irtfonnation sought to the nature of the matter under investigation ~d the character of the 
information supporting the. ilee.d for investigation. 

Assessments, authorized by Subpart A of this Part, require an authorized plilpose·but.not 
any particular factual preqi¢ation, For. ~~p.le, to carry (>utits central m1ssio~ of-preventing the 
commission of t~rrorist acts against' the-United State& and its people,. the FBI must proactively 
draw on available sources of information to identify terrorist threats and activities. It canno.t be 
content fo wait fqt l~s to come in thiough Qle· actions of others, but tather must be vigilant i'n 
Qetecting terrorist ~ctiv.ities to the full extent permitted by law, with an eye towards early · 
intervention and·prevention of acts of terrorism before they occur. Lik~wise, in the exercise of 
its pro~ectjve functions, the FBI is·not constramed to wait until ·il,lformation is received indicating. 
that a particular event, activity, or facility has drawn the attention of those who· would tbr.eaten 
the national security. Rath~r, the FBI must take t4e initi~tive to seclJ!'e l)lld protect' ~ctivities !!lld 
entities whose c•cter may mal_<e them attractive target$ for terrorism or espionage~ ·The 
p~oacijve investigative authority conveyed in assessments is.designed for, and may be u.ulized by, 
the FBI in the disphatge of th,;:se r~spopsibilities. Fc;~r ~ample, assessments may be conducted as 
p~ of.the FBI's special r;:vents management activities. 

Mor~ ·broadly, deteeting apd.in~ertupting criminal activjtjes at their early ~tage&, and 
preventing qimes from occurring in the first 'Place, is preferable to allowing criminal plots and 
activities to come to fruition. Hence, assessments may be undertaken proactively with such 
objectives as detecti~g crlminil activities; obtaining information on individual$, groups, or 
orgaruzations of possible investigative interest, either because they-may be. involved· in criminal 
or national security-threatening activities or b_ecaus~ .they~y be taiget~d for attack ot 
v,lc'tjmization by such a,ctivities; and identifying ant\ asses~ing individmils who may have value: as 
human sourc~ .. .For example, .assessment activities may involve proactively surfing the Internet 
to find·publicly.accessiQle ~ebsites ahd serviceS tbroligJl wbic1uecruitnient by terrorist 
organizations·anQ promotion of'terrorist crimes is openly. taking place; through which child 
porno&raphy is advertised and. traded;. through which efforts ate made by sex~al predators to lure 
children for P\liPOses of sexual abuse; or through wNc;h fraudulent schem.es are perpetrated 
against the public. 

The·methods. authorized in assessments are generally those of'relative1y low 
'intrusiveness, such as.obtaining publicly available information, checking government records, 



and reqti~s!ing information from members of the publio. These Guidelines do not impose 
sup~Sory approval requirements in assessments, given the types of techniq_ueS' that are·, 
authorized at this stage (e.g., perusing the Internet for ,p-qblicly .ava.llable info~ation). However, 
FBI pol\cy Wjll pr~c!lbe s-qpervisory approval requirements for .certain assessments, considering 
~uch matters 'aS the .purpose of the assessment and the metho.ds being utilized. 

Beyond the proactive information gathering.functions described above, assessments may. 
be used when allegations or o.ther information .conc¢ming crimes or threats to tbeliatioiial 
seciuity is.received or optll,ih~4. and the mattef can'be checked out or re~olved' tbrough 'the. 
relative~y non-intrusive methods authorized .in assessments. The checldng of investigative l~ads 
·in this manner can av.oid the need to pro.peed t6 more formQ! levels Qf inve~tigative .a~tivity, if the 
t~tt~ of~ ~ss~Jh~llt .hi<Ucate that further investigation is not warranted. 

Subp~ B ufthis Part authorizes a :;;epon<Jl~vel of investigative activity, predicated 
i;nvestigations. The pllilioses or objectives of predicated investigations are essentially the same 
as those ofassessments, but predication as provided fu·the5e Gilideline.s is ·ne~ped- genetaUy, 
allegations, reports, facts orcirclllJls~ces in~cative ofposs~ble.crimina1 or national security
threat~~g activity, or th~ potentiaffor ~cquiring infOrmation responsive to .foreign· intelligence 
requirements- and supervisory appro.val must be obtained, to initiate pr<:;dic.at¢ inves~igation~. 
Corresponding to the stronger predicJltion and apprQval requirements, all lawful methods may be 
'Qsed:in predicate~ investigations. A classified directive provides further speciiication concerning 
circ'Umstances supporting certain predicated investigations. 

Predicatep investigations that concern federal crimes or threats. to the national security ate 
subdivided into preliminary investigations a;n~.fuU ijlvestigations. pte~jm.inary ·~vestig!!ti~;~ns 
may be initiated on the-l?asis ~f any allegation ~r .infonnation indicative. of possible criminal or 
national security-threatening activity, but more substantial factual predication is required for fuil 
investigations. Wbile time limits are set forth~ completion ofprelimin;try invel?tigations, full 
investigations maybe pursued without preset limits on their duration. 

The fmal..itivestigali,v~ e<ategory UQder this·.?a;rt of the Gui4elines is· enterprise 
lnvestigations, authorized by Subpart C, which permit a general examlnation of the structure, 
scope, and nature of certain groups and organizations. Enterprise irwestigaJ;iqns are. a type of full 
h~vestil5ations. Hence, they are subject to the ptirpo:;;e, approval, and predication r~uirements 
that apply·to fuU investigations, and all lawful methods may be used in carrying them out. The 
dis.tincti've characterisU¢ of enterprise investigations js that ·they concerp groups or organiiation~ 
that may be involved in the most' serious c:riininal or national security threat~;~ to the public
generally, patterns of racketeering activity, terrorism or .other threats to the national security, or 
the ~omtnjssion of offenses chatacter:ist{cally involved \n terrorism·as desqri~ed in .18· U.S.C. 
2332b(g)(S)(B): A broad examination of the characteristics of groups satisfying these criteria. is 
authorized in enterprise ·investigations, including any relationship of the ,group t<;l 1!- foreign 
power, its· size and composition, 'its geographic dimensions ·and finances, its past acts apd goals, 
and its·capacity for harm. 
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A. ASSESSMENTS 

1. Purposes 

AssesSments may be oarri~d out-to detect, o'Qtafu informapon about, or prevent ()I 

prote9t against federal c11mes or threats to tho national security or to collect 
foreign intelligcrlcc . 

.2. Approval 

'i'l).e. conduct of assessments 'is. subject to any.supervisory approval requirements 
prescribed by FBI policy. 

3. Authorized Activities 

Actjvities that may be carried out for·tho .purposes described in paragraph 1. in an 
assessment include: 

a, seeldng informatiol),; pro?ctively or in response to investigative leads,. 
re1ating to: 

1. activities con~tituting violations of federal criminal law o:r threats 
to the national security, 

ii. the involvement or. role of.individuals; groups, or organizations in 
·such activities;· or · 

.iii.. matters of foreign intelligence . .interest responsive to foreign: 
intelligence rc;:quireiJ).ents; 

b. -i:dentifying and obtaining information aboutpotenlia1_tar.gets of or 
vtilne~~bilities to criminal activitie.s i~ violll,tioli of federal law or tbteats to 
the national security; 

c. seeking infoimatio~ to id~tify potentW .ll'Qlllan sources, assess t~e 
suitability, credibility, or·value of individuals as human· so~es, validate 
hum_ail sources, or maintain the cover or. credibility ofhUIW!ll sources, who 
may be able to providl:) or obtain infoi'Jhation relating to criminal activities. 
fu. violation ·of federal law, threats to the national security, or matters of 
foreign intelligence:~t~rest;· and 

d. obtainin~ 'iilfohriation to inform or facilitate intelligence analysis and 
'planning as descrlb~d in Part IV of these Gui4e1ines. · 
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·4. Authorized Methods 

Qniy the followjng·methods may be used 1n asl!essments: 

a. Obtain publicly available inform~tion. 

·b. Access and examine FBI and other Department of Justice records, and 
obtmn information from any FBI or other Department of Justice personnel. 

o. Access and examine records maintained by, and request infonnatior~ from,. 
oUter feder~l. ·stat!:(, iocal, or tribal, or fore~gn governnrental entities or' 
agencies. 

d Use online sei'vic¢8 ~d r~sources (wheth~r nonprofit or commercial)~ 

e. Use and recruit humaQ sources iii. conformity with the Attorney G.enenil 's 
G1,1idelines Regarding the Use of FBI Confidential Hwnan Sources. 

f. Interview·or request infortnatio~ :fromme~bei'S ofthe public and private 
entiti~s. 

g. Accept infortnatiQp. volu,iltatily provided by goverpn;umtal pr private 
entities. 

h. Epg~ge in o bser\ratio:jl or surveii.Jance -p.ot requiring a court order. 

i. Grand jury su~p,oeh~ for t~l~phone or eH:ctronic.milil subscriber 
information. 

B. PREDICATED INVESTIGATIONS 

1. Purposes 

.Predicated investigations· may be carried out to detect; obtain infonnation about; 
or prevent or _protect against federal crimes or thr~ts to· the national security or to 
collect foreign in,teliig~~ce. · 

2, Approval 

The initiation of a ,pred_icated investigation reguires supervisory approval at a level 
.or levels sp~ified by FBI policy. A predicated fuvesiigation based on paragraph 
3.c .. (relating to foreign intelligence) must be approved by a Special Agent in 
Charge or by an FBIHeadqu;nters official !iS provided in such policy. 
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3. Circumstances Warranting Investigation 

A predi({ated investigation may be ·initiated ort the-basis of any of the following. 
circum.stances: 

a , An activity constituting a federal crime or a. threat to the. national sec:urity 
has or may have occUlT~ is or may be occurring,. aT" will or may occur .and 
th¢ 1nvestiga1;ion may Qbtain infomiation relating to the activity or the 
involvemen~ or role of an individual, .g,:oup, or organization in such 

. activity. 

b. An individual, group, or:ganization,. entity,.information, property. 'P~ 
activity is ·or m!ly }le {1 t~get of ~ttfu}k, ·victirt#atioil, a¢q'ui.sition, 
infiltration, or recniitment in connection with criminal activity in violation· 
of federal law or a threat to the national secwity and the investigation may 
obtain inforrn~tiop tha~ would.heip to .protect against s-q,ch activity or 
·threat, 

c. ThCf investigation qiay obtain foreiglj intelJigence that is responsive to a 
foreign intelligence requirement. 

4. Preii):nlnary and Fuil investigations 

A PJ:e9icatecJ investigatioq rela~~g to a federa,l crime or thr~t"to the nati'onal 
security may b!' conducted as a preliminary investigation or a full investigatipn. A 
predicated investigation tha:t is based solely on the authority to collect foreign 
intelligence may b¥ conducte4 only as a full investigation. 

a. Preliminary inv.estigntioils 

·t Pr~ication Required for-Preliminary ll,lvesngations 

A preliminary investigation may be :jnitiated on the basis of 
infonnation or an allegation indicating .the existence of a 
citcmnstl}ilce described 'in pat~;~graph 3".a.-.b. 

·u. Duration Of Preliminary Inv.estfgations 

A preliminary investigation musrbe-concluded within-six months 
o.f its initiation,. w~ch nw.y be ext~p,ded by up to six months by the. 
.Special Agent in Charge, Extensions of preliminary investigations 
beyond. a yeatmust be approved by FBI H~adquarter:s. 
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iii.. Methods Allowed in Prelimi.narylnve$tigations 

All lawful metbods:may be used in aprelitninary investigation 
except for meihods within the ~cope ofPart V.A,ll.-.13. of these 
Guidelines. 

b. FuJI Invcstigatlo~s 

"i. :Predication Required .for Full Investigations 

A full investigation may be initiated if.there is an articulable 
.factual basis. for 'the investigation ~at reasonably in<li~ates that ~ 
citcwnstance described in paragr~ph 3.!l.-.b. exists or if~ 
·circumstance described in paragraph 3.c. exists. 

11. M~thods Allowed in Full Iilve§tigatlons 

AlllawtUl Iiie~~s ni!lY be. ""qseq 'in a ft!.ll itlvestigatl'op. 

5. Notice Requirements 

a. An RBI field office shall notify Fin Headquarters and the United States 
Attorney or other appropriate Departnient.of.Justice official of the 
initiation by the field office of a predicated inVestigation involving a 
sensitive investigativ~·malter. If the .fuvestigation.is irutiate.d by FBI 
Hee:dquarters, FBI Headqua.r4li's shalf notify ·the Urute4 S.tates AUomey ot 
other appropriate Department of Justice official of the initiation of such an 
investigation. If the investigation concerns a tbreat tp the national 
·seeurity, an official ~f the National SeclJ.lity Divisio~ must be;not:ified. 
The notice shall identify all sen·sitive inv~stigative matters involved in the 
:investigation. 

b. The FBI shall r~otify the National Security 'Division of~ 

i·. the· initi"ati.oi.I of any 'full investigation of a United States person 
·relating·to a threat to the national security; and 

ii. the initiation of any full investigation that is based on paragraph 
3.c. (relating to foreign intelligence). 

c. The notifications-under subparagraphs a. and b. shall be 111ade as soon as 
practic~ble, but no ).ater than 30 dayS .after the initiation of an 
investigation, 



d. The FBI shall notifythe Deputy .A;ttomey General if FBI Headquarters 
disapproves· a field -office's ·initiation of a predicated investigation relating 
~0 a. ~eat tq the natfopal security on the growtd that the predication for th,~i' 
investigation is insufficient. 

C. ENTERPRISE INVESTIGATIONS 

1. Definition 

2. 

A full investigation of a group or organization may be initiated as an entezprise 
investigation if there is ail articul~ble faptual bas.is for the investigatlo~ that 
rea~onably indicates that the group or organization may have engaged or may be 
engaged in, or may have or may be engaged in plannin~ or prepara~ion o~ 
provision <?f support for~ 

.a. 

b. 

c. 

d, . 

. e, 

Scop~ 

a pattern of racketeering activity as defined in 18 U..S.C. 1961(5); 

international terrorism or other threat to tile national .security; 

do~estic terrorism: as defined in 18 U.S .C. 2331 (5.) involving a violation 
of federal criminal law; 

furthering political or social·goals-wnolly or in·part through activities that 
involve force or violence and a 'Violation offederal criinimil law; or 

an offense described in 18"U.S.C. 23j2b(g){S.)(B) or 18 tL~.C. 43 . 

The inform~lion sought in an enterprise investigation may ~elude a·gtmeral 
t;Xamination of the structure, scope,, and nature of the. group or organization 
including: its. relationship, if any, to a for.eign power; the 'i<lentity and .relationship 
of its· members, employees, or o'th~ persons who -may·be acting iil furtherance· of 
its objectives; its fmances and resources; its geographical dimensions; and its past 
and future activities and goals. 

j, Notice and Reporting ReqtJirements 

a. The responsif>Ie ;Department ofJustic·e componentfQr the purpose of 
-notification and.rep.orts 'in.enterpriSe investigationS is the National Security 
Divisiop.,. exc~pt that, for the pprpo~~ of n9~6~tio~ and repqrt~ in ah 
enterprise investigation rela~g to a pattern of racketeering activity that 
docs bot involve an offense oi offenses des~ribed ·in 18 U.S.C. 
2332b(g)(S)(B), t;he respoi!sible Pepartment of justice component is the 
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Orga.nized 'Crime and R~~C!~~ring Secijon ofth~ Criminal Division. 

b. An FBI :fieid offio.e shall no"tify FBI Headquarters of the initiation by ~e 
.field office of an ent~rprise inve.stigation. 

c. The FBI shall notify the Nati,onal Security Divisiot:l or the Orgal:llzed 
Crime andRagketeeril:i.g S¢ction of the jnitiatlon of an enterprise 
investigation; whether by a field office or by FBI Headquarters, and. the 
component so not.jfie4 s}laU notify. the Att6Pley General and th~ Deputy 
Attorney ~3'eneral. The. FBI shall also .notify any rei evant United States 
Attorney's Office, except that any investigation wialln the scope ofPart 
VI.D,l .d of these GU.'ideiines (reiatfng to c01mterintelligence· 
investigations) is to be treated as provided in that provision. Notifications 
by .the FBI linder t'bis !lUbp~gJ;apb s~~l b'e·provided 1;1~ soon as 
praeticabl'e, but no later ·than 30 days after the inifiation of the 
investigation .. 

d. ';fhe Assistant Attorney Qet)eral for National .Security or the. Chief of the 
Organized Crime and Racketeering Section, as appropriate, may at.any 
tjme teq~est ~~ FBlto-provide·a report on the status o'f'!,Ul·enterprise 
investigation and tlte r.Bl wUJ :provide such reports.as requested. 
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:Q"I. ASSISTANCE TO OTHE~ AGENCIES 

The FBI is Jipthorized to provide investigative assistance to other federal, state, local, or 
tribal, ·or foreign agencies as provided. in this Part. 

The investigative assistance a1lthoriz.ed by this Part is qften concerned with the· same 
obJectives as those identified in Part ll of these Guidelines- ·investi.gatin~ federal. critnes .and 
threats to the national security. -and ~llectjng for~igflmt~llig<m.ce. In·-some cast$;. however, 
Investigative assistance to other. agencies is legally authorized for purposes other than those 
identified in Part.ll, such as assistance in certain contex:ts to state ot local agencies· fu the 
~vestigatio~ of crimes under stat~ ot Joca).law, see 28 U.$,¢. S40; 540A, 540B, and assistance 
fo for~ign agencies in the investigation offoreign law violations pursuant to international 
agreements. Investigative-assistance for s,uch legally authorized purposes is permitted undej this 
Part~ e-ven if it is pot for p~Qses identified as grounds for investigation under Part ll. 

The a.uthorities p~ovided l>y this P~ are cuinuJa'tive ·~Part li and 4o· not J.im,.it the FBI's 
inv~tigative activities under 'Fart IT. For .example~ SubpartB.2 itt-this Part authorizes 
investigative activities by the FBI'in certain circwnstances to inform decisions by the President 
concimungthe deployment of troops t<;> d~ wi~ civi1 diso'rder~, and s·ubpart B.3 authorizes 
j,nve.stigative acti:v.ities to .fu9iljtate. demonstrations and related public health and safety-measwes. 
The requirements and limitations in these.provi'sions for conducting investigations for the 
specified l>utpose~ qo not I!rmt'Ule fBI's authorit)'·unqerPartTI to investigate federai crimes or 
threats· to the·national security-that occur in the context of or in connection with civil disorders or 
demonstrations. 

A. THE INTELLIGENCE COMMUNITY 

The FBI may provide invesfimttive sssistance (including operatiomil supp·ort) to 
authorized intelligence activities of other Intelligence Community agencies. 

B.. FED~RAL AGENCIES GlNERALLY 

1. In, General 

The FBI may provide assistance to any federal agency ih the investigation of 
federal crime~ or threats to .the ttational security 9i' in the collection of foreiw 
intelligence, and investigative .assi~tance to any federal agency for any.other 
puj"pose thatmay be legally au.thorized, inclpditi.g investigative !iSSistance tp the 
S~et Service in supp9rt of its protective. respon_slbiliti'es. 

2. The PresJdent i:il R,!!lation to Civil D~sorder.s 

a. At the direction o(the Attorney General, the Deputy Attorney General, or 
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1be A.ssistrud Attorney Gyileral: fot the Crimlnl!l Division, the FBi sh.,Jl 
coiie·ct information relating to actual or threatened civil .disorders to assist 
the President in determining (pursuant to the authority of!J}e Piesiden~ 
imde;r 10 'Q.S..C. 331-3~) whether use of the .rumed forces or militia is. 
required and how a decision to commit troops .sbo.uld be implemented. 
The:fuformation sob&Jit shall toncern s~ch matters as: 

i. The size of the actual or threatened disorder~ both 'in number of 
people involved or-a.ffected and in geographlc area. 

ii. · The potential for violence. 

iii. The potential .fur expansion. of the disorder in light of community 
co.nd.itions andllnderlyiilg causes of the disorder. 

tv.. The relationship of the actual or threatened disorder to .the 
enforcement of fes:lerai Jaw pr .co~rt orders ·I!Jld the likelihood that 
state Qrlocal a:ut)lorities will assist in enforcing those. laws or 
orders. 

v. The extent of state· or local resources available to handle the 
disorder. 

b. Investjgations under this paragraph will be authorized only for a penod of 
30 days, but lhe authorization may be renewed for subseq-qept 30 d(ly 
p~riod$. 

p, Notwithstanding Subpatl E.2 oft1tis Part, the methods that may be used in 
an investig{ltlon under. this· paragraph are those described in subparagraphs 
a.w,d,, subparagraph f. (other than pre.text.interviews or req.uests), o.r 
subparagraph .g. ofl'iil11 ILA,4 of t}iese Guhtelines. The Attorney General; 
the Deputy· Atto·rney·General, ·or the Assistant Attorney General for the 
Criminal Division may also authorize the use of other methods describ¢ 
in Part ll.A.4, 

3. Pub fie Health and Safety Authorities in Relation to Demonstrations. 

a. At the direction of the Attorney General, the Deputy Aitomey General, or 
the As.sistalit Attorney General. for the Crim~l Division, the FBI Shall 
collect information ·relating .to demonstratiou activities that are likely to 
require the.federal govenunent to 1ake action to facilitate the activities and 
provide public ~eal~lt an!i safety I;l'leaS!l{es With respect to those activities. 
The information sought in such an investigation shall be that·needed to 
facilitate an adequate feder.al re.sponse to ensure public h.ealth 'ahd safety 
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.and f9 protect the exercjse QfFir~t :Amepdment light~, such~: 

i. The time, place, and type of activities plaililed. 

H. The number ofpersons expected to participate. 

iii. The ~pectedmeans ·a:ild routes oftrav~l for participants and 
expected time of arrival. 

iv. Any plans for lodging or housing of participants in.connection with 
the demonstration. 

b. Notwithstanding Subpart E.2 of this Part, the: methods that may be used in 
an investigation under this paragraph ar<: those de$cribed jn subp~":graP~ 
a.-.d,, subparagraph f. (other than: pret~t interviews or requests), or 
subparagraph g. ofPart ll.A.4 .of these Guidelines. The Attorney Gen~ 
the Deputy Attorney General, br the Assi~tant Attpmey General for the 
Crin'linill Djtris1on m~y also authorize tho use of other· methods descn'bed 
in Part ll.A.4. 

c. STAT]/, LOCI\L, OR 'tRIBAJ. AGENCIES 

The FBI may provide hw~stigatjve ~sistance to smte, toea,!, or tribal agepcies fu the 
investigation of matterS't:~at nlay '4lvolve federal crimes or threats to the national security, 
or .for such other purposes as may, ~e legally authorized. 

D. · FOREIGN AGENC$S 

1. At the r.equest 9£ forejgn law enforcement, inte1tigence, or sect¢ty agencies, the 
Fnl may. conduct :investigations or provide. assistanc.e to 'inv.estigations by such 
agencies., consistent with the interest!; qft)le United Stat~·(including_natlqnal 
sel!llrity interests) and-with due consideration oftlie effect on any United State!i 
person. 1nvcstigations· or assistance under this paragraph must be approved as 
pt9vided by FBI pqlicy .. The FBI SP!iill notify the 'Natiqnal Security Divisio~ 
concerning investigatiqn or assistance under thi~ paragraph where: (i) FBI 
Headquarters approval for the· activity is required·pursuant .to tlte approval·policy 
ad9pted by t)le.FBi forp-qjpo$~ of this· paragraph, and (i.i) the activity relates to a 
threat to the national security. Notification to the National· Security Division shall 
be made. as soon as practicable but ho l$iter than. 30 days ~fter the jlpproval. 
ProvfsiOD$ regarcijng notificatiqn to or coordination With the Central Inte)iig~nce 
A&eilcy by the FJ3I in memoranda of understandin.g or agreements with the 
Centrallnt~lllgence Agency may al,so ·apply to actjvities under W~ paragr;tph. 

2. The FBI may not provide assistance' to. foreign law enforcement, intelligence, or 
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security officers conducting ipv~tjg~tions with~~ the United ·~tates unless !!Uc'h· 
offic-ers have provided prior notification to :the-Attorney .General as required by 18 
u.s.c. 951. 

3. The. FBI may con<Juct background inquiries concerning consenting individuals 
when requested by forei~ gov.etnment agepcies. 

4. The RBI may proVide other material and technical assistance ·to foreign 
governments to the ex.tent not otlietwise prohibited by Jaw. 

E. A,PPLIC~LE 'STANDARDS AND PROCEDURES 

1. Authorized investigative assistance by the-FBI to other agencies under this Part 
includes joint operations an:d activities with such ·agencies. 

2. All lawful methods may be-used·in investigative assistance activities under this 
Part. 

3. Where the methods used .in investigative assistance activitie.s· under this -Part go 
beyond the methoqs authorized II;l ~essniei;tts lii;lder Plirt II.A.4 of these 
Ouideline~. the followmg apply: 

a. Supervisory appi'Qvalmust be obtained for the {lctivity at a ievel or level~! 
specified in FBI poiicy. 

b. Notic¥ mu~t be provided con~terning sensitive··investigative matters in Ute 
manner described :itt Part Il.B.5. 

c. A database· or records system must be maintained that pennits, with 
respect to each such activity, the prompt retrieval of the status of the 
activity (open or clo.sed), Ute d~tcs of opening and closing, ~d the ba$is 
for the activity. This database or·rec;ords system maybe combined with 
the database or records system for predicated. investigations required by 
Part VI.,A.2. 
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IV.. INTELLIGENCE ANALYSIS AND PLANNING 

The,FBI is authorized to engage. in analysis andpl~g. The FBI's analytic-activities 
enable the FBI to_ identify and und.erstand trends, causes, and potenti~ it;ltljcia of criininal ~ctiyi.ty 
I!Ild other tlire~s to thQ United States that wo:uldnot be apparent .from t4e investigation of 
discrete matters alone. By means of intelligence analysis and strategic planning. the FBI can 
more effectively disco vet: crimes, threats to· the national security, and other matters ofl\ational 
intelligence interest ap.<;i can provide the critical support ~eed~ forthe effective discharge of its 
investigative:responsibilities.and other authorized,-activities. For .example; analysis of threats in 
tl)e context of special ev!!llts managen'leQt; ronc;ertrliig·pqbli.c:events or actiVities that may be 
targeted for terrorist attaQk, ·is an authorized activity under this Part. 

lii carrying out it$ in.telligence fuhctions ~Jllder this Part, the FBI is authorized to draw on 
aU lawful sources of information, including but not limited to the results ofinvestigative 
-activities under these GUidelines. Investigative activities UI1der these Guidelines and other 
l~galJy authoriz;ed ~ctivitie~ Uu"ough which the FBf!lcquires inforrnaticrn, data, or intelligence 
·may properly be utilized, structured, and prioritized so~ to support and effectuate the FBI's 
intelligence mission. The-remainder of this Part provid~ further apeci.ficl).tion con~etning 
~ctivities an:d functjons authorized as part.ofthat mission. 

A. .STRATEGIC-INT.ELLIGENCE ANALYSIS 

The FBI is .authorized to develop overviews and analys~s of threats to 'an.d vulnerabilities 
·ofQie Unite4 84\_tes ;~Pd if~? interes~ ip, areas r~lated to theRBI~s responsibliities, 
incluqing aomestic and international criminal threats and activities;-domestic and 
intemati_oJJal activities, circumstances, lihcf.. devf;}lopinen(s ~ecting th.~ natiotta:I security; 
and matters relev~nt tQ the.con4uct oftl;le United States' :foreign affairs. Th~ overviews 
and analyses prepared.\mder .this S~part may encompass present, emerg~nt, and pQtential 
tl)ieats a,nd'Wlil9r@ilities, their contexts and ~a\WeS, imd ideQtification 'and ail.alysis of 
means ofrespondi:qg to them. 

. B. REPORTS.AND ASSESSlVJENTS GENERALLY 

The FBI is authorized to conduct research,. analYze information, aild prepare reports:and 
assesSD)ent~ COI;lC~rniQg hi~ter~ televant to a1,1thorized FBI activities, such as -repqrts and 
assessments concerning: zypes o! criminals or criminal activitiesi organized crime groups~ 
terrorism, espionage, or other threats to the 11ational security; foreign intelligence matters; 
or the scope ·and nature of criminal activity 4t particufar .geographic areas or ~ectors of ~e 
economy. 

C. INTELLIGENCE ·sYSTEMS. 

Th~ FBI is authorized to operat~-intelligence,ldenti.fication, tracking,. and information 
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system.s in &upport Qf autlw.riz~ blv~~igaUve aetiviti~s, or for such ·other or addition~l 
,Purposes· as may· be tegaiJy·authorizecJ.,. suc)l as intelligence ·and tracking systems relating 
·to terrorists, gangs, .or or.ganized crime ~PJ>S. 
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V. .AUTIIORIZED METHODS 

A. PARTICULAR METB:ODS 

All J~wfulinvestigati'\l'e m~tltods may be us~d in activities under these Guidelines as 
autltorized by these Guidelines. Authorized methods. include, but are not limited to, those 
identified in the following 11.st. The methodidde~ti:fied in the list ate in so~e in,stances suhj~ct to 
speci.alrestpctj'ons or r~view-or approval.rcquir~ents as noted: 

1. The m.ethod.s 4esciibed jn i>¢ 11,;\.4 of these Guidelines. 

2. Mail covers. 

3. Physical searches of personal or real property where a warrant or coun order i.s not 
legally reqUired because there· is ijo r~aso~ble ~pect~tiop. of priV<lCY (e.g., ~h 
cov~rs) •. 

4. Cons~nsual monitoripg. Qf coi"Jlm~qatibljs; includi11g consensual comp11ter 
monitorjl).g, .subject-to legal review'by the Chief Division Counsel or the FBI 
Office of the General Counsel. Wh~e a sensitive moilitoring cjrcumstance 'is 
involy~d. the monito.iing mus~ be ~pproved by the Cri:plh_t~~ Di~ion or; if th~ 
inv~tigation concerns a threaf to the national.securityor foreign intelligence, by 
the National Security Division. · 

5. Use of closed.:.circuit television, direction finders, and ·other monitoring device·s, 
~bject to legal review by th'l ChiefDivisioh CoU11Sel or the FBI Office of the 
General Counsel, (The me~ods described in 1his paragraph usually do not require 
court orders or warrants unless they "ihvolve.physical trespass or non-consensual 
monitoring ·ofcommunic.ation~. put legal reView is ijecess;Uy ~o ehsw~ 
compliance with all applicable legal·requirements:) 

.o. Poly~ph e?Caminntions. 

7. Undercover OP.eratioils. In Jnvestigations relating to activities in Violation of 
federal (!rlmin~ law that do not concern threats to the national sevuiity or fore~gn 
intelligence; undercover operationS must be carried out in conformity with the 
Attorney General's Guideliil.es oh Federal ~"Qreau ofJnves:tigation Undercover 
Oper1,1tion{l. lP investigaticsns that are not subject to the preceding sentence 
because ih~y concern threats to the national security or foreign intelligence, 
undei:cove:t bperatjons involving rcligiol,lS 9I political ·organi?;ations must l?e 
reviewed and approved· by FBI Headquarters, with participation by the National 
Security D~vision in the revi~w ,Pi'OcellS. 

8. Compulsory process as. authorized bylaw, including grand jury subpoenas and 
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other subpoenas_. National Se~;urity Letters (15 U.S:C. 16Sl u, 168"1v; 18 U:S.C. 
2709; 12 U.S. C. 3414(a)(S)(A); 50 U.S.C: 436), and-Foreign ~telligenc~ 
S1liVeilli!Ji«e ,Ac.t .orders f()r the production oftang~ble things (50 O.s.¢. 1861-63). 

9. Accessing stored wire and ~Iectronic commUJric!ltiOI.l~ and triUls~ctional records in 
comoh'pity. with chapter 121 of title 18, United States Code {18 U.S.C .. 2701-
27l2): 

10. Us~. of pen regist!:)rS and trap and trace devices in conformity with chapter206 of 
title.l8, United States Code(I8 U.S·. C. 3121-3127), or the Foreign Intelligence· 
Sprveillruw~Act (SOV.s .. c. 1841-~846). 

11. Ele.ctronic surveillance.in·coilformity with chapter 119 of title 1 S~ United States 
Cocj,e- (1.8 U.S..C· 251 Q:.25Z2.), the Foreign· Intelligence Surteillance Act;. or 
Executive Order 123;;g-§ 2.5. 

12. Phy$ical se!U'ches, including mail openings, in conformity with Ru.Ie 41 of the 
Federal Rules. of Criminal Procedure, the Foreign lntelJigence Surveillance Act, or 
E~~cutive O:r:der-1233.3 § 2;5, A cla~sffieQ. ditective J>rovides iidd.itionallimi~ation 
o:n certain searches. 

13. A~quisjtioh of foreign inteUig~nc;e U.forma,tiop. 'in confonnity with title V)I. of the 
Foreign· Intelligence Surveillance Act. 

B. SPECIAL REQ~MENTS 

Beyopd the limit~tions notedjn the' list above relati:ilg.to particular investig~tive methods. 
the foUowing requirements are to {?e observ~: 

1. Contacts with Represente.d Persons 

Contact with represented persons may implicate legal restrictions and affect the 
admi$sibility ofre~tiilg ~vid¢iice. Hence, if an Jnilivid'!ial is knoWn to be 
represenifld by counsel iq a particular ~atte.r, t4e FBI will ·.follow applicabie law 
arid Department pro.cooure. concerning contact with represented individuals in the 
ab·sence of prior notice to counsel. The Specia1 Agent in Ch~ge·.~d the United 
States Attorney or their designees shall consult periodically, on applicable law and 
Deparb;n.ent procecl~e. Whero issues anse q~mce@.tng the con~istenpy of contacts 
with represented persons with applicable attorney conduct rules, the United S~ates 
At~mey•s .Offic¢ should consult with the Profussiona1 Responsibility Advisory 
Office. 
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z·. Use of Classified Investigative Technologies 

Inappropriate us~ of ciassified investigative. techn9logies may risk the 
compromise. of such technologies. Hence, in.an investigation. relating to activities 
in yjolatio~ of,federal GriiQinallaw thnt·<!oes·not concern a, threat to the national 
sec\lrityorforeign·intelligence, the us-e of' such technologies must be in· 
conformity '\vith The Procedures. for the Use. of Classified Investigative 
TectmolQgles iti Criinin11i Cases. 

C. OTHERWISE ILLEGAL ACTIVIl'Y 

1. Otherwise illegal activity by an FBI agent or employee in an undercover operation 
rel~ting to !lC~vity in yiols,~ion offederal criminal laW that does not Goncem a 
threfU: to tbe·national security or foreign intelligence mu~t be approved in 
conformity with the Attorney General's Guidelines on F.ederal Bureau. of 
InvesUg1!.tiofi Undercover Op~r~~jons. Approv~l of othen0:;;e illegal. activity jn 
confonnfty with those guidelines i~ su{fici~nt and sati~fies any approval 
requirement that would otherwise applyunder·theSe Guidelines. 

2. Otherwi~e illegal activity by a human .source must be·approved in conformity-with 
the Attorney General•s Guidelines Regarding the Use QfFBJ Confidential Human 
So$.'ccS'. ·· 

3. Otllc:rWise i11eg~ activity by~ ;FE!l ag~Iit or employ!'e th~t is npt within th~.scop~ 
of paragraph 1. must.be.appr9vedbya.United States Attorney's Office or a 
Department.ofJustice Division, except that a Special Agent in Charge may 
authorize th~ following: 

a. otherwise illegal activity that would not be a felony under federal, statel
local, or triQall?-w; 

b. consensual monitoring of communications, even. if a. crone. under state, 
Joe~, or tribal law; 

c. tho QOntrolled purchas~, receipt, deli.very~ or sale of drugs, stolen property, 
Qr other contraband; · · · 

d. the payment ofbu"b~; 

e. the l'Qnl~ng -of false represent1;1tions in concealment of personal identity· or 
the .true ownershi_p of a proprietary; anci 

f. conducting _a money laundering transaction, or. transactions involVing art 
aggregate amount not exceeding $1 million. 



However~ in an inyestigation relating to a tfueat to the national security or. foreign 
intelligence collection, a Special A$ent in Char&e roay not ~,t_-q~horiz~ ~ Ftc;tivity 
that may .cob~tj~te a violation of. export contr0llaw~ or laws that concern the 
proliferation of weapons of'mass-destruction: In sucb an investigation, .a Special 
:Agent in Charge may a"QthQ~ an. activity th.at nla.Y otherWise violate pro~b)tions 
of material si!Pport to terrorism only in accordance with st~dards established by 
the Direetor of the FBI and agreed to b}"the Assistant Attorney General for 
Na;tional SecJ.Uity. 

'4. Tbe foJlow.in_g activities .may not he authorized: 

a. Acts ofviolence. 

b. Activities whose authorization is p~olllbited by law, including unlawfUl 
investigative methods, such as iUegal electrcmic sur.vefllance or illegal 
searches. 

Subparagraph a., however, does not limit the right of FBI agents .or·employe·es to 
~ngage in any lawful use of force, including the use of f<,>rce·in self-defens~·.or 
defense of others or otherwise in·the.lawful discharge of their duties; 

5.. AD, agent ot en;iployee ·:may engag~ iA otherwi.sl! illegal activity that could }?e· 
authorized under this Subpart:without the authorization required ·by paragraph 3. if 
necessary to-meet an immediit;te ~~t to ·the saf~ty of persons o:c :Pr<?perty ot to .lhe 
national $ec,:urlty, or to preveill the c.ompromi~e of an -investigation or the loss of'a 
significant investigative opportunity. In such a case, prior to engaging in the 
otJi~rwise i.Jiegal activity, every effort ~hould.b!ND~e l?y 1l+e ageh~ or emplo~e \0 
consqlt with 'the Special Agent'm Charge, and by the Special' Agent in Charge to· 
.consult with the United States Attomeis Office or.appropriate Department pf 
l't:l!?ti~e Division wqete the cm~9$atjon oft~t office or division WQpld b~ 
r~quired under pllfagrapn 3., unless the circumstances preclude such consultati·on. 
Cases in which otherwise illegal activity occurs p.ursuant to this paragraph without 
the authorization reqj.tir¢ by paragraph3. shalJ be ~eported ~soon~ po~ibl~ tp 
the Speciql Agent in Charg~ •. ai:J.d by the Special Agent in Charge· to FBI 
Headquaqers and to the United States·Attomey's·Office or appropriate 
Departm:ent of Justi~ Div~io:p. 

6. In ~ inve5tigaqoil relatipg to a threat to the national secbrity or foreign 
intelligence collection, the National Security'Division is the approving compq-neilt 
for othet:Wise ill~gal activity for which paragraph 3. requires approval beyond 
internai f1BI approval. However; o:fficjals in othel;' coPJ,ponents may appre>ve 
otherwise illegal ·acti vity in such -investigations as authorized by the Assistan1 

· Attorney General for N!(tional S~curlty. 
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VL .RETENTION AND SHARING OF INFORMATION 

A. RETENTION OF INFORMATION 

1. 'The FBI shall retain recor~s relating to activities under these_ Guiqelines in 
accordanc~ with a r~cords retention ·plan approved by the National Arcnives and 
Recorde:Administration. 

2. The: FBI ~hall mainta4t a database or records system that pennits; With rt:Spect to 
each predicated 1nv:estigation, ·the prompt·rehi¢val o,fthQ st;uu.s oflhe 
inv~tigatioii ( qpen ot closed);the ·dates ofnpening ·and clqsing, and the'basis for 
theinvestigation. · 

B. INFORMATION SiiA.iUNG GENERALLY 

1. P~i:in:issiv.e Sharing 

Consistent With law and with any applicnble agreements qt 1$detstandipgs with 
other age,Ii.gies ~oilceming tlle ~ss·er,Umatl.on:of infol1Dation they Qave provided, 
the FBI may disseminate information obtained or produced through actiVities 
un~er. these Guidelines: 

a.. within the FBI and to oth~r components of the Department-of Justice; 

b. tp other federal, st.ate, local,: or tribal agencies if related to their 
responsibilities and, ·in relation to other Intelligence CommUnity agencies~ 
the det~tmil;n~tion w~etlie,r th~ infonnatio11 is related to the recipient's 
responsibilities may be left -to the recipient; 

c. ~o C:Qngressiopal cprnmittees as authQrized. by fhe Pepartment of Justice 
Office of Legislative· Affairs; 

:d.. to for~ign agencies 'if the i.nfonnation is related to theinesponsibiliti'es and 
the dissemination is consistent with lhe interests of the United States 
(including nation~l s~cwity int~ests) and the ,FBI has consid.ered 1he effect 
such dissemination may reasonably bv expected to. have on any identifiable 
United States person; 

.e. if the information is publicly available, does not identify United States 
perspns, pr js disseminated-with the' consent.ofthe'person whom ~t 
.concell!S; · 

t; jf!Qe disseriljnatio!l is nece5ifat.Yto protect the slifety ors¢urlty ofpersops 
~rproperty, to protect ~gainst or prevent a crime or 'threat to the national 
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~~9\Yity, or to obtl!.if! jnf9r;m,ntlon for tl,te COIJduct of an autholized FBI 
investigation; or 

. . 
g.. if dis~em~"atiQn oft)ie information is otherwise pennitted by the Privacy 

.Act (5 U.S. C. S52a). 

2. R~quired SJ:Jarlng 

The FBI shall ,s]!are and disseminate in'fol'Dlitioh as. :required by statutes, ·treaties, 
Bx~utive.Orders, :Presidential. directives1 National Security Council directives, 
Homeland Security Council directives, and Attorney· General~approved policies, 
memor~da ofWtderstanding. or agreem~nts, 

C. INFORMATION RELATING TO CRIMINAL MATIERS 

1. Coordination with Prosecutors 

hi ~ i.nve;stigation relating to :po-ssible ·crlmjnal activity in vio1ation of fe4eral .law, 
the agent conducting the investigation sbalLmaintain periodic written or .oral 
conta~t-with the appropriate fe~~ prosecutor, as ci~tan(:es warrant and as 
requ~cJ by the prosecutor. When, d~ng such an investi_gation, a matter appears 
arguably to. warrant prosecution, the agent ·shall present the relevant facts to the 
·appropnat~ (ed~r~l prose~t9r. !Qfonna~on on jnvestigaijons that have beep 
clo~~d shall pe available. on request to· a United States Attorney or his or her 
designee or·.an appropriate Department of Justice official .. 

2. CJiminal-Matters Outside FBI Jurisdiction 

When credible intopnijtlon is ·received by an FBI :field, offiee concerning .seriou;; 
criminal activity not within the FBI's investigative jurisdiction, the field office 
shall promptly transmit the information or refer the complairtant to a law 
ertforpemen~ agency having jurisdiction, e-&cept wl:fere Qisciosur~ would 
jeopardize·. an ongoin_g investigation, .endanger the. safety of an individual, disclose 
"the identity ofa human sourc.e, interfere with a huinan source's co.ope.ratio~ or 
reveal l"(;!g!i]ly priVileged infonnation. if full disclosure is· not made for the reasons 
indicated, then, whenever feasible, the FBI field,office shall make at least limited 
disciosur« to .a law enforc¢men~ agency or ;tgenci~s havi~gjurisQictibn, a,nd·full 
disclosure shall be· made as soon as the need for restricting disclosure is no longer 
prei>~ht. Where full disclosW:e is not made to the appf()priate law .enforcement 
agencies within 180 day~ •. the "F,BI field" offic~ shali promptiy notify"i?BI 
Headq_uarters In writing of the facts ana circumstances concerning the criminal 
~ctivity. Th¢ FBI shall. m;llce peyiodic reports to th~ Deputy Atto~ey General on 
such. nondisclosures and incomplete disclosures, in a form suitable tb protect the 
identity ofhwnan.sources. 
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3. Repo~og of CtiminaJ Activity 

a. When· it app~ th~~ aQ. FBI ag~nt. or employ~e bas ·ep.gaged ~ ·cril"ilinal 
activity in the course of an investigation under these Guidelines, the FBI 
shall notify the United States Attorney's Office or an apJ).ropriatc 
Depart:¢ent of Justite pi vision. When it appears that a.hnman source has 
e1.1gaged 'in criminal activity in the course otan investigation Wlder these 
GUidelines, the FBI shall,proceed as provided in the Attorney General's 
GiP~lines·~gardi~g the Use ofFBI Confiqential Human Sources. When 
infonnation concerning possible criminal activity by, any ofh~r pecion 
appears in. the course of·an investigation. imder these Guidelin~; the FBI 
sba.lf Initiate an investigation of the crimilial activity if warranted, and 
shall proceed as provided in pata,grapb 1. ot 2. · 

b. The r~porting requirements under this paragn!ph relating to criminal 
activity b:y FBI agents or employees or human so.urces do not apply. to 
.otherwise illegal ~ctjvity th.l!t IS aqthorized 41 coilforil;lity with these 
Guidelines or other Attorney General guidelines or to -minor traffic 
offenses. 

D. lNFORMATlON RELATING TO NATIONAL SECURITY AND FOREIGN 
INTELLIGENCE MATTERS 

Th~ general princip1e reflected in current ·Iaws.and policies is that'there is. a responsibility 
to provide-~tU'oi'iilatlon ;~s <;o~stefitly mt<;i· ~lly as possipie to ~geiicies wiUt r~levant 
responsibilities td protect the United States and its people fi:o.rp terrorisxq and other threats· 
to the national security, excepf as limited hy·specifi.c eon&trafuts.on such sharing. The 
FBi'nespop~?ibi1ities in ~s area include carty4ig.o\}t tlw t(:quh-em~n1~ of the 
Memorand)llll ofUnderstandjng Between the Intelligence. Gomm.unity, Fe9eral Law 
Enforcement Agencies~ and ·the D~artment ofHomeland Secilrity Cmiceming 
Info~atio~ Shati.Dg ~~reb 4, 2003), O{ ~y successor ~~orandw:n ofiiliderstanding or 
agreement; Specific requirem~nts also exist for internal coordination and consultation 
with other Depmme.ct. of Justice components,. and for provision -of national security and 
foreign intelligence information to White House agencies, ~:provided in tho ~nsuiilg 
paragraphs. 

1. Department of .Justice-

~· The NatiQn!ll SecurityDiVisiQn shallqave act<ess to all infonnation 
obtained by the. FBI through. activities relating to threats to the national 
secUrity or fo~ign. int.elligence. The Director of the FBI and the· Assistant 
Attorney General for National-Security shall consult concerning these 
.activities whenever requested by either ofth~ and the FBI shall provide 
such reports ;md ibfomiation concerning these activities as. the Assistant 
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Attorney .General for National Security may request. In addition to any 
reportS .or infoiPlation th~ A~stant Attorney Genera,} for National 
:Security may specially request under this subparagraph, the FBI shall 
:previae annual reports to. the National Security Division conper:®.Jg its· 
foreign intelligence collection program, mcludfng"ilJ.fonnation concerning 
the scope and nature of foreign intelligence collection actiVities in each · 
FBI field office. 

b. The:FBI.shatl keep the· National Security DivisiQn .apprised of all 
inf9nn~t1on obup~~4 thro~gh activi~~s ~der these Gui~elin~ tha~ i,s 
·n¢eessary to tlw ability of the United States to investigate or protect 
·against threats to the national security, w.hich shalt inciude regular· 
.coil&gltations between the FBI and the· Na.tiot!al Seclirity Division to 
exchange advice and infonn!}tion relevant to addressing such threats 
through cri~al\)roS.ecution or otber means. 

c. · Subject to subparagraphs d. and e;, .relevant United States Attorneys • 
Offic"es shall have aeces~ to and shall receive·ip.format.ion .ti'9m the FBI 
relating ~o threats to the national. security~ and111ay engage·in consultations 
with the.FBlrelating to such threats, to the same extent as the National 
"Se9Urity Divisiqn. ·The telev;mt Unjted sta~ A.ttQineys' Offi.ces shall 
r~eive· such access and information from the FBI .field offices. 

ti.. ln a coin)terintellj_g~C"e:iQvestig!lt~~li- i.e .. an investigation.relati!lg"to a 
matter described in ·PartVII.S.2 of these Guidelines- the.FBl's provision 
ofinformation to and consultation with a United States· Attorney's Offlce 
are subject to ~uthoriiation by the National Sec1Uity Division; Ih 
consultation with the Executive Office for United States Attorneys and the 
FBl, the National Secur;ity Di vision·sh!lll eStablish pol~cies s~ttjilg forth 
circumsta:nces in which the FBI will consult with the National Security 
Division prior to informing relevant United States Attom()ys' Offices 
a:t>o~t such an inv~stigado~, The _polfc;ies es~ablisped by.theN~.ti<?.®l 
Security Divi~ion unqer this subparagraph shall (among QUler- things) 
provide that: 

i. th() National' Security Division will,. within 30 days, authorize the 
FBI to share with the United States Attomeyli' Offices mfonnation 
r<[.lating to certain espionage investigations, as define4 by the 
polfcies, unless such information is withheld because of substantial 
·national·sec!lrlty considerations; .~d 

ii, the .FBimay. consult freely with United States Attomers' Offices 
concerning investigatiops within the scope of this subpB!"agraph 
·during an emergency, so long as theN ational Security Division-is 
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notified Qf such consultation as soo~ as pracUc1!1 aft«r tbe 
constiltation. 

e. Intotmation shar~ With a U~ted.St~te.s Attorney's Office purstiant to 
"S'\lb;paragr;iph c. or ii. $hall bewsclos~d only to the United States Attorney 
.or any Assistant United States Attorneys designated by the-United States 
Attorney as poiilts 9f.cpntact to receive such infbn::Qation, Tb,e United 
'S~tes At;tomeys and designated Assistant United States Attorneys shall 
have appropriate se.curity clearances and shall receive. tr~ning in the 
handli~g of classified b,ifo~tion and infoiiP.ation derived from ¢.e 
Foreign Intelligence Surveillance Act, including training concerning the 
-secur9 handling e.ncl ~tprag~ of such information ancl training conc.~ng 
requirements and limitations r~lati~g-to the·U.~e, retention,. and 
dissemination ·of such information. 

f. ·tne disclosure-~d ·sharing of information: by the FBI under this paragraph 
is subject to.any limitations required in orders issued by the· Foreign 
1I).telligt41ce STirveilJance Court, controlS i~posed by the op~tors of 
sensitive material, and restrictions established by the Attorney General· or 
the Deputy Attorney General in particular cases: The discli;ISUril !llld 
sh\uing of infol;lllation by the fBI-'under this patagtapli that may disclose 
the. identity ofliuman.sourccs is g~vemed by the relevant.provisions of the 
Attorney General's Gui~e1inesRegarding the Use of FBI CoJlfiqenU!l.l 
Hwnan Sources. 

2. WWte Hous.e· 

.In order to .cany out their responsibilitie~. the President, the Vice President, the 
Assistah.fto the President fo'i Nath;m1l} S.ecUrlty Affairs, the Assistant to tlw 
President -for Homeland Security Affairs, the National Security Coimcil and its 
staff,_ the Hqmeland SecuritY Counc.il and i~ st~ and other White House 
ofticials 3nd 9:ffices requlre injqrmatioq D:om all federal agcnci~s, i)lcludl~g 
foreign intelligence, and informatioMelating to international terrorism and· other 
threats to the national security. Th~·F.BI a_ccprdingly m~y-disseminate to the 
Whit~ House foreign intelli'gence and national security information obtained 
thrpugh activities under-these Guidelines, subject. to the-following standards and 
ptocedures.: 

a. RequeSts tQ the FBI for such information from the White-House shall be 
mad~ t}Jrough the,Natio~ Secwfty Co11!1cii staff or Homelalld Security 
Co\Ulcil staff including, but not limited to, the National Security Council 
Legal -and ID.tell.jg¢n~e .Dir~ctor;1t'es ~d Office of Cpmb(!ting Tem:,rism, 
or through .the President's )'ntellfgence Advisory Board or the Counsel to 
the Pr{lsident. 
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b. Compromising_ infonnation conceming.domestic· offiCials or political 
organizations, ot'iiU'onbation ~pQetfi]ng·activities qfU!J.ite4 StJites 
persons inten4ed to affect the political prol~·ess in the United States, may 
be disseminated to the White House .only with the approval of the Attorney 
General, b!ISecl o:g E! 9etertnin!ition.: that sucp dis~emmation is nee<,feq for · 
foreign intelligence-purposes, for the purpose of protecting against 
international tenorism or other threats to the national security, or for th.e 
conc;hict. of foreign ~its. fJowever, "SUch approv~l is not required for
dissemination to the White.House of infonnation ·concerning efforls of 
foreign intellig_ence services to penetrate the White House, ·or ~onc~ing 
contacts by Wliite.Ho~se p~tsonneJ with foreign inteiiigence servi~e 
personnel. 

c. Bxamples.of types of information tbat are suitable for disseuiination to the 
White. House on a routine basis include,, but are not limited to: 

i. infonnation.conceming international tenorism; 

ii. iilfonnation concerning activltie-~ offorefgn intelligence service§ in 
the United States; · 

iii. infonnatfon indica1iv~ of imminent hostilities involving any 
foreign power; 

iv. information concerning potential cyberthreats to the United States 
or its allies; 

v; infonnation indicative of policy positions.adopted by foreign 
officia1s,_ go:vernnient~ .or_powers, or their reactions to United 
~tates foreign policy inftiative,s; 

vi. ~fonnation relating to possible changes in leadership positions of 
fore~gn governments, parti~, facti<?wi,. or powers; 

vii. ,irifo~ation. c9ncel)lihg fqr~~gn epoilomic· or foreign -political 
matters that might bave national security·raDJificatiotl!;; and 

viii. information set f<i~.4J regul~ly' publisheq ~~donal intelligenc~ 
requirements. 

d, Commwrications by the FBI to the White-House that relate to a nationaJ 
secuiitymatter aild c;oncem a litigation iSsue for a specific pending case 
must he mad.e known to the Office .. pf the Attorney General, tlie Office of 

40 



the l;)eputy Attoqtey Ger,.~l, · or the Office of the AssoCiate Attorney 
Gen~ml. White House policy may speCially limit or prescribe the White 
Hous~ petsqnnel who may reque.st infom:tation concerning ~ch ·issue~ 
ftomtheFBl · 

e. The limitati~;>n~ on disserp..ination of ihfonnatioA by the FBI to the White 
Ho1,1se under these Guidelines do not apply to dissemination to the White 
House of information acquired in t:h,e course of an FBI investigation 
reqQesteci by. the. White· House into the background of a potential employee 
or appointee, or responses to requests from the White House under 
Executive Order 10450. 

3. Special Statutory Requirements 

a. Dissemination of information acquired under the Foreign Intelligence 
Surveillance.Act is, to the .extent provided in. that Act, subj ~t. to· 
Ijll~ization procedures· l!lld other t~uiremeilt? specified jn that Act. 

·b. Information obtained through the use ofNational Security Letters under 15 
U.S:C. 168lv may.be dissemjh;ited in confonnityWith th~ generai 
standards of this Part. Information obtained through the use ofNational 
Security·Letters under other statutes ma.y be disseniiilated in confoilhity 
w1th the·gen«?ral standards oft.his Part,. subject to any applicable limitations 
in their governing statutory provisions: 12 U.S~ C. 3414(a)(S)(B); 15 
v,s.c. l681JJ(f); Is u.s~c, 2709(d)~ sov.s.C.·4.36(e).. · . 
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VII. .DEFINITIONS 

A. CONSENSUAL MONITORlNG: monitoring of communications for which a court order 
or watrartt.i s npt le&~-ll.Y reg~i:ed bec~se of the consent of a party to the .communication. 

B. EMPLOYEE: an-FBI employee or an employe¢ of another Ej.g~cy working tmder the 
:direction !l,i:ld contcolofthe·FB~. · 

C. J;<QR OR ON BEHALF-OF AJ10REfGNPOWER: the delemiinati'on that activiti~ are 
for 9r· on bebalf of a foreign power-sb~ll be based on consideration of the extent to which 
the foreign: power is involved in: 

1. control or policy direction; 

·2. fi.pil:ncial or material support; or · 

3. leadet$.i_p, :assjgill'Q.ent's, or discipline. 

D. FOREIGN COMPUTER INTRUSION: the use or attem)Jted use of any cyber-activity. or. 
other :ro¢l¢s, by, :fo~. or o~ be:half of a !Qrejgn power to scan, probe, 9r gain unauthoriz~d 
acci;}SS i'nto on~ orm:ore U.S.-basecl.cQmpl,lters·. 

:!;!, FOREIGN' INTELI;JGENCE: inform!ltion reiatii!g to 1be capabilities, ~ntentions~ or 
activities offoreign·governments or-elements thereof; foreign'organizations or foreign 
persons, or international terrorists. 

F.- 'FOREIGN INTELUGENCB REQUIREMENTS: 

1. national intelligence requirements issued pursuant to allthorization bythe.Director 
.ofNational Intelligence, including the National Intelligence Priorities Framework 
and ~e National~ C<?lle~tjon Directives, or apy.successor directives 
thereto; 

2. req~ests. to collect fot~igil..intel~ig~ce by tije Presjdent or by In~eijig~ce: 
Community officials designated by the President; and 

3. di~tions to collect foreign 4Jte!Ugence by the A,ttomey Gen:e:taJ, 'the Deputy 
Attorney General, or an official designated by the Attorney General. 

G. FOREIGNPOWE!t: 

1. a foreign goy()mment or any component thet¢of. whether or not recognited by the 
United States~ 
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.2. a factiqn of~ foteig,niiation qr nations, nbt s~bs~ti~y cqmpQsed ofUniteq 
Btat~ perso_ns; 

;3. .an entity·tha,~ i~ openly ~knowledged by aforeign·~overmnent or g9vernm~n~ to 
be directed and controlled by such foreign government or _governments; 

4. a sroup eng~geq irt intematio~al terrorism or aottvities ih prepara.tion the.refor, 

S. a foreign-based po{itiQal organization, not subst_antially composed ofUriited States 
:persons;. or 

6. !Ul ·entity th;tt is· dir~cteci or oopttolied by a foreign, ~9v~eilt or .goy¢!JUI1ents, 

H. IWMAN SOURCE: a Gonfid~ntial Human S.ource as d~:fin¢d in-the Attorney G.eneral's 
·Guidelines Reg~g the Use of FBI Confid~ntial H'Qlll~ Sourc~s. 

I. INTELLIGENCE ACTNlTlES: any ~ciiVitY conducteP,.for int~lligen~e pP!Foses or to 
affect politic~qr gov~ental processes by, for, or on behalf of a foreign power. 

J. INTERNATIONAL TERRORISM; 

Activities that: 

I. involve·violent acts or acts dangerous to human life that violate federal, state,, 
local, :m: trib.al criminal law or would violate such law if committed. withfu the 
Uljited Stat~ ora sta,te. Ioca_l, or~oaljurisdictiq~; 

2. apppar to "be· intended: 

i. to intimidate ·or coerce a civilian-population; 

ii. to influence-the policy ofa govemment'by·in~idatio~ or coercion; ?J:' 

iii. ~o ilffeet t}f~ qonduct of~ goveminew l?y ~s~sinatiqn or kidhappi!lg; and 

3_. oqcur totally outside the United States, or traBScend national boundaries in terms 
of tb.e me~s by which they are accomplishe~ •. t}fe persons they appe\U'to be 
intended to coerce or intimidate, or the locale 'in whlch their perpetrators operate 
or seek ~ylwn. 

K. l?ROPlUE'J;'Alr¥~ <!.sole ptoptieto!Ship, pluinership, corporation, or.otber business. entity 
opetated on ·a conunercial basis, wbieh.is owJ1ed, tontro}jed; or operated wholly or in part 
on behalf of the FBI, andwhose·relationsbip with the FBI is concealed from third parties. 
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L.. PUBI,IGLY AV AJLABLE: in!ormatipn that has been pub1isht')d or broadcast·forpublic. 
consurription,is available .on .request to the public, is. accessible on-line or othe:rwise to 
the public, ts avaiia'Qle·to the p~blic by s~bscrip~p~ o~ purpjiase,. could be ~een qr heard 
by any ~asual observer, is made availfib1e at a meeting open to the·public, or jg obtaipcd 
.by. visiting any-_place or attend.iJlg att:Y event that j& 9l>en to -the public. 

M. ~CORDS: anyrecords,.databases; files; indices,_ information systems; or other. retained 
inforination. 

N. SENSITIVE INVESTIGATIVE MATTER: an investigative matter involving the 
·activities of a domestic public official or polltic~ ·ciL\lclidate (involving cort.uptio\1 qr a 
·threat to the national security); religious or,political organization or individw\1 prominent 
:m such an o~:ganization, or news media. pr any otb!!r matt~ which, in the judgment of the 
o:$cial .a(lt;hqriziqg $ investigatiolf. should b.e prougbt to the. atteiJ,ti.on ofFBl 
Headquarters and other Department ofJustice· officials. 

1. investigation of a member of Congress, a federal judge, a meiqber of the
Executive Branch -at Executive Level IV or above, or a person who has served in 
such capacizy within the previous two years; 

2. inv~stigation of the Governor, Lieutenant Governor, or Attorney General of any 
state or territl?ry, or a. judge prjustice·of the highest court;· of. any st~te .or t.erritory, 
co*~nilng ~ offe~e invol~~g brib~ry, copflict of mte~est or ex~rti.on re1a~ed to 
the performance of.official dirties; · 

3. -a party to the CQIJ)lllunicationisin.the custQdy of the Bureau ofPri_soD!). or the 
United States Marshals Service or is'being or has been affon;ied protection in the 
Witness Security Proglan;l; or · 

·4. the .Attorney General, the Deputy. Attorney General, or an Assistant Attorney 
Geh¢ral h~s requested that the ~i ob~~:pr:ior ap_prov~l for the use of coilsensu!d 
monitoring in a specific investigation. · · 

P. SPECIAL :AGENT.ll'l' Clt.'\RGE: tM Spe.Cial Ag~rit in Charge of~ F)3I field office 
(including·an .Acting Special Agentin Charge),. except that the functions authorized for . 
Speci.al Agents jn Charge by these Guidelines·may also be-exercised by the Assist·ant 
-Director in Charge or by any SpeciaJ Agent 41 Ch~ge des'ignat~d by the As~istant 
Diiector in Charge in an FBI field office headed by an· Assistant Director, and by FBI 
Headq~ers officiah~·~sigtJ.ate4 by th~ Dh-ector oftlie FBI, . 

Q. SP;BCIAL EVENTS MANAGE~: plamifug_and.cotid:uct o_fpublic events or 
activities whose'.character may make them attr~ctive targets for terrorist attack. 
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R. STATE. J;;OCAL. ORTRIBAL:· p,ey state. or territory ofthe United ·St~tes or politic.al 
subdiVision tliereof, 'the District of.Columbia, or Indian tribe. 

S. T!IR:EAT TO THE NATIONAL SECUiU'IY: 

1. international terrorism; 

2. espionage and other intellig~nce activities, sabotage~ and assassinatio.n, cpnducted 
by .. f9r, o'f on b~half offot.eigp:,pow~rs, Qrgaillzati<?ns, or persO"ns; 

3. foreign computer .intrusion; and 

4. other matters determined. by the Attorney General) consistent with Executive 
Order 12333. or a Sllceessot oi:der; 

T. UNITED .STATES; when used in a.ge6graphic sense, means all arellS'under the territorial 
sovereignty of the United St~t.es~ · 

.U. UNITED STATES PERSON: 

Any of the fQllowing, but not including·any association ·or corporation that is ·a foreign 
poWer as defined in Subpart G.l.-.3 .. : 

1. an individual. w.ho is a United' States citizen or an alien lawfully admitted fol" 
per:man~t r~sidence; · 

2. an unincorporated association substantially composed of individuals who are 
Unit¢<! $tiltes p¢r8ons; or 

3. .a corporation incorpo~tedin the United States. 

In applying paragraph 2 .• if a group or organization in the. Vnite(i States that is affiliated 
with. a foreign-based international organization operates directly under the c6,ntrolofthe 
in~eJV~tio17~ Q!igmUzation ~d. has :Q:o :iildepeil.derit p~dgr;J,m or activities in the Unjt¥4 
States, the membership of:the entire international organization shall be considered in 
determirili7g whether it js substantia.lly ®mpos.ed of United· States persons. If~ however, 
the U.S,-b.ased,group or organi'zation bas.p~ograms·or a.~tivities separate from, or iD 
addition to, those ~4irecte.d by the internatioi,llll: organization. only ·its membership in the 
United ~t~~~ shall be comi4~ted ~ ~¢t~rmjirlng· whether it is sl).bstantially camposed of 
United States per11ons. A classified directive provides further guidance conceming·the 
de~ll!1iha~on ofU.nited States pe!Son status. 
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V. U$E: wl)en U.!i~ With xespect to humllD sources> m~s obt5lining i¢Qn.natil!n fr<?IY!, 
taskin&. or-·otherwise ·operatipg·s'!lch sources. 

Date: ~f/P$. 
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CLASSIFIED BY NSICG J31J85T94 
REASON: 1.4 (c) 

DECLASSIFY ON: 10-25-2038 
DATE: 10-25-2013 

s~ 
·cLASSIJfiED ~ROVI$IONS (PART VIII) OF THE ATTORNEY GENERAL'S 

GUIDELINES :.i!'OR DOMESTJC Fin OPERATIONS (U) 

Vlll. CLASSIFIED PROVISIONS (U) 

This Part supplements the unclas~ified provisions qf the Attorney GeneraPs Guidelines 
for Domestic FBI Operatj.on~. (U) · 

A. 

B. CIRCUMSTANCES WARRANTING INVESTIGATION (U) 

In additiQn to the circumstances ~dentified in Part ll.B.3 of these Guidelines as warranting 
investigation, a predicated investigation may be ba~ed on ·~y of the following 
circumstances: (U) · · 

1. An individual, group, or organiz~tion is or maybe il' foreign power or a,n ~gene of 
a foreign power (as defined in the. Foreign Intelligence Sl,U'Veillance Act). (tj) 

2. Ali 

a. 

Classified by: Michael B. Mukasey, Attorney General 
EFFECTIVE: September 2 9 I 2 0 0 a 

Reasom 1.4(c) 
Declassifyon: .September 29, 2.03-3 
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b. 

The provisions of these Guidelines .that apply to other predicated investigations apply to 
predicated investigations based on -this Subpart . .A predicated investigation based on this 
Subpart may be initiated as a preliminary-investigation if there is infonnation or an 
allegation indicating the existence of a circumstance described in·this Subpart; and may 
be initiated as. a full invesli_gation ifthere is an .articulable factual basis for the 
irtyestiga.tion tltat teasonaQly itidicate.s that a circumstance descrlb~d in this 'Subpart 
exists. (tJ) 

C. DETERMINATION OF UNITED ~TATES PE~SON STATUS 

Date: .. __ ? P_·~_?/4_~_#._. _ 

A.ttol.'fiey General 
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