
 

 

                     

 

 

Federal Recommendations on the Use of Cell Site Simulators 
 

In recent years, federal, state, and local officials have increasingly used mass 

surveillance technologies for domestic criminal and immigration enforcement – raising 

significant constitutional, privacy, and civil liberties concerns.  Specifically, authorities 

are now using cell site simulatorsi – originally designed for military use –domestically as 

a way of collecting unique information about mobile devices in a given area, tracking the 

location of phones, and intercepting the content of certain communications.ii  The 

Department of Justice (DOJ), Department of Homeland Security (DHS), and more than 

50 state and local agencies have purchased these devices.iii   

 

Cell site simulators transmit electronic signals to all cell phones and other mobile 

devices within range – whether out in the open, stored in a handbag, or sitting in a 

home.  The technology generally functions by impersonating legitimate cell phone 

towers operated by U.S. telecom companies, such as AT&T and Verizon. The mobile 

devices are instead forced to connect to the cell site simulator, transmitting their unique 

electronic serial numbers. By tracking these transmissions, cell site simulators can locate 

cell phones and other mobile devices precisely.  Even when the government has the 

specific intention of locating a particular suspect’s phone, the technology also sweeps 

up information about bystanders’ phones in the area, and in doing so, sends probing 

signals into the homes and offices of innocent people to reach phones inside.  Some 

agencies attach these devices to planes, helicopters, and other aircraft, increasing the 

impacted geographic area.  In addition, some versions of the technology also permit law 

enforcement to intercept metadata about ongoing calls and text messages or, in some 

cases, even the content of communications.iv   

 

Policies governing the use of these devices fail to comply with the Fourth Amendment,v 

raise significant civil liberties and privacy concerns, and undermine effective judicial and 

Congressional oversight.  Specifically:  

 

 The federal government provides funding to state and local law enforcement 

to purchase these devices, without ensuring that they have appropriate privacy 

policies in place.  DHS Port Security grants, DOJ Law Enforcement grants, DHS 

Urban Security Initiative grants, and civil asset forfeiture funds have been used 

to purchase cell site simulators.   The grants do not appear to require recipients 

to adhere to stringent privacy policies.vi   
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 Law enforcement agencies routinely violate the Fourth Amendment by using cell site 

simulators without obtaining a search warrant based on probable cause.  For example, DHS 

and many state and local law enforcement agencies use pen register/trap and trace orders 

which only require a showing that information obtained will likely be relevant to an ongoing 

investigation.vii   

 

 The use of cell site simulators takes advantage of known vulnerabilities in U.S. 

communications networks, leaving all consumers vulnerable to exploitation by foreign 

intelligence services and criminals.viii   

 

 In approving orders for the use of such devices, requesting agencies often fail to inform judges  

how the devices operate, the information they collect, or the number of innocent users likely to 

be impacted.  For example, from 2009 to early 2014, judges in Tacoma, Washington, unwittingly 

signed over 170 orders authorizing the collection of information, without ever being informed 

that that cell site simulators were being utilized.ix     

 

 The federal government deliberately hides information regarding the devices from judges and 

the public, undermining effective oversight.  For example, the federal government has 

requested that states refer to information from Stingrays as from a “confidential source” in 

court filings, requested that prosecutors dismiss cases where defendants will be able to compel 

disclosure of information about cell site simulator use, and forced states and localities to sign 

non-disclosure agreements prohibiting the release of information about these devices and 

requiring affirmative withholding of information from judges and defense attorneys.x 

 

 These devices function, in many cases, by jamming 3G and 4G networks, disrupting the 

functionality of phone networks, and potentially preventing people in the vicinity from being 

able to make or receive calls.xi 

 

Policy Recommendations 

 

In order to address these concerns, DOJ, DHS, and the Federal Communications Commission (FCC) 

should adopt the following reforms.  While these modifications may not fully resolve the fundamental 

constitutional problems associated with the use of cell site simulators, they represent important first 

steps towards greater privacy and civil rights protections.  

 

Department of Justice and Department of Homeland Security 

 

The FBI has been charged with coordinating the use of cell sit simulators by law enforcement agencies 

nationwide.  In addition, DHS and DOJ use these devices for law enforcement purposes and provide 

financial assistance to states to purchase cell site simulators.  Unfortunately, current policies at these 



agencies are opaque and, based on the available information, fail to comply with constitutional 

requirements.    To address these concerns, DHS and DOJ should amend existing policy to:  

 

 Require a search warrant based on probable cause prior to using a cell site simulator that will 

impact any phone located in a private space, such as a purse, pocket, business, or home; gather 

location information about a target phone over time; collect content; or impact third parties 

who are not surveillance targets.  Particularly given the impact on third parties, such a warrant 

should be obtained even in cases where a judge may have already issued an arrest warrant for 

an individual.       

 

 Require the immediate purging of all non-target information collected through the use of cell 

site simulators.  Such a policy should also include a prohibition on the use or dissemination of 

non-target information.   

 

 Prohibit requests to states and localities to deliberately mask or withhold reference to the use 

of cell site simulators in court filings or testimony.  As part of this policy, the FBI should stop 

requiring states and localities to sign a cell site simulator non-disclosure agreement, which has 

been used to justify the withholding of information from judges, defense attorneys, and the 

public.    

 

 Mandate that all warrant applications for the use of cell site simulators contain (1) information 

regarding the type of technology being deployed, the manner in which it operates, and its 

impact on innocent third parties, (2) an estimate of the number of individuals to be impacted by 

the technology, (3) procedures to purge or minimize the information of non-targets, and (4) 

sufficient facts to demonstrate that alternative, less privacy-invasive methods of investigation 

and surveillance are inadequate to achieve the same purposes.   

 

 Require all states and localities receiving federal financial assistance for the purchase or use of 

cell site simulators to, at a minimum, comply with federal policies governing the use of the 

devices, as proposed by these recommendations.  

 

 Track and make public information about cell site simulators including the number of times 

deployed; a breakdown of the purposes for which the devices have been deployed; the number 

of times the devices have been deployed without a warrant; and the number of non-target 

devices whose information has been collected. 

 

 Publicly disclose all policies governing when cell site simulators can be used; whether a warrant 

or other approval must be obtained prior to use; information that must be included in warrant 

applications prior to use; and requirements that state and localities must meet to receive 

federal financial assistance to purchase cell site simulators. 

 



The Federal Communications Commission 

 

As the agency charged with regulating our communications networks, the FCC plays an important role in 

the use of cell site simulators.  Specifically, the FCC is responsible for approving equipment 

authorizations for companies that manufacture cell site simulators and notifying consumers regarding 

vulnerabilities in communications networks that compromise the security of their communications.  As 

part of its unique role and in response to congressional inquiries, the FCC also created a task force to 

assess the threat posed by the use of cell site simulators by criminal actors or foreign intelligence 

services.  However, current FCC policies fail to regulate cell site simulators sufficiently or protect 

consumers from the use of these devices by bad actors.  To address these concerns, the FCC should:  

 

 As part of its equipment authorization process for cell site simulators, the FCC should require 

and make public analysis into the effect of maintaining vulnerabilities in communications 

networks that permit the use of cell site simulators.   

 

 The FCC should disclose the vulnerabilities within existing communications networks that 

expose the public to the use of cell site simulators by foreign governments or bad actors and 

provide the public with clear advice on what they can do to protect themselves.  

 

 As part of the existing task force, the FCC should issue a public report regarding steps the 

government and private sector can take to protect consumers against the use of cell site 

simulators by bad actors.   

 

 Request an investigation by the Inspector General into the granting of an equipment 

authorization to the Harris Company, the largest manufacturer of cell site simulators in the US.  

According to recent reports, the FCC may have relied on misleading statements from the 

company when granting their equipment authorization.xii  
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